Neuron 3.7.5.981
(December2, 2025)

Workflow

FIX¢ Timeout caugsException if Receive Message fires at same titha workflow definition contains

a ReceiveMessage activity inside a loop which is nested somewhere inside a Timeout Activity, the
ReceiveMessage has unloaded the workflow, and the Timeout activity triggers at the same time the
ReceiveMessage activity receives a message to resume the workflow, an error could occur where the
Timeout activity does not stop execution of the contained activities (and therefore does not resume past
the Timeout activity until the Timeout O (i A ddyiis&dndleted).

FIX¢ TimeoutActivity appears stuck if Workflow is in Waiting statea workflow has a Receive
Message activity within a Timeout activity, and the Receive Message causes the workflow to unload,
then a message causes the workflow to load and remain in an active state (e.g. "Waiting") when the
Timeout activity triggers the timeout, the workflow would not continue past the Timeout activity body
and/or not honor the timeout (i.e. the timeout activity body would keep executing rather than
continuing past it immediately).

Messaging

FIX¢ Removingropic does not remove all subscriptior@/hen a topic is removed from Neuron Explorer
and a Party has a subscription to that topic, the topic is intentionally removed from that Party in the
Neuron solution. However, if the Party has more subscriptions than the specified subscription to
remove, Neuron Explorer would not persist changes specifically to the Party that had the topic
automatically removed when applying/saving the solution.

Scheduler

FIX¢ Split Process Step used witha Business Process can cause the Scheduler hostsiaccrhis
could occur a the subsequent exetion of a BusinesBrocess exetted by the Scheduler Runtime
Host, causing the ruithe host to cash. This issue has been fixed.

Database

FIX¢ Sarting Neuron EB takesmuch too long to startvhen Database not availablétartingNeuron
ESB wittaremote databaseavhich is NO&ccessibleould increase the startup time lore than 20
minutes This has been reduced

Neuron 3.7.5.975
(October 3, 2025)

Service Endpoints

FIX¢ Client Connector throws Null Exception on subsequent ¢dllis was a bug introduced in build
3.7.5.967. The initial call into a REST or SOAP based Client Connector would succeed. However,
subsequent calls would fail because the internal party was being disposed prematurely.
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Event Processor

FIX¢ Possible memory leak fixThis only occurred when using the event processor with the
Management Suite. An object wastializedon each service ratpublication butwas never being
disposed of properly.

FIX- Event Processor throws Null Reference Exceptlbthe management suite is enabled in the server
settings and therds multiple service endpoints enabled in an endpoint host, a null object reference
exception could occur on startup of the endpoints due to contention on the ERettessopbject.

FIX¢ Event Processor throws Null Reference Exceptiddhen using the Management Suite with
Neuron ESB, on startup of endpoints the following exception could be thrown:

025-05-28 15:10:42.451+02:00 [45] INFOhe Event Processor for the
'Read_Transaction_Files_From_File_Server' Endpoint could not be initialized. Service Rate Events
will not be forwarded to the Neuron Hybrid Management Suite Portal.
System.NullReferenceException: Object reference not set to an instance of an object.

Adapters

FIX¢ Some Adapter Endpoints would share their Error Mode property setfiiige Azure Service Bus,

Box, CertainSafe, DropBox, DynamicsAx, FTP, Salesforce, and SFTP Adapters could shut down
unexpectedly if a solution contained more than 1 adapter of the same kind with at least one of the
adapters set to StopPollingOnError when used in Publish mode with polling. The shutdown only affected
adapters of the same type (i.e. if Azure Service Bus adapter shuts down, only other Azure Service Bus
adapters would shut down).

Message Tracking

FIX¢ String Format Exception when Auditing Messagkstring format exception could occur while
logging a warning when auditing failed messages if the topic context did not exist in the collection of
topic contexts in the client context.

Runtime
FIXc ESB Services takes more than 5 minutes to gfbipe'ESB Service' Stop operation takes more than
5 minutes from when thaising the Management Suite

FIX- Threads increasing due to heartbeat timérhe heartbeat method and timer callback in the
Control Serviceould back up the thread work queue (if there is a sufficiamnberof events being
generated) due to locking, resulting in dropped connections to RabbitMQ and the Event Processing
Service. This onbffectedthe runtime if the Event Processor feature is enabled (i.e. using the
Management Suite).

FIXc Control Service leaks threads due to machine resource stdte Control Service could leak
threads when used inonjunctionwith the Management Suite if an exception occurred while sending
machine resource statistics to the Event.
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Workflow

FIX¢ Workflow throws null exceptionin certain cases, workflows could throw a null reference
exception from ResumeBookmarkCommand if the workflowld was null in the command (which can
happen in failure recovery/failover scenarios).

FIX¢ Workflow Timeout Activity not firingln the case that a workflow definition contained a timeout
activity that could timeout during a contained receive message activity's active state (i.e. Receive
Message Activity has not unloaded the workflow yet), the timeout would not execute and not cancel the
contained activities (i.e. timeout not honored).

FIX- Load or LoadRunnablelnstances command failéd workflow definition contained a Timeout
activity longer than 1:00, and the activity timeout elapsed while the workflow was in an Unloaded state,
an exception could occur stating that a "Load or LoadRunnablelnstances" command failed.

Data Mapping

FIX- The Data Mapper Pipeline step failed with the error 'Data Mapper transform operation, or it
returned an empty or invalid document! A task was canceled'. This is actually due to timeout. The Data
Mapper Pipeline step updated to increase the timeout from 30 seconds to 60 seconds. Also logging
timeout error instead oBA task was cancelédn error.

Business Processes

FIX If a Neuron Process stored an XDocument in the context.Properties collection and had a Split or
Parallel Step (which causes the context to be cloned), a stack overflow would occur when executing the
process. This would crash whatever Windows process it was running in. When cloning the context,
circular references were not handled properly (e.qg. linked list of nodes in XDocument where the last
node's next field referenced the first node), leading to the stack overflow.

FIX- Modified the caching logic to use the IDs of the Flat File Parser step instances instead of their name.
This fixes an issue where if a solution has more than 1 Flat File Parser step that runs in the same
Windows process, the wrong flat file parser definition would be used if the Names of the Flat File Parser
step is the sameThis fix is already in versions 3.8.0 and above.

Neuron 3.7.5.955
(May 23, 2025)

Neuron Explorer

FIX¢ Business Process Modifications can be 1&8hen opening Neuron Explorer and then editing the
automatically opened last process when navigating to the process designer, the modifications to the
process may be lost after saving the solution due to the wrong underlying process designer object being
modified. To avoid this before this fix was introduced, the wgeuld have toclose the automatically

opened process' designer tab, then reopen it from the process library before making modifications to
the process.

FIX- Business Process Modificationsidze lost When copying a process, then making modifications to
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the copied process and applying them, the modifications could be lost due to the wrong underlying
process designer object being modified. To avoid this before this fix was introduced, theauser
have toapply the copied process, close the copied process' designer tab, then reopen it from the
process library before making modifications to the copied process.

FIX Unhandled Exception causes Neuron Explorer to craslsome cases, when there is an exception
in Neuron Explorer and we are trying to display the exception detail in a message box, an unhandled
exception could occur which prevents the actual exception that occurred from being displayed and
crashes Neuron Explorer.

Adapters

FIX- Salesforce Adaptgrublish mode startupFixed startup validation that checks for the Salesforce

URL when in subscribe or solicit/response mode, and checks for the outbound messaging URL when in
publish mode. These checks were being ignored.

Import Command Line
FIX¢ Datamaps and Service Route Tables throw error on impotte following error would be thrown
when using the command lirfer importing intosolutionthat contain data maps or service route tahles

ERROR: The Data Map named "<your data map name>" was not found.
A similar error would be reported for service route tables.

This only occurred if the solution that was being imported into contained either a data map and/or
service route table, but the import file did not contain the same object.

MODc¢ Importing Business Processes by nar@giginally, when importing an individual process via a
command line argument, you would need to use the ID (GUID) of the process, not the name. Now the
command line argument will accept either one. There is no change in the format of the command line
arguments. Also, updated the import of "Adapters" to always force overwrite. This is because we
automatically load all adapters into solutions now.

Neuron Runtime

FIXg¢ Temp files are not always cleared outhe temp directory for Neuron is normally cleared out

every hour of generated files for code compilation that are older than 30 minutes and are not in use by a
process. In the case that the pdb file did not exist for a corresponding tmp file, the tmp file was not
cleaned up. This case was also caused by the cleanup function deleting pdb files but not the
corresponding tmp files since the tmp files were usually in use but not the pdb files.

Services
MOD- Service Route Tableg\dded Throw Exception on Fault option for REST services. This matches
the functionality provided by the servi@ndpointprocess step.

FIXc Duplicate key exception thrown f@&ervice Route Tablesvhen a client connector configured to
use a service route table received a message that already containedRbenérdedFor header, it
would reply with "An item with the same key has already been added". This has been fixed to check for
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that header, and if it exists the IP address of the local server will be added to the list of IP addresses in
the header. If that header does not exist, it will create it with the IP address of the client that sent the
request.

MOD- Client Connector Added check to set Binary=false if the content type is applicatiomx-
form-urlencoded.

Messaging

FIXcwlk 60AG av NBLIzf A&aK Tl Af a-IntheGdse whérekihey y St A& y 2 i
sender/publisher to a PublisherConfirms RabbitMQ topic has to republish a message to RabbitMQ, an
exception could occur that states "PRECONDITION_FAdh&mel is not transactional” when not

using "Transactional" transaction type on the topic's properties.

AX¢ TCP clients retry indefinitely with Port Sharing enablidthe case that port sharing is enabled

and the client base port for a tcp topic is in use upon starting up the ESBService, any clients connecting
to the topic would retry indefinitely which could cause an endpoint host to not start in the time alloted

by the StartupTimeout setting in the appSettings.corfigw, in this case, the client party will still try to
reconnect and log errors, but the address in use exception will not prevent the ESBService from finishing
startup.

Neuron 3.7.5.940
(March 19, 2025)

Services
NEW- Service Route Tablesdded option to passhru authentication tokens received in a client
connector so that it can be reused by the service conndtierequest is routed to

NetSuite Rest OAuth Provideb dzS (G2 bSG{dzZAGSQa 9yR 27F { dzLJLl2 NI F2 N.
2.0, this OAuth Provider was updated to support ES256, ES384 or ES521. Due to limitations in the .Net
Framework, this OAuth Provider cannot support RSA algorithms. For more information on generating
public/private key pairs for use with NetSuite, das://docs.oracle.com/en/cloud/saas/netsuite/As
online-help/section_162686838198.html#subsect 162755332391

Adapters

MOD- Salesforce Adapterduring metadata retrieval, added a check to see if OAuth is set to true. That
setting means the Salesforce adapter is making Apex REST calls, and there is no way to generate
schemas from these types of calls. If OAuth Connection is set to true, an error is returned notifying the
user that schema generation isn't supported for Apex REST calls.

Neuron ESB Explorer

FIX¢ Business Process Designdra user copy/pastes a process in the designer, the Ids of child process
steps were not being updated in the case that the process step copied contained child process steps.
This would cause the wrong steps to be highlighted when testing the process from the designer.

5|Page


https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_162686838198.html#subsect_162755332391
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_162686838198.html#subsect_162755332391

FIX- The Execute Process Steduring a test it would outputlouble entries in the Process Designer
output window.

FIXc Overwriting ESBMessage Object during exceptieiming issue where we overwrite the
ESBMessage object in context.Data when an exception occurs when running an ExecuteProcess step
during design time. The isswasthat we were creatingga new ESBMessage object instead of just
overwriting the message body. Wi this so users can see the exception that occurred easily during
design time. Now when we overwrite the message body during design time, we store the original
message body in a message property called "ReseBysteminternal.OriginalBody".

FIX¢ Designer would crash after a tedkixed an issue with Process designer where after a user tests a
process and it has completed, attempting to view a message then clicking "ok" in the message viewer
caused a null reference exception to occur.

Neuron 3.7.5.935
(January 8, 2025)

Adapters

FIX¢ ODBC Adapter Batch Update Failsthe batch update query failwhenthe batch size is greater

than one and any text field includes a single quote character as part of its value. This issue has been
fixed. Also added handling to correctly set the binary and bit field value in the same case.

FIX¢ FTP/SFTP Adapter stops pollgidodified the SemaphoreSlinaariable to beNON static. added
extra debug/verbose logging

Scheduler

FIX¢ Temp Files generatedror each execution of the Business process by the scheduler, a new
assembly foa C# stef(if used) would be created in the temp directory. This can causssae related
to the number of used temp files being out of limit. This issue has been fixed.

Business Processes

FIX¢ Split Step throw£ollection has been modifideikxception If a Business Process uses a Split step
with a codetype splitter, the split body contains a step which modifies the context.Properties collection,
and the codetype splitter does not use the "this.NewContext()" method for creating the
context/messages to be handled by the split body, an exception could occur that states "Enumeration
may not complete. Collection has been modified".

Neuron ESB Explorer
FIX¢ Design Time Process Testing throws Duplicate Key excepibien loading a saved message that
contains SOAP headers, a duplicate key exception would be thrown.

FIXc Unhandled Exception create new Deployment GreAp unhandled exception was thrown when
attempting to create a new deployment group before saving a new solution

6| Page



Neuron 3.7.5.928
(November 19, 2024)

Runtime

FIX¢ Memory leak when running endpoint in ESB Service predéss endpoint repeatedly tried to

start up (e.g. a single instance adapter that fails upon startup) and was hosted in the ESBService.exe
rather than the Endpoint Host, memory consumption would increase unbound over time. This was due
to the method of unloading the AppDomain the endpoint was running in.

FIX¢ Thread Abort Exception when running endpoint in ESB Service prosesshandled
ThreadAbortException could occur when using the Neuron Event Processor and an endpoint hosted in
the ESBService.exe failed. This was due to the aborting of the thread during AppDomain unload that is
used to close the RabbitMQ connections to the Event Processor.

FIXc Possible Memory leak in Master Control Proxy of Endpofimemory leak could occur in
Endpoints if the Master Control Proxy object being used threw an exception when being closed.

FIXg Possible Memory leak in Configuration Proxy of Endpaimtken endpoints shut down, there
were circumstances where the proxy may not have been properly disposed.

Messaging
MOD¢ TCP based TopieModified TCP client so that it uses the client port for all urls IF port sharing is
enabled.

Business Processes

FIX¢ Memory Leak when using Split Process Step within a For-Ildog Split and Join process step was
copying the inner context.Properties to the containing parent process' context.Properties which could
cause memory to rise exponentially (since the key name was changed if the same key was found in the
parent). Now when the inner context.Properties are copied, they overwrite any in the containing parent
process' context.Properties that have the same key.

Adapters

FIX¢ SFTP/FTP/SFTP Adaptddpdated Xceed libraries to version 7.1.245648eviously, the SFTP
Adapter would fail authentication against an SFTP server if thelStfa integrity algorithm was
removed or disabled. Now, the adapter will negotiate and use-BHA finds SHA is not available.

Neuron 3.7.5.922
(October 21, 2024)

Neuron Explorer

FIX¢ Export/Import Command line tool throw8ystem.lO.FileNotFoundExceptiofhe ExportConfig

and ImportConfig command line programs were missing some redirects and/or the probing paths in the
app.configs. This would cause them to throw System.lO.FileNotFoundExoexteptions

7| Page



Neuron Runtime

FIX¢ Required Temp Files being deleted before a Business Process Complatesnic code

compilationfor Business Processes or Workflows could raauhe following error some time due to a f
temp filesbeing deleted System.|O.IOException: The @i@es notexists. at
Neuron.Scripting.Win32Native.WinlOError(Int32 errorCode, String maybeFullPath).

This issue has been fixed. Neuron will clear temp files every hour that are older than 30 minutes and not
used by any procesBreviously Neuron cleared out temp files once a day, but did not check for age of
the temp file.

Adapters
MOD¢ FTP/SFTP Adapter Xcdaldrary Update; These have been updated to versioni.24511.0
which resolves a deadlock issue when disconnecting from someaomopliant SFTP Servers.

FIX FTP/SFTP Adapter Polling Bleaksc When in publish mode, the SFTP adapter could appear to be
running even though the underlying polling thread is deadlocked. This could occur during the polling
process when the adapter attempts to disconnect from SFTP servers that are non compliant with the
SFTP specificatiorisxternally in Endpoint Health, the adapter endpoint would show up as started with
no errors

Neuron 3.7.5.915
(October 9, 2024)

Runtime

FIXc Auto Tuning IO Thread Count to lew§ Auto Tune Threadpools is on and the number of processors
for the machine is low (e.g. 2), the min IO thread count was set too low to be better than the default.
Now it should set the min 10 thread count to at least 64 for a 2 core processor.

Workflow

FIX¢ Moving Workflow to Different Host causes errdn the case that a workflow endpoint was

switched over to run on a different endpoint host (i.e. user changed the endpoint host in a workflow
endpoint while the solution was running and there was no workflow endpoint initially in the new chosen
endpoint host when the solution was started), an exception would occur that prevented the workflow
endpoint from starting. The exception would state that the Default Retry Manager was not set.

Messaging

FIX¢ Rabbit MQ Topics Quorum Queue changAswumber of errors get logged when changing quorum
gueues to norguorum queues for rabbit mq topics. The 404 not found error occurs on the EasyNetQ
management client when deleting the delivery limit policy for quorum queues that were changed to
non-quorum due to trying to delete the same policy on each queue for the topic. The delivery limit
policy is per topic, not per queue so the first policy would be deleted fine, but we were trying to delete
that same policy for each queue in the topic rather than just once for the topic which caused the 404
error.
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Business Processes

FIX¢ Split Process Step fails on collection modifidthe SplitBusiness Proce&tep would fail with an
exception of "Collection was modified; enumeration operation may not execute." when using the
CodeSplitter split type. Also, the behavior of the resulting PipelineContexts/ESBMessages was not
consistent with the XPath Splitter.

FIX¢ Compression Process Steild to write complete archive When using the compression step, if
GZIP or Deflated Raw is selected, the entire archive may not be written to disk, preventing it from being
opened.Deflated Raw option has been removed.

Neuron 3.7.5.909
(September 23, 2024)

Business Processes

FIX¢ Split Process Step and XPATIHe split process stevhen placed in synchronous matid not

work as expected when using an xpath function such as "text()". Also, passing in an xpath of "/" did not
work as well.

Services

FIXc OAuth Token Retrievalfixed error handling when retrieving OAuth tokens. In some

circumstances, the exception "Cannot access a disposed oBjeject name:
'System.Net.HttpWebResponse'." is returned when there is an issue retrieving an OAuth token. This has
been fixed so that the actual error message is returned.

Adapters
MODc¢ FTP/SFTP Adapter Xcdddrary Update; These have been updated to version.24462

Neuron 3.7.5.900
(August 16, 2024)

Neuron Explorer

FIX¢ Business Process Design Time testMtnen using the process testing service (e.g. attaching the
debugger to a client connector in Neuron Explorer Process Designer), if the process execution takes over
100 seconds, the request would timeout and send back a task cancelled exception to the calling client.
Now the timeout is set to 3 minutes.

FIX¢ Business Process Design Time testifige Neuron Explorer Process Designer would not display the
correct output messages sometimes when executing the process in the desgingrthe Split or
Parallel Process Steps

FIXc Business Process Design Time testifige Neuron Explorer Process Designer would not highlight
the correct step when viewing a step's output/input messages.

FIX¢ Business Process Design Time testifige Neuron Explorer Process Designer would not modify the
correct message sometimes when modifying the output messages of a previous step (i.e. breakpoint
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was added and when the process halts, modifying the output message of the step before would not
modify the correct step's output and may not be reflected when the user resumes execution).

FIXc Business Process Design Time testMénen copying a code step in the Neuron Explorer Process
Designer, the step would be copied with the same TypeName property. This needs to be unique to the
step otherwise when testing in the designer, the wrong step may be highlighted on the ui when viewing
messages or when selecting an output row in the output panel.

FIXc Azure DatabaseWhen using an Azure Sql Database for the Neuron database, when validating the
database from Neuron Explorer an error would occur claiming the connection information was invalid if
the specified user does not have access to the master database. Now we determine if the user has
access to the master database if it is an Azure Sql database and return a connection string that does not
have the initial catalog set to master (which was the cause of the invalid connection information).

FIXg Apply clears Process Filtdn the Business Procestsigner, if the apply toolbar button was
clicked, any filteapplied on the Business Process list weould effectivelybe cleared, though the filter
text would still be present.

NEW- Added the Expand All and Collapse All context maptionson the Business Process/Workflow
library list view

Business Processes

FIX¢ Split Process StepAsyncSplitstep did not work properly due to the PipelineContext.Instance
being the same object for each split executidrhis would cause issues between each split body step
group since they were acting on the same PipelineContext.Instance.

FIX¢ Split Process StepVhen a process containing an async split step is executed from a party or
process mode endpoint, then the solution is saved causing a refresh to occur in the runtime, it could
cause the async split step to fail on some splits if it contains a step that publishes to the bus (e.g. publish
step, adapter step, etc.).

FIX¢ Split and Parallel Process Stejp stack overflow could occur when running a Parallel step
contained within an Async mode Splitter step which would cause the Endpoint Host process to die.

FIXc Split Process Steg Yy SEOSLIiA2y adldGdAay3a a! Gl al Ylé& 2yteé o
Owlye¢e2/ 2YLX SGA2Y S CldzZ SR 2NJ /I yOSt SRuoé¢ YIF& 200dzN
unhandled exception or if the process is cancelled while the splitter is running.

Runtime
FIXc Additional Endpoint Host startdn some cases, when using endpoint host failover, a primary
endpoint host may start when there are already enough endpoint host instances running.

Messaging
FIX- Rabbit MQ NullReferendexceptiorwhen Sending Messagén certain cases with RabbitMQ
Topics, such as if the RabbitMQ Server being used for the topic encounters a full disk, the underlying
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channel may be null during a send after recovering when called from a Publish process step that is
hosted by a party. The channel is now checked before sending and if it is null, it is recreated.

Adapters

FIX¢ Active Directory Adapterif a user used a transactiontype of disable or enable against an LDAP

path objed that did NOT have the userAccountControl property for us to set, we would throw a null

exception. Now we throdk GSNE &ALISOAFAO SEOSLIiAz2zy G2 |fSNI GKS
the specific LDAP object.

MODc¢ ActiveMQ Adapter,! Y FabluredPublish Actign LINR LISNIié Kl a 6SSy | RRSR
decide what action to take if the Publish failed. Either return the message to the queue or log it to the
Neuron Failed message database table.

MOD- NetSuite Adapteg! RRSR & dzZLJLI2NII F2NJ OSNEA2Y A HAHODHI HAH
WSDL support policy, support for versions 2016.2, 2017.1 and 2017.2 has been removed. These

endpoints are no longer available. If you have a NetSuite Adapter endpoint configured to use an

endpoint older that 2018.1, it will automatically be updated to use the latest version. You may need to

update your solution to ensure the namespaces used in your requests reflect the correct release (i.e.

change 2017.2 to 2024.2).

FIX- NetSuite Adaptec CAESR da¢Said /2yySOiAaz2yé TFdzy OlAzy Ay
t NEBOA2dzates AG ftglreda NBOGAdINYSR a{ dz00Saa¢ 6KSy

O( (et
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Neuron 3.7.5.891
(July 18, 2024)

Workflow
MOD- Now hiding the CancelObiject property on Persistent Delay activity

MOD- Now hiding the Mapper property on the DbQuery activity as it is not settable using the workflow
designer.

FIX¢ Workflows Not Resuming on Failovérhe stored procedure
"dbo.SelectCorrelatedWorkflowMessages" was not checking for null values properly which could cause
workflows to not resume properly on failover of the endpoint host.

FIX¢ Workflows fail to resume due to DeadlockiBeadlocking in some stored procedures could occur
upon resumption of workflows if there are too many workflow instances that need to be resumed
during workflow endpoint startup.

FIX¢ Saving Workflow Change at runtim#é a user saved the solution while Neuron was running,
workflow endpoints could get into a state where there are multiple instances of the workflow party
connected. This could lead to replies being rejected due to being received by the wrong instance of the
party.
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Endpoint Health

FIX¢ Endpoint Health not Accurate when running in Containdrise stored procedure
"dbo.InsertEndpointStatus" was not checking for null values properly which could cause endpoint status
to not be accurate when running in containers.

Business Processes

HX¢ Detect Duplicate Process Step deadlockke detect duplicates process step could encounter
deadlocking in the database as some transactions may conflict with each other when checking for
duplicates.

Topics
AX¢ Rabbit MQ Quorum Queuedf using quorum queues, an object disposed exception could occur
from the EasyNetQ Management Client on startup when the queues were being created.

Runtime Service

FIX- Discovery serviceConfigure loading error. When any custom process or adapter is used in a
solution for an Instance, the associated custom process or adapter assemblies are not copied to the
relevant folder of the Discovery service. Configuration would fail to load the standard Neuron
configuration entities, resulting in some of the web API calls (e.g.
/neuronesb/api/vl/Configuration/{instanceName}/DeploymentGroup/{DeploymentGroupName}) not
returning the correct information. This resulted in some of the features not working correctly in PMS.
i.e. RabbiMQ monitoring configuration. Resubmitting message. This issue has beef filedill avoid
the need to copy custom processes or adapter assemblies into the relevant folder of the Discovery
service.

FIX¢ Null Reference when Machine not set for Endpoint Hdsain Endpoint Host did not select a
deployment group machine to be started on (regardless of whether its role was Primary or Failover),
when starting on that machine, a null reference error would occur when starting the service.

FIX¢ Endpoint Host fails to start using IP AddreEsdpoint Host failover might not work properly if the
machine in the deployment group was specified as an IP address.

Neuron 3.7.5.888
(July 3, 2024)

Business Processes

FIX¢ Business Process Design Time Testing Split 8taping a split or for or foreach loop process step

(i.e. Container steps), the steps within the execution block would always display the message which was
fed into the Container step, rather than the individual item message being processed by the step in the
execution block, when the user clicked the ellipsis button in the trace window.
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FIX¢ Process Step Errors not being logged at Process ¢ HveBusiness Process threw an unhandled
exception, the endpoint hosting the Process would log the error via an Audit Failed Message. However,
the endpoint log file would not have a record of the error as being logged.

Services
FIX- Salesforce OAuth ProvideFixed error "Nullable object must have a value." This error would be
returned by the Salesforce OAuth Provider when the access token expired.

Adapters

FIX¢ File Adapter when Archive is sgWhen in publish mode and configured to Archive the file, if a file
is detected while a process is currently copying or moving the file to the location the adapter is
monitoring the following error may be thrown:

{240SYPLhPLhOEOSLIIAZ2YY ¢KS LINROS&aa OFyyz2id | O0S
by another process.

MODc File Adapter Fails on initial Startup when using ArcQiMehe Archive property is set on a
Publish mode adapter, but the folder does not exist, the adapter endpoint would fail to start. This has
0SSy Y2RAFASR a2 GKIG AG gAftft 2yt @& SogPalingOiBrora G NI

Neuron 3.7.5.885
(Junel7, 2024)

Workflow

FIX¢ Execute Process throws Delegate error in Design Tedfiaguser has a workflow with an Execute
Process Activity which references a process with a step that implements PipelineStepGroup (e.g.
Exception process step), when testing the Workflow in the Workflow Designer, the process would fail at
the process step with the error "Delegate to an instance method cannot have null 'this™.

Neuron ESB Explorer

FIX(! / [ R2Say Qi F O A @I-Wikn ih thalsicadss Cahteof Lt ifvuseradiatta of
deselects a credential to add or remove from the list, the Apply button does not become enabled to
save the change.

MODc¢ Debug Toolbar button has been deprecated and removed

Adapters

MOD¢ SFTP Adaptemnd Encryption Algorithms TheEncryption Algorithmsgvhich are negotiated with
the server during the connection proces® now selectable. By default, all are select&ibers camow
select which ones to specifically support.

MOD¢ SFTP Adapter and sftp.Folder propeftyhen in polling/publish mode, the sftp.Folder message
property was not getting set with the folder path that was used for polling

MOD¢ SFTP/FTP Adapter Xceed Library upddtke Xceed libraries have been updated to version
7.1.24310.22310
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Neuron 3.7.5.882
(June7, 2024)

Installation

FIXc Patch returns incorrect error code causing Divide by Zero Efftie patch installation script uses
robocopy to copy files. However, robocopy uses a-stamdard scheme for exit codes. The script

considers anything other than an exit code of 1 (which means all files copied succesfully) as an error,
which writes out to the powershell error stream. Now the patch considers exit codes less than or equal

to 1 as successful (i.e. 0 and 1). Exit code 0 means the destination file and source file are identical, so the
file is skipped.

Adapters

FIX¢ File Adapte Object reference not set to an instance of an object could be thrown if the Adapter
Endpoint in Publish mode was not configured to Archive the file. This is a regression introduced in the
872 build

Workflow

FIXc ESB Message variable Body passed to Execute Process could be midtiedE SBMessage being
passed in to the ExecuteProcess activity is modified inside the Process being called, the ESBMessage
passed in would reflect those madifications in the Workflow.

E.g. passing in variable "MyMessage" of type ESBMessage with body "MyText" to the ExecuteProcess
activity via the "Message" property and the process uses a C# step to change the text (e.g.
"context.Data.Text = "MyModifiedText"), the text value of "MyMessage" after the ExecuteProcess
activity would be "MyModifiedText" even though "MyMessage" was not used in the "Result" property of
the ExecuteProcess activity.

This could cause an issue with workflow tracking if the message was modified in the process being called
to be shorter in length than the Workflow Endpoint's "Max Tracking Variable Length" setting as

execution timing could cause the Substring method to fail due to the message being shortened to a
length less than the "Max Tracking Variable Length" setting which is used for the string.Substring
method's length parameter.

This fix affects the behavior of the ExecuteProcess activity so that the message being passed in to the
"Message" property of the activity will not contain any modifications made to it in the Process being
called (users should get the result of the Process from the ESBMessage passed in to the "Result"
property which will contain the "context.Data", i.e. the Process's ESBMessage, value as it was when the
Process finished executing).
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Neuron 3.7.5.876
(May 20, 2024)

Adapters

FIX- ODBC Adapter and ODBC Pipeline Skep query mode If UPDATE/DELETE SQL statement is used,
it does not return any result set. It's throwing 'Error executing Sql statement.
System.IndexOutOfRangeException: Cannot find table 0' exception. This error has been fixed.

Installer
MOD- Updating the signature of thBowerShelscripts we ship.

FIX- The Neuron install patch script would copy the permissions from the patch files to the installation
directory which could cause permissions issues if the service account being used did not have
administrator permissions. At runtime, this could result in File Not Found Errors when attempting to
load adapter assemblies.

Neuron 3.7.5.872
(May 11, 2024)

Workflow

MOD¢ Workflow Optimization to avoid Configuration Service Errdree EnvironmentVariableService
used to retrieve a Neuron Deployment's environment variables in Workflow would call the
Configuration Service to retrieve the latest Environment Variables from the configuration. This is a
somewhat expensive operation that could cause an overload of the Configuration Service and make it
unresponsive if too many concurrent workflows were running that had activities that utilized it (Data
Mapper and Persist activities). The two activities that utilize the EnvironmentVariableService workflow
extension no longer do so at runtime. This change prevents Configuration Service errors when running
the two activities and results in a significant increase in workflow efficiency if the workflow definition
contained those two activities.

Neuron ESB Explorer

MODc¢ Business Process Testing when not as Administrditardified the error message if a user
attempts to test aBusiness Procesgthout adminprivileges Previously, darget invocation error
messageavas displayedNow the error message is very spediic"Access is denied. Live Endpoint
testing is unavailable as it requires Administratwivileges”

Adapters

FIX¢ File Adapter has Trailing Backslash on FolderR&@th I G NJ Af Ay3 ol Ol atlakK Ay

property , it would generate the following error if Archive file after Download" was set to true:

202404-19 14:10:43.558+02:00 [27] ERR@Rception occurred during the archiving of the
‘c:\temp\FileAdapterTe$05.xml' to the 'citemp\FileAdapterTesArchive' directory. startindex
cannot be larger than length of string.
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Parameter name: startindex

System.ArgumentOutOfRangeException: startindex cannot be larger than length of string.
Parameter name: startindex

at System.String.Substring(Int32 startindex, Int32 length)

at Neuron.Esb.Adapters.FileAdapter.ArchiveAndDelete(FileStream fileStream, Filelnfo fi)

This has been corrected so that if a trailing backslash exists it will be corrected at runtime.

MOD¢ MQSeries Adapter exposes password when in verbose logging gibdee Security was set to
true and a password was configured for the adapter endpoint, at runtime that password would be
logged to the endpoint log file if the logging level is verbose. That no longer happens.

MOD¢ MQSeries Adapter The wmw.MsgldHexValue message property has been added to the ESB
Message that gets created during the publish mode of the adapter. This contains the original Hex value
of the MQSeries Message ID.

NEW File Adapte Configurable File Name patterns for Archive FAglded support for configurable
file name patterns to use when the Archive File After Download property is true and Overwrite Existing
File is false. The format options are:

w 5SHIAISYyRA Iy AYONBIFaAY3A ydzYoSNI awl 11 & G2 0f
w 91 51 S ¢cappéndstthe Bdalfdadtetime to the filename in standard format.

w 9151 G§S¢AYSot 2 OdappertRiie Yovabdatétimerty thefiname using the

format provided after the comma. You can modify this format as any format that is valid in

5 0S¢CAYSPEC2{ GNAYIOdar F2NX¥I GHEV D

w 91 51 GS ¢dppesds thdiUTO datetime to the filename in standard format.

w 91 5F0S¢eAYSO! ( QappeRR e BTE Kakeine 0ah¥ filename using the

format provided after the comma. You can modify this format as any format that is valid in

5 0S¢AYSPEC2{ GNAYIOdar F2NX¥I GHEV D

w I 1 [Qéappemas a GUID to the filename.

MODc File Adapter Archive ProcesArchiving the received file will now occur before the file is
processed and published to a topic. Previously the file was not archived until after the file was
processed. This only occurs when the property Archive File After Download property is true.

FIX¢ Archive File Deletion Procesd he archive file is deleted when an error occurs while archiving.

Under certain conditions the archive file could be permanently deleted if the attempt to archive fails.

¢tKS 0SKIFIPBA2NI KIFa 6SSy FAESR G2 NBylYS (kKS FAtS 68
remain the original folder. This only occurs when the property Archive File After Download property is

true.
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Neuron 3.7.5.866
(Apr 17, 2024)

Workflow

FIX- If a workflow operation from Workflow Tracking was performed on a locked workflow instance
causing the WorkflowApplication to not loaaNull Reference Exception would occur when attempting
to remove the active workflow application from an internal collection. This could cause commands to
get stuck in the database.

FIX- If a workflow implemented Persistent Delays or Timeout Activities and a Neuron Solution change
was saved at a time where it would cause the reconfiguration of the workflow endpoint to occur at the
same time the delay or timeout activity was set to resume, a KeyNotFound Exception could occur due to
the Workflow Definition not existing in the Neuron Configuration object.

FIX- If a workflow implemented Persistent Delays or Timeout Activities and a Neuron Solution change
was saved at a time where it would cause the reconfiguration of the workflow endpoint to occur at the
same time the delay or timeout activity was set to resume, workflows could get stuck in an Unloaded
state due to the bookmark failing to resume the workflow instance.

FIX- If a correlated workflow contained a Persistent Delay activity, had a receive message after the delay
activity, and received messages during that persistent delay, the workflow would remain in the

unloaded state and not resume as the ResumeBookmark command would fail to resume the workflow
due to a ResumeCorrelatedWorkflow command being issued when the message was received during the
persistent delay.

FIX- If a workflow abort, cancel, or suspend operation was sent to a workflow instance through
Workflow Tracking and the workflow instance was locked causing it to not be loadable, a semaphore
count exceeded warning could occur possibly allowing more workflow instances to run concurrently
than the max concurrent workflow setting on the Workflow Endpoint.

Adapters

MODc File Adapterk Exposed thdollowing properties for Environment Variables in Publish mode:
"Publish Metadata Only", "Archive File After Download", " Archive Folder". In Query Mode: "File Age
Filter", "Retrieve Metadata Only", "Archive File After Retrieval", "Delete on Query". In Subscribe Mode:
"Name of File to Create"

MOD¢ SMTP Adapter SSL Certificate Validation event was added

MOD¢ ODBC Adapter Support was added for stored procedures and dynamic queries that return
multiple resultsets.
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Installation

MODc¢ Patch from Management Suite could fail with long paeplacing Copltem with robocopy in

patch installation scripts because when installing with Management Suite, the path unzip locations were
too long for Copyitem.

FIXc Error if property not found If the "ProcessTestingServicePort" appSettings.config setting did not
exist in the Neuron version that the patch is executed against, an error would be shown in the
Powershell window. This error does not affect the result of the patch (unless user has set the Powershell
variable $ErrorActionPreference to a setting that halts the script before running the script) as the setting
exists in the patch's version of appSettings.config anyways.

Management Suite
FIXc Patch Installation for Neuron ESB updates wrong instankédise patch wasnstalled from
Management SuiteNeuron ESBistances could be updated that were not selected to update.

Messaging

MOD- Rabbit MQ channelModified the resubmitting of messages that we didn't receive acks/nacks on
when sending via Publish Confirms. Now each message is republished via a single transaction rather
than a publish confirm transaction ensuring that we don't run into an endless loop of republishing the
same message due to lack of ack/nack received from Rabbit.

Samples
NEW- The new sample web application, MvcClientSample, illustrates how to use the Peregrine MS as an
Identity Provider for any application in your organization that you want to secure.

Alls users in your organization that your application caters to, can be added under a special inbuilt
"APIUsers" role in Peregrine Management Suite. The API Branding page of Peregrine Management Suite
can be used to customize the login page that appears for that user with your company logo and

message. Your web application resources (i.e. controllers and methods) that you want to protect can

be registered as a new API Resources in Peregrine Management Suite paired with an APl consumer
having a client id and client secret. For more information consult the Peregrine MS documentation
section on APl management.

Once Peregrine MS setup is done, your web application can request user authentication via Peregrine
Management Suite. When the user tries to access a secured page of your application your code invokes
the hybrid flow using the token endpoint while passing the client id and client secret. Peregrine MS
redirects to the login page for Peregrine Management Suite and prompts user to login. Once the login is
completed by the user and user has provided consent for your application's claims and scopes, your
application can get access to the hybrid token that contains user claims such as user name, email
address as well as the authorized scopes that have been setup for your application ( represented in
Peregrine MS as the APl Consumer)'s client id and client secret.

Your application can then use the information provided in the token, to implemerdbased access
control and personalize the user experience based on user's identity claims.

18| Page



Business Processes

MOD¢ JSON Validation Stefppdated JSON validation process step to replace Newtonsoft.Json.Schema
validation by NJsonSchema as Newtonsoft.Json.Schema has free limits of 1000 validations per hour,
while NJsonSchema allows unlimited validation.

MOD¢ ODBC Process Steupport was added for stored procedures and dynamic queries that return
multiple resultsets.

Neuron 3.7.5.850
(Mar 18, 2024)

Installer

FIX¢ Uninstall may not remove all fileS'he changes made to support nenglish systems for the

installer introduced a bug where the incorrect permissions were being applied to Neuron instance files
and registry entries. This resulted in the inability to uninstall from Add/Remove Programs as the
dzyAyaidadlrtt ¢g2dAR FLFLAf dzytSaa GKS bSrRagRy Lyadlyos
File§Peregrin&Neuron ESB YBEFAULT") were deleted before trying to run the uninstall.

Neuron Explorer

FIX- In Neuron Explorer, if a user had an adapter endpoint set to run in the ESBService (i.e. no Endpoint
Host chosen for the endpoint) and selected the endpoint to view after already selecting an adapter
endpoint with an Endpoint Host chosen, the adapter endpoint that had no Endpoint Host chosen would
get the Endpoint Host that was chosen in the adapter endpoint with an Endpoint Host chosen. This
change would be persisted if there were changes made to the adapter endpoint that had no Endpoint
Host chosen originally and those changes were applied and saved.

Endpoint Health

FIXg A stopped endpoint would restart on configuration chandfea user had shutdown endpoints in
Endpoint Health in Neuron Explorer, then went on to make solution changes that would normally cause
an endpoint to recycle if it were live, the shutdown endpoints would start back up (as long as they were
marked as enabled in the solution).

FIX¢ Shutdown state of workflow In Neuron Explorer, if a user manually stopped Workflow Endpoints
from Endpoint Health, the final state would be "Stopped" instead of "Shutdown". A "Shutdown" state
indicates that the endpoint must be manually restarted from endpoint health as they were manually
shutdown.

FIXc¢ Endpoints would change state on configuration chasigeNeuron Explorer, if a user saved
modifications to a solution and the endpoint was marked as shutdown, the endpoints would move to
the "Stopped" state instead of staying on the "Shutdown" state.

Runtime
FIX¢ Configuration change could cause workflow endpoints to recycle impropérdyuser saved a
Neuron solution while the runtime was up, then modified and saved the solution again before Workflow
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endpoints could recycle, this could cause Workflow Endpoints to not recycle properly and possibly cause
undesired behavior.

FIX¢ Configuration change could cause workflow endpoints to recycle improp@ryrkflow Endpoints

could possibly not recycle properly upon saving a solution while the runtime was active, especially if the
solution was saved multiple times in a short amount of time. This could result in undesired behavior in
the execution of workflows.

FIX¢ Scheduler produces duplicate logd/hen a Neuron Solution was saved, the reconfiguration of the
ESBService would cause duplicate log files to be produced for the Peregrine Scheduler.

Neuron 3.7.5.848
(Mar 12, 2024)

Workflow
FIXc High Network Load causes Workflow to fdilnder high network load and with enough concurrent
workflows with the SQL Server being located on a machine other than the Neuron instance, workflow
instances may fail resulting in issues such as persist activities failing, workflows failing right after starting
(with last state being "Persisted"), and the database tracking participant failing to track workflow
execution.

This fix cannot prevent failures if the network remains overloaded for an extended period of time. If
workflow issues are still occurring, users need to check to see if the workflow endpoint has too large of a
"Max Tracking Variable Length" (this is the max length of the message body or size of any other
variable/argument defined in the workflow definition). Having a large max tracking variable length will
overload a network connection if there are many concurrent workflows and/or large messages being
sent to and tracked by the workflow host. Network bandwidth to and from SQL Server should be
monitored on the Neuron machine during workflow load testing to determine if the network adapter is
being overloadedSome examples of exceptions or warnings that may occur if the network is

overloaded for workflows:

1 A severe error occurred on the current command. The results, if any, should be discarded.

1 dbo.CompleteWorkflowCommand did not remove the record for event "123"

I Execution Timeout Expired. The timeout period elapsed prior to completion of the operation or
the server is not responding.

Services
MOD- CORS Support for Client Connectp@ient Connectors have a property for REST APIs called

GOyl ofS /hw{é¢d 2KSYy (KAaA LINRPLISNI& Aa OKSO|lSR:zI 4KS
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are returned with the AccesSontrotAllowh NA 3Ay KSI RSNJ aSid G2 tt2¢6 €
LINR LISNIIé A& dzy OKSOl SRZ oNRgaSNm | OO0OSaaiay3a GKS !tL
from accessing the API. This is also true for accessing OpenAPI documents hosted by Neuron. A user

viewing an OpenAPI| document via a browser that wants to test a call through the browser would be

denied access if the Enable CORS property is unchecked. This is because the origin consists of the
d0KSYSZI R2YIFAYZ YR LIRNI ydzYoSNX» ¢KS RSTFdz G L3R NI
51003. A Client Connector is typically hosted at a different port. To get around this issue, client
O2yySOU2NRB ¢Aff y2¢ lLdzi2YlIGAOlIffte Ffft2g 2NAIAYyE
YdzYo SN FyR 2yS 2F (KS F2ft2¢Ay3aY m0 af20FtK2aGé =z
bSdNBYy 9{. {SNBSNNR& Cv5bx 2NJn0 Iy Lt FRRNBaa (KLl

Runtime
FIX¢ Runtime would fail on startup if Database was not configuyéfda database was not added to the
solution that the ESB Service was configured to run, the runtime would fail to start.

FIX¢ Neuron Patch may generate erroshen using PowershelldWhen patching a Neuron Installation
using Powershell 5, the patch would function normally. However, when using Powershell 7, Neuron
Config values would not be copied over due tedarshes in the script. These have been replaced.

MODc¢ 10 Threads added to Auto Tuninghe auto tune feature for threadpools did not tune the 10
threads. Now they will be tuned if the feature is enabled. This should help with workflow execution if
there are a lot of concurrent workflows.

Adapters

MODc File Adapter when usinghe archive feature in publish mode, if overwrite existing file is set to
false,the file would not get archived d file of the same name exists in archive folder. This has been
changed so that if the file exists, the file will be copied by appending a "0001" to the file Hamee

the final format of the copied file will beFFilename 000NExtension

Topics

MOD¢ Rabbit MQ ChannelWe changed the behaviaf the channel when it receives a reply message
destined for a different instance of a publisher or subscriber. Currently we log the following message
and do a negative ackunctionally placing the message back on the queue so that the correct instance
of the party has an opportunity to read it

ConsumerReceived: A reply message was received with the '8388028f11-a144

31ccf29b42d5' ReplyToSessionld that does not match the current session id of the subscriber
'6389ca8299e84e81-8714d6¢cb1f343e84'. This is because the original request was sent by a
different running instance of the subscriber. The message will be negatively ack'd and rolled back
to the queue so the original subscriber can have a chance to consume it.

however, if the other instance of the party is down, this message will just be continually redelivered.
Ideally this should never happen since no one should be running multiple instances of the same party if
publishing reply message®loving forwardwe'll removethe message from the queue, log a warning
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andsendthe message to the failed audit databaske failure type fothe audited message will be
ReplySentToWrongSessionld

Reporting
FIX¢ Context Menu for Message Historffhe context menu in Message History in the Neuron ESB
Explorer when a message is selected did not work properly when clicking on an item in the menu.

Management Suite

FIX¢ Client Connector may be reported twigéf for anyreason, if a ClientConnector failed to start (e.g.

due to an invalid configuration or setting) and if Neuron is being managed by the Management Suite,
then an EndpointStatus update is sent with 'ServiceConnector' Serviceld instead of 'ClientConnectorld' in
Elasticsearch.

Neuron 3.7.5.835
(Feb 19, 2024)

Runtime

FIX¢ Null Exception Thrown on Startup of Adapter Endpoints/Service Connecitrs master control

proxy would be null when starting adapter endpoints that are set to an uninitialized state. For example,
any Adapter Endpoint that is in Subscriber or Query mode by has the processing mode to None.

FIX¢ Null Exception Thrown on Shutdown of Adapter Endpoints/Service Connectais could occur if
there are endpoints with a state of uninitialized. Since these were never started, their internal ID would
be null.

MOD¢ Neuron ESB and Peregrine Connect librarigese are now digitally signed.

FIX¢ Missing Database would stop ESB Service startfip database was not configured for a solution,
the ESB Service would fail to start.

Business Processes

FIX¢ Parallel Process Stefif a process contains a parallel step and an object is added to
context.Properties that is not a value, enum, or string type or it does not inherit from IEnumerable or
ICollection, or it is not from the namespace System.Collections.Generic, the parallel step would fail while
cloning the PipelineContext if any property of the object did not have a getter and setter, or if a getter

or setter threw an exception.

FIX¢ Parallel Process Stefif a process contained a foreach loop with a parallel step inside, or a loop
with a parallel step inside that used/added objects to the context.Properties dictionary, memory usage
and the size of the context.Properties dictionary would rise exponentially on each execution of the
parallel step.

This fix changes the behavior of the parallel step in regards to the context.Properties dictionary. Before,
each branch of a parallel step would copy its own context.Properties to the processes'
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context.Properties at the end of the parallel step's execution for each time that same parallel step was
executed in the Process. The parallel step generated unigue entries in the context.Properties for each
execution of that parallel step (per branch) within the same instance of a process (note: the parallel step
must be in a loop to be executed more than once in the same instance of a process). Having unigue
entries would allow users to grab the context.Properties from each branch from each execution of the
loop.

Now the behavior is that the context.Properties entry for each parallel branch will be overwritten on
each iteration of the loop unless a unique key is given to the context.Properties entry on each iteration
of the loop for each branch. Giving a unique key per branch per loop iteration, however, will likely lead
to the same issue that this behavior change fixes so it is highly discouraged.

This means users should use the context.Properties entry that was created in a parallel branch before
the next iteration of a loop if they do not give the context.Properties entry (that was created in a parallel
branch) a unique key on each iteration for each branch (which again is highly discouraged). It also means
that after the end of the loop's execution, there will not be a unique entry in the context.Properties for
each branch for each loop iteration, but rather just the last loop iteration's context.Properties from each
parallel branch.

This is a reminder that the context.Properties key for each parallel branch after execution of the parallel
step is of the form <Branch Name>.<context.Property Key from the bradko, any

context.Properties that exist before executing a parallel step are copied to each branch's
context.Properties and will be copied back to the original context.Properties after the execution of the
parallel step as <Branch Name>.<context.Property Key>.

Furthermore, each branch of each parallel step within a process should be uniquely n@thedwise

if, for example, there are 2 or more parallel steps within a process and for parallel step 1, branch 1 is
named "branch" and parallel step 1 branch 2 is named "new branch”, and for parallel step 2 branch 1 is
named "branch" and parallel step 2 branch 2 is named "new branch", the resulting context.Properties of
parallel step 1 could be overwritten by parallel step 2's resulting context.Properties if they have the
same key.

FIX¢ Logging would fal The log object was not being set for the Pipelinelnstance object for Parallel
process steps. This meant that context.Instance.Trace* methods would not log anything when used in a
parallel branch.

FIXc Parallel Process Steffhe Parallel process step would throw an exception if an object was added
to the context.Properties collection and that object did not have a parardetss constructor or if that
object contained a StringBuilder type field.

FIXc[ 22 LAY 3 | YR G ¢FRizbdfssug With the "NurnGDFf XrlcErg" property on the looping
process stepsg For, For Each and While. The value of this property is supposed to be passed to all steps
contained within the loop. It was discovered that the property value was not passed to steps that are
further contained in a Decision, Parallel, Execute Process, Exception, Timeout, Transaction, Lock or Retry
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step (i.e. a Decision step inside a For Each step). This issue would cause the ExecutionPath message
header to become extremely large which could potentially cause issues when publishing the message to
RabbitMQ topics, resulting in an error like

ERRORUnNexpected Shutdown event from RabbitMQ for 'Opera Publisher' Party on Topic
'‘GeneralLedger'. Initiating source = Peer; Reply Code = 501; Reason = FRAME typiRRO&l
octets = <<>>: {frame_too_large,251620,131064}

Neuron 3.7.5.822
(Feb 2, 2024)

Adapters

FIX- Salesforce Adapte? KSy NBOSAGAYy3d S@Syida 6A0GK GKS {GNBF YAy
errors could occasionally be received from Salesforce during the Bayou protocol handshake. The errors

would be reported in the log files as this:

{
"advice": {
"interval"; 0,
"reconnect"; "handshake"

}

hannel": "/meta/connect”,
"id": "350",

"successful"; false

}

The connection logic has been modified to recover from these errors.

FIX- Salesforce Adaptey When using the Streaming API function, if the attempt to retrieve an OAuth
token failed, an error would be logged but the adapter endpoint would still be shown in a started state.
This has been fixed so that the adapter endpoint would exit to a failed state.

Workflow

FIX- Workflows could get into a bad state when a user Aborts an unloaded workflow, then tries to
perform another operation on the aborted workflow (e.g. cancelling, restarting, €tth)s would result
in being unable to delete a workflow completely from the database, which in turn could affect
correlation functionality.

FIX- Trying to perform an operation on a workflow in workflow tracking when the workflow endpoint
and endpoint host were not running on the local machine (i.e. failover setup) would result in a Key Not
Found exception popup in Neuron Explorer. This would cause the operation to not be performed.

FIX-/ 2NNBf I 4GSR 22N] Fft26a 62dA R y2G 62N] LINRPLISNI& AT
RAalof SR 2y GKS 22N Fft2¢ 9yRLRAY(IQa aSdiiuAay3lao
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FIX¢ Serialization Error in Workflow Trackinkj a workflow definition contained an execute process
activity, and the process that the activity uses threw an error that caused the process to fail, the
workflow would not be able to be opened in Workflow Tracking in Neuron Explorer due to a serialization
exception.

Logging

FIX- If a user has a single instance adapter endpoint, when they failover a new log file would be created
if the endpoint eventually failed over back to the original Neuron Instafagher, the log file the

endpoint was using before failing over should be reused.

FIX- Endpoint Host failover could result in multiple Endpoint Manager logs being created rather than
reusing an existing one.

FIX- If a user has a single instance adapter endpoint that will fail and shutdown on startup (i.e. an ODBC
adapter set to stop polling on error with a bad stored proc hame), it would keep trying to startup

without failing over if the failover adapter instance had not attempted to start at least ombés would

cause many entries in the Master Service log.

FIX¢ Log Format String Errordhere were some cases where the logging of an error would use a bad
format string causing the logged error to be wrapped in a log4net error similar to "Exception during
StringFormat: Input string was not in a correct format."

Database
NEW- Feature: Neuron Explorer will now apply any Patch sql scripts in the Databases screen when
Test/Create is clicked.

Health Monitoring

FIX- Restarting endpoint hosts in Endpoint Health did not work properly if there was a failover server
involved. This could result in endpoint hosts not failing over properly and endpoint hosts reporting as
stopped when they are still running.

FIX¢ Timeouts and Lock ugsln some cases when calling functions on either an Endpoint Host or
Endpoint, such as Restart, Stop or Clear Errors and Warnings, the Ul may appear to lockup and the
attempted action may timeout after 1 minute. This was due to the calls being synchronous in nature.
These have been changed to Asynchronous calls.

FIX¢ Clear Errors and Warnings would fathe Clear Panel toolbar button and the Clear Errors and
Warnings shut cut menu would not work on either an Endpoint Host or any endpoints hosted by and
Endpoint Host.

NEW- Added "Shutdown" Option to Endpoint Heal{lThis new service state has been added for when
a user stops an endpoint or endpoint host from Endpoint Health. This state means the endpoint, if in
Single Instance mode, or endpoint host, if it has a failover server, will not monitor for failover until it is
restarted from endpoint health or the ESB service is restarted.
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FIX¢ Rabbit MQ Monitoring The RabbitMQ/AMQP management client would send requests without
authorization first, then only after a 400 status code was returned woud it use the authorization. This
didn't cause any error within Neuron but could be noticed in the RabbitMQ Server's management api
logs if they were enabled.

Runtime

FIX- Endpoint Host, If the endpoint host experienced an unhandled exception, an error would be
logged but the host would not shut down. Now, when an unhandled exception is thrown by the
endpoint host, all endpoints will be shut down and then the endpoint host will shut down into a failed
state.

FIX¢ System.Timeout Exceptiofe Master Control and Management ServigEsers could experience
continuous System.Timeout exceptions after 1 minute from the Heartbeataradlfeport Client
Statisticscallsthat each endpoint makes to the internal Management and Master Control Service. This
could happen if the database became unavailable for a length of time exceeding 1 minute. The
underlying cause is the database connectivity, but database errors by default would not be recorded for
up to 11 or 12 minutes due to internal retrid3uring that time period all endpoint calls which happen
approx every 15 seconds would fail after 1 minute with a System Timeout Exception. With a large
number of endpoints, this could cause a cascade effect causing TCP topics and other service calls to fail
due to socket exhaustion. After several failed heartbeats, the default behavior of the endpoints and
Endpoint Hosts is to shut down. Previously, the only way to recover once database connectivity is
restored is to restart the Endpoint Host via Endpoint Health.

This behavior has been changed. The periodic calls into our Management and Master Control service are
now datagram and async. If there is a database outage, the errors are now reported immediately. Also,

if the database connectivity fails, endpoints and Endpoint Hosts will not stop but continue in a Started
state and continue processing messages.

Warnings similar to the ones below would appear in the log files of the Endpoints and Endpoint Hosts as
well as the Neuron ESB Event Log.

202401-02 12:38:49.7406:00 [49] WARN A problem occurred while reporting the client stats for the
'Publish.Compare.SalesReport' Party. Exception : System.TimeoutException: This request operation sent
to net.tcp://localhost:50000DEFAULESBManagementService/ did not receive a reply within the
configured timeout (00:01:00). The time allotted to this operation may have been a portion of a longer
timeout. This may be because the service is still processing the operation or because the service was
unable to send a reply message. Please consider increasing the operation timeout (by casting the
channel/proxy to IContextChannel and setting the OperationTimeout property) and ensure that the
service is able to connect to the client.

202312-19 07:16:23.959+01:00 [10] WARNrailed to send status dfinanceTransport.Sap' endpoint to
master control service: System.TimeoutException: The open operation did not complete within the
allotted timeout of 00:01:00. The time allotted to this operation may have been a portion of a longer
timeout. ---> System.TimeoutException: The socket transfer timed out after 00:00:59.9990073. You have
exceeded the timeout set on your binding. The time allotted to this operation may have been a portion of
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a longer timeout---> System.Net.Sockets.SocketException: A connection attempt failed because the
connected party did not properly respond after a period of time, or established connection failed because
connected host has failed to respond

202312-19 07:02:23.015+01:00 [58] WARNEndpoint HostVb S dzNR2 y 5 &ehitbdat hias faileda G Q
System.TimeoutException: This request operation sent to net.tépcélhost50004/MasterControl/ did

not receive a reply within the configured timeout (00:01:00). The time allotted to this operation may

have been a portion of a longer timeout. This may be because the service is still processing the operation
or because the service was unable to send a reply message. Please consider increasing the operation
timeout (by casting the channel/proxy to IContextChannel and setting the OperationTimeout property)

and ensure that the service is able to connect to the client.

202312-19 07:14:27.843+01:00 [871] WARIRailed to send status of 'ManagementService' endpoint to
master control service: System.TimeoutException: This request operation sent to
net.tcp://localhost50004/MasterControl/ did not receive a reply within the configured timeout

(00:01:00). The time allotted to this operation may have been a portion of a longer timeout. This may be
because the service is still processing the operation or because the service was unable to send a reply
message. Please consider increasing the operation timeout (by casting the channel/proxy to
IContextChannel and setting the OperationTimeout property) and ensure that the service is able to
connect to the client.

202312-19 07:13:33.330+01:00 [1063] WARISend or Ping resulted in CommunicationException. The
connection to the client endpoint is faulted or closed. This can result from the client failing to perform a
clean disconnect or the server is in the process of removing the client from the pool. Party
File.Subscriber.Party, TogtdeProcessingsession 909a29a#2¢c3494d9e9e40achb514866, Url
net.tcp://localhost61030/ESBTcpPubSubClient/909a28243494d9e9e40acbb514866, Exception :

The socket connection was aborted. This could be caused by an error processing your message or a
receive timeout being exceeded by the remote host, or an underlying network resource issue. Local
socket timeout was '00:01:00'".

FIX¢ Single Instance restart loop on failed restaltan endpoint was marked as single instance and it
failed during startup (causing it to shutdown), the endpoint would keep restarting.

FIX¢ Single Instance restart loop on database failuifean endpoint was marked as single instance and
the database went down, the endpoint would keep restarting.

FIX¢ Single Instance Endpoints inconsistent between runtiridse behavior of single instance
endpoints was not consistent between ESBService hosted and Endpoint Host hosted endpoints. Now
they are the same.

FIX¢ Endpoint Host startup in clustetn some cases, if multiple Neuron servers are present and used
for clustering (setup for primary and failover for endpoint hosts) the failover server could startup the
endpoint host during server startup even though it started on the primary servers.
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Neuron 3.7.5.809
(Dec29, 2023)

Adapters

FIX- AlphaTrust, Box, Dropbox, Dynamics CRM Web API, HubSpot, NetSuite Rest, Salesforce Rest and
ServiceNow AdaptersTK S @ £ dzS T2 NJ 6 KS aSyR GAYS2dzi LINRLISNI e
the target systems, incorrectly resulting in a timeout of 60 seconds.

FIX- File Adapter fixed inconsistency with file locking in publish mode. Binary files stayed locked until
after the message is published while the lock on a-bmary files would be released before the
message was published. Both file types will now retain their exclusive lock on a file until after it is
published.

MOD- Rest Adapter Added support for certificate authentication.

FIX¢ Rabbit MQ Adaptec If the Adapter loses connectivity to the Rabbit MQ server, but then later the
connectivity is restored the adapter endpoint may still report a failed status until the endpoint is
restarted.

FIX¢ SFTP Adaptey Timeouts cald occur in Publish mode when attempting to download files when
using against Maverick SSH SFTP servers. This was due to the lack of support the server had for opening
multiple SFTP Sessions.

FIX¢ SFTP Adaptenf a network error occurred during the sending of a file, the error message may not
berecorded,and it may look like the message was sent successfully.

FIX- Dynamics 365 Web API Adaptdixed issue when generating schemas for certain categories. User
would get an error similar to "Unable to find component
"#/components/schemas/Microsoft.Dynamics.CRM.product".

Topics

FIXg Poison Message Exchangé/hen usng the Non Blocking Poison Message Exchange, if a user

makes a change to an endpoint associated with a Party, upon saving the change, the internal routing key
used by the Poison Message Exchange Handler to route the failed message back to the source party
would be removed. The result would be a lost message and no redelivery.

Services

FIXc Client and Service Connectori§ the endpoint loses connectivity to the Rabbit MQ server, but
then later the connectivity is restored the adapter endpoint may still report a failed status until the
endpoint is restarted.

Business Processes

FIX¢ Execute Process Step throws Delegate Exceptiva process utilized the ExecuteProcess step and
the process being called by the ExecuteProcess step contained a step that can have child steps, an
exception would be thrown when testing the process in Neuron Explorer. The Exception would cause
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the process to abort with message "Aborted: Neuron.Pipelines.PipelineException: Delegate to an

instance method cannot have null 'this'.

FIX- Flat File to XML Process Staffhen a file that has both a row with column names and rows to
ignore, the flat file wizard would not apply the logic for both when importing a file. Now, it is assumed
that the lines to ignore come before the line containing the column names.

FIX- Flat File to XML Process Stdfixed regression from changeset 10583. When selecting a file with
column header names, switching between columns on the Set Column Details page would cause the
header row to be displayed twice.

FIX- Flat File to XML Process Staffhen importing a delimited file into the wizard, a max size was
calculated and making every row the same size. This would unnecessarily add extra spaces to the last
field in each row, causing issues when setting a quote character for the last field.

Workflow Tracking
FIX- The "View Message" context menu item was not displaying in workflow tracking on activities that
use the Message argument.

Management Suite

FIX¢ Workflow Commands Failf a machine in a Neuron ESB Deployment Group was defined by
including a fully qualified domain name, instead of a machine name, then workflow commands from the
Peregrine Management Suite would not work as expected.

Neuron Explorer

FIX¢ Document Repository throws Object Reference Eram 'Object reference’ error could occur

when attempting to add a record in Documents (XML Documents, Text Documents, and JSON
Documents) and Data Contracts (XML Schemas, JSON Schemas) if a blank data mapper record is saved.

Runtime
FIX- Neuron Operation service, runtime Akbuld throw error 'The reason phrase must not contain
new-line characters'when attempting to return runtimeénstance list information.

Installation

AXc Installation fails if .NET 4.8 not installeldl .Net Framework 4.8 was not installed on machine and
the user runs the InstallNeuronESB.exe, the exe installs 4.8 framework and requests a reboot of the
machine before the installer shows any user interface to configure the installation (expected behavior).
Once the machine reboots, the Neuron installer would automatically go into the install phase without
showing any of the user interface that allows configuration of the installation so Neuron attempts to
install with default settings and no license key which would cause the installation to fail.

Scheduler

FIX¢ Scheduler Party Queue Not Founfla user changes a Neuron ESB RabbitMQ based Topic, the
related Scheduler Party Queue would be deleted, but not recreated. This would cause jobs for the
scheduler to fail with the following error, if the Business Process scheduled published to a Topic.
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RabbitMQ.Client.Exceptions.OperationinterruptedException: The AMQP operation was interrupted:
AMQP closeeason, initiated by Peer, code=404, text='"NOT_FOUNDueue

Neuron 3.7.5.785
(Dec29, 2023)

Data Mapper

FIX¢ Concurrency IssueWhen two different messages are coming in at the same time and when the

two Business Processes run the same Data Map, they could both return the same message output. This
was due to a caching bug.

Adapters

NEW¢ REST AdapterPublish Mode has been added to the existing REST Adapter. Now users can
configure an Adapter Endpoint to poll an existing REST/Cloud API, passing in HTTP headers and Query
Parameters while dynamically using static, constants or Environment Variables as their values during the

polling.
MOD- Salesforce AdapterAdded support for API versions 58.0 & 59.0

MOD- Salesforce AdapterAdded.NET 5.0 requirement for RFC 6265 path handling when using the
Streaming API. Prélet 5.0, cookie paths did not conform to this standard. This was addressed by
manually setting the path on each cookie used by CometD.

FIX¢ Marketo Adapter While pushing account updates to Marketowould workwell for some time
However, it wouldhen start to failwith 'Access token expired or Access token invalid' unless the
adapterendpoint wagestarted.Also, we are not setting the HTTP Header, ContentType, to
‘application/json' only if it's not already set, as some APIs need ContentType other than
‘application/json.

Business Processes
FIX¢ Design Time Testing of Parallel St@meParallel stepvould throw the following exception during
design time testing when a parallel step immediately follows a parallel step:

"System.Reflection. TargetParameterCountException: Parameter count mismatch"

Also, during design time testing, the Messages collection created by the branches in the first parallel
step would get discarded after thé%arallel step executed.

FIXc Design Time Testing of Parallel Steteps contained within a branch would not fire their Step
Starting and Step Ending events. In some cases, the labels for an event in a branch could point to the
incorrect process step.
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Neuron 3.7.5.777
(Nov 3, 2023)

Business Processes

FIXc Process Testing at Design Tigiehe Publish Step could throw an error at design time when testing

if the Source ID was the System Party. This could happen when using the feature that allows the user to
attach to live endpoints for testing Business Processes. Also, the process being tested would not use the
current set of Environment Variables being passed to it during the testing process.

Configuration

FIX¢ Configuration Monitoring; At runtime and when in the Neuron ESB Explorer, if changes were
made to the underlying solution, they would be detected, and the internal configuration would be
reloaded so those changes would be immediately available. However, both the runtime and the Neuron
ESB Explorer only monitored changes to *.xml type files. Now the following file types are monitored:

*.ixt
*json
*.adm
*.0z

* xslt
*xsd
*xml

=A =4 =4 4 -4 4 4

Neuron 3.7.5.773
(Oct 30, 2023)

Messaging
MODc Creating Reply Message$Vhen using the Service Endpoint Process Step, reply messages would
be created without setting the source id to the current subscriber.

FIX¢ Rabbit MQ NON Blockimpison Message Handliqdt was possible for the number of retries to
exceed the Max Retry Cycles if processing was interrupted.

FIX¢ Rabbit MQ¢ When receiving a message, the subscriber channel will always stamp the DestID with
the existing Party ID if the DestID value is blank.

FIX¢ Rabbit MQ NON Blockimpison Message Handliqdf and endpoint was restarted or the host was
restarted after a message was redelivered, the retry counter would automatically be reset to Zero
because it was being maintained in memory. That is no longer the case as the retry counter is now a
persisted property with the message.

FIX- Rabbit MQ NON Blockimpison Message Handliggrhere was a chance that a message could be

bl Ol QR F'yR NBUINYySR (2 UGKS 1jdzSdzS S@Sy AT &adzoYAdds
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MOD¢ Rabbit MQ and Blank Sourcedi the source ID of the message being received from a Rabbit
Topic is an empty string or null, we will now throw an exception.

MODcwl 6 6 AG av | yR wSadzo¥Yhy @S| g2 @NRE atawba&avyAaidi
messages, if the resubmit failed, we would just log the exception. Now we also send the original
message to the Neuron Failed Audit database.

Auditing

FIX¢ Auditing without Body If the Audit Message Body property was unchecked (set to False), and the
Peregrine Management Suite was being used for reporting, the Message Body would still be audited and
persisted.

Neuron 3.7.5.767
(Oct 25, 2023)

Workflow

FIX¢ Backup and Purge of Workflow Database taking too ldhg workflow tracking activity item had
many rows and the purge workflow tracking job ran, deleting the record could take a long time and/or
cause the SQL database to become unresponsive. Users must run the updated
"UpdateWorkflowTrackingDeletePurgePending.sql" script manually to fix the issue.

Services

FIXc Azure Oauth PolicyWhen azure ad b2c is used the policy is now specified in the URL path instead
of query string and policy includes the domain name/policy or user flow name. Also, the discovery URL
format and token default scope format used to get the token for testing has changed recently in OAuth
V2.0.

Neuron Explorer

FIX¢ Using Shortcut Link to open solution faifSpening a solution in Neuron ESB Explorer would fail
when using a shortcut link e.g. setting the target link like saPiGgram FildferegrinéNeuron ESB
v3\DEFAUL'NeuronExplorer.exe" "QJser§Martin\Download$global _machine"

Adapters

FIX- SharePoint AdapterAdded option to not upload the ESB Message body as an attachment to a list
item. Previously the adapter automatically added the ESB Message body as an attachment. This only
affects Lists. Document and Forms libraries still automatically upload the ESB Message body.

Messaging

FIX¢ Poison Message HandliggDptimized the Non Blocking poison message handling so that retry

count will survive an endpoint shutdown or host shutdown. Previously retry counts and collections were
maintained in memory. Additional logging has been added. Redundant nack logging has been removed.

There was also a chance, if an error was thrown in a Business Process and NON Blocking Poison message
KFIyRtAy3 ¢l a Sylof SR GKS YSaal3aS O2ddZd R adAftt KI @
GKSY Al aKz2dzZ RyQi KI @S 0SSyo
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Neuron 3.7.5.763
(Oct 15, 2023)

Adapters

FIX- SFTRAdapter- If the SFTP Server sent a disconrentto the adapter during processing of files
in Publish modeit couldappear as if the polling thread had stopped, but the heartbeat thread for the
adapter would indicate that the adapter was still runniig. other files would be processed in publish
mode until theadapterwas restarted. This was due to the disconnect event beamgwas not being
processed correctly.

Workflow

FIXc VB Code Activity and ArrayH a user added an array to the variables tab in workflow designer and
they had a VB Code Activity, the code activity would fail due to the presence of square brackets in the
type name.

Business Processes

FIX¢ Lock Process Stefrixed an issue that occurs when three or more instances of a process
containing a Lock step are executed simultaneously. One instance will start executing the steps inside
the Lock step immediately while the other instances of the process wait (expketeio). However,

once the first instancé complete all other waiting instances would then continue executing the steps
in the Lock step (unexpectdmthavio).

FIXc Copy and Paste incorrect ProcessdEsich Process Step within a Business Process is represented
by a unique ID, during a copy and past operation, the new copied Process Step would did not have a
new ID generated. This also occurred when copying a Business Process. This has been corrected.

FIX¢ Flat File Parser StepModified the internal caching logic to use the underlying ID of the Process
Step, rather than the name of the Process Step.

Neuron Runtime
FIX¢ Redundant calls against Configuration Sergiv¢hen retrievingneuron entities or documentsf
not found inthe configuration service, the call would be made an additi@nidines.

FIX¢ Patch Installation ScriptUsers would see that the assembly redirects for Newtonsoft.Json were
not the correct version after running the patch. Also, some appSettings were not getting copied over to
the newappSettings config file

Security

FIXc Azure AD Client Oauth and Design Time Eyfeveral corrections have been added for handling

the differences between Azure AD Oauth v1 and v2. Also, the Ul has been augmented to provide better
error handling and guidance.
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Neuron 3.7.5.747
(Sept14, 2023)

Messaging
FIX¢ Rabbit MQ Topig If a message was published with the new Files header property populated, it
would not get deserialized with the message upon receipt by the subscriber.

MOD¢ Rabbit MQ Topic and Client ARf hosting the Neuron ESB Client APl in a .NET application and
subscribing to messages over a Rabbit MQ Topic using a version of Client API that is older than the
version on the Neuron ESB server, the hosted Subscriber would throw a KeyNotFoundException upon
receipt of a message.

FIX¢ Subscriber Not Found Exceptioti a subscriber utilizing a TCP topic is added to a running solution
and that subscriber is used in an Endpoint, the subscriber would not receive messages published to the
topic until the ESB Service is restarted.

Business Processes
MODc¢ Edit Message DialagThe FaultType, From and FaultTo ESB Message properties have been

added to the property grid.

FIXc Parallel Process Stefixed issue with cloning context properties. The exception thrown was
"System.MissingMethodException: No parameterless constructor defined for this objBeis'bug was
inadvertently introduced with build 3.7.5.716.

Data Mapping
FIX¢ Number to Double Number to Double conversion would not provide decimal places.

Database

FIX¢ Deadlocks during backupWhen running the PurgeAndBackupNeuronDatabase stored proc (called
from the job created by CreateJob_PurgeArchiveNeuron.sgl job creation script), iftheeelot of

workflow data to be deleted, it could cause lock escalation to occur on the workflow tables leading to
the database becoming unresponsive (causes workflows to not process).

Adapters
FIX¢ SAP Adapter and Connection managememhenusing transactions, the current connection will
automatically be closed when a COMMIT or ROLLBACK message is sent to SAP.

FIXg ActiveMQ Adapter fails toeconnectg If an exception occurred on the connection to Active MQ,
the adapter could fail to reconnect if the first attempt to reconnect encountered an exception.

Neuron Explorer

FIX¢ Schema Generation throws null exceptiomhen creating a schemasing the Meta Generation
Wizard if a user clicks on another schema objechull exception may be raised when we check
dependencies
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Neuron 3.7.5.738
(Aug 21, 2023)

Business Processes
FIX¢ HTTP Client Utility Ul issuBhe save and cancel buttons would be forced out of view when the
swagger drop down was shown.

MODc¢ Thrown Exception from Code Step and Line Numgéissting a business process that throws an
error within a C# step or C# class will now record the correct line number in the PipelineException class
property and report it correctly in the UlI.

Adapters
FIX¢ Not populating Metadata If all database or ODBC adapters, if the adapter was placed in Query
mode, the meta data for the adapter would not be returned in the header properties.

FIXc Metadata Generation Wizarg Connection string properties were not dynamic and displayed in
the incorrect order.

Neuron 3.7.5.721
(Aug 8, 2023)

Business Processes

FIX¢ Adapter Endpoint process stefif a user renamed an adapter or service endpoint and then
attempted to run a process that used either the Adapter Endpoint or Service Endpoint process step
configured with the old name of the endpoint, it would throw a generic key not found error.

FIX¢ Service Endpoint Proceges - if a user renamed an adapter or service endpoint and then
attempted to run a process that used either the Adapter Endpoint or Service Endpoint process step
configured with the old name of the endpoint, it would throw a generic key not found error.

Adapters
FIX¢ ODBC Adapter SQL Injectiddpdated SQL Injection code to improve handling of checking special
keywords. Also to avoid checking keywords in case of parameters are used for batch size 1 query.

Neuron 3.7.5.716
(Aug 1, 2023)

Adapters
MOD¢ FTP/FTPS/SFERII Xceed libraries have been updated to the latest version (7.1 ) from 6.9.

Workflow

FIX¢ Correlation Set not set to nullf a user has a Publish Message activity in a workflow and the user
opens the Correlation Set editor on the Workflow Designer for the activity, then saves an empty
correlation set, the correlation set would no longer be set to null in the saved activity. This caused an
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issue with starting multiple workflows in certain cases (whether concurrent or not) due to the workflow
endpoint thinking there was a correlated message that could possibly correlate to the endpoint.

FIX¢ Setting Workflow Variable to ESB Message raises efifa user attempted teet a variable to
type ESB Message an error would ocdunder the type dropdown for variables, two ESB Message
types appear. When either is selected, an error would be shown.

Messaging

MOD¢ Rabbit MQ Client Rabbit MQ client library labeen updated from 6.4 to 6.5. Along with that
System.Threading.Channels.dll was also upgraded to 7.x from 4.x. System.Memory redirects have been
updated from 4.0.1.1 to0 4.0.1.2.

MOD¢ Rabbit MQ and Time to Livelime to Live is now supported for Quorum Queues IF the version
of Rabbit MQ Server is 10 or higher.

MOD¢ Rabbit MQ and Erlang Installey§he Neuron ESB Installation has been updated to support
Erlang version 26.0.2 (from 23.0.1) and Rabbit MQ version 3.12.2 (from 3.8.5).

FIX¢ NonBlocking Poison Message Handlgigreviously if an exception occurred, the resubmitted
poison message was forwarded to the original topic, causing all eligible subscribers to receive the poison
message for reprocessing, rather than the original Party that threw the exception.

NEWC¢ Conditions on Subscriptiond | @Ay 3 O2yRAGA2ya 2y | t I Nlie&Qa &dzo
now supported. This is evaluated on the subscriber side before processing.

Business Processes

FIX- Parallel Process Stemstances of complex objects saved as context properties were not deep
copied when a copy of the context was created for each parallel branch. This affected the use of the
Push and Pop process steps as well, if the first Push step was used before the parallel step.

FIXc Edit Test Message Diale§witching body formats using the radio buttons would not be reflected

in the property grid. Also, in some cases when loading binary messages from external locations, the
binary flag would not be propagated to the property grid. if using a binary message, if the user tested it
again....it would still be the binary message, but the body type would be marked as xml.

FIXc Edit Test Message Dialgd KSy a8t SOdAy3a G(KS O2yGSEG YSydz a[ 21
of the body selected would only appear if the message window was set to a different body type than
that selected.

FIXG Edit Test Message Dialeg KSy &St SOGAy3a GKS 02y Sdidkingo8y dz a[ 2|
for Import Document button would not import the document. Users would have to double click on the
item for it to be selected and returned.

FIX¢ HTTP Client Utilityif a useropenedthe Http Client Utility designer to make changes, tigtnot
change the Body Type, the designer would automatically change the Body Type to Ratheviiser
saved the changes.
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Monitoring
FIX¢ Export to Excel for Workflow Trackigd\ttempting to export the Workflow Tracking as an Excel
document would throw an error.

Neuron Explorer

FIX¢ Unhandled exception when upgrading a solutidha user opened a solutiacreated in arearlier
versionof Neuron, opened code step that was on an existing business processhambpened the

referencesdialog boxand then hit OK to close, an unhandled exception could od¢d¢sually this was

due to redirects in the new Neuron Explorer

FIX¢ Dependency check for Business Process throws Exceptioen checking dependencies, if a
workflow endpoint was not configured with a subscriber, an unhandled exception would be thrown.

FIXc Ul Layout IssuesFixedseveralUl layout issues in Neuron Explorer including issues when Windows
Scaling is set to over 100 percent.

Data Mapping
FIX¢ Null value assignment throws exceptiqQisn exception would be thrown if a null value was
assigned to any number field for a JSON target document.

FIX¢ DateTime Validatiog When using simple date formats, an invalid date could be generated rather
than an error.

FIX¢ Data Mapper Process Step fails to throw exceptjdginan error occurred during the generation of
transform, the process step did not throw the error back to the user.

Neuron 3.7.5.687
(June20, 2023)

Topics

MOD¢ Rabbit MQ Poison Message Handlidghen using non blocking poison message handéng,
messagesubmittedto the delayed exchanger retries will now have the Destination ID set to the name
of the Party submitting the messag@&his will ensure that whethe message is redelivered by the
exchangdor retry, other eligible subscribers to the topic will discard the message iD#wination 1D
does notmatch their Party namePreviously, all subscribers to the topic would receive the failed
message on retryegardless of whether thewere the party that generated the processing ertoat
caused the retry.

Business Processes

FIXc Edit Message Test dialggVhen selecting either the Load ESB Message, Load From Repository or
Load from File option from the shortcut context menu, the message body was not getting set within the
main message viewer.

FIX¢ Edit Message Test dialgg/VVhen trying to load an ESB Message that lacked the HTTP Content Type
property, and Object reference not set to an instance of an object exception would be thrown.

37| Page



FIX¢ Testing Business Process could crash ExptdiMdien a user tests a Business Process (not DEBUG
mode) and sets breakpoints a crash of the Neuron ESB Explorer could occur if the user attempts to
continue past the breakpoint by pressing either the F5 or F11 function key. This has been corrected.
Pressing either key after the start of the test and when on a breakpoint will cause the test to continue to
the next breakpoint.

Neuron 3.7.5.685
(Jun8, 2023)

Business Processes

FIX- Neuron Explorer and Impartial Configuration after Satéer a user creates an initial solution and
hits save for the first time, the Zone object and other dependencies are still not added to the active
configuration currently loaded in the Neuron ESB Explorer. Hence if a user clicked the Attach to
Endpoint toolbar button in the Process Designer, they would receive a null exception. Now we reload
the solution after thdnitial save to ensure consistency.

FIX¢ Attach to Endpoint continues to poll statuéfter the Attach to Endpoint form was closed, timers
would still be firing in memory that continually queried the control service. This has been corrected.

FIXc Process Test throw Unhandled Exceptidiimaster control service threw an error due to an
impartial configuration being loaded in the Neuron ESB Explorer, an unhandled exception would be
thrown.

FIX¢ Message Viewer for TestimgCould throw unhandled exception if switching from binary to Text or
anything to Binary for the body format.

FIX¢ Data Mapper Processe® ¢ would fail during design testing due to incorrect URL for service

FIX¢ Debug Failg Pressing the Debug option for testing would result in a failure messagstor
occurred with your process

Neuron 3.7.5.674
(May 28, 2023)

Topics
MOD¢ Rabbit MQ Topi¢ When starting, Neuron will now log creation of Exchanges and Queues as
informational logging entries rather than verbose logging entries.

MOD¢ Rabbit MQ Topig If a solution is modified to work under the Management Suite, the Queue for
the Scheduler may not be created as expected.

MOD¢ Rabbit MQ Topig On startup or change, if a Party was removed from the subscription of the
topic, we would attempt to remove the underlying Queue only if there were no pending messages in the
gueue. This could result in more messages being forwarded to the queue even though there was no
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remove the routing keys on the Queue so that no other messages will be forwarded to it.

Business Processes
FIX¢ Data Mapper Process StefIhis would always fail when in a Debug vs Test execution within the
Business Process Designer if the default port of the mapping service was changed on startup.

FIX¢ Testing Process could throw null exceptmWhen testing a Business Process in the Designer, if
GKS alYLXS YSaal3aS dzaSR | a{eaiasSyé¢ tINlex GKS TF2f

Unable to compute subscribers. System.NullReferenceException: Object reference not set to an
instance of an object.
at Neuron.Esb.Administration.ESBTopic.TopicMatch(String topic, String subscription)

MODc¢ Business Process Testing Enhancemefsveral enhancements were made:

1. Message Viewer for submitting Messages

a. This has been refactored to use a property grid instead of a data grid for displaying and
editing ESB Message properties. All properties can now be edited or added.
The message viewer now supports native JSON messages and formatting

c. Users can now load messages directly into the editor from the Repository by right
Ot AO1AYy3 (G(KS YS&aal3dS gAyR2g6 |yR aStSOGAy3a o
menu

d. Custom Properties have been moved from the toolbar to the Property Grid for
consistency.

e. Users can now save any message in the Message Viewer as a *.esbmsg file
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}3 Edit Test Message

Collection of all custom Neuron ESB Message Properties

/% Format [ save [g]Load Message 4. Load Fle £ Environment variables

z’ﬂ Message f651b028-146d-47ee-9e47-0e9620a18882 @ XML O ISON @ TEXT @ Binary

~ General ~ = +
Message Properties (Collection) = {

8 Message Header “AccountType™: "STUD",
SES;VWPE ::‘;"Sjsnn "ExchangeType™: "STU_GOOG",
Compressed False our: .St'fdmts ’
Compressed Body Sz 1742 “description”: "Student”,
Created 2/8/2024 5:41 PM "scriptPath”: "studentscript.bat”,
Destination Id "primaryGroup™: "Domain Users",
Dupiicate False "groups": ""
Duplicate Id N
Endpoint Name {
Endpont Type None - “AccountType™: "STUD-DUAL",
:ELEZ 12/29/9999 11:59 PM "ExchangeType": "STU_GOOG",
FaultType None "0U": “"Students",
From "description”: "Student - Dual Credit",
Local Path "scriptPath”: "studentscript.bat”,
Machine "primaryGroup”: "Domain Users",
Message Id f651b028-146d-47ee-9e4 "groups": [
MSMQ Id "Guest",
Parent Message1d "Students-Dual-Credit”
Part 1
Parts 1 1
Priority ) s
ProcessName {
ReplyTo Message Id "AccountType™: "FAC-ADJ",
ReplyTo Party Id "ExchangeType": "ADJ_GOOG",
ReplyTo Session Id "OU": “Faculty-Adjunct",
Request Headers to I "description”: "Adjunct Faculty”,
Routingsip . "scriptPath”: "script.bat”,
Semantic Multicast S . - "
Service "pr‘Jmar‘):Gr‘Dup : "Domain Users",
Session 7364acea-25c0-4d8Bc-877 groups”: [
SID " "FACULTY-STAFF",

= “Faculty-Adjunct”
Message Properties

1

X

OK Cancel

2. Process Testing Modifications

a.
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Trace Window Modifications Users can now see distinct icons that represent whether

the trace line item in the window is Verbose, Informational, Warning or Error.

There is now an ellipsis button at the end of each line item row in the Trace Window.

Clicking orit will bring up the Message Viewer and the entire message present at that

LRAYG Ay GKS LINRPOSaaQa SESOdziAzyd

Users can now set Breakpoints on Process Steps. When set, and after hitting the TEST

button, the execution process will now stop at the breakpoird.continue to the test to
G§KS ySEUG oNBI | LRAYGE
window, users can now see the message input into any process step as well as the
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message output by any process stop by clicking orethigsisbutton.
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When a breakpoint is hit, users can now select the ellipsis button on the trace line item
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breakpoint is. Users can now edit that message and hit OK to save the edit. Then, after
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newly modified message.
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Type Step Text
e Data Mapper - .. Press the 'Step Over' toolbar button to start the test or continue...
] Data Mapper - .. Step input message... e
=] Data Mapper - .. Machine name resolved to 'DESKTOP-6VIKTOR' =
e Data Mapper - .. Execute - Data Mapper name 'DataMapper1’ STATIC =
e Data Mapper - .. Data Mapper Input Source Body:" =
e Data Mapper - ... Retreived the ‘DataMapper1’ Data Map to execute. e
e Data Mapper - ... The Data Mapping Runtime URL is resolved to 'http://DESKTOP-6VIKT70R:8500,/v2/atlas/transform’ e
e Data Mapper - ... ERROR [ §/Order/@Id ] $Cannot read field /Order/@Id" of document 'OrderXml-X5D', document is null =
e Data Mapper - .. ERROR [ 5/Order/LastName ] $Cannot read field '/Order/LastName' of document 'OrderXml-X5D', document is null =
e Data Mapper - ... ERROR [ §/Order/Address ] SCannot read field /Order/Address’ of document 'OrderXml|-XSD', document is null

3. Testing Live EndpointsThis is a new testing feature. If the solution is running locally or

NBY2GStex dzaSNA OFly Of A0l GKS yS¢ a! il OK

list form that displays all the Endpoints currently using the Business Propesedin the

Designer. The window will display live status of the endpoints and allow users to restart or

G! GG OKE (i 2All dpgratiGhy dkd dBcksgililedvia a short cut context meévien a
user attaches to an endpoint, for example a client connector i.e., weblibaknessage is

submitted to the URL of that endpoint it will be redirected to the Process Designer in Test mode.

CNRY GKSNB>X (KS dzaSNJ OFly KAG GKS a{GSLI h@dSNE
test remotely, the current Neuron ESB Explorer MUST be connected to the remote solution

using File> Connect optionUsers can also overwrite the Environment Variables that are used
by the Designer during the live test by selecting a different Deployment group in the associated

dropdown box in the list.

f;& Attach Debugger - Endpoints for ‘Data Mapper' — d
@ Running /

Name Deployment Gr... Type State Errors
@ MyService <Default> - ClentConnector  StateStarted 0
@ Endpointl <Default> = AdapterEndpoint  StateStarted 0

L B ADPCloudService <Default> -

Restart

Stop

Attach Debugger

The 'DEFAULT?2' runtime instance of Neuron ESB is Running.
Detach Debugger

Adapters

FIX¢ Metadata Generation WizardThe wizard would not detect that it was set famn ODBG@dapter.

FIXc Metadata Generation Wizarg The Connection String button would be partially hidden be a scroll

bar if the Scroll bar became active.

FIXc AdapterEndpoints fail to retart if initial Connect failsh y & G NIl dzLJs AT Yy

RI

underlying Party threw an exception on Connect it would fail and be marked as Stopped in Endpoint

Health. It would fail the startup process and not attempt to reconnect on its own.
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Services
FIX¢ Service Endpoints fail to start if initial Connect failg On startup, if the Service or Client

O2yySOi2NRa dzyRSNXIeéaAy3d tFNIeé GKNBg |y SEOSLIiAzYy 2

Endpoint Health. It would fail the startup process and not attempt to reconnect on its own.

Neuron 3.7.5.662
(May 10, 2023)

Business Processes
FIX¢ Detect Duplicates StepThe function that was added in build 3.7.5.655 which removed any stale
entries in the table could generate the followiegception:

Exception Type: System.Data.SqlClient.SglException

Exception Message: Subquery returned more than 1 value. This is not permitted when the
subquery follows =, !=, <, <=, >, >= or when the subquery is used as an expression.

This has been fixed. If you are running build 3.7.5.655 or later, to apply the fix, directly edit the value in
the DatabaseVersionNumb&QL Server table within the Neuron ESB Database. Change the value from
49 back to 48. Then either click the Test/Create button for the database in the Neuron ESB Explorer or
manually run théd049_UpdateTo3_7_5.s§IQL Script found in the following default location:

C\Program FiledNeudesitNeuron ESB ¥S3q|

Neuron 3.7.5.661
(May 9, 2023)

Topics

FIX¢ Rabbit MQ Poison Messagamtilingg When the type is set to NORIocking, Neuron ESB uses the
Delayed Exchange to provide this functionality. In previous releases, if an unhandled exception was
caught, the message at the time of the exception would be published to the Poison Message Exchange.
This meant that on redelivery, instead of receiving the original message, the user would get the message
that may have been partially modified by their own process. Now, when an unhandled exception is
caught, the original unmodified message is published to the Poison message Exchange for redelivery.
This is currently how Blocking Poison Message handling works.

FIX¢ Rabbit MQ and Scheduler PagtyWhen using the Scheduler to start a Business Process, if the
Business Process published its message to a Rabbit MQ topic, the following error would be reported.

Publish process step 'Publish’ failed. Party SchedulerParty cannot send the message to topic

Installation
MODc¢ Runtime Library SigningWe are mow signinghe ESBService.exe and NeuronEndpointHost.exe
executables
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NEWc¢ Embedding MSI within InstalleiThe NeuronESB installer msi is now embedded into the exe. The
Msi will be extracted to the current location of where the exe is executed from upon executing the exe.
The Msi can be used for silent installs.

Scheduler
FIX¢ Starting the Scheduler Endpoint Host FalWhen starting the following error may be reported:

Starting Peregrine Scheduler 'Peregrine Scheduler' generated the following error.
System.InvalidOperationException: Cannot run without an instance id.

Workflow

FIX¢ Testing Workflow failsWhen submitting a test message in the workflow designer to test a
workflow definition, an exception may pop up on the second and any subsequent attempts to test
stating that a dictionary key is null.

Adapters

FIX- SFTP Adapter throwsullReferenceException? KSy G SYLIWAy3 G2 02yySOi
.20 aG2NI3S | O002dzyi G(KIFGiQa SELIRASR a ly {C¢t
subsequent connection attempts to run other operations will throw the following error:

NullReferenceException: Object reference not set to an instance of an object.

Services
FIX- Amazon OAuth providerwhen using any value for the scope, you would receive an "Object
Reference not set to an instance of an object" error.

Neuron 3.7.5.655
(April 25, 2023)

Licensing

FIX¢ Deactivate License throws ErrdDeactivate License from Neuron ESB Explorer could throw an
error saying the license key was null. However, the license would still normally be deactivated. This has
been fixed.

FIX¢ Validate License Warnings on Startu@/hen starting the ESB Service, 2 warnings may be logged
like those below indicating that the license key is invalid. They would indicate an incorrect key, but then
the service would eventually validate and startup. This has been resolved. The warningdigetbie
following and could be found in the Windows Event Log or the Neuron ESB master log file:

Validate License Fitld-ailed. 'The license key UNQJOX0G07G1HIJKMBP1G3W3ZNVQGXKTSIE is
invalid. Please enter a valid License key.'

The Neuron ESB Online Licens®@gram FiledNeudesitNeuron ESB
v3 DEFAULNeuronQIminfo.json' failed local validation. Attempting server side validation. The
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license key UNQJOX0GO07G1HIKM8P1G3W3ZNVQGXKT7SIE is invalid. Please enter a valid License

key.
Adapters
FIX- Metadata Generation wizarg Could throwart h 6 2SO0l NBFSNByYy OS y2id asSid G2
202S0G¢ SNNBN gKSy (GKS adlGSYSyd dzaSR F2NJ G6Saday3

is fixed to show correct error and provide help with expected syntax.

FIX- Metadata Generation wizarqCould throwardt LY RSE 61 & 2dzi 2F NI} y3ISé¢ SNN
d02NBR LINRBOSRdAZNB aidlGSYSyd RARYQOG KIF@S Fyeée LI NIYS
this variation of the execute stored procedure syntax.

FIX- Metadata Generation wizard Would display a message that thennection string property has
not been initialized when clicking on Test Connection or Next button without selecting an existing
adapter endpoint. This is fixed to handle setting up the connection string for a new adapter endpoint.

FIXg Pool Size always set tagIThe Pool Size property internally would always be resolved to 1
regardless of the value set.

Topic

FIX¢ Rabbit MQ Topig if a Party subscribed to multiple sub topics and then later removed any of them,
we did not detect the removal and sync it with the routing keys of the underlying queue. Hence it still
could have received messages sent to the sub topic even though in the Neuron ESB Explorer it would
show it was not subscribed to the sub topic.

FIX¢ Rabbit MQ Topig if a Party is disabled, all subscriptions for the underlying queue will now be
removed. Once removed, it means no messages will be routed to that Queue until the Party is Enabled.
Once enabled, the routing keys will be restored allowing it to subscribe to messages again. This is
consistent with our MSMQ transport implementation.

FIX¢ Rabbit MQ Topig Thepublishing service could attempt to create our infrastructure, if we failed to
create it on startup of the Topic and the Topic was modified before another attempt to create it was
made.

MOD¢ Rabbit MQ Topic Added support for serializing and deserializing the Email and Files ESB
Message Header properties that were introduced in build 3.7.5.568.

MOD¢ Rabbit Topic Fails to StayOn startup the Neuron ESB Topic may enter a FAILED state when
viewed in Endpoint Health. This could happen if Rabbit MQ throws a brokered exception during the
startup process where Neuron ESB creates any necessary Queues and Exchanges. If this occurs in the
future, It will continue to enter a FAILED state, but the health timer will be started and future attempts
will be made to correct the error and enter a STARTED state instead of the user having to manually
attempt to restart the Topic in Endpoint Health.
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MOD¢ Rabbit Topic throws Brokered Exceptipburing startup or on health intervals, the Neuron ESB
publishing service for the Rabbit MQ topic could throw a Brokered Exception like the one below:

Failed to Start the RabbitMQ Publishing Service for 'HR_playa' Topic

RabbitMQ.Client.Exceptions.BrokerUnreachableException: None of the specified endpoints were
reachable---> RabbitMQ.Client.Exceptions.OperationinterruptedException: The AMQP operation
was interrupted: AMQP clogeason, initiated by Library, code=541, text="Unexpected

Exception’, classld=0, methodld=0, cause=System.|O.IOException: Unable to read data from the
transport connection: An existing connection was forcibly closed by the remote-host.
System.Net.Sockets.SocketException: An existing connection was forcibly closed by the remote
host

Additionally, there could be a complimentary Handshake Timeout exception found in the Rabbit MQ
server log file like this:

202303-01 04:03:59.5180008:00 [erro] <0.4369.19> closing AMQP connection <0.4369.19>
([fe80::feOf:ebce:cOae:2cb0]:571586 [fe80::fe0f:ebce:cOae:2ch0]:5672):

202303-01 04:03:59.5180008:00 [erro] <0.4369.19> {handshake_timeout,handshake}

This either could indicate that the Rabbit MQ server is restricted on resources and needs the Handshake
Timeout increased to 30 seconds (which should be increased regardless). However, this may also occur
because the Rabbit Connections and Channels were not being closed timely in the Neuron ESB Topic.
This may result from doing numerous starts and shutdowns of the Neuron ESB Service. Now these are
being explicitly closed to eliminate that as a possibility.

MOD¢ Rabbit MQ Deletion of Dead Letter QuetiBreviously if a user specified a different vHost other
than the default for the solution, the services would fail to start because we would try to first delete a
dead letter queue that did not exist in the currerttiost butexisted in the default. the error would be:

Unexpected Status Code: 404 NotFound

MOD¢ Rabbit MQ Clean upOn startup, Neuron ESB will only delete queues and exchanges that are
not part of the running solution but will preserve the queues and exchanges for other solutions. There is
no need to run each solution in a dedicated vHost.

MODc¢ Rabbit MQ Shutdown Optiors! Yy S ¢ LINRPLISNI &> a{ KdziR2g6y | I yRf
control how the system will behave when a cancellation event or shutdown event occurs. There are two
options, ReQueue or AuditFailutéthe subscribing Endpoint is shut down/stopped in a controlled

manner or, the internal consumer threw a Shutdown event, a Cancellation Event will occur, and one of
two different Informational log entry will be made like this:
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Cancellation Event Occurred. Received message with message ID 'da8ec/@Bh15-4fab-9923-160bbf69f171' to
'PlayaSubFinance' Party from the Rabbit MQ channel for 'HR_playa' topic. Will be returned to the Source
Queue. RabbitMQ delivery tag of 1. The operation was canceled.

OR

Cancellation Event Occurred. Received message with message ID 'da8ec/@Bl5-4fab-9923-160bbf69f171' to
'PlayaSubFinance' Party from the Rabbit MQ channel for 'HR_playa' topidlessage will go to the Neuron ESB
Failed Audit database. RabbitMQ delivery tag of 1. The operation was canceled.

CKS AYTF2NXYIFGA2ylf YSaalr3asS dKFrd Aa 3ISYSNIriSR A& RS
Requeue will return the inflight message to the underlying queue whereas the AuditFailure option will
forward the message to the Neuron ESB Failed Audit database via the Dead Letter Queue.

The following would generate a Cancellation Event:

1 The ESB Service is stopped through the Service Control Manager or through Neuron ESB
Explorer.

1 The Endpoint or Endpoint Host is stopped via Endpoint Health

1 Dispose() is called on a hosted Party

1 Aninternal Rabbit MQ Consumer generated a Shutdown event.

However, if an unexpected exception occurred or the subscribing Endpoint, or the Endpoint Host

hosting it crashes, the inflight messages that are currently being blocked within the channel will be

F2NBI NRSR (2 GKS bSdNRYy 9{. ¢2LIA0Qa 5SIFIR [SGGSNI v
message to the Failed Message Audit Report, removing it from the Dead Letter queue. This will result in

an error message being logged like the one below:

A message has been saved to the audit failed database. Topic: HR_playa, Party: PlayaSub, Id: b8 1596¥ib-
4893-a186-aa2013607867
FailureDetail - The message was retrieved from the configured Rabbit MQ dead letter queue.
Rabbit MQ xdeath header
Key: count : 1
Key: reason : rejected
Key: queue : NEURON.DEFAULT.HR_playa_PlayaSub
Key: time : 3/17/2023 12:35:21 PM
Key: exchange : NEURON.DEFAULT.HR_playa
Key: originalexpiration : 86400000

FailureType- Dead Letter

MODc Defaults for MultiThreaded; The defaults have changed from 5 to 2 with a maximum limit of
10. Ideally this should never be set to more than 5.

Runtime

MODc¢ Default HTTP Connection Limiodified the DefaultHttpConnectionLimit in appsettings.config
from 100 to 200.This is also applied in the ESB Service as well now. Previously this setting just affected
the endpoint hosted in the Neuron Endpoint Host.
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NEWCc Auto Tuning Threadpool for ESB Servithis is identical to the feature for Endpoint Hosts which
was released in build 3.7.5.311 and can be used to reduce long startup times of solutions, especially if
RabbitMQ topics are used. This is configured at the same time Endpoint Hosts are configured when
enabling the Auto Tuning feature in the Configure Server dialog in the Neuron ESB Explorer.

MOD¢ Auto Tuning OptimizationOptimized the thread tuning routine in the Endpoint Host. The
routine now only increases the min worker threads only if it detects that doing so decreases execution
time.

FIXc Endpoint Manager Log created twie&he endpoint manager log for each endpoint host would be
created twice (one with two date stamps appended to the file name).

FIX¢ WMI Warning on Startup On startup, Neuron ESB may the following error and fail to start.
We will now log this as a warning and continue the startup process

202304-03 14:56:18.681+02:00 [4] ERRO\Ruron ESB Service Failed to Steiception:
System.Exception: An error occurred attempting to retrieve the Number of Cores info via WMI.
at Neuron.Esb.Internal. ESBHelper.GetNumberOfCores

FIX¢ Endpoint Host does not startup immediatelyypon startup, in some cases the endpoint host
would not start immediately. Instead a warning would be thrown after the client refresh interval * 4
elapsed stating that the endpoint host heartbeat had gone stale (then the endpoint host would start).

FIX¢ Disabled Single Instance throws Null Exceptiba solution contains endpoint host hosting single
instance endpoints (adapter or service connector), if they are not enabled to start (either not meant for
messaging or marked as disabled), endpoint health may throw an object reference null exception.

FIX- Disabled Single Instance throws erroneous Stale warnitigssolution contains endpoint host

hosted single instance endpoints (adapter or service connector), if they are not enabled to start (either
not meant for messaging or marked as disabled), upon stopping the esbservice warnings may be logged
that state the endpoints' heartbeats have gone stale (though they were not active on the machine).

FIX¢ Daylight Savings Time failovdf a solution is configured for failover and is running in a time zone
that implements daylight savings time, upon moving forward an hour the failover mechanism would
activate due to the time being stored in the database as a datetime rather than datetimeoffset.

FIX¢ Excessive logging of Failover Cluster not installdte endpoint host manager and single instance
endpoints log files would excessively log the following if INFO was enabled: "Cluster Network Name:
Neuron ESB Service is NOT Clustered. Failover cluster is not installed.”

FIXc Erroneous endpoint heartbeat messagié an Adapter Endpoint or Service Connector are marked
as Single Instance but the endpoint itself is not enabled, upon the Endpoint Host process dying/failing
and restarting, a warning would be logged every client refresh interval that would state that the
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endpoint heartbeat has become stale and would become the active instance even if there are no other
instances of the endpoint running (as they are not enabled).

FIX¢ Controlled of endpoint incorrectly transferred to another serv@he heartbeat check for multi
instance endpoint hosts (i.e. primafgilover) could take too long to execute which could cause
Endpoint Hosts to failover unexpectedly with a message stating that "the heartbeat has gone stale" on
the failover instance and "control of the endpoint has been transferred to another server on the farm"
on the primary.

MODc¢ Configure Server and Auto Tunig@he Configure Server dialog has been modified to support
turning on or off the Neuron ESB .NET Thread Pool Auto Tuning feature introduced in build 3.7.5.311.

@ Configure DEFAULT Server X

.Net Thread Pool Size: [] Override 2000

Auto Tune S

2000

400

sSave Cancel

MOD- .NET Thread Pool Override defawltshe default for the minimum number of Worker Threads
and 10 Threads have been increased to 400 from 200.

MODc Internal Service Binding Settings defagltBhe defaults, found on the Server tab of the Zone,
have been modified to accommodate high load environments when using Auditing. Specifically,

T Max Concurrent Sessions has been reduced from 1000 to 500
91 Max Connections has been raised from 1000 to 2000
i Max Concurrent Calls has been raised from 500 to 2000

When opening an existing solution, these settings and others will be modified accordingly as follows:

1 Open Timeout, Send Timeout and Close Timeodt minimum these will be set to the default
value of 60 seconds. If their current value is greater than 90 seconds, they will be tuned down to
60 seconds.

9 Listen Backlog At minimum this will be set to the default, which is the number of processors *
16. If the existing value is more than twice that, it will be tuned down to the default.

1 Max Concurrent CaltsWill be set to the default value of 2000.
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T Max Concurrent InstancesAt minimum this will be set to the default value of 200. If the
existing value is more than twice that, it will be tuned down to the default.

1 Max Concurrent SessiogAt minimum this will be set to the default value of 500. If the existing
value is more than twice that, it will be tuned down to the default.

1 Max ConnectionsWill be set to the default value of 2000.

MODc¢ TCP Topic Transport defautt¥ he defaults, found on the Transports tab of the Zone, have been
modified to accommodate high load environments when using TCP based topics. These settings are used
anytime a new TCP Topic is created. Specifically,

 Max Concurrent Sessions has been reduced from 500 to 100
T Max Concurrent Calls has been raised from 250 to 2000

When opening an existing solution, these settings and others will be modified for every TCP based Topic
as follows:

1 Open Timeout, Send Timeout and Close Timeodt minimum these will be set to the default
value of 60 seconds. If their current value is greater than 90 seconds, they will be tuned down to
60 seconds.

1 Listen Backlog At minimum this will be set to the default, which is the number of processors *
16. If the existing value is more than twice that, it will be tuned down to the default.

1 Max Concurrent CaltsWill be set to the default value of 2000.

T Max Concurrent InstancesAt minimum this will be set to the default value of 100. If the
existing value is more than twice that, it will be tuned down to the default.

I Max Concurrent SessioqdAt minimum this will be set to the default value of 100. If the existing
value is more than twice that, it will be tuned down to the default.

1 Max ConnectionsWill be set to the default value of 500.

Data Mapper

FIX¢ Double and Float Data TypeBlinimum allowed value range checking for double and float value
parsing. Previouslihe Data Mappedid notallow negative values for double and float data tgo€his
has been corrected.

FIX¢ Data Mapper Service Port change caused remote clierdikq If the user has a remote Neuron

ESB Client connected to the server that executes the Data Mapper process step and the ESB Service is
restarted while the remote client is connect, the Data Mapper Service hosted by the ESB Service may
start on a different port. If that happened, the change would not get propagated to the existing
connected remote clients. When they attempt to send a message that would execute the Data Mapper
Process step, they may get an error like the one below indicated the original port number:

Data Mapper transform http call faield with HittpRequestException! Error:
System.Net.Http.HttpRequestException: An error occurred while sending the reguest.
System.Net.WebException: Unable to connect to the remote setver
System.Net.Sockets.SocketException: No connection could be made because the target machine
actively refused it 192.168.2.190:8591
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Services

FIX¢ Oauth Providers and Expires©Fixed issue with "ExpiresOn" DateTime. If a user opens a Neuron
solution in Neuron ESB Explorer on a computer that has an OS Date format that is different that the OS
date format on the computer the Neuron solution was last saved in, and that solution contains OAuth
Providers, if the user attempted to view the OAuth provider they would receive a FormatException
statingthe date is not a valid value for DateTindne value will now always be saved and read in a
specific format.

FIXg Oauth throws Null Object Exception on startlifixed issue with client connectors throwing an
exception on startup. The error would occur when starting a client connector configured to use
Peregrine Connect as the OAuth provider. The text of the error contains the value
"System.InvalidOperationException: Nullable object must have a value."

Event Processor
FIXc Event Processay This could stop when various exceptions occurred due to incorrect information
regarding the consumer and/or connection status.

Monitoring
MODc¢ Auditing Email and Files collection propertigsdded support for auditing the Email and Files
ESB Message Header properties that were introduced in build 3.7.5.568.

FIX¢ REST API for Configuration fgil&hen using the REST API,
/neuronesb/api/vl/Configuration/{instance}/DeploymentGroup/{deplymentGroupk expected
deploymentgroupinformationwould not be returned. Theuserwould receivean HTTFS00error.

Workflow
FIX¢ Concurrent Workflows exceeding Maximur@ancelling an aborted workflow could cause a
semaphore to be released allowing for more concurrent running workflows than the max setting.

FIX¢ Throw with Message failsWhen using the Throw with Message workflow activitghe ESB
Message object was manually created in a code step without setting the Topic propeayldtthrow
an error that Topic is nullhis has been corrected.

FIX¢ Correlated Workflows fail to resumeCorrelated Workflows may not resume properly upon the
Endpoint Host process dying and restarting due to the improper reloading of correlated messages that
were sent in as the host died.

FIX¢ Correlated Messages create extra Workflow instandésrrelated Messages that are processed
during failover may result in extra correlated workflow instances due to the message being processed
more than once.This would occur if messages were at a certain processing stage when the Endpoint
Host process fails/dies resulting in redelivery from a RabbitMQ topic.

FIX¢ Workflow Tracking fails when machine is IP Addrésa machine in a Deployment Group was
defined by an IP address instead of a machine name and the machine's hostname does not resolve to
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http://localhost:51002/help/index#!/Configuration/Configuration_GetDeploymentGroup

that IP address, then issuing commands from workflow tracking would not work (e.g. restarting a
workflow from workflow tracking).

FIX¢ Cancelling Workflow causes Semaphore is Full warr@amcelling workflow instances in the
Unloaded state can cause a warning that a semaphore was full while releasing or possibly cause more
concurrent workflows to execute than the max instances property set on the workflow endpoint

Business Processes
MOD¢ Data Mapping Process Stelf we encounter an error indicating the connection was closed, we'll
now attempt to retry the data mapping.

FIX¢ Detect Duplicates StepAdded function to the stored procedure that determines if a message is a
duplicate. Now the stored procedure will also remove any stale entries in the table.

FIXc Audit Process StepWhen using the step and the Maximum Instances is set to greater than 1 and
the step is used in multiple branches within a Parallel Process step, a null exception could be thrown.

FIX¢ ExecuteProcess Step When using the step and the Maximum Instances is set to greater than 1
and the step is used in multiple branches within a Parallel Process step, a null exception could be
thrown.

MODc¢ Audit Process Step logging of Faqltt runtime, if an Audit Proxy faulted, the information
would be written as an error and then we would auto recreate it. Not it is written as a warning.

FIX¢ Audit Process StepOptimizations have been made to reduce locking and timeouts when under
heavy load.

FIX¢ Execute Process StefCould sometimes return an error indicating that the Pipeline was null under
heavy load.

FIX¢ Decision and Parallel branches in stepdhen under heavy load, a null reference exception could
be thrown when evaluating the branch condition.

Neuron ESB Explorer

FIXg Import would fail to import Endpoint Host infdmporting a Neuron solution using Neuron
Explorerg Fixed issue where Endpoint hosts were not being imported with no errors being reported.
The endpoint host would initially appear to have been imported, but when the solution is saved and
closed, and subsequently reopened, the endpoint host would not be included in the solution.

FIXc Edit Test Message dialegdit Test Message dialog for process designer would sometimes show
"<Error in displaying the body.>" as the body of a message when loading a *.esbmsg file because the
underlying BodyType was never appropriately set.
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Neuron 3.7.5.607
(Mar 15, 2023)

Topics

FIX¢ Rabbit MQ Topics Endpoints subscribing to a Rabbit MQ topic may fail with the error that the
underlying Queue did not exist. This could occur if there were more than one Rabbit MQ topic with a

similar prefix in their name, for example, HR_, HR_Global and HR_Sales would map as the same
AYGSNyYyLftteo hy adlF NhdzJr SIFOK (2LIAO0O ¢g2dAZ R RSt SaGS
fixed.

MOD¢ Rabbit MQ Topics On startup, each Topic will attempt to create a System queue. If the queue
already exists, Neuron will remove any existing bindings to ensure that it does not act as an anonymous
subscriber to messages published to the topic.

Samples
FIXg All samples have been upgraded to the latest 3.7.5 and all named pipes topics have been replaced
with TCP based topics.

Adapters

FIX- NetSuite Adapter Fixed metadata generation issue when generating metadata for "item" record
types (i.e., Inventory Item). An exception of "Object reference not set to an instance of an object" could
be thrown.

FIX- NetSuite Adapter Fixed metadata generation issue when generating any object containing custom
fields. An exception was not thrown, but if the NetSuite role did not have proper permissions, the

custom fields would not be included in the generated schemas and samples. Now an exception would be
displayed containing the error response from NetSuite.

Event Processor
SeveraF AES&a KI @S 0SSy AYLI SYSYGSR (2 LINBGSyid aaiddzOqé
utilizationand errorssuch as:

Unexpected Shutdown event from Rabbit MQ consumer for '<eventname>' Event Type. Initiating

source = Peer; Reply Code = 406; Reason = PRECONDITIONuR&ibiD delivery tag
<tagvalue>.

and

Error occurred attempting to send EPS log entry data to Elastic Search:
System.ArgumentException: Destination array was not long enough. Check destindex and length,
and the array's lower bounds.
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Neuron 3.7.5.594
(Mar 3, 2023)

Business Processes
FIXc Excel to Xml fails with too many taskH the Excel to Xml process step is used in a Business

t NPOSaa (KFGQa 0SSy aaAaySR G2 YdZ GALX S SyRLRAYI
OCCuUr:

Neuron.Pipelines.PipelineException: ERROR [08004] [Microsoft][ODBC Excel Driver] Too many

client tasks.
ERROR [01S00] [Microsoft]
ERROR [01S00] [Microsoft]
ERROR [01S00] [Microsoft]
ERROR [01S00] [Microsoft]
ERROR [01S00] [Microsoft]
ERROR [01S00] [Microsoft]

ODBC Excel Driver]Iinvalid connection string attribute hdr
ODBC Excel Driver]Invalid connection string attribute imex
ODBC Excel Driver]Iinvalid connection string attribute hdr
ODBC Excel Driver]invalid connection string attribute imex
ODBC Excel Driver]invalid connection string attribute hdr
ODBC Excel Driver]invalid connection string attribute imex

—r—r—r—r—r—

This onlyoccurredwith multiple endpoinsreferencing the same Business Process that coathimne
Excel to XML process stefccess Violations as well as stack overflow exceptions could have also
occurred.This has been fixed.

MODc¢ Excel to XML propertiesUsers no longer need to select the version of Excel they need to work
with.

MODc¢ Excel to XML to use OLE®Bhe process step has been modified to use the OLE DB provider
instead of the ODBC driver.

Neuron Test Client
MODc¢ Support for Binary files in Bulk ModaVhen set to bulk mod, the Neuron ESB Test Client did not
allow users to select Binary files to load for sending as the test. This has been enabled.

Topics

FIX¢ Rabbit MQ Topic does not create System Quelibis was introduced in build 585. When the

Neuron ESB Rabbit MQ Publishing Service that represents a Topic started it would not create the Queue
NEIljdzA NER FT2NJ GKS AYyuSNyrlrt {eadsSy trNIe GKIFIGQa dza$s
directly to Business Process. Because of this, during startup, the endpoint may fail with an error that it
OFyQi O2yySOG G2 Aia dzyRSNIe@Ay3 [jdzSdzS 6SOFdzasS Al

MODc Internal System Party now supports Rabbit MQ sub topReeviously, when we created the

internal Queue for the System Party, routing rules for the root Topic were created, but not for sub
Topics. This has been added so that any endpoint directly connected to a Business Process (i.e., not
using Messaging) can now publish and receive messages on not just a root Topic, but any sub topic as
well.
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FIXcwlk 60AG av ¢2LIAO 02dxZ R RSt S(HS IcysivashdducaiLIA OQa t 2
when we introduced support for the Rabbit MQ Delayed Exchange for Poison Messages in build 583. In

short, on startup, or during a configuration change evéng LJA O a! ¢ O2dzZ R RSt SGS (KS
9EOKIyYy3IS F2NJt2ArAa2y aSaal3asa GKIG 61 & ONBFGISR T2N
error when a Party attempted to send a message because it had a dependency on that exchange. This

has been corrected.

Neuron 3.7.5.585
(Feb24, 2023)

Monitoring

FIX¢ Rabbit MQ Topicslf errors or warnings occurred during startup of the topic, they would not be
recorded in endpoint health. Only those occurring after the startup process would be recorded. Also,
there some errors and warnings that occurred would only be reported in the log files and the Windows
Event Log.

Topics

MOD¢ Rabbit MQ Poison Message Handliiyeviously, if the topic was configured to use the NON
blocking Poison Message Handling introduced in build 3.7.5.593 but encountered an error because
either the delayed exchange plugin was not installed or enabled, the topic, as well as the party would
report this as an error and fail to startup. Now this is reported as warning, both Topic and Party will start
and the Poison Message Handler will be downgraded to the Blocking type.

MOD¢ Rabbit MQ Queue ManagemeqOn gartup, the Neuron ESB Server automatically created all

the Exchanges and Queues necessary to represent the Neuron ESB Topics. It also managed the changes
to the Rabbit MQ infrastructure in cases where the Topic was either renamed or removed. Each Party,
upon connecting, would also run similar code, creating all the necessary Exchanges and Queues to
support its subscriptions. The Party was responsible for managing Queue changes at runtime, in cases
where the Party was renamed or where Topics were added or removed from its subscription. This has
been changed so that the Neuron ESB Server manages the Party modifications. This removes the need
for each party taduplicate the infrastructure management that the Neuron ESB server does. That

equates to faster connect times and fewer resources utilizing Rabbit MQ connections and operations.

FIX¢ Rabbit MQ Transport Changdf an existingRabbit MQ Topiavere changed to use the Rabbit MQ
transport at runtime, any Party referencing the Topic would not automatically update to the new
transport.

FIX¢ Rabbit MQ Rename or Addf a Rabbit MQ Topic was either renamed or added to existing Party at
runtime, Endpoint Health would reflect the change. However, any connected Parties would recognize
the newly added or renamed Topic but would not automatically reconnect to it.
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Neuron 3.7.5.583
(Feb22, 2023)

Topics

FIX¢ Rabbit MQg When using Topics configured to use the Rabbit MQ Transport, the Neuron ESB
underlying channel regularly checks (every 5 seconds) to see if reconnection to the Rabbit MQ server is
necessary. The logging for this function would log verbose messages that included the host name and
port of the Rabbit MQ server its connecting to. These were not being properly set and would appear in
the logs as empty strings. This did not affect any runtime behavior, only logging was impacted. This has
been fixed.

FIX¢ Rabbit MQ- If a consumer shut down event occurred, but the connection was still good, the

bSdzZNBYy 9{.Qa NBO2yySOGA2y GAYSNI GKIG Nizya SOSNE p
connection is open, we check the open status on the consumer channel, if its closed, we recreate the
consumers so that messages will continue to be received.

NEWCc¢ Rabbit MQg Added Lazy Queue support to the Transport Properties. Users can now configure a
¢C2LIAO G2 dzasS [T @& vdzsSdzSa o0& aStSOGAy3a GKS 2LINAz2Y
O2YLIX AYSyiGa GKS a5St AOSNE a2RSé¢ LINRPLISNI& GKIG If¢
Queues. Brsistent messages will survive a broker restart, while Lazy means it will write out to disk ASAP

to keep memory pressure low, but withopersistentmessages will be lost on any restart of the Rabbit

MQ server. Persistence and Lazy settings will dramatically decrease memory usage, but possibly

increase CPU and Disk /0.

NEWCc¢ Rabbit MQc NON Blocking Poison Message Hand@upport has beeadded for Poison

Messaging handling that is ndmocking. This feature specifically uses

the https://github.com/rabbitmg/rabbitmg-delayedmessageexchange When Poison Messaging is

SYyFrot SR Ay (GKS (NI yalLR2NI LINPLSNIASE 2F GKS (G2LAO:
b2y . t201Ay3é> GKAA yS¢ FSFdGdaNB gAff 06S dzaSR®

MOD¢ Rabbit MQ Property Default€Changed the default Delivery Mode to Persistent to reduce
memory footprint. Changed the "Resubmit Unacknowledged Messages" property available if Publish
/| 2y FANNA Aa
Gt NEBFSGOK { A
minutes to 1 minute.

aSt SOUSR NB3IFNRfSaa 2F AT GKS a5S0SOd

[ S¢ LINE LChanded theRd&fdult "Reétrii CygdlaNIRINy" fpom 100 2 H a1 @

Endpoint Health Monitoring

FIX¢ Rabbit MQg Endpointg When using Topics configured to use the Rabbit MQ Transport, if the
underlying Rabbit MQ consumer threw a Shutdown exception via its Shutdown event, it would be
logged, but the endpoint would still show started and green in Endpoint Health monitoring. This has
been fixed so that an Offline event is also raised which will increment the error value in Endpoint Health
as well as change the status to Failed. Once the consumer recoverscamhects, the Online event will

be raised, changing the status of the endpoint back to Started.
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FIXc Rabbit MQ¢ Topics2 KSy dzaAy3d ¢2LIA0&a O2yFAIdz2NBR (2 dzaS (K.
publishing/monitoring service encountered an error on startup, the Topic would still appear green and
Started in Endpoint Health. Now the error is recorded, and it appears as Failed.

Business Processes

FIX¢ Dependency CheckingWhen checking the dependencies of a Business Process, the check could
fail to recognize that other Business Processes were calling it. This has been corrected.

Adapters

FIXc File Adaptec2 KSy dzaAy3a vdzsSNE Y2RS> AF GKS a5S8StSdGS 2y
its bytes set to zero on disk, effectively deleting the contents of the file, but not the file itself. This

happened with some binary files such as PDF files.

FIX¢ SFTP Adaptey Archive and Delete modes may provide inconsistent results when in Query mode.

MOD- Salesforce adapterremoved support for all API versions before 31.0. Salesforce is disabling this
in summer 2023. Added support for versions 52700.

Neuron 3.7.5.580
(Feb16, 2023)

Event Processor
FIXc Locking issue could cause EPS to stop processing meggagesflicting locking issue was found
that could interrupt or stop the processing of EPS and Neuron Log entries.

FIXFTP AdaptecL ¥ aS4G Ay vdzZSNE Y2RS FyR GKS a9yl ofS ¢AYS
it would be ignored.

FIXSFTP AdapteyL ¥ aSi Ay vdzsSNE Y2RS [yR GKS a9yl otS ¢AYS
enabled, it would be ignored.

Adapters

MOD¢ TCP AdapterAdded a "Fixed size" option for Sen&acketAdapter.Customers can udhis
when receiving fixedized messages over Tfedm 3¢ party applicationsThe developer must know the
size of the byte array to receive.

FIX¢ File Adapterc This only occurred with Query Mode. Invalid validation messages could appear
referencing publish mode properties. Also, other validations for query mode have been modified.

FIX¢ File Adapter This onlyoccurredin Query Mode. At runtime, if a Query Mode File Adapter was
called within a Business Process which was attached to a Client Connector or an Adapter configured in
Publish Mode, the following error would be recorded:

G¢KS IAQPSYy 1Sé& sla yz20 LINBaSyd Ay GKS RAOUAZ2YI
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Business Processes

MODc¢ Publish Steg During design time testing, if a Source ID is not provided in the Message test
dialog, the System party will be used internally to publish messages. Previously, users would receive an
error indicating the Source ID was not present resulting in the message not being published to the Topic.

MODc¢ Audit Step- During design time testing, if a Source ID is not provided in the Message test dialog,

the System party will be used internally to audit messages. Previously, users would receive an error

indicating the Source ID was not present resulting in the message not being audited. Also, if a Topic is

y2i LINRPDGARSRI dbhb9¢ gAfft 0S dzaSRd [O1 2F I ¢2LA
being Audited.

Neuron 3.7.5.573
(Feb4, 2023)

Neuron ESB Explorer

FIX¢ Business Process Dependencies Inaccuydtnen checking the dependencies of a Business

Process, all Workflow Definitions that used an Execute Process Activity would be listed because we were
y2G O2YLI NRYy3d GKS .dzarySaa tNROS&aa ylryYyS gAlK GKS
This was a new feature introduced in build 3.7.5.568.

Adapters
FIX¢ Pop3 Adapter Would throw the following error when trying to publish because the Topic was not
being properly set. This bug was introduced in build 3.7.5.568

202301-27 15:15:41.6386:00 [49] ERRORRuUblish to ESB failed.
System.NullReferenceException: Object reference not set to an instance of an object.
at Neuron.Esb.Party.SendMessage(ESBMessage message, Boolean duplicateMessage)

FIX¢ Microsoft Exchange Adapteould throw the following error when trying to publish because the
Topic was not being properly set. This bug was introduced in build 3.7.5.568

202301-27 15:15:41.6386:00 [49] ERRORRuUblish to ESB failed.
System.NullReferenceException: Object reference not set to an instance of an object.
at Neuron.Esb.Party.SendMessage(ESBMessage message, Boolean duplicateMessage)

FIX¢ NetSuite Adapter fixed metadata generation issue with "Transaction" entities

MODc File Adapter When in query mode, users can use the "Delete on Query" property to prevent the
deletion of the file after its retrieved. The default value is to delete the file. Additionally, users can
dynamically set the Folder path and the file names to retrieve in a Set Property or C# step by using
below:

context.Data.SetProperty(“file”, "Path” \tmyfoldei\files");

context.Data.SetProperty("file","Filenames","myfile.txt;nextfile.doc");
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Topics

NEWCc Rabbit MQ Poison Message Héing-b SdzZNRPy 9{ . Q& wl 006A({ aison ¢ NI y &L

Message handling for unhandled exceptions that are thrown from subscribing endpoints (i.e. hosted
Parties, Workflow, Adapter and Service Endpoints) or Business Processes assigned to those endpoints. If
enabled, then unhandled exceptions will not be immediately audited or logged as errors when they

occur. instead, they will be logged as an initial warning foo® dzZN2y 9{ . Q& wl o0o6Ad av
displayed in the example below:

Poison Message: Failed to send Message received from 'PlayaPub' to 'PlayaSub' on Rabbit MQ Topic 'playa’
with ESB Message ID '50a84beBc27-4179-aded-4d7936529798'. 2 attempts will be made to deliver the
message before it is sent to the failed message database. Original Exception: On Receive Evéirt unhandled
exception occurred while executing 'throw exception' pipeline on step 'C#'. Message ID '50a84b&627-4179-
aded-4d7936529798', Topic 'playa’, Source Party 'PlayaPub’. The code step "C#" failed due to an error: This is a
new exception from a Business Process

hyO0OS GKS SEOSLIiA2y Aa RSGSOGSR GKS OKIyySt gAftf
property of the Rabbit MQ Topic Transport. Once the wait has ended, the message will be released once
more to the subscribing endpoint. Each unhandled exception that occurs will increment the internal
O2dzy G SNJ dzy GAf (GKS ydzYoSNI 2F NBUNARSE NBI OK&a (KS
the Rabbit MQ Topic Transport. Each retry will log a warning message like the one below:

Poison Message: Retry 1 of 2. Message received from 'PlayaPub' on Rabbit MQ Topic 'playa with Consumer Tag
of 'amg.ctag-BJAISMSBK2rKEUvVxsrDxA' and ESB Message ID '50a84beB7-4179-aded-4d7936529798'. On
Receive Event An unhandled exception occurred while executing 'throw exception' pipeline on step 'C#".
Message ID '50a84be67c27-4179-aded-4d7936529798', Topic 'playa’, Source Party 'PlayaPub’. The code step
"C#" failed due to an error: This is a new exception from a Business Process

Once all thaetries are exhaustedhe original message with the exception information will be
forwarded to the Failed Message Audit Report and be removed from the subscribing queue. This will
result in an error message being logged like the one below:

A message has been saved to the audit failed database. Topic: playa, Party: PlayaPub, Id: 50a84Geg7-
4179-aded-4d7936529798

FailureDetail - Poison Message Retries have exhausted. Message received on ‘playa’ Rabbit MQ Topic with
Consumer Tag of '‘amq.ctagBJAISMSBK2rKEUvVxsrDxA'. Neuron.Pipelines.PipelineException: On Receive Event
- An unhandled exception occurred while executing 'throw exception' pipeline on step 'C#'. Message 1D
'50a84be6-7c27-4179-aded-4d7936529798', Topic 'playa’, Source Party 'PlayaPub’. The code step "C#" failed
due to an error: This is a new exception from a Business Process

The Poison Message can be viewed in the Failed Message Viewer as illustrated below:

58| Page



-1‘3 Failed Message Viewer X
® Republish... & Save To Disk...

'™ 1 Failed Message

Message Failure Details
playa - 50a84bes-7c27-4179-aded-... Date: | 2/2/2023 6:30:53.2530 PM |
Type: | Paison Message |

Message: Poison Message Retries have exhausted. Message received on ‘playa’ Rabbit MQ Tapic with Consumer Tag of 'amg. ctag-BIAISMSBK2rKEUwVxsrDxA'. -~
Meuran,Pipelines.PipelineException: On Receive Event - An unhandled exception occurred while executing 'throw exception’ pipeline on step 'C#.
Message ID '50a84be6-7c27-4179-aded-4d7936529798', Topic ‘playa’, Source Party ‘PlayaPub'. The code step "C#” failed due to an error: Thisis a
new exception from a Business Process —> Neuron.Pipelines. PipelineException: The code step "C#” failed due to an error: Thisis a new exception
from a Business Process —> Neuron.Pipelines. PipelineException: This is @ new exception from a Business Process —> System.ApplicationException:
This is & new exception from a Business Process
at __DynamicCode. Type3998924c 2b44d65a5b96 19602960 1a, OnExecute{PipelineContext” 1 context) in c:\Users\Martin\AppDataLocal{Temp ~

Message Body Neuron Properties  Custom Properties
2444

Neuron ESB Test Client
FIX¢ Message Rate continues to calculate after Bulk Test is-oVae Test Cliergtatus bar shows

message rateluring a bulk testHowever, even after the test has finished and all the messages have
been received, thenessage rate never stppdcalculating. Now the message rate will stop calculating
once the bulk test is complete so that the final number will always be visible.

Neuron 3.7.5.568
(Jan24, 2023)

Licensing

FIX¢ Daily Validation Checks generate infinite APl calsK A & A& | &ASNA2dza o6daA GKIF G
hours a running instance of Neuron ESB will make an API call to the Peregrine License Server. If an
exception was thrown anytime in the process, the failure would not be adequately caught. This would

result in the timer not being reset but instead immediately loop back and make the API call again. This

would result in the Master log file being filled with entries like below if the logging level was set to either
Verbose or Informational:

INFO- Neuron ESB license key verification process started for machine 'MACHINEL'.
INFO- Loading License Detail8egin

INFO- Loading License DetailReading License File

INFO- Loading License Detailtoading Data from Licensing File

INFO- Neuron ESB license key verification process started for machine ' MACHINE1".
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INFO- Loading License DetailBegin

INFO- Loading License DetailReading License File

INFO- Loading License Detailkoading Data from Licensing File

INFO- Neuron ESB license key verification process started for machine ' MACHINEL".
INFO- Loading License DetailBegin

INFO- Loading License Detail®eading License File

INFO- Loading License Detailtoading Data from Licensing File

INFO- Neuron ESB license key verification process started for machine ' MACHINE1".

FIX¢ Neuron ESBuntime would fail tostart ¢ This would happen if the Neuron ESB Service was

configured with a solution and started without EVER opening the Neuron ESB Explorer or using the
Neuron ESB Explorer to configure the service. This was a bug introduced in build 548 of 3.7.5. Users
would not encounter this error if the Neuron ESB Explorer was used to configure the Neuron ESB Service
runtime. If the error occurred, the following would be written to the Master log file and reported in the
Windows Event Log:

INFO- License File Information: START

ERRORServer cannot start upSystem.NullReferenceException: Object reference not set to an
instance of an object.

at Neuron.Esb.ESBMasterService.ValidateOnServer()

at Neuron.Esb.ESBMasterService.Start(String instanceName, String environment, String zone,
Exception& exception, String[] args)

FIX¢ Starting Neuron ESB throws Argument Null Exceptitimot using an offline license file and there
was no internet access when either the Neuron ESB Explorer was launched or the Neuron ESB Service
was started, the following error could be thrown preventing startup:

System.ArgumentNullException: String reference not set to an instance of a String. Parameter
Name: s

Adapters

MOD¢ POP3 and Microsoft Exchange Adaptefidis has been modified to change the way in which the
retrieved email and its associated attachments were persisted. Previously, they were serialized as bytes
and set as the message body of the ESBMessage. Users would need to serialize out the bytes into the
definedNeuron.Esb.Mail.EmailMessatype to work with it and retrieve the attachments like so:

var email = Neuron.Esb.Mail.EmailMessage.Deserialize(context.Data.Bytes);
context.Data.Body = email.Body;
context.Properties| "EmailAttachments" ] = email.Attachments;

(s}
QX
Q)¢
L
w

Now, theNeuron.Esb.Mail.LEmailMessaged | LINRLISNI & 2F (GKS 9{. a
email and associated attachments can now be retrieved like so:

context.Properties| "EmailAttachments” ] = context.Data.Email.Attachments;
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MODc¢ FTP Adaptec Added Query modeThis allows users to create an Adapter Endpoint that can be
called via Messaging or directly through a Business Process which returns one or more files read from an
FTP/S folder and matching either the filename or file extension specifications configured for the adapter
endpoint. The Query mode supports all the features that users find on Publish mode. Users can use the
FileSpec property to determine the set of files to retrieve. The new Files property of the ESB Message
returned from the Adapter Endpoint is of typéuron.Esb.Adapters.Filékhis will contain a collection of
Neuron.Esb.Adapters.DataFdbjects. Each DataFile class is defined as:

public class DataFile
{
public DateTime CreationTimeUtc { get; set;}
public DateTime LastWriteTimeUtc { get; set;}
public string Encoding{ get; set;}
public string  ArchiveFolder { get; set;}
public Byte[] Bytes { get; set;}
public string Text{ get; set;}
public long Length{ get; set;}
public string Name{ get; set;}
public string Path{ get; set;}
public bool ReadOnly{ get; set;}
public bool Binary{ get; set;}
public string Extension{ get; set;}
public string Fullname{ get; set;}
public string Filename{ get; set;}
public bool MetaDataOnly { get; set;}

}

Using a Business Process, The DataFile objects can be iterated through using a For Each process Step.
Below is an updated graphic demonstrating a simple process that iterates through each DataFile,
publishing each to a Topic. This can be applied to either the File, FTP/S or SFTP adapters.
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MOD¢ SFTP Adaptey Added Query modeThis allows users to create an Adapter Endpoint that can be
called via Messaging or directly through a Business Process which returns one or more files read from an
SFTP folder and matching either the filename or file extension specifications configured for the adapter
endpoint. The Query mode supports all the features that users find on Publish mode. Users can use the
FileSpec property to determine the set of files to retrieve. The new Files property of the ESB Message
returned from the Adapter Endpoint is of typéuron.Esb.Adapters.Filékhis will contain a collection of
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Users can dynamically set the file spec or filename(s) to
determine what files will be returned.

Uses either the File, FTP or SFTP Adapter Endpoint in
'Query mode to retrieve a set of files from a folder.

context.Properties["ProcessedFiles"] = context.Data.Files.DataFiles;
context.Properties["FileCount"] = context.Data.Files.DataFiles.Count;

The above code returns a collection of DataFiles. Each
DataFile contains the bytes or text of the original file read
from the folder by the Adapter Endpoint. It also includes
all the metadata like filename, size, etc. specified in the
DataFile class.

Loop through each DataFile object in teh collection i.e. "ProcessedFiles"

var file = (Neuron.Esb.Adapters.DataFile)context.Properties["File"];
context.Data = context.Data.Clone(false);

if(file.Binary)

context.Data.Bytes = file.Bytes;

else

context.Data.Text = file.Text;

context.Data.SetProperty("ftp","ArchiveFolder" file.ArchiveFolder);
context.Data.SetProperty("ftp","CreationTimeUtc" file.CreationTimeUtc.ToString())
context.Data.SetProperty("ftp","Encoding" file.Encoding);
context.Data.SetProperty("ftp","Extension" file.Extension);
context.Data.SetProperty("ftp","Filename",file.Filename);
context.Data.SetProperty("ftp","Fullname" file.Fullname);
context.Data.SetProperty("ftp","LastWriteTimeUtc" file. LastWriteTimeUtc ToString|’
context.Data.SetProperty("ftp","Length" file.Length.ToString());
context.Data.SetProperty("ftp","MetaDataOnly",file.MetaDataOnly.ToString());
context.Data.SetProperty("ftp","Name" file.Name);
context.Data.SetProperty("ftp","Path" file.Path);

Neuron.Esb.Adapters.DataFdbjects. Each DataFile class is defined as:

public class DataFile
{
public DateTime CreationTimeUtc { get; set;}
public DateTime LastWriteTimeUtc { get; set;}
public string Encoding{ get; set;}
public string  ArchiveFolder { get; set;}
public Byte[] Bytes { get; set;}
public string Text{ get; set;}
public long Length{ get; set;}
public string Name{ get; set;}
public string Path{ get; set;}
public bool ReadOnly{ get; set;}
public bool Binary{ get; set;}
public string Extension{ get; set;}
public string Fullname{ get; set;}
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public string Filename{ get; set;}
public bool MetaDataOnly { get; set;}

}
Using a Business Process, The DataFile objects can be iterated through using a For Each process Step.

Below is an updated graphic demonstrating a simple process that iterates through each DataFile,
publishing each to a Topic. This can be applied to either the File, FTP/S or SFTP adapters.

i Query FTP h
& ». | Users can dynamically set the file spec or filename(s) to
S;‘ef,'::ig” " | determine what files will be returned.
@-\——b Uses either the File, FTP or SFTP Adapter Endpoint in
Sz 'Query mode to retrieve a set of files from a folder.
; --—_-_——-
¥ Bindinas Gt Flles —— context.Properties["ProcessedFiles"] = context.Data.Files.DataFiles;
v ::':,:s' e context.Properties["FileCount"] = context.Data.Files.DataFiles.Count;
[hame L
Disable False
v Misc Any Files?
Callection Property Name Processedries
hem Property Name  File The above code returns a collection of DataFiles. Each
Tum OffTadkine o \ DataFile contains the bytes or text of the original file read
es Ha from the folder by the Adapter Endpoint. It also includes
\ all the metadata like filename, size, etc. specified in the
Foreach DataFile class.
&
et File Loop through each DataFile object in teh collection i.e. "ProcessedFiles"
Attachment var file = (Neuron.Esb.Adapters.DataFile)context.Properties["File"];
context.Data = context.Data.Clone(false);
if(file.Binary)
BB context.Data.Bytes = file.Bytes;
else
context.Data.Text = file.Text;
context.Data.SetProperty("ftp","ArchiveFolder" file.ArchiveFolder);
context.Data.SetProperty("ftp","CreationTimeUtc" file.CreationTimeUtc.ToString())
e context.Data.SetProperty("ftp","Encoding" file.Encoding);
context.Data.SetProperty("ftp","Extension" file.Extension);

context.Data.SetProperty("ftp","Filename" file.Filename);
context.Data.SetProperty("ftp","Fullname" file.Fullname);
context.Data.SetProperty("ftp","LastWriteTimeUtc" file. LastWriteTimeUtc ToString|’
context.Data.SetProperty("ftp","Length" file.Length.ToString());
context.Data.SetProperty("ftp","MetaDataOnly",file.MetaDataOnly.ToString());
context.Data.SetProperty("ftp","Name" file.Name);
context.Data.SetProperty("ftp","Path" file.Path);

MODc File Adapter Query Mode The existing Query Mode property has been modified for the File
Adapter. This allows users to create an Adapter Endpoint that can be called via Messaging or directly
through a Business Process which returns one or more files read from the folder and matching either the
filename or file extension specifications configured for the adapter endpoint. The Query mode supports
all the features that users find on Publish mode (when the File Detection property is set to Polling).
Users can use either the Filename or File Type property to determine the set of files to refhevnew

Files property of the ESB Messagturned from the Adapter Endpoint is of type
Neuron.Esb.Adapters.FileEhis will contain a collection dfeuron.Esb.Adapters.DataFabjects. Each
DataFile class is defined as:

public class DataFile

{
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public
public
public
public
public
public
public
public
public
public
public
public
public
public
public

}

Previously, users had to serialize this collection from the message body into a context property object.

DateTime CreationTimeUtc {
DateTime LastWriteTimeUtc {
get; set;}

string
string

Encoding {
ArchiveFolder {

get; set;}
get; set;}

get; set;}

Byte[] Bytes {
string  Text {
long Length {

get; set;}
get; set;}
get; set;}

string
string
bool
bool
string
string
string
bool

Name { get; set;}
Path{ get; set;}

ReadOnly { get;

set;}

Binary {

get; set;}

Extension {
Fullname {

get; set;}
get; set;}

MetaDataOnly { get;

Filename { get; set;}

set

i}

Now the File object has been added to the ESBMessage object so no serialization is required.

Using a Business Process, The DataFile objects can be iterated through using a For Each process Step.

Below is a updatedgraphic demonstrating a simple process that iterates through each DataFile,
publishing each to a Topithis can be applied to either the File, FTP/S or SFTP adapters.

“ Bindinas
Bindinas (Collectian

v General
Name ForEach
Disable False

¥ Misc
Collection Property Name ProcessedFiles
Item Property Name File.

Turn Off Tracking
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Users can dynamically set the file spec or filename(s) to
determine what files will be returned.

Uses either the File, FTP or SFTP Adapter Endpoint in
'Query mode to retrieve a set of files from a folder.

context.Properties["ProcessedFiles"] = context.Data.Files.DataFiles;
context.Properties["FileCount"] = context.Data.Files.DataFiles.Count;

The above code returns a collection of DataFiles. Each
DataFile contains the bytes or text of the original file read
from the folder by the Adapter Endpoint. It also includes
all the metadata like filename, size, etc. specified in the
DataFile class.

Loop through each DataFile object in teh collection i.e. "ProcessedFiles"

var file = (Neuron.Esb.Adapters.DataFile)context.Properties["File"];
context.Data = context.Data.Clone(false);

if(file.Binary)

context.Data.Bytes = file.Bytes;

else

context.Data.Text = file.Text;

context.Data.SetProperty("ftp","ArchiveFolder" file.ArchiveFolder);
context.Data.SetProperty("ftp","CreationTimeUtc" file.CreationTimeUtc.ToString())
context.Data.SetProperty("ftp","Encoding" file.Encoding);
context.Data.SetProperty("ftp","Extension" file.Extension);
context.Data.SetProperty("ftp","Filename",file.Filename);
context.Data.SetProperty("ftp","Fullname" file.Fullname);
context.Data.SetProperty("ftp","LastWriteTimeUtc" file.LastWriteTimeUtc.ToString(’
context.Data.SetProperty("ftp","Length" file.Length ToString());
context.Data.SetProperty("ftp","MetaDataOnly" file.MetaDataOnly.ToString());
context.Data.SetProperty("ftp","Name" file.Name);
context.Data.SetProperty("ftp","Path" file.Path);




FIX- REST Adaptefixed Keep Alives support and made most of the configuration properties bindable
so that they can be used with Environment Variables.

FIX¢ Active Directory Adapter If in publish mode and there was a server unavailable etherexisting
connection and notification event hander were not rebuilt if the user had poll on errors set to continue
The system would show that the adapter endpoint was still running and receiving events, even through
no more events would be received.

Neuron ESB Runtime

MOD¢ Disabling dynamic port assignment for Neuron Endpoint k@&t startup, Neuron ESB currently
will assign a configured port (default is 51004 specified in the appsettings.config) to the Neuron
Endpoint Host service. Before assigning it, it will check if the port is available and, if not, dynamically
choose a new port to use for the service. Users can now disable this dynamic assignment and force
Neuron ESB to use the statically configured port. To control this we added the

GOYlFofS! LIRFGSbSAZINRY9YRLRAYGI 2a0t2NIé¢ Ff13 G2 GKS
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Samples
MOD- Updated CorrelatedWorkFlosample by removing th®rders.In subtopic

Services
FIX¢ Starting a Client Connector could faif the Wiretap configuration in the appsettings.config file
was mis configured, Client Connectors would fail to start, throwing an instance of an object exception.

Repository

FIX¢ Dependenciesab in Repositonthrows error- If user created a Data Mapper repository object in
bSdzZNByYy O9ELJ 2NBNJ 6dzi RARY QG ONBIFGS Fyeé | O@mgtt 514l
Schemas and Documenimuld generate ambject reference not set to instance of an object error in
NeuronESHExplorer.

Neuron 3.7.5.555
(Dec12, 2022)

Installation

FIXc FIPS Error during InstallatigriModified our installer (i.e., EXE) and MSI so that FIPS enforcement
registry key does not affect the installation process. Previously installation would fail with little
notification. When using the Bootstrapper installer, we will automatically handle the FIPS issue and let
installation succeed. When using the MSI, it will error out with a specific message is using the Ul
installation, otherwise error message will occur in the log.

Licensing

FIX¢ Licensing support for offline files and various figesur Licensing library has been updated to
version16.1.22319.1We are now providing more complete support for conditions where there is no
network present as well as offline license files. Also,NlkeronQIminfo.json online license file will be
automatically deleted when either patching or deactivating a license.
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Business Processes
MODc ID propertyc The ID property of Business Process steps is how a hidden property.

New¢ OAuth Process Step. The OAuth Process Step provides the ability for a developer to retrieve an
OAuth token within a business process. This gives developers the ability to use our existing OAuth
providers to retrieve tokens that can be used within a business process. A more complete description
and directions on how to use it can be found in the documentation:
https://www.peregrineconnect.com/documentatiocib/processstepreferencequide/#ch_38

FIX¢ Execute Process Stefphe Administrator object used when getting the configuration in the
Execute Process step was not being disposed after we were done with it. This could eventually cause
timeouts to the underlying Configuration Service.

Adapters

MODCCAt S | RI LI S NXIWhentrghhidh ©filetadpted Nblish mode, connected directly

to a Business Process, users were required to populate the Topic adapter property. this is no longer the
case.

MOD- Rest Adapter Added AllowAutoRedirect property. Developers can set this to false if they don't
want the adapter to automatically follow redirect responses, instead opting to handle the redirect in a
business process.

Runtime

FIX¢ Database Required on Startuff a solution was configured to run that did not have a database
associated withthe configured deployment groyphe following warning would be written to the
master log file twice when attempting to start the endpoint host:

202211-17 14:56:53.5748:00 [4] WARN System.Data.SqlTypes.SqlNullValueException:
ConnectionString is Not Initialized

Neuron 3.7.5.543
(Oct13, 2022)

Event Processor
FIX¢ Failed to restart if Rabbit MQ error occurred he Event Processor would stop processing events
in the queue if there was a Rabbit MQ specific error. This has been corrected.

Messaging
MOD¢ Rabbit MQg The Event Processor and Rabbit MQ Topics have been updated to use Rabbit MQ
Client API version 6.4.0. The previous version was 6.2.1.

Adapters
NEW- NetSuite Adapter Added support for WSDL versions 2021.2 and 2022.1

NEW- NetSuite Adapter added support for version 2022.1 of the SOAP API
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MOD- NetSuite Adapter Added the reply message property "netsuite.AccountSpecificUrl". After a call
to NetSuite, this property on the response message will contain the acapadific URL used when
making the call to NetSuite. An example of where this property could be-ugkdn adding a sales

order to NetSuite, you need to create a send a URL to that sales order to a different application (i.e.,
SharePoint).

MOD- NetSuite Adapter Added support for the "Preferences" header. This header contains per
message overrides for these companide settings:

disableMandatoryCustomFieldValidation
disableSystemNotesForCustomFields
ignoreReadOnlyFields
runServerSuiteScriptAndTriggerWorkflows
warningAsError

=A =4 =4 4 A

These are only exposed as message properties, as they are overrides to cemigarsgttings.
Developers should only be using these properties when they need them.

FIX- Metadata Retrieval the wizard wasn't properly checking for existing JSON Schemas, JSON
Documents or Swagger documents before adding those generated.

Business Processes

NEW- Lookup Process StepA new process step has been added that provides the ability to perform
simple value lookups from a database table. The table has three {i&dsegory, Id and Value. The
developer provides the Category and Id, with the value being returned. The Lookup Process Step also
provides the ability to add, update and delete keglue pairs, giving you the option of building the table
over time as messages are processed.

NEW- Lock Process StepA new process step has been added that will only allow one instance of the
same process to execute the contained block of process steps at a time.

Workflow
FIX- The PersistentDelay ActivityThiswould throw a null reference error upon using the activity in the
designer.

FIX- The Timeout Activitg Thiscould not be tested properly at design time especially if it contained a
persistent delay activityThis would cause the design time test to be unable to resume the bookmark
whichwould cause the workflow to abort when attempting to resume the bookmark.

Data Mapper
FIXc Padleft and PadRight transformationBadleft/PadRighbave been modifiedlo considerthe input
as total length of field instead of always padding given fix input characters

FIX¢ Sequence did not match target schenldpdated output of the mago that itshould display an
element sequence that matches the sequence in the target schema.
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Monitoring

FIX- RESAPI throws Error = The Afieuronesb/api/vl/runtime)wouldthrow anerror inthe case ifa
solution loaded to ESB service instareaa other then . XML file(s) exisigin DeploymentGroups or
Zones folders which are not valid xml.

Event Processor
MOD¢ Rabbit MQg The Event Processor has been updated to use Rabbit MQ Client API version 6.4.0.
The previous version was 6.2.1.

Runtime

FIX¢ Memory Leak with XSLT8Vhen loading Xslt Neuron Objects for the runtime's configuration. the
test input and ouput messages would be loaded as well. This could cause a lot of memory consumption
if the messages were large (i.e. a MB or so). Now we do not load the test messages in the runtime.

Neuron 3.7.5.519
(Aug 8, 2022)

Adapters
FIX- Salesforce Adapterwhen generating metadata for outbound messages, XML samples were not
being generated.

FIX- NetSuite Adapter when generating metadata for certain entities (i.e. SalesOrder), when selecting
the option to generate sample XML you would receive a "Root element is missing" error.

FIX- Salesforce AdapterFixed errors received when using the Metadata Generation Wizard to generate
metadata for outbound messages.

FIX- NetSuite Adaptet, Fixed errors received when using the Metadata Generation Wizard to generate
metadata for different combinations of entities and operations.

Business Processes
FIX- Custom Process Stepbkix for a dynamic compiling issue when adding custom process steps. The
error received is similar to this:

error CS1519: Invalid token '+' in class, struct, or interface member declaration

Runtime

FIX¢ Neuron ESB Service couldisdown with a License failurd=ixed an exception that occurs when

the Peregrine Connedicense server becomes unresponsive right in the middle of a seiderlicense
validation callBy default, the Neuron ESB runtime performs a validation check of the user license each
day. If the Neuron ESB Server cannot connect to the Peregrine License server for more than 15 days, the
Neuron ESB service will shut down. However, this bug caused the Neuron ESB Service to believe it was
offline for the maximum threshold of 15 days and hence would shut down. INthis occursthe

validation process willieturns the expected result as if the server was offline.
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Neuron ESB Explorer

FIX¢ Neuron ESB Explorer crashes when user attempts to oggWhen opening the Neuron ESB

Explorer, it attempts to create the default location for all Neuron Solutions. The full path for the default
location iSCAUsersd<username¥DocumentsNeuron ESB 3'. If the Neuron ESB Explorer could not
SAGKSNI I O0Saa Al 2NE AG AT R2SayQi SEA&alGZ ONBIGS
shut down, we now inform the user that we cannot access the folder.

Exception Details

System.l0.FileNotFoundException: Could not find file
'‘C\Userd<username>\Documents Neuron ESB 3'.
File name: 'CtUserd<username>\DocumentsNeuron ESB 3'
at System.lO.__Error.WinlOError(Int32 errorCode, String maybeFullPath)
at System.lO.Directory.InternalCreateDirectory(String fullPath, String path, Object
dirSecurityObj, Boolean checkHost)
at System.lO.Directory.InternalCreateDirectoryHelper(String path, Boolean checkHost)
at Neuron.Explorer.Program.CreateSolutionDirectorylfNotExist()
at Neuron.Explorer.Program.Run(String[] argument)
at Neuron.Explorer.Program.Main(String[] args)
Additional Information

Please review the error information. If you are unsure about how to resolve the error, please
email Neuron ESB Support (NeuronSupport@neudesic.com) and include the error details.

Services

FIX¢ Service Policy would attempt an additional Regiy a user configured the Service Policy for zero
retries, the runtime would still attempt to retry the service call. Any configuration of the policy retry
greater than zero would also be internally incremented by 1. Also, the total number of retries reported
in the logging would always be the number of configured rettle§ his has been corrected.

Neuron 3.7.5.510
(Jul 15, 2022)

Workflow

FIXg Correlated Messages appear Stu€orrelated workflow messages that were queued in the

database could become stuck in certain cases if the correlation id used was not unique to a workflow
instance, or if the workflow instance completed without receiving the queued message (e.g. if a Receive
Message activity was contained in a Timeout activity's body and the timeout elapsed before the
message was received). Now, the queue is checked to semiftdinedanymore messages that would
correlate to the workflow and those messages are reprocessed.

FIX¢ Timeout Activity fails to work properlyThe Timeout workflow activity did not properly execute or
handle contained Receive Message activities resulting in hanging workflows if the Receive Message
activity caused the workflow to unload.
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FIX¢ Workflow would fail to resume on Failovein many cases, if a Workflow Endpoint's Endpoint Host
failed, Workflows would not properly resume upon failover resulting in stuck or duplicated workflows,
orphaned workflow commands in the database, and possible message loss. Now, workflows should
properly resume upon failover, workflow commands should only exist in the database for workflows not
in a terminal state, and correlated messages that were in the database table should be reprocessed
upon failover/startup of the workflow endpoint.

NOTEIf the Workflow Endpoint's topic is RabbitMQ, messages should neveldsg or duplicate
processed even upon the Endpoint Host process getting terminated as long as publisher confirms or
transactional is used with persistent queues. This is only the case with RabbitMQ topics as it is the
only transport with the functionality to provide such behavior. In the case of MSMQ topics, messages
should never be lost in a transactional queue, but duplicate message processing may occur upon
failover since MSMQ does not provide a mechanism to determine if a message is a redelivery. Any
other topic transports do not guarantee against message loss or duplicate processing upon failover
(TCP, Named Pipes).

FIX¢ Correlation fails Workflow correlated messages may not correlate properly or cause undesired
workflow behavior (such as starting a workflow for a message that should have correlated to a running
workflow) in the case that a neanique, nonper-workflow-instance correlation id was used and the
messages were processed in quick succession.

FIXg Operations on Workflow could failn the case that there are no concurrent workflow slots left,
operations performed on workflows from Neuron Explorer's WF Tracking page would not execute until a
slot became free. Now the operations are executed without regard to the max concurrent workflow
setting unless the operation would start a workflow that is in a-nemning state (i.e. unloaded or

aborted)

FIX¢ Endpoint Health Ul could freeze on Workflow OperatioRguron Explorer Ul would
freeze/timeout if the workflow operation takes time to execute (e.g. canceling an instance locked WF
from Workflow Tracking)

FIXg¢ Messages fail to reprocess on Failover evéviessages can get stuck upon failover in the
correlated wokflow queue. They were not getting reprocessed upon failover due to the
lockedByMachine element being null in the database.

FIX¢ Continual reprocessing of messagd$ere is a rare issue with workflow that can cause messages
to be reprocessed until failure or restart of endpoint host. This issue can occur if an endpoint host
failover causes a workfow to resume on a different machine, then the workflow issues a
ResumeBookmarkCommand which is picked up by a different machine than the workflow failover
resumed on, and then the correlation id is reused. Any messages with that correthtitat are picked

up by the workflow host affected will not be processed properly and eventually wind up in the failed
messages table.
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FIX¢ Workflow command fails if IP Address is us&mdpoint health in Neuron Explorer would not
execute the commands for the endpoint hosts if an IP Address is used instead of a machine name in the
machines tab in the deployment group settings.

FIX¢ Failover fails with more than 1 Primary Host declar&tdpoint Host Failover would not occur
properly in the case that there is more than one primary endpoint host resulting in endpoint hosts not
failing over or starting up more instances than desired.

Runtime

Single Instance Endpoint Feature

NEW( Single Instance now supported with Endpoint HdSingle Instance endpoints (certain adapters

in a specific mode and any service connector service endpoints) can now be ran in endpoint hosts.
Previously, they had to be hosted in the ESBService process by choosing blank in the endpoint host drop
down. Neuron will always try to keep a single instance of the endpoint running across all endpoint host
instances in the case an endpoint host or the endpoint itself fails.

Endpoint Host Failover Behavior

Neuron will always try to concurrently run as many instances of an Endpoint host that are marked as
primary across the server cluster (only 1 instance of a given endpoint host can be up per machine). Only
one endpoint host instance should be marked as failover in a cluster/per endpoint host though many
multiple primariesare supported,and message ingress will be load balanced across all active instances
(including message correlation).

If an endpoint host misses a heartbeat by more than four times the client refresh interval, the failover
instance will start up (this includes if the host was shut down manually from endpoint health) or, in the
case the Endpoint Host's status is "FAILED", the failover may be detected and initiate much faster.

If an endpoint host instance fails or is manually stopped from Endpoint Health, it will not automatically
start back up in the case another endpoint host instance goes down (i.e. fail back over) until it is

manually restarted from endpoint health (restarting it this way will not start it up if there is already

enough instances running...i.e. the number of instances marked as primary). This gives the user a chance
to determine why it failed and to prevent failure loops/server resource consumption.

An endpoint host can be manually switched to another machine by stopping the endpoint host from
endpoint health and waiting the four times client refresh interval timespan. Support for choosing which
server to switch it to and not having to wait is planned for a future release.

For Workflows, during a failover of the Endpoint Host any workflows that were still running on the failed
host will most likely go through the "Instance Locked" stated&wgult, this is 1066 seconds (approx.) in
which the workflow is occupying a concurrent slot and will prevent any correlated workflows from
starting that would match that instance's correlation id (same for processing messages which will begin
to reprocess upon the time passing). The time that it will remain locked can be controlled lifyingpd

the transientFaultHandling element in the NeuronEndpointHost.exe.config file. This should not be set
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below the maximum time the SQL Server may be unavailable for in the case of transient and
intermittent issues.

Some examples are:

Incremental Strategy which retries immediately on first failure, with an initial retry interval of 5 seconds,
and with a 2 second delay between retries added on after each failure, that retries a max of 5 times. This
will lock workflows for 160 seconds: (2 + 7 + 9 + 11 + 16 seconds due to firstFastRetry being true + the
total retry time and timeout from the actual database connection settings which is set to 75 total

seconds in this example) + a third of the sum in parenthesis as a buffer:

<neuron.transientFaultHandling defaultRetryStrategy="incremental">

<incremental name="incremental" firstFastRetry="true" retrylncrement="00:00:02"
initialinterval="00:00:05" maxRetryCount="5"/>

</neuron.transientFaultHandling>

Fixed Interval Strategy which retries immediately on first failure, with a fixed retry interval of 5 seconds,
that retries a max of 5 times:

<neuron.transientFaultHandling defaultRetryStrategy="fixedInterval">

<fixedInterval name="fixedInterval" firstFastRetry="true" retrylnterval="00:00:05"
maxRetryCount="5"/>

</neuron.transientFaultHandling>
Exponential Backoff Strategy which retries immediately on first failure, with an initial retry interval of 5
seconds that increases on each retry to a max of 1 minute, with the increase added to the minBackoff

and being calculated by ((2"RetryCount) * (Random Number Between .8 * deltaBackoff and 1.2 *
deltaBackoff), that retries a max of 5 times:

<neuron.transientFaultHandling defaultRetryStrategy="exponentialBackoff"'>

<exponentialBackoff name="exponentialBackoff" firstFastRetry="true" minBackoff="00:00:05"
maxBackoff="00:01:00" deltaBackoff="00:00:10" maxRetryCount="5"/>

</neuron.transientFaultHandling>

Adapters

FIX- Dynamics CRM Web API Adaptéxed issue when using windows credentials against an on
premises instanceusers would receive "AdapterRestConnect®eply message: HTTP Error 401
Unauthorized: Access is denied" error.

FIX- Salesforce Adapterfixed issue when the request message included SOAP headers. When the

headers are not using the correct namespace, the adapter removes them because Salesforce will reject
them. However, when attempting to remove the header the adapter would throw an exception.
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Neuron 3.7.5.502
(Jul15, 2022)

Adapters

FIXc Metadata generation for NetSuite produced undefined elements in Sclehts only affected
the entity "Opportunity”. The correct Search metadata was not being added resulting in undefined
elements in the schema.

FIX¢ MQSeries Adapter A property exeption would occur when selecting the Queues dropdown
property in the adapter endpoint property grid.

NEW( Active Directory Adapter new propertigsAdditional account information properties have been

added to Publish mode and Query modie Publish mode, these will appear as 3 custom message

properties, i.e. AD.AccountStatus, AD.AccountLockout and AD.PasswordExpired. In Query mode,

LINR LISNIASa gAff FLIISFNI & adzo StSYSyda gAdGKAYy (GKS
under the Entity element of the returned query message. A sample appears below:

<AccountStatus_Attributes>
<Status>ENABLED</Status>
<Lockout>False</Lockout>
<PasswordExpired>False</PasswordExpired>

</AccountStatus_Attributes>

Business Processes

FIXc Child Process error would not propagate to parent Proedfsa child Business Process (one called
via the Execute Process Step) threw an exception, it would NOT be propagated to the calling Business
Process so that it could be captured and reported there.

FIX¢ GZIP not working with Compression Process &lépet to use GZIP, the Compression Process
Step would throw a null reference exception when trying to unzip a message.

Messaging
FIX¢ Rabbit MQ Topic would fail to start when using &8kers would receive an error indicating the
following: A reference to the RabbitMQ Vhost /' could not be obtained. This has been fixed

Neuron ESB Explorer

FIX¢ Rabbit MQ Queue Management woultllfwhen using SSLUser would receive the following error

on the top of the Queue Management screen: An error occurred connecting to RabbitMQ Management

t 2NISX WMpcTmMQI 2y WYIFOKAYS yIEIYSQd ¢KS dzy RSNI @Ay 3

Runtime

FIXc Heartbeat throwsSqINullValueExceptionThe Checkheartbeat function within the master service
will throw an errorlike the one below if the PrimaryHostName field returns null. This can happen due to
old data being left over in the EndpointStatus table from a previous version of Neuron.
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An exception occurred while monitoring the farm endpoints. Data is Null. This method or
property cannot be called on Null values.

System.Data.SqlTypes.SqINullValueException: Data is Null. This method or property cannot be
called on Null values.

at System.Data.SqlClient.SqglBuffer.get_String()

Installation

FIX¢ Patch PowerShell Script throws hash egdfa user ran thé®owerShelscript that shipped with

the 3.7.5.489 release to update an existing instance of 3.7.5, the error below would be encountered.
This was due to an invalid signature on the patch.

InstallyNeuronESB_3.7.5%Instal1Patch.ps

all be To Th

PS5 D:“Install\NeuronESBE_3.7.5>

Neuron 3.7.5.489
(Apr 9, 2022)

Messaging

FIXc Message Losdf messages are being sent to a party and the ESB Service, Endpoint Host, or
Endpoint hosting the party is shut down gracefully, messages may be lost because they may still be
pulled off the underlying topic during shutdown (e.xmay be consumed off a RabbitMQ topic queue)
but the handler that processes the message may do nothing with it.

FIX¢ Double Message Deliveryn the case that Party.Pause() is called to disconnect from the Topic and
then Party.Resume() is called later, messages can be double processed due to the handler being
attached more than once.

Auditing

FIX¢ Auditing may throw Null Exceptierif a message needed to be audited while the Party was
disconnecting from a topic, a null reference error may be thrown due to the audit proxy being closed
before the channel was closed.

Services

FIXc OAuth Token becomes invalid if Security Exception is thrdsamvice Connectors did natfresh
OAuthtokens when a security exception returned from a called senryithis has been changed so now

if a Security Exception does occur, Neuron ESB will automatically refresh the OAuth Token and retry the
service call.

FIXCFAf SR (G2 NBO23yAl S (KSFixedissudwthRaureNgfiive h! dzi K ¢271 S
Directory/ADFS and Thinktechure OAuth providers not storing the access token "expires in" value which
is used when determiningthetherto refresh the access token at runtime.
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Business Processes

NEW Added Thread Safety to Custom Business Process -Sieped "RequireThreadSafety" attribute

to PipelineStep<T> with a default value of false. When set to true, it forces a new instance of the process
step class to be created with each process instance execution. This comesH% Jp@rformance hit.

This solves the issue where custom process steps have private variables whose values change during
execution of the process step. Set to false (which is the existing default behavior), when a process
executes, each process step is instantiated once and reused (this is per process/per "host"). Under heavy
load, if a class variable can be changed during execution, it could affect other instances of the process
atSLae {Siwdyar NESKNSIGBREI FSGee | GaGNRodzGS G2 GNHS

Samples

FIX- OAuth Azure sampleRemoved Neudesic Tenant Id from Azure sample and changed the prefix of
GKS Ot ASyid 02yyS &Ead MyparlRk réféerende hdtialdaskhiat isthéwbd¥fault for
Azure AD application URI. Added link to more identity server consumer examples.

Adapters
FIX¢ Socket Adapter could throw Errors and WarniggheSocket Adapter could throw warnings and
errors anytime (roughly a minute apart). These could look like the following:

"The Client socket faulted but successfully reconnected: error code TimedOut"

and/or

"A call to Read to a server socket returned 0 while reading the message header. The client socket
adapter still appears connected, but two more attempts to read returned 0. Attempting to
reconnect.”

and/or:
"The message cannot be sent to the TCP socket because the socket has been disposed.”

Installation

FIXg Rabbit MQ and Erlang would fail to instalf a user chose to install Rabbit MQ or Erlang, the
installation would fail as the URLs used to download the packages had changed. The URLs have been
updated in the installer. The correct URLs did already exist in the existing Readme.html file.

Memory Leaks

FIXc¢ Workflow Memory Leak due to replication of configuratipiVe found instances where the

Neuron ESB Workflow Service would unnecessarily replicate the existing configuration in memory if a
user saved the solution that the runtime was using.

FIX¢ The memory of the Operation Service hosting the REST API would grow on each-ARécall
NeuronOperationService process would consume memory and not release it for the lifetime of the

process when API calls were made against it. This would occur when using any of the APIs available, such
as retrieving endpoint health metrics.
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NOTEIn certain cases where the Operation Service needs to load the configuration, such as calls to the
ClientConnectors Configuration API, the memory will jump due to the configuration being loaded into
memory. Any subsequent calls should not increase memory usage and should be released upon CLR
Garbage Collection.

KNOWN ISSuaMemory footprint of Client Context will double first time a solution is saved for a
running instance; The Client Context within a Party is reinitialized every time a solution is saved in a
running instance. During this process the Client Context still holds on to a copy of the Configuration, so
upon saving a running configuration for the first time, the memory footprint will double for the
configuration object the first time but remain the same on subsequent saves.

Startup
FIX¢ Neuron ESB fails tdest with Machine name not found errayr The Machine Name may not get
properly resolved at startup. This has been resolved.

Data Mapper
The following fixes have been implemented in the Data Mapper

1) Disable standard spellcheck error for expression text input.

2) Corrected display for Source and target document type in auto mapper dialog.

3) Load optional 'End Index' value for 'Sub String' action(s) as empty if it's not specified, instead of
incorrectly setting it to zero while opening map again.

4 | KIyaSR RSTFLdzA G +FOGA2y | a W 2L ¢2Q gA0GK AYRSE
previous 'Split' default action.

Utilities and Tools
The following fixes have been implemented in Fracepoint Utility:

1) Conditions were not getting reloaded when editing.

2) Overwrite or new config option when saving

3) Extension Assembly was not getting set when editing

4) Extension Assembly original path is stored in the instead of just the dIl name. but at run time the
DLL name is used to locate it under WiretapExtensions folder of the Event Processor Home
directory.

5) Fixed issue in locating the extension type from the specified assembly

6) The bodyXPATHNd truncate body processing is now applied (if specified) even after extension
processing.

Neuron 3.7.5.472
(Mar 4, 2022)

Adapters
NEWCc¢ Added Refinitiv Web Socket adapter
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NEWCc Drop Box Adapteg Query mode habeen added
NEW- Box Adapte; Query mode habeen added

Business Processes
FIX¢ Process Step name could be incorrect when testMpen testing gorocessstep with
synchronous threads.€., Parallel step), the step name in the output window was incorrect.

Services

FIX¢ Could not Load File error when using Service RoWhen creating a Service Routing Table, when
clicking on "Configure Endpoint" in Neuron Explorer, an exception would be thrown due to a missing dll:
"Could not load file or assembly 'ActiproSoftware.Editors.Wpf..."

NEW- Added a NetSuite OAufProvider
NEWC¢ Added Refinitiv OAuth Provider

FIXg! T dzZNBk ¢ KAY 1 0§ SOKdzNBE h! dzil K t NP rixéd BdUB withl Aziire Aciiveé NRA y 3
Directory/ADFS and Thinktechure OAuth providers not storing the access token "expires in" value which

is used when determining whether or not to refresh the access token at runtime. Also modified the

runtime to force a refresh of a token when a security exception returned from a called service

Messaging

FIXc Message Losdf messages are being sent to a party and the ESB Service, Endpoint Host, or
Endpoint hosting the party is shut down gracefully, messages may be lost because they may still be
pulled off the underlying topic during shutdown (e.g. may be consumed off a RabbitMQ topic queue) but
the handler that processes the message may do nothing with it.

FIX¢ Duplicate Message scenaritn the case that Party.Pause() is called to disconnect from the Topic
and then Party.Resume() is called later, messages can be double processed due to the handler being
attached more than once.

FIX¢ Null Reference could occur in Audit Prexiya message needed to be audited while the Party was
disconnecting from the topic, a null reference error may be thrown due to the audit proxy being closed
before the channel was closed.

Neuron 3.7.5.462
(Jan19, 2022)

Neuron ESB Explorer
MOD¢ Sampleg All samples ave been updated
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Neuron 3.7.5.452
(Dec9, 2021)

Data Mapping

FIX- Namespace for XML collection elemef/hen source xml/xsd document imported with collection

GesS StSYSyid KIF@Aay3dI EYE yIYSaLl O0S LINBTAE Fa wHooQ
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not transferred or mapped to target field due to change in name spBleis. has been corrected to that
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from source message and transfeyvalue as per mapping detail by ignoring namespace.

FIX- XML attribute mapping and handing namespace for Xml attribMten mapped xml attribute
element has xml namespace prefix, then data mapper was not transferring such attribute value due to
prefix namespace is not validated correctly from actual source xml mesEhaigehas been correctes

that it finds the correct xml attribute element based on xml namespace in actual xml message it® that
value get transferred to target field as per mapping

FIX- Added namespace for child element for xml documewthen XML document with attribute is
imported in data mapper for source/target, all XML attributes are not correctly mapped to element, so it
was not possible to map attributes. This has been corrected so that it imports XML attribute correctly so
that one can create correct map. This did work correctly though with XSD schemas.

Services

NEW- Service Routing Tablesid XPAT&HAdded a new property helper that can be used when

configuring an endpoint in a service routing table. The new property helper, called BodyXPath, can be
used to lookup a value from an incoming XML body using an XPath expression. The syntax of the
property helper is {#BodyXPath(<XPath>)}, where <XPath> would be replaced with a string containing an
XPath expressing that will return the value to insert. The BodyXPath property helper can be used when
setting the Local Path, header values and Url Parameter values.

NEWC( Service Routing Tables can route to Adapter Endpagidtdapter Endpoints that are configured
for Subscribe or Query mode can now be added as configurable routable endpoints.

FIX¢ ConditionEvaluationg The issue couldppear when using conditions that use the expressions

SOAP, HTTPQuery or HTTPHeader. If the incoming message does not contain any values of the selected
expression, then the condition would return as true. For example, if you use the expression
HTTPQuery:Name Equals (text) Neuron, and if the HTTP request does not contain any query parameters,
the condition would have returned true.

Configuration

FIX¢ On Demand Loading of documents could fail in Adapter Endpoititeen adaptes are started up,
they are passed a lite configuration that was missing the configuration service addig@saddressvas
necessary for ollemand loading of items into the lite configuratibke documents from the Document
Repository
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Adapters
MOD¢ SMTP Adapter = Modifigd utilize the configuration service when attempting to retrieve an
XSLT.

Licensing
FIX¢ Trail License request would fgilf a user requested a trial license through the installer, it would
fail with a message thato-reply@neuronesb.coraxists. This has been fixed.

Workflow

FIX¢ Execute Process Activity logs to incorrect fildsa workflow definition used the Execute Process
activity and the desired process to execute used the PipelineContext.Instance.Trace* methods to write
to the Neuron logs, log entries could get written to the wrong logs and/or get double logged.

FIXc "For" workflow activity fails to incremerg¢ KS G C2NE 62N] Ft2¢ ! OGAQDAGeE
or initialization properly causing it to be unusable. Now it works, but any existing workflow definitions

that contain the broken "For" activity must first remove the activity from the definition using the version

of Neuron that contains the broken "For" activity. Then Neuron can be updated and the new working
"For" activity can be radded.

Topics

FIX Rabbit MQ fails to Audit message if Failure ocelfra RabbitMQ topic was set to publish confirm
transaction type and there are messages still active in the RabbitMQ channel during a disconnect, an
exception would occur when the messages were being audited to failed messages and the messages
would not be audited.

Neuron 3.7.5.433
(Nov1,2021)

Adapters
NEWc¢ IBM MQSeries Adaptermadded ability to cache the Queue or Topic on publish mode so we don't
connect and disconnect on every poll.

NEWC Microsoft Exchange AdapterThis has been updated to support the optional use of OAuth using
the Client Credential Grant Type of the Azure Active Directory OAuth Provider, specifically to support
Office 365 in the cloud.

NEWCc PublishESbMessage() in Subscribe Mode Adaptéfs now support users calling this method in
Subscribe mode custom adapters. Previously, if used, this would silently fail as it was designed originally
for publish mode adapters.

FIX¢ Rabbit MQ Adapter Publish mode exceptpWhen using version 3.9 or later of Rabbit MQ server
and submitting a sample message using the Rabbit MQ management portal to a queue that the Neuron
ESB Rabbit MQ adapter is monitoring in publish mode, the following error would be reported:
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Neuron.Esb.Adapters.AdapterPublishException: An error occurred while publishing to the bus.
RabbitMQ delivery tag of 1:--> System.NullReferenceException: Object reference not set to an
instance of an object.

at Neuron.Esb.Adapters.RabbitMQAdapter.a(BasicDeliverEventArgs A_0, List'1 A_1)
at Neuron.Esb.Adapters.RabbitMQAdapter.a(Object A_0, BasicDeliverEventArgs A_1)

This is due to a bug within the Rabbit MQ client API stack where the IsHeadersPresent() method no
longer works. This has been compensated so that the message will publish successfully.

Messaging

FIX¢ Rabbit MQ Topics If the Rabbit MQ Management Portal was configured for SSL, the Neuron ESB
Topic would fail to connect. Now we first connect via HTTP, if that fails, we attempt an HTTPS
connection.

MOD¢ Rabbit MQ Topics If a Party subscribed to a Topic and it received a message from another
instance of the same Party, the message would be silently discarded. Now if a Source ID of the Sender is
the same as the Receiver, we'll write an informational message to the endpoint log file similar to the
following:

ConsumerReceived: The Source ID {0} of the Sender is the same as the Receiver. Message
received on '{1}' Rabbit MQ Topic with Consumer Tag of {2}' Will be DISCARDED."

Runtime

MODc¢ Determining Operating SystegPreviously Neuron ESB used WMI to determine the Operating
System information of the machine. This has been changed to use the
System.Runtime.InteropServices.Runtimelnforma#déH

MOD¢ Determine the number of CoresPreviously we used the System.Environment.ProcessorCount
F2NJ RSOUSNXYAYS (KS ydzYoSNI 2F O2NBa (GKS dzyRSNI eAy3
changed this as it could provide inconsistent results. We now use WMI

MODc Licensing Validatiog On startup, we used to compare the number of cores that were originally
registered for the machine at installation vs the number of cores that exist at the moment of startup. If

they were different, startup would abort, and the user would be prompted to deactivate the license and

rek OGAGEGS Add 2S5SQPS NBY2@OSR GKA& &bl NLdzd @F € ARI (A

MOD¢ Dynamic Port Allocatiog At runtime, if the default port for the Endpoint Host communication
ORSTAYSR Ay GKS LA SGGAYIadO02yFTAI FAESO A& Ay dza
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Previously, we just made one attempt and then assigned a new port. We changed this behavior because
sometimes Windows will maintain a port in use temporarily even when the ESB Service has been

stopped. This could occur if the ESB Service was quickly restarted.
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NEWC Security Checks AddedAt startupchecks will be mad® ensure that the ESB Service and the
Neuron ESB Explorer have the appropriate rights to the Solution, log and Temp directories. If not, the
appropriate SecurityException error will be thrown and recorded.

Services

FIX¢ Client Connector using net.msmq Binding failsa Client Connector was configured to use a
net.msmq binding, it would fail on startup but would not show errors in the Neuron ESB log file for the
endpoint. However, if WCF tracing was activated, the following error would be recorded in the WCF
trace log for the endpoint:

System.NullReferenceException: Object reference not set to an instance of an object.
at NeuronEsb.Server.Runner.ESBClientConnector.SetClientConnectorState(Message p1l)
at NeuronEsb.Server.Runner.ESBClientConnector.ProcessMessagellnternal(Message message)
at NeuronEsb.Server.Runner.ESBClientConnector.ProcessMessagel(Message pl)

NEWCc Additional Authentication Modes AddedA\dded support for UserNameForCertificate and
UserNameOverTransport authentication modes in custom WCF bindings to support WSE scenarios.

FIX¢ Service Route TablesPreviously, there was no way to pass through the Incoming REST Method to
a Routable Endpoint. Now, if the Routable Endpoint is configured with a blank REST method, the
incoming one will be used.

FIXc Service Route Tabled ¥ | dzASNJ YIRS | O2L® 2F | w2dziloftS 9y
shortcut menu, a reference copy would be made instead of a clone. Hence if a user changed a property
in the original one, the new property value would appear on all the copies. This has been corrected.

NEWC( Service Route TablesWhen configuring a Routable Endpoint, users can now choose to clear (i.e.
NBY2@PS0 GKS NBOdz2NYySR YS&aalr3asS oa/ SN hdzidz2zAay3a aSa
check box on the Body tab.

FIX¢ Service Route TablesEnabling Auditing on the Response message on the Settings Tab would
result in the request body being audited instead of the outgoing response body.

Business Processes
FIX¢ HTTP Client Utility Process Stdfixed Http Client Utility dialog so that the Neuron ESB Explorer is
its parent and it will no longer disappear behind other windows.

FIX¢ HTTP Client Utility Process Stéfghen xwww-form-urlencoded is selected for the body, an extra
'&" was being left at the end of the message body.
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Neuron 3.7.5.409
(Sept20, 2021)

Adapters

FIXd MSMQ Adapter generates format name error - The addition of auditing a failed message in build 3.7.0.851
introduced a bug. As part of that previous feature, we attempt to read the QueueName property of the queue we're
reading the message from. In some cases, that can throw the following error due to elevated permission
requirements:

Exception occurred reading the queue FormatName:Direct=0S:ITSTLLPAPPBE TWrivate$\masterdata. The
specified format name does not support the requested operation. For example, a direct queue format name
cannot be deleted.

System.Messaging.MessageQueueException (0x80004005): The specified format name does not support the
requested operation. For example, a direct queue format name cannot be deleted.

at System.Messaging.MessageQueue.GenerateQueueProperties()

at System.Messaging.MessageQueue.get_QueuePath()

at System.Messaging.MessageQueue.get_ QueueName()

at Neuron.Esh.Adapters.MsmgAdapter.ProcessReceivedMessage(Message msmgMessage)

NEW¢ Rest Adapter. A new adapter that can be used to call Rest APIs has been added to Neuron ESB.
Unlike Neuron ESB Service Endpoints, which are based on WCF, this adapter utilizes
System.Net.Http.HttpClient to perform the Rest calls. This adapter can be used the same way a Rest

{ SNBAOS /2yySOl2N) g2dzft R 0SS dzaSRe® LiQa NBljdzSad YSa
process step, or setting the same message properties in a C# process step. Instead of using a Service
Endpoint process step to call the API, you will use the Adapter Endpoint process step. The Rest Adapter

can be used to call any Rest API.

2 KSY g2dzf R @2dz dzaS GKS wSad ! RFLIWSNI AyadSrR 27F
encountered where WCF cannot call a Rest API:

1 Including a body with the GET request
T wo{¢ 'tLa OGKIO R2¢C&RIEE AYOE WzZRESIIRENIZYYI SNBaLRZY &S

There may be other scenarios where Wi@Rnotcall a REST API, or where HttpClient is a better choice.
You can use this adapter for all Rbssed calls.

Runtime

FIX¢ Permission Issue on Configuratiofeuron ESB runtime as well as the Discovery Service runtime
require read/write permission to the folder where the Neuron ESB solution is loaded from. Generally, if
this is a local folder, there are no issues. However, if a UNC path is used (i.e. the solution actually exists
on a remote machine), its common that the accounts of these services may not be configured with the
appropriate permissions. For example, if a UNC path was used for the configuration without the
necessary permissions granted to the Discovery service account, the following error could be generated
when calling an operation on the Endpoint Health REST API:

Could not connect to net.tcp://localhost:0/MasterControl/
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Neuron ESB as well as the Discovery Serviceavehecking the existence of the appropriate
permissions on startup and wilirow a permissions error if the appropriate permissions have not be
granted to the service account.

FIX¢ Added System.Net.Http.Formatting redirecfdded the following redirect to all Neuron ESB
related .config files:

<dependentAssembly>
<assemblyldentity name="System.Net.Http.Formatting"
publicKeyToken="31bf3856ad364e35" culture="neutral"/>
<bindingRedirect oldVersion="0.0.66@R.7.0" newVersion="5.2.0"/>
</dependentAssembly>

Workflow

FIX¢ Execute Process Activity generates a NullReferenceExceptiarworkflow has an ExecuteProcess
Activity and the Neuron Process that it executes hits a Cancel Process Step, the workflow would abort
with a NullReferenceException. Now the Result returned to the ExecuteProcess Activity will be null in
the event the Cancel Process Step executes as opposed to throwing the NullReferenceException.

Neuron 3.7.5.395
(Aug 20, 2021)

Workflow

FIX¢ ObjectDisposed Error thrown with Execute Process Actilfitg workflow contained an
ExecuteProcess activity, there is the possibility of a ObjectDisposed exception occurring when the
activity is executed. The chance of this occurring is higher with more concurrent workflow instances
(threading related).

Security
FIX¢ SSL calls could fgilThis was a bug introduced with build 3.7.5.288hen making SSL related calls
through a REST based adapter (Salesforce) or Service Connector, the following errors may occur:

System.lO.I0OException: Unable to read data from the transport connection: A connection
attempt failed because the connected party did not properly respond after a period of time, or
established connection failed because connected host has failed to respond.

at System.Net.Security. SsIStream.EndRead(IAsyncResult asyncResult)
Or
System.NotSupportedException: The requested security protocol is not supported.

at System.Net.ServicePointManager.ValidateSecurityProtocol(SecurityProtocolType value)
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Neuron 3.7.5.389
(Aug 13,2021)

Runtime
FIX¢ Startup Checks can cause unhandled exceptlbstartup validations routines fail, they could
cause the ESB Service to crash rather than gracefully shut down.

Database
FIX- 0046 sql script. The database version was not being updated unless a user ran a workflow.

If a user has ran a workflow and was on the old 0046 script, the database version would be updated to
46.

If a user was on the old 0046 script and did not run a workflow, the database version would remain at 45
and they would get warnings that the database needs to be updated (until a workflow was ran or the
new 0046 script was ran by updating the DB through Neuron Explorer).

If a user has not ran a workflow, they can just update the database from Neuron Explorer as normal as
the new 0046 script will run since the database version would still be marked as 45.

If a user has ran a workflow, they will want to consider running the ALTER PROCEDURE portion of the
new 0046 script, though there is no harm in leaving the old stored procedure from the old 0046 script.

Business Processes

FIXc Audit Step throws Null Reference when Testighen a Business Process used an Audit Step.

during testing in the Process Designer, if a user tested the Business Process multiple times, any test after
the first one would fail with a null reference exception.

FIXg Audit steps exceeds pool sizin the Audit Step, the Maximum Instances for Pool Management
may sometimes be exceeded during high concurrency (i.e. when multiple threads are executing the
same Business Process object).

Retry Process StepYou can now dynamically set the retry count and delay properties for the retry
process step by setting the message properties neuron.retryCount and neuron.retryDelay in either a
code step or the Set Properties process step.

Adapters
MODc File Adapter Error HeadefAdded the folder path information to the error header that gets
written if an error is thrown in publish mode.

MODc File Adapter multiple instances can read the samecfilée exclusive lock was ignored so the
adapter could process duplicate files if more than one instance of the adapter was running in the
environment.
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FIX- Dynamics CRM XRM Adaptdixed issue that could happen when you use a port number on the
servername forohINS YA &4Sa& / wa RSLIX 2@8YSyidiad ¢KS SNNBNI NBOSA
Dynamics CRM, Error was : Metadata contains a reference that cannot be resolved:
UKGGLIYKKONYHAMPYNnnokbSdZNRBY5SY2k- wa{ SNBAOSakHAnMMK h

MOD- Dynamics CRM XRM adapte¥viodified to work with security requirements from Office365
logon to OAutHbased login when using Dynamics 365 online.

Repository

FIX¢ KeyNotFound Exception recorded in Event log when resolving XSLT Indlddesd a new Xml

resolver to use for Xslt include lookups. Previously we use a single Xml resolver for both Xsd and Xslt
lookups. This caused unnecessary KeyNotFoundException errors to appear in the event log when looking
up Xslts.

Neuron 3.7.5.381
(Aug 2,2021)

Workflow
FIXc Unable to Cancel WorkflowFixing issue where workflows would not cancel from Workflow
Tracking in Neuron Explorer if they are in a running state.

FIXc Unable to Cancel WorkflowFixing issue where ExecuReocess workflow activity would not
cancel if containedvithin a timeout activity when the timeout occurs.

FIX¢ Completed Time not populated in Endpoint Healflx to show completed time on workflow
tracking when a workflow is canceled or terminated.

Business Processes

FIX- Service Endpoint Process Stebixed bug when dynamically setting which service connector is
executed by the Service Endpoint Process Step using the property Context.Data.Header.Service. If the
process step was configured with a Service Endpoint selected in the dropdown list, the value set in
Context.Data.Header.Service would be ignored.

Neuron ESB Explorer

FIXg¢ Unable to Test XSLT Documen¥snl Transformations RepositogyFixed error when using Neuron

ESB Explorer to test an XSLT containing includes that reference other XSLTs in the repository using the
6Sao0Yé aeyilGlE® | 2dz 62dz R NBOSAGS (KS SNNEBNI 6¢KS i
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FIX- Identity Server OAuth ProvideEnabled the Test function when you are creating the OAuth
Provider in Neuron Explorer.

Services
NEW- Added OAuth support for SOARsed client and service connectors
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Installer

MODc¢ Java Runtime Replacemeanburing installation, Neuron ESB will now install the Open JDK
versionl16, rather than Java 1.8. This is required for Data Mapping. Open JDK does nhot require a runtime
license.

Neuron 3.7.5.372
(Jul14,2021)

Services

FIX- Azure AD/ADFS OAuth Providen-prem ADFS stopped working with latest updatesuld
receive "Unable to obtain an access tokekuthority validation is not supported for this type of
authority. Parameter name: validateAuthority. This was a bug introduced with build 3.6.0.1327

Adapters
FIX¢ File Adapte When configured for Publish mode and Polling, Polling would not commence. This
was a bug introduced with build 3.6.0.1337

Business Processes

FIXc Timeout Process Steps throws Client Context exceptiba Neuron Business Process contained a
Timeout step, the steps inside could throw an exception due to the ClientContext being null. For
example, if a Timeout step contains a Service Endpoint step, this will cause the Service Endpoint step to
throw an exception.

Neuron Runtime

FIX¢ Environment Variables not being availabléa user configured the Neuron runtime to use Neuron
Environment Variables that are defined in the App.config of the ESBService, if the environment variables
are desired inside a Neuron Business Process when connecting with a remote Neuron client (i.e. using
the Neuron Client SDK), and if the Neuron Environment Variables were used in a Neuron Binding (e.g.
the URL for a Service Connector), the values contained in the App.config were not reflected in the
Binding (e.g. reading the URL for a Service Connector in a C# step using the Neuron Configuration
object). This bug should have only occurred if the Neuron Client/Party executing the Neuron Business
Process is not hosted within the ESBService or an Endpoint Host.

Endpoint Health
FIXc2 2NJ FE 26 a2 AGAY 3éIf thefeNRs2aNdvelouf dtivity that doyitdiredNd
ReceiveMessage activity, the "Waiting" counter in endpoint health would increment too much.

FIX¢ Endpoint Host stats incorreefThe Endpoint Host's stats were not being aggregated from the
endpoints that it hosted.

Migration

FIXc Opening 3.6 solutions did not migrate Client Connector Settinddien opening a 3.6 solution in
the 3.7.5 Neuron ESB Explorer, the Process Mode settings for a Client Connector were not getting
updated.This could result in a 3.6 Client Connector which was configured to run a Business Process,
would instead be configured for Messaging, with a blank Topic and Party.
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Neuron 3.7.5.365 (3.7.5) Features
(Jul8,2021)

Neuron ESB 3.7.5 is being released in conjunction with the release Béthgrine Connect

Management Suite 1.1As an integral part of the Peregrine Connect Integration Platform, Neuron ESB
provides critical runtime facilities and features that collaborataiyplify the design, deployment, and
managementof y 2 NH I ritelplisé iht@gyada needs

The Peregrine Connect Integration Platform provides a suite of applications that helps organizations
meet any integration demand from on-premise and cloud applications to various data sources and
devicesUsingthe Peregrine Connect Integration Platfoany number of workloads can be simplified,
deployed, and monitored; from APl Management and automated Workflow to scheduled integration
flows and Alerting and Notifications.

PEREGRINE

CONNECT

PEREGRINEDS

neuroniy
CONMECT  Design Studio
Application, APl and Workflow

End to End Integration Flow Design Integration Platform

Tool
+ Scalable Microsorvice Hosting

+ Expand and Extend through .NET
+ Con

+ Business Process Modeling

+  Procass Simulation and
Tesling

nactors & APl

- Integrated Devdps racess and Workfiow

MetSuite SRP Add-in far

PEREGRINEMP
CONNECT  Microsoft Project

Synchronization of NetSuite SRP and
Microsoft Project

PEREGRINEl!yllS

CONNECT Managerne

+ Lowcode Cilizen Inlagrations Hierarchical Topic based Messaging

* Fullfeatured Integrations

* Dosker Containers.

Management Portal + Misusl Dala Mapping

for Integration environments

+  Dynamic Servics Rouling

- Onedlick deployment + Visual Data Mapping

+ Gonlralizad wab-based portal + Maintain prajests in Microsoft Project

+ Platform and Server manitoring wihile eniry and
d Racovery

formance Insights.

d Job Scheduling

+ API Management and Monitoring

+ Sacunty and Idantty Management

 Support POl compliance:

This release introduces an array of new and complimentary capabilities within Neuron ESB and the
Management Suite. Neuron ESB 3.7.5 generates the necessary event data that allows the Management
Suite to effectively monitor environments while delivering Alerting and Notifications, APl Management,
Scheduling, and other features to organizations looking to accomplish their application integration,
workflow automation, and APl management goals.

L¥ @& 2 dzadddus deisibng a8 Neuron E®Bay, please downloathe Neuron ESB 3.7.5 settp
update your existing installation. Current customers can obtain either the Patch or the full installation
from the Neuron ESB Support websitéyou are new to Neuron ESB, you can download the full
installation from thePeregrine Connect website
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Neuron ESB 3.7.5 adds some excitiegv featuresto the Peregrine Connect Integration Platforeame
of which include:

Graphical Data Mapping
Containerization of Endpoints

Service Routing Tables

ClientSide OAuth Providers

Business Process Scheduling

Wiretap Tracing Neuron ESB Messages
Rabbit MO Quorum Queues

=A =4 =4 4 -4 -4 -4

All the canges included in the Neuron ESB 3.7.5 releasebe found in théleuron ESB Change |.og
which gets installed with Neuron ESHBhis article focuses on the major feature additions as well as their
Peregrine Connect Management Suite counterparts.

Graphical Data Mapping

Overview

The Peregrine Connect Data Mapper is a new graphical tool that ships with Neuron ESB 3.7.5 to visually
create data maps from source document schema or sample to target document schema or sample. It

also serves as a tool to extract and define custom Neuron ESB Message properties used in Business
Processes, Workflows, Service Endpoints, and Adapters. A Data Map created using the Data Mapper is a
JSON structure. It contains the definition of the source and target documents and links between the
source field&custom properties and target fields/custom properties. Environment variables and

constants can also be used in a Data Map.
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Peregrine Connect Data MappgFigure 1 Data Mapper with source and target documents loaded, fields selected, and
individual field transformations being tested (in green).

Data mapping is a crucial design step in data migratiata integration, and data transformation

projects. It includes mapping data fields from a source format to a target format. Every company deals
with massive amounts of data coming from many sources. The data may reside in different formats, and
organizations need a powerful, usiiendly tool such a®eregrine Conneddata Mappeito map

between data formatsTheData Mappeiaccelerates the data mapping process and makes it user

friendly for business users. It enables businesses to extend their integration and automate/evolve their
business processes.

TheData Mappeiprovides an interactive user interface that simplifies configuring integrations between
XML,JSONand CSV file data sourcasd targets You can design your data mapping witie Data
MapperUIl canvagnd then execute th®ata Mapvia the Neuron ESB runtime engireata Maps are
stored in the Neuron ESB Solution repository. They can be configured and executed at runtime from
Service Routing Tables, Business Processes, and Worfkflows.

Data maps can range from simple to complex based on the type of hierarchical data structure that
source or target schemas represent and the complexity of conversion rules that the target application
requires for successful data integration. Data maps can also include multiple source documents that will
be merged or joined prior to mapping the result to a target document.
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With its drag and drop interfac¢he mapper can be used by néechnical users. Click and drag a source
field onto a target field and your mapping is done. If there is a need to apply additional rules on the
map, you can use the buin functions to transform the data per your business rules. Buiftinctions
include math, string, conditionghnd type conversions.

The Peregrine Connect Data Mapper can be configured using either the Repository Menu option as
shown below or by doublelicking on a Data Mapper Process Step within a Neuron ESB Business Process
or Workflow. Both options will launch the visual Data Mapper.

‘# Neuron ESB Explorer - DEFAULT — ] X
File Yiew Tools Help
=] -ﬂv @ Rumning ~ |o [l | Configure Server | Category Fiter -

You are working offine. D:\Neuron{Testing}3. SMain\PemoSolution3
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| =
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S » Documents b kot OrderXmiTolson  General

Lt ¥ML Documents b ket PipeToComaCsV  General

0] TextDocuments ) Apply () Cancel | <5 Data Mapper Viewing Data Mapper CevTolson | [

Jan Json Documents.

N - General Json Dependendes

= # Service Descriptions

L3 WSDL Documents ‘ta Neuron ESB Explorer - DEFAULT O X

i) Swagger Documents Hame: [cavTozson | File View Tools Help

ST [ % @ ruming ~ & Configure Server | Category Fiter v
= |

[ /9/ Messaging You are working offline. D: \Neuron\Testing\3. SMain\DemoSolution3
[ Category: Processes CsvTolson® X - x
w  Repository

G PpEEX £ Zoom ~ & Import & Export [ Print [ Save [J] Copy

:?d Connections

e out_Canonical_Ta_ ~
T ToCay ess Steps ~
S p CsvTolson (= 5 Error Handling
ﬁ Tocesses DynamicMSMQ & Exeeption
= DynamicServiceAdaptel —_———
Deployment Gof 4 Event Source CsvTolson* @ Rethrow
&
= Expenses to Payroll 5 % Flow Contrel
g Activity Al # A B C D E FIX_TRACKER (O sreak
eric Handlers € @ Concel
Dynamic_Validate Map HR to
A i Decision
Exception_Handler_ ADP
Exception_Handler, £ Execute Pracess
etWsdAtRuntime o For
InboundFailuresSplitBai — " Far Fach v
o
qseries Seny v Bindings
- MQSeriesSend sna Cotect
5 Mg sample . ndings (Collection)
v General
[ ,(? Messaging Disable False
Name Map HR to ADP
§ cron oS
— Data Mapper Name CsvTolson
C
M Connections Null Value Handling None
@ e
Type Step Text
g Deployment Data Mapper Name:
Select an existing Data Mapper.
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Neuron ESB ExploreFigure 2 The upper picture depicts the new Data Mapper repository within the Neuron ESB Explorer while
the lower picture displays the new Data Mapper Process Step within a Business Process. A similar activity also exists for the
workflow designer.

The Peregrine Connect Data Mapper supports several exciting features with a focus on usability, some of
which are listed below:
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End to end Testing of a Data Map
Testing of individual Field Transformations
Library of Transformations

Expressions
Auto Mapping
Paging

= =4 =4 =4 =8 =9

You can learn more about the Peregrine Connect Data Mapper by viBdilagMapper Documentation
site.

Containerization of Endpoints

Previous versions of Neuron ESB provided organizations a Microservice hosting model. However,
Neuron ESB 3.7.5 takes a giant step toward Microservice Deployment by supporting Containerization at
the endpoint level.

w T NeTsuITE .

S Connector  Connector  Connector
]

@‘? Virtual Machines neuronResh P VLN

o—
El S — Neuron ESB Management Suite Service Endpoints
Operating System

# Containers
m

=
Operating System

Server Hardware

Server Hardware

Server Hardware

PEREGRINE

CONNECT

NeuronESB 3.7.Basbeen built onthe principal of SOAnd Microservices. Hence it is thataral choice

to build Microservicebased AR In previous versions of Neuron ESB, organizations could easily create
REST APIs or SG#d3ed services. However, in this release, tbaynow control the @ployment

aspect of it as wellUsing Neuron ESB 3.7.5, organizations can now choose to run a service (or group of
services) as a fully independent service that can be scaled in or out based on consumption using
platform services like Docker or Kubernetes.

Some organizations may deploy their applications in a Docker or Docker Swarm host or deploy them to
the Kubernetes serviceThe Neuron ESB runtime and Endpoint Hosts can be deployed individually in
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Docker to Windows containers on Windows (WCOW).Néneron ESB database is also capable of being
hosted in a Docker container. Neuron ESB 3.7.5 includes an SQLExpress Docker container image for
development and testing purposes. However, in production scenarios, organizations are expected to
bring their SQL server setup (container or without container) to host the Neuron ESB database. A
RabbitMQ container image is also made available with Neuron ESB 3.7.5 to support the Event Processor
and Neuron ESB Rabbit MQ based Topics.

Running Neuron ESB in Docker requires additional configuration to Deployment Groups, Endpoint Hosts,
Database Settings, and Security Credentials. Once the solution is configured to run in Docker, the
generate Docker files menu option in the File Menu of the Neuron ESB Exgalarbe used to generate
Docker Compose files from the Neuron ESB Solufitve. Docker Compose files can then be deployed to
Docker to run a Neuron ESB image that is pulled from Docker Hub.

Neuron Solution

To support the containerization of endpointsfeav new objects have been added to the Neuron
ESBolution. These need to be configured in Neu@BHexplorer if running Neuron ESB in containers.

Deployment Groups
¢ KS & 5tab@ill BeNdsible if the Deployment Group hasthevdzy Ay 52 O1 SNE 2LJiA2Y
enabled.Almost all the configuration for running in Docker is done at the Deployment Group level.
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File  View Tools Help
|..d 'ﬁ' & Running ~ a BB | Configure Server | Category Filter e

‘fou are working offline. D:\Neuron'Testingl3. SMain\DemoSolution3

Deployment ": Deployment Groups

Q Zones
= % Environments MNew Copy 3 Delete Hide Detail
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g Servers Description: Rund everything on local machine [ Use Remote TCP Clients:
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Docker Deployment: | Docker Desktop w
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Neuron ESB ExploreFigure 3New Docker Container settings have been added to the Deployment Groups. Settings exist on
both the General and Docker tabs.

¢tKS dwdzy Ay 5201SNE 2LINiA2y oAttt OFdzasS 5201 SN/ 2YL]
selectedDeployment Group and any Endpoint Host that runs in the Deployment Group when the
GDSYSNY (S 5201SN CAf SESD RULIIARENRR ©OC MIOF S RR MB/LI b 1Ny

There is a droglown box on the General tab of the Deployment Group to choose which version of

Windows Server the desired Docker Host will runTdme correct version must be selectint the

correct image to be downloaded at runtimé&nother dropdown box shows the Docker Deployment

mode with two choices: Docker Desktop and Docker Swarm. If this selection is Docker Swarm, certain
features under the Docker tab such as allocated memory and allocated cores are not eifahked.
5201SNIb!¢ bSig2N] Aa (G2 o6S dzaSR: G(KS OKSH@e| o62E «
Docker NAT Network is the default network that is installed with Docker on Windows.

Once the General tab is configurdldere should only be one machine listed as an ESB Sander the
Machines tab of the Deployment Group as shownbelbvlK S 9 { . { SNBWAOS O2y il Ay SND
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the solution's namewithout spacesn the generated Docker Compose fil&éhis name should be
entered as the machine name.

4 Neuron ESE Explorer - DEFAULT

File View Tools Help

‘@ | - | @ stopped - [g) Bl | Configure Server Category Fiter -

You are working offine. C:\Users\scott. taketani \DockerMeuronSolvw

D . Deplo 0

= & Settings Find
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5 s Envirenments “|New [ )] Copy €3 Delete (&) Hide Detail
(%8 Deployment Groups | Deployment | cateqory | zone | Description
3 Endpoint Hosts 1 4 5 local machine General

Enterprise

= ® Manage

EB Databases - -
Apph Cancel . Add Server Remove Senver Edit Docker Hosts Edit Added Users Viewing Deployment staketanio3
MEMQ PRl
Hy - |
RabbitMQ General Machines Environment MSMQ RabbitMQ Docker
s Servers
ESB Server MSMQ Server

20f2

em.y IH#ABCDEFGHIlKLMNOPQRSTuvwaZ I

Modified .2

Neuron ESB ExploreFigure 4 When configuring for Docker deployment there should only be one machine listed as an ESB
Server. The machine name will be the name of the solution without spacegjentg@tedDocker Compose files.
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Docker Settings

AnewtabOl f f SR hasheed 4d8edio Neuron Explothat is only visible if the Deployment
DNR dzLJQa dawdzy Ay 5201SNE aSaGiAy3a Aa SylofSRo

E MNeuron ESB Explorer - DEFAULT
File View Tools Help
E '6' @ Stopped - o] BB | Configure Server | Category Filter v

You are working offline. C:\Users\scott. taketani\Desktop\DockerMNeuronSolW

Deployment Q': Deployment Groups

@Zunas
S5 s Environments [IMew [ ] Copy 3 Delete | (%) Hide Detail
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. Apply Cancel Add Senver Remove Senver Edit Docker Hosts & Edi Viewing Deployment staketani03
[ MsMQ PRl & &
[j‘j‘ RabbitMQ General Machines Environment MSMQ RabbitMQ Docker
g Servers Environment Configuration
Logs Path: [crWsers\scott. taketanipesktop\Packereuronsol| esbinstanceName Default ~
esbEnvironment C:\Users\scott.taketani\Deskt:
Allocated Memory: |4DDDDDDDDD | eshZone Enterprise
esbDeploymentGroup staketani03
Allocated Cores: overrideDothetThreadPoolSize  False
dothNetMax\WorkerThreads 1000
dothetMaxIOThreads 1000
|3 Ports dotNetMinWorkerThreads 200
-~ Messaging
Enable Port Sharing dotNetMinIOThreads 200
ClientSettingsProviderServiceUr
ST Bootstrap Service  |60000 50003 MaximumLogFileSize 104857600
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v
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Neuron ESB ExploreFigure 5 The Docker tab of the Deployment Group contains all the settings required for the container as

well as memory and cpu allocations for the ESB Service runtime.
Each settingvithin the Docker talis described below:

1 Logs PathThis is the directory path local to the Docker Host machine that log files generated by
the Neuron containers will be written toThe9 { . { S NdhtaigeSwdlldog to this path
utilizing the samaaming pattern as running in a namontainerized environmentEndpoint
Host logs wiltesidein the same root directory as tHeSBServid®@2 y (i I A Y SNQtheyf 2 348 S E(
will be written to a subdirectorgf that root directoryOl f £ SR a9y RS2 AY (1 2a ([ 234
1 Allocated Memory:This is an integer valubat will determinehow many bytes
the ESBServiceontainer will beallocatedfor memory.For information on how to set the
Allocated Memory for an Endpoint Host, see the Endpoint Hosts section.
9 Allocated CoresThis is an integer value that wdéterminehow many processasores will
be allocatedto the ESBServicsontainer.For information on how to set the Allocated Cores for
an Endpoint Host, see the Endpoint Hosts section.
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91 Ports: These settings are the same as the port settings in the Zone section of Neuron
Explorer. These settings will override the Zone settings when running in a Docker
container. That meangort settings are configurable by Deployment Group rather than on a
solution levelwhen running containerized.

Note: If you reserved some ports from Hypéto run Neuron on Host also, you need to change

the ports in the solution to other values that are not reserved for use outside Hyper

f Environment ConfigurationTheseare the equivalentofhe @ I LILY SGGAy Ia 02y TAIE
GKS bSdz2NBPyYy Lyaidl yOSsaéontdingr&anfigrdtionjiyseengverfiealiBed i 2 NB ©

settingsshown here. Refer to the Neuron ESB Documentatioappsettings.

- ~ z

Also, there arawoy S g (12 2 f OF f t SR thaddeh {

enabled on the Docker tab.
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dotMetMaxWorkerThreads 1000
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| 9 Ports dothetMinWorkerThreads 200
< Messaging .
Enable Port Sharing dotMetMinIOThreads 200
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v
@ Security 60002 eshInstanceName
1;"’\' Processes
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E.P Deployment 20f2
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Neuron ESB ExploreFigure6-¢ KS a9 RAU 5201 SN I 2auae YR a9RAU ! RRSR

configuration

f Edit Docker HostsThis is where the user should define e&c® O1 SNJ | 23430 Qa
name. This is mainly used to determine whigtachines to query for the Endpoint Health

screen in Neuron Explorer.
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9 Edit Added UsersThis is where users can define wharkdentials to add to the container
on startup. The credentials are defined in the Security area in Neuron Exploher.only
Gel)lsS 2F ONBRSyuGAlrfa GKFEG OFy 6S FRRSR FNB a2

¢CKS LlzN1J32aS 2F | RRAY 3 W& SerdaadOxdkigs ing@nlyfok S O2y d+ Ay S
connecting with Neuron Explorer in online modehe Neuron credentials added to the list are added to
the chosenwindows Group (i.eSA G KSNJ & ! & SNA ¢ irzsitdthee toRtMery A & G NJ G2 NR & 0

Endpoint Hosts

One of the key advantages of running Neuron ESB in containers is that each Endpoint Host can run in
their own isolated, individual container. Organizations can assign any number of endpoints to an
Endpoint Host regardless of type. For Endpoint Hoktset aretwo new settings definedvhen mapping

to deployment serversTheda SG G Ay 3a NB 4! ftt20F iSRCKENBRET 2 PRI
/| 2NBE&aiGAy3 RSFAYSa K2g Ylye 2F (GKS 5201SNJ 1 2ad

I 2a0Qa O2y il Ay S NhappkdDotkeNdirst idchying forxhat Efdigomnt Hoét! £ £ 2 OF G S
aSY2NRé Aa K2¢ YdzOK Y SHt8 tNEEndpdirt Host coftaiteneDotkero f S A
Compose file that is generated will contain these settings.

B8R

< <
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% Neuron ESB Explorer - DEFAULT - O X
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=] ‘2.. @ Stopped - (o) [l | Configure Server | Category Filter -

You are working offiine. C:\Users\scott. taketani\Desktop\DockerNeuronSolvy
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” Server Name Role Retry Count Retry Interval § Allocated Cores Allocated Memory (bytes)
AT
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Neuron ESB ExploreFigure7- Memory and CPU allocations for individual Endpoint Hosts that will be containerized are
allocated at the Endpoint Host level

Database

A few new options have been added to the Database setiimfjieuronESBEXplorer.These
arerequiredbecause the databasgerver hostnameanbe different wherrunning ina container
alongside the NeuroESRontainers, as opposed ibthe database server rsinson a different
machine than the Docker Host.
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‘You are working offline. C:\Users\scott, taketani\Desktop\DockerMNeuronSol W
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[T RabbitMQ
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[ servers
Server Details Database Details
Server: ‘naurondb vl D Database: MeuronDB | | TestfCreate Edit
Authentication: (O Windows (@ SQL Server Description:
User name; ‘sa |

3 Password: ‘=====“,“, |
[ W Messaging

Repositar: 5 -
g Pe Y Bypass settings validation on apply: O Use Alternate Creation Settings: [ |
é& Connections Use Neuron Development Database Image:

Database Host:
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_\;&v Processes
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E Deployment
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Neuron ESB ExploreFigure8- Modifications have also been made to the Neuron ESB Database configuration to support

Docker containerization

Settings
1 ServerThis should be the name of thmachine hosting the SQL Server instance (if running
Ay | O2y il AYySNI 2y | RAFFSNByld K2aG YIOKAYS i
name and port, if not 1433hat was mappedrom the SQL Server container to the host
machine).

9 Authentication: The authentication method used for the desired SQL Server.

1 Bypass Settings Validation on Applfyenabled, when the Database settings are app[[ed
dzaAAy3a GKS a! LILX & ¢ otluzétandayidatalyaselsetidzs Rajfdatiorbd J 2 NB N&
skipped. This is useful when th8QL Server isnavailable when the settings are applied
(e.g., the container running the database server is not up).

1 UseNeuron Development Database Imagsee the section below on using the
development Neuron SQL Express image for details.

i Database:Thename of the database to be used/created.
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1 Use Alternate Creation Setting¥his enables different settings ftive SQL Server host and
L2 NI ¢KSYy dzaAy3a ( KoSreatelHe daiakaseMiBsistivd@dbe dgsddi (i 2 y
0KS &aAadda dAzy GKFaG GKS {v][ {t&iN&BSNfdenta Gy YS &
thanwhat should be used to test/create the database from where Neuron Explorer is being
used.! y SEFYLX S 2F (KA& &aO0SylINAR2 g2dZ R 6S GKI G
GKAES GKS {v] {SNIBSNI O2y il AYSNI | yRitheSdz2NRy 02
same instance of Docket. KA & A& 0SOF dza S { KdBringrgnBmedd S NE & S G (0 A
create the connection string that is used to communicate from the Neuron container to the
SQL Server containathereas theAlternate settings are used only when Neuron Explorer is
creating the database.

Creating the Database
Normally, database creation is done by NeuESEEXplorerdza A y 3 (G KS a{ SNIBBSNE aSiddaAa,y
string. This is fine when NeurdBSHBExplorer can reach the database using the same connection
stringasthe NeuronESBuntime. But suppose the runtime connection string differs from the
O2yySOiAz2y aidNARy3d dzaSR G2 ONBIGS GKS RFGFolas
I NBlFGA2y {StGdAy3aé¢ [020Se Ly GKIFG OFrasSsz FfaGSN

Also,when using the Development Neuron SQL Express imageunning that image in the same
Docker container hosglternate settinggnaybe necessary for database creatidepending on the
version of Docker (versions below 2.4.Gbjce it is the same scenario descrilzmbve.

After saving the database record, go to the deployment group and select this database. Then generate
Docker Files from the file menu. This will create a dockenpose file named like
<yourdeploymentgroup>_docke&omposedb.yaml in théleuronESESolutionfolder under

the @ R 2 ©<P&pNYyment Group name>

You need to host this container image before you can use it to Test/Create a database. For hosting that
image, you will need to run the following command.

dockercomposef <yourdeploymentgroup>_dock&omposedb.yaml up (Note: Change the file name
to the one that is generated for you.)

Using Development Neuron SQL Express Image

The purpose of the Development Neuron SQL Express image is to make it easier for detelegees
NeuronESBSolution running in a containeihis setting, when enabled;ill cause thalatabase settings

G2 0SS ldzi2YlIGAOLIffte FAEESR Ay BIERXporel\Wnentde! LILIX & ¢ 0 dz
Docker Compose files are generated, if the database being use®éplayment Group has this setting

enabled, a Docker Compose file will be generdtedh database container as welthis database

container will use a NeuroBSBsupplied SQL Express image.

Note that the database itself must still be created omtéhe Development Neuron SQL Express
container. This can be accomplishéde Of A Ol Ay 3 (KS & ¢S ESExplNSSWwith S¢ 06 dzi {
the database container running (and accessible by NeE®Explorer).¢ KS RI Gl ol aSQa RIF 4l
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contained in the NeuroESBSolution in thedl R 2 ©<P&Nyment Groupnamés I G I 6 I &
folder. When usinghe Neuronprovideddatabase containefj KS a5+ G 6l a8 C
in the container to the default directory thavould normally contain the data files.

Also note thatwhen using the Development Neuron SQL Express image, any ciaageso the
specified database will be persisted (as well as any changes made to the SQLEypeess y OS A GaSft T
a login createdo access the SQL instance will be persidtdte container is restarted).

bt
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=l —
15 MsmQ ) Apply Cancel | Bindings Viewing Database neurondb - NeuronDB
{78 RabbitMQ
_ General Settings Security Dependendies
& servers
Server Details Database Details
Server: |naumndb vl D Database: MeuronDB w | Test/Create Edit.
Authentication: ) Windows (@) SQL Server Description:
User name: |sa |

3 Password: | =========== |
| Messaging

Repositor: a
g — Bypass settings validation on apply: O Use Alternate Creation Settings: [ ]

é& Connections Use Meuron Development Database Image:

Database Host:

@ Security Database Port: | 51433

iyy Processes
-

= | Deployment
o Deployme

3 of 3 selected.
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Neuron ESB ExploreFigure9- When using SQL Express, SQL Server security must be used.

Furthermore, the SA passwordwillbeK & A& &S0 Ay GKS HEBEBIolasSQa asSil
Explorer.Thed ! aSNY I YS¢ aSibyRIAGKSB82aGt PSagaANRE gAff 0SS &0:
Docker Compose file for the Development Databesetainer. This is a reason why the Development

Database should only be used in a development/test environment.

Security

I yS6 ONBRSY(GAlLf (8L KFa 0S8y FRRSR (2EIBKS &/ NBR
Explorer. The following information in this section appliesadNeuronESBnstance running in a Docker

Container.

Credentials
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The new credential type that was addedds f £ SR &2 Ay R Thiskrededisl iygeanyfeS NE

used when running NeuroBSBn a Docker container.

:é Meuron ESE Explorer - DEFAULT
File View Tocls Help
[ | "% | @ stopped - [g) BB Configure Server | Category Fiter )

You are working offline. C:\Users\scott. taketani\DesktopDockerMNeuronSalW

£ # Authentication .
e |

&, Credentials

£, OAuth Providers I New [ Copy ) Delete Hide Detail
o » Authorization | Name | catecory | Tvpe Description A
&, Access Control Lists [ ¥ Y container Admin 1 | General Windows Container
E # Roles b & ContainerUseri  General Windows Container
&% administrators b & ContainerUser2  General Windows Container v
B # Encryption
ﬁ Apply Cancel P Test Viewing Credential Container Admin 1 | [
Keys
General Dependendes
Name: Container Admin 1 Type: Windows Container b
Destription: Windows Domain
S EE Username: Username Password
Certificate
Password:
Category: General ~

[ ,(P Messaging
g Repository
e )

| curity
y Processes

g Deployment 4 of 4 selected.

Gacﬁvit\, Al # A B C D E F G H I 1 K L M N OP QR 5 T U VvV W X Y 2

Neuron ESB ExploreFigurel0-¢ KS ySg a2 AyR2ga [/ 2yilFAySNE ONBRSYyGALl ¢
Neuron ESB Explorer.

The credential itself ia username and passwordhis credentiatype can beused for the following
purposes:

7 In an Access Control List to secure a Client Connector with HTTP Basic Authentication
{1 In aRole to secure access to the running Neuron Solution

1 To add docalWindows User/Administratortd b S dzZN2 y  ubdeslyingWingo®/NI &
Operating System

Access Control Lists

i@ Lis

Access Control Listizi A f AT Ay 3 GKS &2 Ay R2 éan bé Bef iblsecyfeSatEentii & LIS

Connector with HTTP Basic Authenticatiotthe same manner as other credential types that
areallowed for Client Connector authentication.

Roles
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By default, there are three Roldgfined in a Neuron Solution: Administrators, Users, and

Everyone.These are the Rolesedto secure access to the Neur&@$SBSolution when running in a

container. Securing the NeuroBSBSolution will prevent unauthorized useirem viewing and or

modifying the solutiorwith NeuronESEEXplorer unless their credentials are addedited 9 RA 4 ! RRSR
'aSNRéE RAFE23 Ay (GKS 5SLX228YSyd DNRdzLJ 5201 SNJ aSi

CKS gl & GKA& ¢g2N)la Aa GKFHd GKS aSt SOGSR ONBRSYOAlLl
local user or administratan the NeuronESB 2 Y (i A Y SND& dzy RSNI @Ay Thig AyR244a
occurs when th&eSB Serviaar Endpoint Hosis starting in the NeuroESB:ontainer.

Since the default Roles use the specified local Windows Graupser will only be able to connect to

the running solutionf they know the username password combination of a credential that has been

FRRSR Ay (GKS G9RAG ' RRSR ! aSNBé¢ RAFf230

To connect to the running solution, users will need to specifyctireect credential in NeuroeSB

9ELX 2NBNNE W2y FSOKI RAtKGOAM58Kedz/R 06S G(KS yIYS 27F |
hostname, which will be the name of the NeurB8EBSolutionwithout spaces (if using

the generatedDocker Compose filess is).

Client Connectors

When generating the Docker Compose files for a Ne@®BSolution, any Client Connectors defined to

run will cause a port mapping to kadded to the Compose fildhus, theK 2 8 G Q& L2 NI | yR (KS
portwilbethesam@& S®3d>x AT (GKS /fASYld /2yySOitBeNhpow| A& &K
YI LAY 3 2F &y nnwmYThis mearss that th®dckerdHSst rhult ReSeRthaedined port

for each Client Connectawvailable.
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# endpointhost for neuronesbdefaulthost
dockerneuronsolw_neuronesbdefaunlthost:
image: neuronesbperegrineconnect/neuronesb:localbuild 2019
entrypoint:
- /ProgramData/Microsoft/Windows/Start Menu/Programs/Startup/NeuronStartup.bat
- endpointhast
networks:
defaunlt:
aliases:
- dockernsuronsolw_neuronesbdefaulthost
env_file: staketani03_config.env
hostname: dockernsuronsolw_neuronesbdefaulthost
environment:
endpointHostName: Neuron ESB Default Host
bootStrapPort:
controlPort:
loglevel: INFO
logPath: c:\\app\\logs
esbhostName: dockernsuronsolw
HOSTNAME: dockerneuronsolw neurconesbdefaulthost
portSharingEnabled: "Trus"
IsSchednler: "False"
volumes :
- C:\Users\scott.taketani\Desktop\DockerNeuronSolW:C:\Users\scott. taketani\Desktop\DockerNeuronSolW
- Ci\Users\scott.taketani\Desktop\DockerNeuronSolW\docker\logs\EndpointHostLogs:C:\app\logs
— C:\Users\scott.taketani\Desktop\DockerNeuronSolW\docker\staketaniO3\Startup Scripts:C:\ProgramData‘\Microsoft\Windows\5tart Menu\Programs\Startup
- C:\Users\scott.taketani\Desktop\DockerNeuronSolW\docker\staketani03\Custom Assemblies:C:%\app\Custom Assemblies
i USETSASCOTT, aketani‘\Desktop\DockerNeuronSolW\docker\staketani0O3\Custom Pipelines:C:\app\Pipelines
ports:
- 8001:

cpu_count:
mem limit:
depends_on:
— "dockerneuronsolw"

Neuron ESB ExploreFigurell- An example of port mapping within the Compose file produced by the Neuron ESB Explorer.

In Docker Compose port mappings, the left side is the port that will be used on the Docker Host
machine whereasthe right side is the port that it gets mapped to in the container.

Security

I ftASYyG 1 2yySOi2 NDBESBMbtahgd odrdbe segured dsiSg ab AcdessPOgntréidrist
HTTP Basic Authentication only) a proxy can be stood up in front of the container if transgeviel
security is desiredIn the latter case, the proxshould terminate the TLS/SSL and pass the
requestunencrypted to the Client Connector endpoint.

If the proxy is a container running in the same Docker ldndtuses the same network adapter, the port
mapping for the Client Connector should be manually removed frongémerated Docke€Compose

file. In this use case, theroxycontainerhas access to the internal Docker network and should forward
the request using the hostname of tlentainer running the Client Connectand theClient

/| 2yySOi2NNa LRNI RSTAYSR Ay Ada | w[o

If the proxy is runningn the Docker Host machir{eot in a container), the listening port for the proxy

and port for the Client Connector must be differefithe proxy should forward the request to

the Client/ 2 y y S O (i 2amzEhé gehd2abedh port mapping should remain as is in the Docker Compose
files.

Generate Docker Files

Overview
I ySg aCAf S¢é YSydz 2 LI ABSExpllerdhatdilBaStymaticatiRcieite they b S dzNR y
necessary Docker ComposeDocker Swarm (Docker Servifilgs to run a Neuron Solution in Docker.
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Eile | View TJools Help
New

Open

Connect...

Close

Ll-'_i Save

Save ...

%4 Neuron ESE Explorer - DEFAULT

Configure Server | Category Filter ~

in_MergeQAuthnstallers\Samples\Configurations\Features3_7_5

1> Deployment Groups

‘ Generate Docker Files

»

I
’7 Docker Desktop

)
New Copy E Delete | [ Hide Detail
Zone Description

| | Cateqory

.5 Export...
g Import...

Recent Solutions

Docker Swarm

Run everything on local machine

General Enterprise

Apply @ Cancel

\ly" Processes

ok Add Server | 8 Remove Server * Edit Docker Hosts & Edit Added Users

Editing Deployment DockerDeploymentGroup @

——rry General Machines Environment MSMQ RabbitMQ Docker
g Servers Environment Configuration
Logs Path: |c:\SourceMain_MergeOAuthlinstallers|Samples'Car | ConfigurationReloadDelzy ~ 00:01:00 ~
DataMapperServicePort B585
Alocated Memory: [ | DefaultHttpConnectionlimit 100
DisableGlobalExceptionHandler True
Allocated Cores: D dotNetMaxIOThreads 1000
dotNetMaxWorkerThreads 1000
Uses gMSA: O Account te Use: | LocalService dotNetMinIOThreads 200
dotNetMinWorkerThreads 200
[ RS Ports esbDeploymentGroup DockerDeploymentGroup
esbEnvironment C:\Source\Main_MergeOAuth\j
g EeHakRy BTy t eshinstanceName Default
= 5 EsbllseMachineEnvironmentvar: False
o . Bootstrap Service 50000 Audit Service
w Connections 5 LicenseKey AMTPOROHO7GHI31KBN3Q3S3Y |
Management Service |50002 | TCP Service = aomo .
W oo : 02| [o0 ] - [somo ] o ondDelny
Contral Service 50004 The amount of time to wait before loading the configuration after detecting
a modification.

20f2

Al # A B C

Neuron ESB ExploreFigurel?- Generating Docker files can be done directly from the menu within the Neuron ESB Explorer.

Generated Files

¢tKS ySOSaalNE FTAtSa ISy SNI fed&ure will NROCated ik Be Neld&y SNI (0 S
ESH 2f dziA 2y Qa & RFar@4ctiSDéeployrRent GBApIEING ® i KS awdzy Ay 5201 S|
optionSy I 6f SRX I RANBOG2NE gAff Th&lileOtddr tieDeploymgnt G K I G &
Groupare contained within those directories.
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I = | ESBPortalSol - O X

Home Share View 0

&« v A > ThisPC » Desktop » ESBPortalSol » v | O Search ESBPortalSol
MName Date modified Type Size
5+ Quick access
AccessControlLists 42 File folder
[ Desktop ) )
AdapterEndpoints 4/ File folder
‘ Downloads AdapterPolicies 4 File folder
=] Documents Adrinistrators 4 File folder
=/ Pictures AvailabilityGroups 5/ File folder
DEFAULT Credentials 4/ File folder
docs Databases 4 File folder
% 05(C) DeploymentGroups 4 File folder
docker File folder
System32 .
[2[+]% 4/ File folder
@ OneDrive - Neudesic EnvironmentVariables 4 File folder
hista 5/ File folder
[ This PC i .
Keys 4/ File folder
§ 3D Objects OAuth 4 File folder
[ Desktop Parties 4 File folder
= Documents Processes 4/ File folder
‘ Downloads schema 4 File folder
J», Music ServiceEndpoints 4/ File folder
. ServicePolicies 4 File folder
&=/ Pictures
) Topics 4/ File folder
Videos i -
WorkflowDefinitions 4/ File folder
051€) WorkflowEndpoints 4/ File folder
= New Volume (D:) wdl 4 File folder
=¥ Network Zones 4 File folder
| | esb_configurationxml 5/ AML Document 20 KB
25items 1 item selected -

Neuron ESB ExploreFigurel3- Generating Docker files are stored in the docker subfolder of the solution that is loaded within
the Neuron ESB Explorer.

There will be onenainDocker Compose fillor eachDeployment Group.The name of the file will take
thenamed f 5 SLIJ 2 8 YSy (i DNR-Gr2J¥ LJ¥ & § TR BEil®dordalihd th®ocker
configuration that defines Neuron as a Docker service.

CKSNBE gAfft ftaz2 oS 2yS aO2y T 1B fidScgrains tReinformatidrz NJ S| OK
found in the Docker Settings for the Deployment Group in the Environment Configuration property

grid. The information here will be passed into the Neu®8R ontainers at runtime.ln case of Swarm

deployment, this file will be prefixed with Swarm/

An Event Processgamilfile will be created per Deployment Groufphe name of this file will be in the
F2NY af5SLIX 2@ YSy (i D.APhdAEILNt Pfdedsspoid ubed B indéitt information into the
PeregrineConnecta I y I 3SY Sy i { dzA dafaQtare véhich the inan@gerBdnt SItE uses for
reporting NeuronESBuntime information.Therefore, if using th&vent Processor in a container, the
container should be starteldefore trying to start an environment from the Management Suite.
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An optional file is also created if the database used by the Deployment Group is set to iutbe
ESBOevelopment Database Imagehis file will be used to deploy the Development Databade
user has the option enabled on the database in NelwE&t#Explorer.

s Ouick access

I % | Local Machine - O X

Home Share View 9

<« S > This PC » Desktop » ESBPortal5ol » docker » Local Machine » v D Search Local Machine

MName Date modified Type Size
3t Quick access

[ Desktop
3 Downloads

|| Documents

Customn Assemblies File folder

Custom Pipelines File folder
Database Files File folder
logs
=/ Pictures Startup Scripts

DEFAULT | | Local Machine_config.env

docs | | Local Machine_docker-compose.yaml

File folder
File folder
ENV File 2KB
YAML File 9 KB
YAML File 1KB

a 05 (C) | | Lecal Machine_docker-composedb.yaml

System32
@ OneDrive - Neudesic

[ This PC
W 3D Objects
[ Desktop
|=| Documents
3 Downloads
J’l Music
= Pictures

m Videos
i 05(C)

- Mew Volume (D)

=¥ Network

8 items =

Neuron ESB ExploreFigurel4- There are three generated Docker files produced by the Neuron ESB Explorer depending on if
generating for Docker Desktop, Docker Swarm, or Kubernetes.

Ports

The ports that the Neuron ESB Solution needs are mapped to the Docker Hostd pigrteeans that if
the NeuronESESolutionis set to use a porthe port must be available on the Docker Host its&lfie to
the way Docker implements ingress to the containers, anything outside of the Docker Hostecte
5201 SN I 2aiQa poitdkbdeytdconyidctfoIhe lcoyitRinéfthat port is mapped.

For example, the bootstrap port for tHéeuronESB Service is 500000 connect to the solution using
NeuronESE E L) 2 NENDR& O2yySOG FSI (dz2NB  tha dser éhaut yupdlyi A y 3
GKS 5201 SNJ | 2aid Q&ervétavielas e appropriate trédentigiésers and
Administrators can be added through9 RA G ! R R $i&kDotkér Seltibigs for the Deployment

Group in NeurorESHEExplorer).
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In the same scenaridut insteadof connecting from the Docker Host machine, the server name

provided to the connect featureano S
af 20Let K2ad

Service Routing Tables

Over the years of providing integrated solutions to a various of organizations, some common integration

GK240GPR2O1 SNWPAYGISNYIEéS G(GKS

scenarios have emerged. Neuron ESB now provides a&adeosolution for implementing these
scenarios using a new feature of Neuron ESB Client Connectors called Service Routing Tables.

:a Meuron ESB Explorer - DEFAULT
File View Tools

E -ﬂ- @ Rurning -~ o Bl  Configure Server | Category Filter

Help

You are working offiine. D:Weuron\Testing\3. SMain\DemaoSolution3

= » Tasks

Look For:

Find

g Tmport a Service - —
[INew [ ] Copy 3 Delete Hide Detail

= = Connection Methods
Name Category

! Adapter Registration | |

% Service Bind | BE#Q Cli=ntservice General

g Service Bindings -

3 Service Behaviars b <@ CustomerEndpoint General

<

Zone Binding ‘ Client Address Service Address

http:/localhost: 9090 /dientService

Enterprise | REST
http:/flocalhost: 7777 fcustomerendpoint ©
>

Enterprise  BasicHttp

= * Endpoints

Edit Processes

Viewing Service ClientService @

G Activity Al

g Service Endpoints ' Apply Cancel | Bindings Metadata
@ Adapter Endpaints General Binding Security Client Connector  Service Connector  Proxy Settings
&% Workflow Endpoints
24 Service Routing Tables Enable
O s Policies Service Configuration Service Attributes
< Service Polides L [ntte:iocalhostisosojdientservice | Enable SOAP Headers [] Enable CORS
45 Adapter Policies [] Enable HTTP Headers [ ] Enable Service Rate
OAuth Provider: i
Processing Mode Service Throttles
(O Messaging () BusinessProcess (@) Service Route | ServiceRoutingTable 1 w Man Concurrent Calls: 312
Ig Messaging
Routable Endpoint Type Conditions Max Concurrent Instances:
g Repository DebtCollectionService Service Max Concurrent Sessions: | 100
LoanManagementService Service
¥ Connections PaymentService Service
et ADPCloudService Service
@ Security
{ 5 < >
_\;‘;y Processes
g Deployment 11of 11
selected.
# A B C D E F G H 1 K L M N O P Q@Q R &5 T U V W X Y 2Z

Modified _.:

Neuron ESB ExploreFigurel5- A Client Connector configured with a Service Routing Table. When a Service Routing Table is

selected, its higievel information (e.g., endpoint, type, and condition) is displayed in the grid below it. Extiakieg on the
grid will navigate the user to the Service Routing Table to view or edit.

52

Service Routing Tables are a powerful and simple alternative to using Business Processes to create pass

thru and dynamic routing activities within an organization. Service Routing Tables provide a very low

latency way of implementing basic scenarios of mocking, mapping, and routing services without the
overhead of a Business Proce3fiough Business Processes are far more customizable, they have
overhead because of all the context available in the Business Process to customize message processing.

108| Page

o)

<



In a Service Routing Table, one or more service endpoints can be included and then the Service Routing
Table can be associated with a Client Connector. When configured this way, all calls to the Client
Connector are routed to the backend service endpoint configured in the Service Routing Table.

Some of the scenarios that can be configured using Service Routing Tables are listed below:

Authorization and Access Control
Dynamic Routing

Message format conversion

Stubbing / Mocking or Service virtualization
Protocol Conversion

Service Availability and Policy
BlueGreen Deployment and Testing
Message Enrichment / Content Masking
Request Filtering

URL Rewriting

Message Transformation

=4 =4 =4 =4 -4 - -4 -8 -8 -8 A

Service Routing Tables are a powerful feature allowing organizations to perform complex operations
using a necode approach. For example, new clients can use javascript friendly REST APIs to interoperate
with legacy WCF services or existing WCF clients can upgrade to new REST APIs without changing their
code. Other examples can encompass the use of OAuth Tokens and API keys. For instance, standard
Query strings like API Keys could be automatically appended to a service endpoint or, route to different
endpoints or append alternative paths/query strings based on the scope in the incoming OAuth Token.
Countless opportunities exist because of the flexibility we built into the Service Routing Table feature.

Although the Service Routing Table functionality is designed as a simple and low latency solution while
providing for many redlife use cases, it may not cover every need. Therefore, it may not suit an
2NHFYyATFiA2yQa SEIFIOG ySSRa F2N G6KS 6208 dzasS Ol as
/| 2yySOG2NI 6A0K | . dzaAySaa tNROS&aa yR AYLIX SYSyl(Ay
option. Business Processes provides the ultimate flexibility to manipulate the message and header with

a variety of useful steps, including custom C# code.

Configuring Routes

To configure a Service Routing Table, first Service Connectors must be added in your solution. When
Service Connectors are referenced with a Service Routing Table the Service Endpoint itself does not

need to be enabled nor does the Service Connector need to be enabled for Messaging. Internally, upon

A0 NldzL) 2F GKS &ad2tdziaizys GKS {SNBAOS /2yySOG2NI gA
Neuron Endpoint Host process taking up valuable processing time or memory. These Service Connectors

are called inline within the Client Connector after the route is resolved.
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Once Service Connectors have been added to the solution, they can be added to a Service Routing Table.
Select Service Routing Tables from the-fefhd menu under Connections. Click the New button to get
to the screen shown below.

% Neuron ESB Explorer - DEFAULT
File View Tools Help
= | & | ® running + o] B8 | Configure Server | Category Filter -

You are working offine. D:Neuron\Testing!3. 5Main\DemoSolution3

= ® Tasks o
< Import a Service
B ¢ Connection Methods New | 7] Copy (@ Delete | (&) Hide Detail
@ Adapter Registration
@ Adapter Reg [ ] Name Cateqory Description
£ Service Bindings
&y Service Behaviors
5  Endpoints
& Service Endpoints
& Adapter Endpoints
4 Workflow Endpoints (& Apply () Cancel | (g Configure Endpoint Editing Service Route Table ServiceRoutingTable1 | [5]
g Service Routing Tables General B
= ® Policies
£ Service Pol .
g Service Polaes Hame: ServiceRoutingTable1 Available Endpoints Type Selected Endpoints Type  Condition
@3 Adapter Polic ) -
@ Adapter Policies Description: g DebtCollectionervice Service  LocalPath = "financebilin... |
- <@ LoarManagementService  Service LocalPath = 'ffinancefloans’ | 2
<@ PaymentService Service  LocalPath = 'finance/pay... |
EERRE*Y ~opcioudservice Lumlpam=',lﬁnan:e,‘nmes... »
I (? Messaging
g Repository
g Connections
‘;;3”‘ Processes < >
g Deployment 1of 1selected
Gmm Wl # A B C DE F G H I 1 K L MMNGOTPI QRS ST UV WX Y Z

Modified

Neuron ESB ExploreFigurel6- A Service Routing Table located under ConnectioBadpoints. All Service Connectors will be
listed on the Available Endpoints window. All selected endpoints are listed in the right. dliokilg, righiclicking or clicking
2y GKS a/2yFAIdzZNBE 9y RLIRAYy(Ge odzidz2y oAttt €1 dzyOK GKS / 2y TAIdzNB

You can see the available Service Connectors under the Available Endpoints in the bottom portion of this
screen. From there move the Endpoints you want to include in the routing table using the >> arrow
button. You can also remove the Service Connectors by using << arrow button.

Condition Editor
A Service Routing Table can contain more than one service endpoint and multiple copies of the same

endpoint. The incoming message will be routed to the first service endpoint that satisfies the
Condition configured for the selected endpoirgt‘ﬁ Clicking on the Conditions icon in the last column
titled Condition, the conditions editor can be opened.

Users can select from a variety of properties or even the incoming message body to check and the
condition to match in the first two drop downs. Whereas a free form expression to evaluate can be
entered in the third box and a join clause (AND, OR, or XOR) in the last dropdown box.
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" Edit Conditions x “f Edit Conditions X

¥, Edit or Add Conditions - 'ServiceRoutingTable1’ Service Routing Table J+ Edit or Add Conditions - 'ServiceRoutingTable1’ Service Routing Table
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Neuron ESB ExploreFigurel7- Clicking the Conditions icon will launch the Edit Conditions dialog. Users can create complex
conditions that serve as routing rules for the individual endpoints within a Service Routing Table. The conditionseat@tresolv
runtime to determine which endpoint to route the incoming request to.

Once the service routing endpoints are added, each endpoint can be configured in thikaight
Selected Endpoints box. Click configure endpoints to display the screen shown below.

):% Configure Routing Properties for 'ADPCloudService' >
REST Method I v
Local Path: | Enter Request URL and/or local path i.e japij/user/register’
A {3smipAlertFrom Address} # fonment Variables and urls of existing Service
& [$SmipAlertServer) e format {$variable_name}
) M ($5mipAlertToAddress)
Headers | g (35qTestDBConnectString} Test Setttings
Please enter Key/\|# {$TestEncrypt) ype in CTRL + SPACE to see list of available Environmental Variables and properties that can be used to o
dynamically set val & (#HTTPHeader.<property>}
M (#HTTPQuery. <property>} o
& (#HTTPLocalPath[0]) ” |
K _nitoulid ) h

oK || Cancel
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Neuron ESB ExploreFigurel8- The Configure Routing Properties dialog launched for an endpoint within the Service Routing
Table. Here users can configure almost any property of the targeted endpoint using expressions, variables, staticaaid, const
in any combination thereof.

I 90A3 LINI 2F G(KS FftSEAoAfAGE (KIGQa 06SSy odzatf i
configure almost every property of the Service Connector by using any combination of text,

Environment Variables, pieces of the original request body, incoming SOAP or HTTP Headers or HTTP
QueryStrings as well as the any part of the local path or even the original URL. In any property where

this is supported, users can view the available list of options by pressing the CTRL+Space key
combination on the keyboard. In the case of the Local Path property, users can either append to the
existing local path, add a new local path, or overwrite the existing URL of the Service Connector entirely.

For Dynamic Routing scenarios, users can add copies of the same Service Connector to the list of
Selected Endpoints and then provide a unigue condifidre Configure Routing Properties dialog shown
above allows the user to apply completely different local paths or URL options to the same Service
Connectorln that case, they could do the same with HTTP headers and even send unique request
bodies.

REST Method or SOAP Action

If the selected service is a WCF or SOAP service, the SOAP Action will be the first field in the top row,
whereas if it is a REST service the first field in the top row will be Method. For a SOAP service, the SOAP
action is a required field, and for REST service, the Method is a required field.

Local Path

The second field is the local patiihe local path may include a partial URL to be appended to the base
service URL or contain the fgkrvice URL with the local path appendidthe local path and SOAP

Action, the CTRL+Space key combination can be used to select some token substitution as shown above.
These tokens and/or text can be concatenated to create the final property value.

Headers

Users can enter one or more keglue pairs in the headers section, and these headers will be added as
HTTP header$/hen adding headers, users may use token substitution in the value column. Neuron ESB
Environment Variables, Neuron ESB Message properties, Constants, HTTP Query, and Header properties
will appear in the drogdown list. You can use the icons for + and x signs to add /remoweakasy pairs

in this table.
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& Configure Routing Properties for 'ADPCloudService' *
9 gFrop

REST Method v

Local Path: | Enter Request URL

URL ang/or local register

Type in Ctrl + SPACE to see list of Environment Variables and urls of existing Service
Endpoints that can be referenced in the format {Svariable_name}

Headers Baody Url Parameters Test Setttings
Please enter Key/Value pairs. Press '+' button to add more. Type in CTRL + SPACE to see list of available Environmental Variables and properties that can be used to o
dynamically set values.
| Content-Type |a|:||:|li cationyjson o
| CustomHeader | o

M {{#HTTPHeader. < propartys]

M (#HTTPQuery.<property>}

& [#HTTPLocalPath[D])

M (#DateTime(local))

M (#DateTime{local), ddmmyyyyhhmmss)
M (#DateTime(Utc))

M (#DateTime(Utc),ddmmyyyyhhmmss)
K (EIME-findatel

i

o

Neuron ESB ExploreFigurel9- The Configure Routing Properties Dialog Headers tab. This is where HTTP Headers for the
outbound message can be configured and manipulated.

Body
Next, you can customize the message body. For example, you can choose to transform the incoming
message using a Data Map, or you may choose to compose a new message based on existing properties.

The Message body can be Form Bodywav-form-urlencoded, or raw body. In case of first two

options, a grid of keyalue pairs like the headers section will appear, whereas for raw body a choice of
Text, XML, or JSON in the drdpwn will be presented. Users can also clear the Message body (if case
you are using the REST and GET method, this is required).

Optionally a request Data Map and a response Data Map can be applied to incoming / returned
messages. All the existing Data Maps in the solution will appear in the dropdown selection.
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\E Configure Routing Properties for 'ADPCloudService'

REST Method POST -

Local Path: I [ffinance/billing

Type in Cirl + SPACE to see list of Environment Variables and urls of existing Service
Endpoints that can be referenced in the format {$variable_name}

Headers

() Form Body () x-www-form-urlencoded (e) Raw

Request Data Map: | OrderXmiToJson

Type in CTRL + SPACE to see list of available Environmental Variables and properties that can be used to dynamically set values.

M {{#HTTPHeader.<property=}

M [(#HTTPQuery.<propertys}

& [SHTTPLocalPath[0])

M [#DateTimeflocal))

M (#DateTime(local), ddmmyyyyhhmmss}
M (#DateTime(Utc))

M {#DateTime(Utc), ddmmyyyyhhmmss)
M [EIMF-fixdate}

[ PNl

[

Body Url Parameters
XML

Response Data Map:

Test Setttings
v [] Clear Incoming Message Body
OrderlsonTaXml v

Garce

Neuron ESB ExploreFigure20- The Configure Routing Properties Dialog Body tab. This is where the incoming body can be

overwritten for the outbound request. Data maps for request/response can also be specified here.

Url Parameters (Query strings)

This is very similar to the Headers section.-iaye pairs entered here are appended to the service
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substitution with various options to assign the value of query strings.
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4 Configure Routing Properties for ‘ADPCloudService' *
9 gFrop

REST Method POST w

Local Path: |.|"ﬁnance,"bi||ing

Type in Ctrl + SPACE to see list of Environment Variables and urls of existing Service
Endpoints that can be referenced in the format {Svariable_name}

Headers Body Url Parameters Test Setttings
Please enter Key/Value pairs. Press '+' button to add more. Type in CTRL + SPACE to see list of available Environmental Variables and properties that can be used to o
dynamically set values
I o
o

Neuron ESB ExploreFigure21- The Configure Routing Properties Dialog Url Parameters tab. This is where Url Parameters can
be added or overwritten for the outbound request.

Test

Sometimes users need the Service Routing Table to return a canned response if the service endpoint it is
going to connect to is not yet available. This can be useful if there is a need to mock out services in a
specific environment where the service itself is unavailable, or a need to unit test against specific
message bodies expected to be returned by the service. In that case, the Test tab can be used to define
a test response to be returned instead of calling the service endpoint configured.

Users can disable or enable this feature by selecting an option from thedirop box. However, a

Neuron ESB Environment Variable can also be used to configure the Enable/Disable feature. This can be
useful for instance if the Test feature should be enabled in one environment (e.g., TEST/QA) but not
enabled in the Production environment. Users can use the dynamic token substitution to construct the
message body.
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& Configure Routing Properties for 'ADPCloudService' X
g g Frop

REST Method POST -

Local Path: | [finance/billing

Type in Ctrl + SPACE to see list of Environment Variables and urls of existing Service
Endpoints that can be referenced in the format {$variable_name}

Headers Body Url Parameters Test Setitings

Enabled: |FALSE “ | Format: |JSON  ~

Type in CTRL + SPACE to see list of available Environmental Variables and properties that can be used to dynamically set values
-i{

“id": {#HTTPQuery.CustID},
“firsthame” : "ABC",

“lastMame" : "Limited",

“address”: "Address Detail",

“note”: "Mote detail here”,
“orderDate": "2020-01-20T10:30:20Z",
“items" 1 [

"name™ "Product Name 1",
"description” : "Product description one”,
"cost" : 11,11,
"price" : 19.99
b

I

o

Neuron ESB ExploreFigure22- The Configure Routing Properties Dialog Test tab. This allows users to mock the response for
service. When enabled, the underlying service to be routed to will not be called. Instead, the body within the test Wlibgdow wi
returned as the response. The Enabled property can be configured with an Environment Variable.

Performance and Audit Settings

On the last tab of configuring the service endpoint, users can choose to Audit requests, responses, or
failures during the execution of the Service Routing Table. Users can also adjust the value of pool size
and timeout depending on load and performance requirements.

Creating a connection pool provides low latency because of the savings in overhead of creating the
service connection. However, too many service pool connections can exhaust TCP connections on the
server, so the pool size must be balanced against the maximum number of open conndttioins.

timeout lets users control how long the request can wait to get a pooled connection when the server is
too busy.
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\E Configure Routing Properties for '"ADPCloudService' X

REST Method POST w

Local Path: |.|"ﬁnance,"bi||ing

Type in Ctrl + SPACE to see list of Environment Variables and urls of existing Service
Endpoints that can be referenced in the format {Svariable_name}

Headers Body Url Parameters Test Setttings
Performance and message audit settings for the endpoint

Max Pool Size: |1 b Pool Timeout: | 00:00:01.00 3

Enable auditing: [ | Request [] Response [ ] Failures

Neuron ESB ExploreFigure23- The Configure Routing Properties Dialog Settings tab. This allows users to Audit the request,
response and/or failures that occur. Tuning of the auditing service can also be configured here.

Neuron ESB is a zecode solution for many common use cases in the implementation of Service
Oriented Architecture. Neuron ESB features are distilled and tuned from years of experience and
customer feedback. Service Routing Tables add brand new capabilities with a few clicks to enable low
latency highperformance SOA solutions. To learn more, check out the training/tutorials and
documentation atttp://PeregrineConnect.com

Wiretap Tracing Neuron ESB Messages

Frequently, it is necessary to capture theflight messages for testing and debugging purposes. In some
other cases, its required for specific business activity monitoring itiraal The existing Neuron ESB
capabilities can be done by rewiring the Business Process to include the message Audit process step.
Alternatively, the solution can be configured for verbose logging to capture some of these details. A
third option for WCF services is to use WCF Tracing. These options are useful in development and test
environments, but they are not recommended for production time tracing.

Neuron ESB version 3.7.5 adds capabilities for capturifiigii messages into searchable Elastic Search
Indexwhen used in connection wittihe Peregrine Connedflanagement Suite In Service Oriented
Architecture, this capability is referred to as Wiretap pattern. This has been added because some
customers need this capability to be turned on and off in production without modifying the configured
solution and restarting the Neuron ESB runtime service. Also, auditing and tracing everything can grind
performance to a halt. The Wiretap capability offers a solution to this requirement. The Wiretap Tracing
can be turned on or off for specific periods of time and for specific steps/points in a Business Process or
Service Route Table.
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This feature is only available when a Client Connector is calling a Business Process directly or is
configured with a Service Routing Table. A configuration file is created using the new Trace
Configuration Utility. The configuration file specifies exactly what messages to capture and how much
detail to capture for these messages.

Users may specify which Client Connectors to include for wiretapping and for howAtgy with each

Client Connector, the exact points in the process or service route where to capture the messages can be
specified. In addition, conditions can be added, user defined custom properties to extract from

messages, schema, and sample document. The captured messages are stored in an Elastic Search Index
that is setup when the Peregrine Connect Management Suite Environment for the Neuron ESB instance

is configured.These messages can later be searched and analyzed using various data analysis tools.
Users can even add their own extension assembly, which will receive wiretapped messages. In this
assembly, users may modify or forward messages to other enterprise monitoring systems.

The following sections show how quickly tracing can be setup for one or more Client Connectors. Tracing
provides many options that can be fine tune with what and how much to capture. The result of the
configuration is saved into a configuration file in the current Neuron ESB Instance folder. This
configuration is also referred to as the Tracking Profile.

Basic Wiretap configuration

Basic Wiretap configuration to capture messages for Client Connednaightforward Launch the
TraceConfigurationTool.exe from the Neuron ESB Instance Folder. The tool reads the currently
configured solution and loads Client Connectors defined in the solution for configuration.

For basic configuration the radio button For All Tracepoints is selected under Configuration. With this
setup,

Users can simply specify start date/time, end date/time and select the Client Connectors they want to
trace by adding the plus button in the grid under Trace Points(s). Request, response, failure or any
combination thereof can be selected.

If updating an existing configuration and the start and end dates need to change, the values can be
changed on the date & time boxes in the top row and click update dates to update dates on all the
selected Trace Points.
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5 Yace Configuration Tool

Peregrine Connect Tracing Configuration Tdeigure 24 Basic Configuration of Wiretap Tracking Profile. Tdusis launched
from the Instance directory of the Neuron ESB installation.

Adding a Client Connector
Highlight the Client Connector to add for Tracking and click Ok. For each client connector, select
checkboxes to trace requests, response, or failures in the first part of the grid on tHeateftside of

the screen below.
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Tracking Profile

Peregrine Connect Tracing Configuration Tdegure - Selecting a Clierf@onnector for Tracking Profile. This tool is launched
from the Instance directory of the Neuron ESB installation

Configuring Wiretap for Business Processes
A more detailed configuration can be used to capture messages based on conditions or at specific points
in the associated Business Process.

Selecting the Custom for each Tracepoint Radio button allows the entities associated with the Client
Connector to be configured for message tracking. If the Client Connector is associated with a Service
Routing Table, the selection is restricted to the service endpoints in the Service Routing Table. If the
Client Connector is associated with a Business Process, the selection shows all the major Process steps in
the Business Process. The major Process steps include the following:

Adapter Endpoint
Service Endpoint
Data Mapper
XSLT Transform
Execute Process

= =4 =4 =8 =9
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® ConvertQuoteToOrder ® General 3/5/2021 443 PM

m For Each Tracepaint | 3/572021 449 PM +

30672021 449 P~

»

~13/6/2021 4:49 PM

® process

® DetaMap

® Servce

® ConvetQuoteToOrder

® MapCustomer

© TestPacsTrnibiap

Maps Customer Address

Peregrine Connect Tracing Configuration Tdeigure &- SelectingProcess Steps in a Business Prdeeskacking Profile. This
tool is launched from the Instance directory of the Neuron ESB installation

¥1 Trace Configuration Tool

Tracking Profile

® ConvertQuoteToOrder ® General 3/5/2021 449 PM

t /572001 449 M =

3/6/2021 449 PM

~|13/6/2021 4:49 PM

Update Datex

TestPassThruMap

Custom Propertes

Schema / Semple

Extension

Peregrine Connect Tracing Configuration Tdeiure Z- Configuring details for th&racking Profile. This tool is launched from
the Instance directory of the Neuron ESB installation
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Each Process step can be configured whether to capture messages from Request, Response or Failure. If
needed all of them can be captured by addomg multiple entries for each Process step and change the
Direction radio button to Request, Response, or Failure. What to capture can be specified using the
checkboxes to indicate capturing body, http headers, query strings, etc. Capture only the minimum
needed so as control the size of the indexes and save storage space.

Customize what to capture
When body is selected, a further selection path can be provided from the message using XPath or JSON.

Only parts of the message body that are selected by the XPath or JSON Path specified. To aid in creating
the selection path, a tool is provided for visually selecting the XPath or JSON Path from sample
message/schema.

| *.

Peregrine Connect Tracing Configuration Tdeiure 3- Configuring details for th&racking Profil&teps; Selection Path for
the Body This tool is launched from the Instance directory of the Neuron ESB installation

Add conditions for tracking
Using the Conditions tab under the expanded details of service endpoint for tracking, one or more

conditions can be specified. Only messages that satisfy the condition will be stored in the tracking
index.
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¥1 Trace Configueation Tool

Tracking Profile Undo S

® ConvertQuoteToOrder ® General 3/5/2021 £49PM v 3/6/2021 449PM ¥

|

Peregrine Connect Tracing Configuration Tdeigure ®- Configuring details for th&racking Profil&teps; Conditions for
capturing This tool is launched from the Instance directory of the Neuron ESB installation

Add custom specific properties
Using Custom Properties allows the capture of specific items into its own entry in the tracking index.
Using Custom Properties this way makes it easy to analyze data out of the index searches.
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& Configunation Tool

Tracking Profile

® ConvertQuoteToOrder ® General 3/5/2021449PM | 3/6/2021 4149 PM

[

|

Custom Properties Schema / Sampie

Peregrine Connect Tracing Configuration Tdeigure30- Configuring details for th&racking Profil&teps; Custom Properties
to capture This tool is launched from the Instance directory of the Neuron ESB installation

Associate schema and sample document

When a schema and sample document is associated with the captured message, the unstructured data
in the message body can be used along with the schema by using advanced analysis tools like Kibana
and Logstash. An additional extension for Business Activity Monitoring is coming soon, and it will utilize
this information to provide visual data analysis.
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Tracking Profile

® ConvertQuoteToOrder ® General 3/5/2021 449PM  ~|(3/6/2021 449PM  *

|

Peregrine Connect Tracing Configuration Tdeigure31- Configuring details for th&racking Profil&teps; Associate
Schema/DocumentThis tool is launched from the Instance directory of the Neuron ESB installation

Wire up your custom extension

A custom extension can be added to capture and modify the message that is logged. This is useful for
compliance scenarios. The captured messages will be run through the extension before being logged.
This way the extension can scrub or mask the private information if desired (e.g., credit card numbers,
social security numbers, etc.). Refer to Wiretap Extension whitepaper for more details.
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Tracking Profile

04

Extension

Peregrine Connect Tracing Configuration Tdegure32- Configuring details for th&racking Profil&teps; Custom Extension
This tool is launched from the Instance directory of the Neuron ESB installation

Configuring Wiretap for Service Routing Tables

For Service Routing Tables, the configuration is similar except that capture requests/responses or
failures can be captured for each service endpoint in the Service Routing Table associated with the
selected Client Connector.

Editing Wiretap configuration

When opening the TraceConfiguration Utility from the instance folder, it opens the configured wiretap
configuration. The dates may be changed, Client Connectors may be added/removed, and configuration
properties can be changed and save. If starting from scratch, find and delete the Trace configuration file
in the instance folder. By default, this file is located under the wiretapcollection folder. The exact
location is based on the setting in appsettings.config file in the instance folder.

After that, when you TraceConfiguration Utility, a new configuration is created.

Either the Endpoint Host or the Client Connectors previously configured will have to be restarted after
any changes to the configuration.

Enable / Disable Wiretap

To disable or enable this functionality, either change the start and end dates on each Client Connector
or delete the configuration file. Either the Endpoint Host or the Client Connectors previously configured
will have to be restarted after any changes to the configuration.
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Wiretap load considerations
The Wiretap feature should be used with a limited time and for selected number of Client Connectors as
needed. Since processing all the tracked messages consumes processor, memory, bandwidth, the load,
message size, and latency requirements must be considered when using this method of tracing
messages. Do not use this method for auditing messages regularly. For that purpose, use the Audit
process step or the Audit functionality on the Service Routing Table settings.

Viewing Captured Wiretap information
The information captured using the Wiretap feature is stored into Elastic Search Indexes named

DeploymentGroup_Application_Machine_Instance_tracepointmessagewrapper_mmddyyyy

You can use a tool such as Elastic Search Head to query these indexes, as shown in the screens below.
Elastic Search Head is a Google Chrome extension that you can download and point to your Elastic

Search Server.

{8 elasticsearch-head X+

C W ElasticSearch Head

Elasticsearch  ntoiiocaiosts200/

Overview | Indices || Browser | Structured Query [+]
Browser

AllIndices v
Inpices
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Elastic Search Headigure33- Viewing captured messages using Elastic Search Head.
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Client-Side OAuth Providers

Previously, securing access to Neuron Client Connectors relied on the options offered by WCF, such as
Basic, NTLM, Windows, Digest, and Certificate based authentication. Modern REST services use new
standards called Open ID connect and OAuth for access control and authorization. These standards are
crossplatform and crosspplicationstandardsproviding great interoperability in both Intranet and

Extranet environments.

Now the Neuron ESB client connectors with REST binding have an option to secure them with an OAuth
provider. The OAuth providers can be any of the popular identity providers such as Azure, Amazon,
Google, Okta, Thinktecture identity server, etc.

When a Client Connector is secured with OAuth, every caller needs to obtain a token from the Identity
Provider and include that in the Authorization Header in the format Bearer <token>. The Neuron ESB
runtime validates this token and makes the token as well as Application Id and Consumer Id available in
the message context as custom HTTP headers. These properties can then be used in Neuron ESB
Business Process to make decisions based on them.

If you are using Peregrine Connect Management Suite, theibufleregrine Connect OAuth Provider

can be used. If using this provider, the only thing that needs to be configured in the Neuron ESB Explorer
solution is the OAuth Provider property on the Client Connector tab. This property should be set to

Gt SNBANRYS /2yySOiGé¢ | a akKz2gy o0St260 P FOGSNI GKEF G2
Peregrine Connect Management Suite. The details for that setup can be found in the APl management
section of Peregrine Connect Management Suite.1.1
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displayed here.

The following sections detail how an external OAuth provider other than Peregrine Connect can be
provisioned.

Adding or Editing an External OAuth Provider

An external client mode OAuth Provider must be added before it can be used to secure a Client
Connector. This can be done by navigating to the Security section of the Neuron ESB Explorer and then
selecting the OAuth Providers menu under the Authentication section. The screen below displays the
fields and options for a selected client mode OAuth provider. NOTE: service mode OAuth Providers has
been available since version 3.6 of Neuron ESB. The documentation for service mode OAuth providers

can be found here:

https://www.peregrineconnect.com/article/introducin@auth-support/

In the screen below, start with changing the radio button for Provider mode to client and then select the
provider from the dropdown box as shown. There are three options for Azure, AWS, and Thinktecture
Identity Server respectively.
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Azure and AWS are special because they add some tweaks to the OAuth implementation. In case of
Azure there is an additional policy configuration for Business to Consumer websites. In the case of AWS,
there is no provision for Introspection Endpoint. The Thinktecture Identity Server provider is the most
generic implementation, and it works with many other providers such as Okta, Google, etc., including

the on-premise implementation of the opesource Thinktecture Identity Server.
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Neuron ESB ExploreFigure35- The configuration properties for the client mode Thinktecture Identity Server OAuth Provider
are displayed in the rigitand side grid.

A name, description, and category can be assigned to the external OAuth provider like all other Neuron
ESB artifacts. The remainder of the configuration properties for the providers can be found in the grid
below.

Field Name Description Applies To

Issuer URL This is the URL that will identify  All providers
your unigue provider in Azure,
AWS or any other Generic cloud
base identity server provider and
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API| Resource Name

JSON Web Keyset

Policy

App Id

App Secret

Introspection URL

Use JSON Web Key
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the Identity Server Host in case of

On-premise server.

This is the uniqgue name assigned All providers

to one or more client connectors

group that you are secure with the

same scheme. Also known as
application name.

Set of public keys to be used for
decryptingencrypted messagdsy

the OAuth server with their private

key. This value can be generally
downloaded from the welknown
endpoint of the Issuer URL. Whe
g2dz Ot A01 X GKS
field value, you can open the
dialog box to copy this value from
Example screen shot is shown
below.

In the case of Azure Active
Directory B2C this is an additiona
setting to identify your
subscription.

App Id and App Secret are used t
validate token using the
Introspection method. Consult
Identity Server documentation for
details.

This is the URL used by Neuron
Runtime to validate the token that
is presented in the Authorization
Header.

When set to true, Neuron Runtime
will not validate using
Introspection URL but rather use
the JSON Web key to validate

All providers

Only Azure

Only Thinktecture Identity
Server

Only Thinktecture Identity
Server

Only Thinktecture Identity
Server

Only Thinktecture Identity
Server



token. Works in scenarios where
bSdzZNBY NXzyGAYS
Internet Access.

Edit OAuth Config *

File  Edit

Discovery URL (from Issuer URL) |h‘ftps:L-"Ingin.microsnf'tonline.comeE'.-‘751c3—ﬂc5d49ﬂ5—84fﬂ-9?c6&3a5b9d1fv2.ﬂf’.well-knowm"openid-corrfigl|

Jwiks URL (from Discovery URL) |hﬁps:Mogin.microsof'tonline.comfﬁ%ﬁmc3—ﬂc5d49ﬂ5—84f8—9?c58365b9d1fdiscover:.'fv2.ﬂ:‘ke'_.'s |

Enter the public Key as JWEKS value downloaded from discovery URL
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250cm 9sLndpbmRvd 3MubmVOMBAXDThw MDYwMzAw MD Aw MFoXDTITMD Yw Mz Aw MO Aw MFow LTErMCKGATUEA« MW Kb 3Vud HMuY
WNZXNz ¥ 25udHIvbCE3aW kb 3dz LmSId DCC ASlw DAY Ko Zlhwe NAQEBBOADggEP ADCC AGQoCog EBADR ZX SpuUXP 7zCmt UTPO7VLSTZ
rv+dsCOayartd 8hjM/4dHc K Am T+d BuucA38+v 7SwobGLLQrbI6R

+AM11DkS5b 2dC /dAgF/ufJVuz XBOGw Mw NaV 7+8Ef ZEMMNF,/Had GrvO B 5w 3mk 1PC 2e Xy Tu A XM Y MGvnd Srns ZZXKLPE 7Lrgz PM YtnceVa
sME TAdrCtpdz EzewM3LR 1 Ik Aol SoiQiKxow b Pps UtcJsiC Mikog ¥aH Y Y OFk G HLHIvmh Vek L KJJdn ESRy Yz 13cdG3Vigm Ejs 3k Xaby THANK
Edk 86e BezmCW UhjZz SOKmv ¥+0eoed 215lgIMSoBAS UaWycCAwEAAS MR ME BwHQYDVROOBBYEFFXPOODFhif 3RSEo RjM5Th
+yBECMADGC SqGSIb3DAEBCwW UAAZIBAGBIGEik L Th) Wb SYCUTTKzNhidd ¥ XogP /v BV RSUHIZYTMdnWwy Dt 15jMonm Sy SPrio Ejc
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<2 fOEJp Y AB4 TL awACh liaAd Mt X B BOjb LUthDa 211 ShfLzv M Rb Y K 3+ukbrhm R SlemJ Ee Uls51vPule+ig

+Sspd3aw TPQjt 4 MpfNMS 2Bf Z5FBGYSVGETgNb352c L Ledgbre 39871, issuer™: "https:/ogin microsoftonline com /68 7512 3-0c5d-4505- b

Carcal

Neuron ESB ExploreFigure36- The JSON Web Keyset Dialog. This is launched when editing the JSON Web Keyset property of a
client mode OAuth Provider.

Testing External OAuth Provider
The external OAuth provider can be tested by using the Test button, as shown below.
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Neuron ESB ExploreFigure 37 Client mode OAuth Test Dialddhis is launched when clicking the Test button. An OAuth Token
can be retrieved and validated.

hy GKS aDSG ¢21Syé¢ GFrox I OftASyd ARZ Of ASyld aSONEB
so that a token can be issued and returned using the first part of the above screen and clicking the Test
button. Once the token is returned, it will be visible in the Token property window shown below
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“H Test Client OAuth Provider %

1} yalidate Token

Provider Name: | AzureQAuthProvider1 Provider Type: |Azure Active Directory /ADFS
Test Get Token Functionality
Client Id: |EID 16f6-6f83-4252-8015-145 EZEaEb83| BAtSEqer |

Token Endpaint: |'1ngin.miausn&online.mmfﬁa?ﬁlc}ﬂﬁd—%n 5—34F8—9?c68335b9d1!nauﬂ’12}u2.U,.ftoken|

Token:

“token_type™: "Bearer”,
“expires_in" 3599,
“ext_expires_in" 3599,
"access_token™
"eyI0eXAIDIIKV 1QILC IhbGHDiISUzI INiIsImtp ZCI6Im SPhzMaRHIPRFhFS2FgS 1doWHMsSF IS 1hFZy19.ey

ThAW A AL AT Frabdin 7 Fin = TO WY TTHOIN Al SN A RTINS Tre 2085000 TndHD el T 7800

Mote: This method tests the dient credentials grant flow. If you use Cancel
other flows such as Hybrid or Implicit, configure a service OAuth = =
provider and use that for testing get token functionality.

Neuron ESB ExploreFigure 38Client mode OAuth Test Dialddhis is launched when clicking the Test button. An OAuth Token
can be retrieved and validated. The Get Token Tab is where the Token is retrieved to when clicking the Test button.
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‘fa Test Client QAuth Provider ot

Get Token |

Encoded Token:

ey 10eXAIDITKV 1QILCIhbGCOiISUZI INlsImtpZ CI6Im 5PbzNaRHIPRFHFSzFaS 1doWHNSSFIfS 1hFZyJ9.ey
IhdWQIOi IkMDkwMTZmNi0 2ZjgzL TRIYTItODAXNSOXNGY INT IYWVIODMILC Jpc3MiOi JodHRwezovL 2xvZ 2l
ulm 1pY 3Jvc29mdGIubGIuZS 5ib 20WNig 3ZjUxY zMEMGM 1ZC000TA 1L TgDZigtOTdiNjgz¥ TViIOWQxL 3YyLiAi
LCIpYXQIOIE 2MT e 3MjUOM]ISIm SiZIL6MTY xNzcyNTQyMiwiZXhwIjoxMNiE 3Nz SMzIyLCIhaWaioi IFMipniLV
AS 1 aY A= IR 7rM 3 rhldy il EROYFOPSTeTmFAAT TA T I T Avidmy 2 TZmitiNiMHEYhMinaranFE 11 TEN

Decoded Token:

Mtyp™: "W, "alg™: "R5256, kid™: "nDo 3Z0rODXEK LjKWhXsHR_KXEg™}. faud™: "d090 16f5-6fa3- A
4ea2-8015-14f552eaebd 3", ss™: "hitps: /login. microsoftonline. com /68 75 1c3-0c5d-420 5-8418-
97ch83a5h9d 12,07, At 1617725422, nbf™ 1617725422, "exp™: 16 17729322, "ain™ "E2ZaYEKXViw
sPfk3v +nGo2LXQycAQ==", "azp"; "d030 16f6-6f33-4ea2-8015-

14f552eaeb83", "azpacr™: "1, "oid": "68b2cb 13-948e-4deb-b 20 1-

c03a3954ab498",rh™: 0. ARsAw 1IF_aFOMBLIME-

IfizgeW s0fWENCDbEIDgEUUIVLgE4MbAAA. ", "sub™; "68b 2ch 13-948e-4deb-b 20 1- W
Mote: This method tests the dient credentials grant flow. If you use Cancel
other flows such as Hybrid or Implicit, configure a service QAuth = =

provider and use that for testing get token functionality.

Neuron ESB ExploreFigure 39 Client mode OAuth Test Dialddhis is launched when clicking the Test button. An OAuth Token

can be retrieved and validated. The Validate Token Tab is where the Token can be decoded.

Using OAuth Provider with Client Connector

Once a client mode OAuth Provider has been configured it can be assigned to a Client Connector.
I F @AYy I w9{¢ O0AYRAY3IA GAGK { SOdzNR (i &-comdttinSdusea S

an OAuth provider with a Client Connector.

Assigning OAuth Provider

The following screen displays the Client Connector portion of the Service Endpoint Screen to select the
OAuth providerThe OAuth provider box will show all the configured OAuth providers andibuilt

g2

Peregrine Connect OAuth Provider. Do not select the Peregrine Connect OAuth provider if the Peregrine

Connect Management Suite is not being used.

Select the OAuth provider, apply and save the Service Endpoint.

135| Page



:’é MNeuron ESE Explorer - DEFAULT
File View Tools

E .av @ Rurning ~ a_ Bl | Configure Server | Category Filter ~

Help

‘fou are working offline. C:\SourceMain_MergeOAuth\installers\Samples\Configurations\NeuronSolutionForQAuthSample

= = Tasks

Look For: Find

<5 Import a Service
=~ ] New '_jCDpy @Delete [%] Hide Detail
[l # Connection Methods

| Name | Category Zone Binding | Client Address Service Address

& Adapter Registration

http:/flocalhost:8092/0AuthSecuredProcessLogin

- R | B ClientConnectorHybridFlow | General Enterprise | REST
g Service Bindings -
Lﬁ} Service Behaviors 3 @ ClientConnectorOAuth General Enterprise  REST http:{flocalhost:8089/0AuthSecuredProcess

3 »..g ClientConnectorOAuthAzure  General Enterprise ~ REST http:/flocalhost:8091/0AuthSecuredProcess

Endpoints

g Service Endpoints

4@ Adapter Endpaints
’f‘gﬁ Workflow Endpeints
Zng Service Routing Tables
Policies

<7 Service Policies

&5 Adapter Policies

Description

Edit Processes

Viewing Service ClientCannectorHybridFlow IEl

. Apply () Cancel | Bindings Metadata
General Binding Security Client Connector  Service Connector  Proxy Settings
f,«P Messaging Enable

Service Configuration Service Attributes

g Repository URL:

‘ Connections

|htq:u:mncalhnst:EDQZ}OAuﬂ'vSecurEdPrncessLngin | Enable SOAP Headers [ | Enable CORS

[ Enable HTTF Headers [] Enable Service Rate

S

@ Security
‘;v Processes Processing Mode AzureOAuthProvider 1 d

OAuth Provider: Peregrine Connect w

Service Throtties

30f3

g Deployment
selected.

Gamww Al # A B C D E F 66 H I 17 K L M N O P Q@ R 8§ T U VvV W X Y Z

Modified _.:

Neuron ESB ExploreFigure40- Client mode OAuth Provider being selected for a Client Connector.

Removing or changing OAuth Provider

To remove the OAuth provider associated with the Client Connector, change theldwopbox to no

selection select another OAuth provider. Remember if the OAuth provider is changed, the consumers of

Client Connectors will have to change the way they obtain their tokens.

Using Tokens in Business Process

Neuron ESB runtime places three new headers in the HTTP Headers of the ESBMessage that is passed on

into the business process. They digken, Consumer]Jénd OAuthAppld.

Read Token contents

The structure of the token may vary slightly based on the provider. Test your implementation to get the

exact structure. The following shows a typical OAuth token.

{
"nbf": 1617456481,

"exp": 1648560481,
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"iss": "http://hzinzuwadia04:8080/authsvc",
"aud": "Portal",
"client_id": "clientforesbservices",
"jti": "C18704D59E3C6D4F2E9A0346B9ADC12A",
"lat": 1617456481,
"scope™: [
"Portal"

]
}

Implement Logic based on Scopes

The values of the token contents, Consumer Id, and App Id can then be used in Business Process steps to
check their contents and make decisions based on the Token Contents, Consumer Id, ofApp Id.

addition, the Tokeoontains scopes and audiencéhese properties can be checked to restrict certain

steps of the Business Process or filter the results based on some security rule

Client OAuth Samples

To make ClierSide OAuth easier to understand, Neuron ESB Ships with a new sample demonstrates the
ability to use ClienBide OAuth Providers. The sample is comprehensive in that it walks the user through
configuration and setup as well as accessing the Token information within a BuBinesssThe

sample can be accessed through the Sample Browser of the Neuron ESB Explorer. Its documentation can
be found here:

https://www.peregrineconnect.com/documentatiob/securingclient-connectorswith-oauth-sample/

Business Process Scheduling

An exciting new feature that ships with the Neuron ESB 3.7.5 in conjunction wietiegrine Connect
Management Suite 1.5 the Job Scheduler. TReregrine Management Suif@bScheduleuses the
Quartz job scheduling framewo(kttps://www.quartz-scheduler.net/documentatiory/that lets
organizationscheduleNeuron ESBusiness Processtsbe executed later, either just once or
periodically. In thelobScheduleruserscan add new jobs, triggers, remove old onasdcreate
complex schedules for executing any job. Examples arga&sys that run daily, every other Friday at
7:30 p.m, or only on the last day of every month or year. When dbbScheduler is stopped due to an
unexpected event, it will storthe jobs inthe Neuron ESB databaskey will also survivdobScheduler
and runtimerestarts and maintain their state. When tBebScheduler is restarted, it will run all the jobs
it should have run while it offline.
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The Jolscheduleincludes several features, including

Support for Custom Jobs

Scheduling any Business Process
Reporting History

Calendars

Triggers

CRON expressions

9 Passing Messages and custom data to Jobs

=A =4 =4 4 -4 =4

While the Peregrine Connect Management Suite is used to configure Business Processes to run as
scheduled Jobs, the actual runtime for the Scheduler is shipped with Neuron ESB 3.7.5 in the form of a
ALISOALIf X RSRAOIFIGSR bSdaNBPY 9YyRLIRAYG | 2 &dnnoghe YSR at S
deleted, but it can be disabled.

Both Neuron ESB 3.7.5 and the Peregrine Connect Management Suite are required to use the new Job
Scheduler functionality.

& Meuron ESB Explorer - DEFAULT - m] X
Eile  Miew TJools Help
E '-ﬁ' @ Rumning ~ @ - Configure Server | Category Filter ~

You are working offiine. C:\Source\Main_MergeOAuthinstallers\samples\Configurations\NeuronSolutionForOAuthSample

Deployment g‘;‘ Endpoint Hosts

[ ® Settings EI—_|New &Dalete =

@ Zones [

= # Environments

Name Category  Description
Meuron ESB Default Host  General MNeuron ESB Default Host for Endpoints

8 Depl tG
{3 ployment Graups | 3 Peregrine Scheduler Peregrine Scheduler

{S Endpoint Hosts

4 Environment Variables
= # Manage

| Databases

[T Msmq

[T Rabbitvg

g Servers

@ Apply @ Cancel  _

General Deployment Settings
[,(P Messaging
Repositor )
g — Name: Peregring Scheduler
P
w Connections Description: Peregrine Scheduler
@ Security
y‘( Processes Category: General v

Run As: v

-
l.;.‘.,._ Deployment

® -

Modified :

138| Page



Neuron ESB ExploreFigure41- Endpoint Host screen displaying the Peregrine Scheduler. This is the runtime host for the Job
Scheduler. All Jobs configured using the Peregrine Connect Management Suite are executed within this Host.

It is often a requirement of integration that data sources be queried for updated information regularly.
This can be for many reasons, and most developers can think of at least three right off the top of their
head.

Neuron ESB ships with a number of adapters and allows for the development of custom adapters. When

used in conjunction with their polling and availability functionality, can easily accomplish this task.

However, what happens when you wish to have the same polling on a schedule functionality for web
servicesWhat about when you need to have an adapter stop polling on specific days such as holidays

FYR R2y Qi gl yil (2 &kKdziThiRigwhgre theki@chedrlechiieSind ptay y dzl £ £ & K
and provides you the flexibility and functionality to address these scenarios.

The Job Scheduler allows any Business Process within a Neuron ESB solution can be scheduled as a Job.
Scheduled Business Processes are not limited in functionality in any way, nor do they need to be
appended with a Cancel Process Step. That means that adapter and service endpoints can be called
within them. Even messages can be published to Topics and later processed by Workflows.

“ Meuron ESE Explorer - DEFAULT - O X
Eile  View Tools Help
| | %%~ | @ Running - |g] B | Confioure Server | Category Fiter v
You are working offine. D:WNeuron{Testing\3. SMain\DemoSolution3
Processes Order Process™ X v X
FIE=I Q@ PpPBEGX 2 Zoom - & import & Export B Print [ Save [] Copy
=
AAAHowdyDoody - o - =
rder Process’
Audit Process 0Cess Steps
Audit Receive (= ) Error Handling
Aucit Xpath Fragment 5 exception
AuditFailureREcord £ & Rethrow
ic Samples e .
OutboundSmtpFilel — [=R=1) F_‘HW Contral
ParallelTest (D Break
ihileWithBrezk @ Cancel
Ervironmentyariabl & Decision
Call AD Direct Exc Service
& Cal Ad Service by User _ — £} Execute Process
<+ Call AD SubPracess 2 For
4} Call Payment Processor = ForEach
4} Call Payments Directly =
i Parallel
4% Call Provider Services 01 perat
o1 Cal Salesforce @ Retry
45 ClientContextPublishTa’ P spiit
<5 Coding Samples Rt © Timeout
Add Xml Doc Sampk Tramsaction
Samples o
1%} Order Process @ . while
Order &
DirectTo Service Loop through all Orders B JSON v
Dynamic Sub Proce: (el = con
e procesr -
EmitEmvVars v Misc
GEtT’::’D E“’”’E‘" areact Referenced Assel
f;vtq S”m F;””t Name Order Process™
ample
Message Work Sam Description . )
Retrisve Service frc E— Category Collectionintegration
Set dynamic URL
& Test_TraceDebug
45 Collection Integration alida
: In_Account_Audit o=
i {8} In_Aceount_Router
H P ST 4
[ ? Messaging
-
W Connections P
@ =
m’ Processes &
g Deployment Type Step Text e
The name of the process
G Activity

139| Page



Neuron ESB ExploreFigure42- Sample Business Process. There are no limitations to what a user can configure within a
Business Process for it to run as a scheduled job.

The Job Scheduler also injects custom properties and messages that can be defined at the Job level.
Once defined in the Job Scheduler, they can be accessed and modified at the Business Process level.

Information modified during the Business Process execution is accessible to subsequent executio
the same Business Process job.

C2NJ AyaildlyoO0Sz (G4KS O2RS ayALlISi o0Stz2¢ aKz2ga
from the Job Scheduler and used within a Business Process C# Process Step.

/IParse the value returned by web service

dynamic currencyObj = JObject.Parse(context.Data.Text);

Decimal AUDRate = System.Convert.ToDecimal(currencyObj.rates.AUD.Value);
Decimal USDRate = System.Convert.ToDecimal(currencyObj.rates.USD.Value);
Decimal GBPRate = System.Convert.ToDecimal(currencyObj.rates.GBP.Value);
Decimal CADRate = System.Convert.ToDecimal(currencyObj.rates.CAD.Value);
string  connString;

/IGet the connection string from Job Data Map of Scheduler.

Context.Instance.Scheduler.Properties. TryGetValue( "ConnectionString" , out
connsString);

if (string .ISNullOrEmpty(connString))
throw new ApplicationException ( "Connection String Job Property is required

to save currency data” );

/IMake the database call to save the data.

using (var conn= new SglConnection(connString))
/l@"Server=. \ SQLEXPRESS;Integrated Security=true;Database=JobSchedulingDemo;"))

{

var cmd = new SglCommand("insert into dbo.CurrencyRates (timestamp, Base,
Date, USD, AUD, CAD, GBP) values (@timestamp, @Base, @Date, @USD, @AUD, @CAD,
@GBP)", conn);
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cmd.Parameters.AddWithValue( "@timestamp" , DateTime.Now);
cmd.Parameters.AddWithValue( "@base", "EUR");
cmd.Parameters.AddWithValue( "@Date" , DateTime.Now);

cmd.Parameters.Add(  "@USD'; System.Data.SqlDbType.Decimal).Value = USDRate;
cmd.Parameters.Add( "@AUD",System.Data.SqlDbType.Decimal).Value = AUDRate;
cmd.Parameters.Add( "@CAD',System.Data.SqlDbType.Decimal).Value = CADRate;

cmd.Parameters.Add( "@GBP', System.Data.SqlDbType.Decimal).Value = GBPRate;

conn.Open();

cmd.ExecuteNonQuery();

conn.Close();

}

Additionally, the properties of the last job run can be accessed and modified within a Business Process,
as shown below in the C# editor.
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Neuron ESB ExploreFigure43- The C# Code Editor within a Business Process. This uses IntelliSense to display the Scheduler
properties that are accessible within a Business Protlsse properties can be accessed at runtime and modified so that their
new values are available to the Business Process on subsequent executions.

There are many reasons why users may want to modify the Job Properties or add a Job Property from a
scheduled Business Process. For example, in the previous code snippet the Last AUD rate could be
added as a custom property by adding it to contBetaScheduler.Properties as shown below.

context. Data .Scheduler.Properties| "AUDRate"] =2.45;

Taking this approach, the last AUD Rate would always be available to the Business Process anytime it
was executed.

The Jolscheduler is a powerful piece of technology shipping with Neuron ESB 3.7.5 and the Peregrine
Connect Management Suite. To learn more about the Job Scheduler, please revRRgrdélyeine
Connect Management Suite Job Scheduler documentainohthe samples we ship.

Rabbit MQ Quorum Queues

Neuron Topics using RabbitMQ as the transport now includes support for the Quorum queue type. The
Quorum queue type offers increased data safety and equal or better throughput for the underlying
G2LIA0OQa 1jdzSdzSa 6KSy O2YLI NBR gA0GK OflaaA0z RdzNI of

Quorum queues aramplemented by RabbitMQ using durable, replicated FIFO queue based on the
Raft consensus algorithmore information on Raft can be read hehgtps://raft.github.io/). They are
desirable when data safety is a top priority and should be used as the default option where replicated
gueues are desired.
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More information about RabbitMQ and their Quorum Queue implementation can be found here:
https://www.rabbitmqg.com/quorumqueues.html

Requirements
1. A RabbitMQ server(s) with minimum version 3.8.0
2. A RabbitMQ cluster with at least 3 RabbitMQ nodes
3. ANeuronESBnstallationwith minimum versior8.7.5.327

Setting up the Neuron Solution

The following screenshot shows a new property for RabbitMQ Topics in the Networking tab called

G v dz2 NYzY Bydgéttitr$his préperty to true Neuron will attempt to create the underlying

02 LI @OazSa dzigueyed e i8S wE 6 0A &S0 [ RB Az 8z 8lHzY ¢ o1 & 2 LILJ2

{f Neuron ESB Explorer - DEFAULT - O X
File View Tools Help
= ?ﬁ' @ Stopped - a Bl Configure Server | Category Filter ~

You are working offiine. C:\Users'scott. taketani\Documents\QuorumQueues

A GetStarted
= » Publish and Subscribe |[|[/New [ | Copy 3 Delete |[) Hide Detail
@ Topics | Mame | Cateqory | Zone Transport Type Description
& publishers General Enterprise | RabbitMQ
a Subscribers 3 [3 Topic2 General Enterprise  RabbitMQ
? Conditions
- Apply Cancel Viewing Topic Topicl
General Networking Auditing Security Dependendes
: v_General
Transport: RabhitMQ bl | Quorum Queues False ~
Publish Throtting: | None ~| [0 ~  Publish
Delivery Mode MonPersistent
Compression: Never & Transaction Type None
Time To Live 1440
Must be Routable False
~ Receive
Prefetch Size 51
Multi Threaded False
Repository Vv Security
PN S5L Enabled False
i@ﬁ Connections
Quorum Queues
If true, Quorum Queues will be used. If this property is changed, itis highly recommended to check
Security that the queues for this topic are empty before applying and saving the solution. Changing and
saving this property while Neuron is running requires a restart of the topic’s RabbitMQ Publishing
q\y} Processes service before connectivity is restored.
5 Deployment
2of 2 selected.
S Activity Al # A B € D E F G H I ] K L M N O P Q R § T U Vv W X ¥ z

Neuron ESB ExploreFigure44-¢ KS y S g2 NJ] LINRBLISNIASa 2F (GKS wl oo0A
vdzSdz§aé¢ OFy oS aSa G2 GNMHzS 2N FLfaSeo 5SFldzZ G Aa Tl

After enabling the Quorum Queues propertiyK S LINB LISNI A S& davdz2 NUzY LYyAGAL €
willbe shownl YR G KS LINRLISNI& a¢AYS GOvlll bg hiddedioéd ¢dxyYRSS Ni 20 K[SA @ ¢
is not supported as afow for Quorum type queues):
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_\y.v Processes service before connectivity is restored,
g Deployment
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New Quorum Queue Properties

Property Name Description

Quorum CKAa aSdididAaAy3a RSOISNN¥YAYSa ATF vdz2 NHzY v dzf
Queues RabbitMQ queuesThis does not affect the type of queue used for the Dead Letter
Exchangelfl v dz2 NHzY v dzSdzS A& RS&EANBR F2NJI i
Exchangell KS aSGiAy3 a! aSvdz2 NdipdnddzS dzSC2 Nb S
the appSettings.confifjle should be set to true.

Quorum Initial [The number of nodes thawill participate in the Quorum anthe number of nodes that
Size the queueswill be replicated tdnitially

Delivery Limit |[Used for poison message handlirithis is the number dattemptsthat will be
performedto redelivera message if the first attempt to deliver fail§his is implemente
as a Queue Poli®y (G KS bSdzNRYy ¢2LIAOQ& dzy RSNI @
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If the Quorum Queues property is changed, applied, and saved in a running Neuron Stiatidauron
¢C2LIA0OQa wlooAlav tdzof AAKAY 3 aSNIDACRdpMidadedaltho S NBa bt
page, or by restarting the entire ESB Servidtherwise, any Neuron Parties subscribed to the topic

will remain disconnectednd anyParties attempting to connect to the topic will not succeekhy

messages published during this time will fail and be audited to the Failed Meskztgbase table.

After changing queue types, restarting the Publishing service will cause the existing queues to be
deleted and recreated with the desired type if there are no messages still in the géi¢here are
messages ithe queue, the queues will not be deleted, ati topic will fail to reconfigureTherefore

it is highly recommended to drain the queue before saving the Neuron Solution if the queue type has
changed A ®Sd> G KS dav dz2 NUWitchet¥)S dzSa¢ LINBLISNI & g1 &

After performing the restart of the Publishir®grvice, any Neuron Parties that welisconnected
should nowautomaticallyreconnect.

Delivery Limit

The Delivery Limihechanism is used for poison message handling in place of Time Ta hise.

property is implemented in RabbitMQ as a Queue PdlidyK S LJ2f A O& LINRPLISNI& Aa Ol
f A Yakdistof type Number)The creation and deletion dfis policy is handled automatically by

NeuronandOl y Qi 6S dzaSR FT2NJ /fl &daA0 GeéeLIS |jdzSdzSao

The format of theONB | § SR Lisasifdiew©a y I YS
NEURON.<Neuron Instance Name>.<Topic Name>_DeliveryLimitPolicy

CKS LRtAOEQA RSTAYAIXAWADY{ €XNR VIR @paOdnKvdicht RSt A 35S
determines which queues to apply it ts)of the format:

NEURON.<Neuron Instance Name>.<Topic Name>_
There will be a policy created for every Quorum Quige Neuron Topic.

Other Properties

All other properties should behave the sam&when using classic type queu€dease see the
following article for more informatiomn RabbitMQ Topics in
Neuron:https://www.peregrineconnect.com/article/rabbing-topics/

Dead Letter Exchange

¢KS bSdNRY Ly&aidlydSoa 58FR [ SGGSNI 9E&QueryfidS T2 NJ wl
Queue. This is not controlled by a Neuron Solution setting but rather an entry in

the appSettings.confijle foundintheb SdzNBy Ly aidl yOSQad RANBOG2NE ORSTL
a AProgram FiledNeudesitNeuronESBYS 9 C! | [ ¢ € 0 ®

145| Page


https://www.peregrineconnect.com/article/rabbit-mq-topics/

UseQuorumQueueForDeadLetters

This property determines if a Quorum Queue will be used for the Dead Letter Exchamigjes the
LINR LISNIi & Ay | Nemwlor& grdpértees; switcRingxh{d €eiting has no effect

until the ESBServids restartedsince the Dead Letter Exchange is per Neuron Instance.

However, like the Topic level propertie Queue will beautomatically managed upon
starting/restartingthe Neuron Instance.

DeadLetterQuoruminitialSize
Similar to the Topic level property, this setting determinesnbenber of nodes that will participate in
the Quorum and the number of nodes the queue will be replicated too initially.

Other Considerations

The number of RabbitMQ nodes in the RabbitMQ cluster should be an odd numitisris
becauseQuorums need to have a majority veork properly for the voting mechanisnlthough this
number can be even, if it,ithenthe Quorum mechanism may not work properly if a majority cannot be
established.

Also, the guidance from RabbitMQ states teatennodes should be the upper limit for the Quorum
sizeand abovdive nodes cause performance to droplease see the Performance Characteristics
section found herehttps://www.rabbitmg.com/quorumqueues.html#performance

Additional Changes

Adapters

NEWC( Salesforce AdapterDurable Messaging with the Streaming ARhe Streaming API feature has
been updated to support durable messaging. A new property has been added to the Salesforce adapter
SYRLERAY(l 6AGK GKS yIYS Ga5dzNyo6tS aSaalr3aiay3aé | yR
adapter will save the replay ID from the most recently received event from each subscribed channel. If
the Neuron ESB service or the Salesforce.com adapter endpoint is restarted, the adapter will request
any events that were created after the last received replay ID (for each channel the adapter subscribes
to). Salesforce will only save events for either 24 or 72 hours, depending on the event type. For more
information regarding message durability with the Streaming API, see
https://developer.salesforce.com/docs/atlas.en
us.api_streaming.meta/api_streaming/using_streaming_api_durability.Mrhen the Durable

Messaging property is set to false, the adapter endpoint will only receive new events created from each
time the adapter endpoint starts.

NEW- Salesforce adapterAdded support for versions 49 & 50 of the SOAP and REST APIs.
NEW- NetSuite Adapter Added Support for version 2021.1

MOD¢ Microsoft Dynamics CRM Plugjisupport for version 4 of Microsoft Dynamics CRM has been
removed.
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MOD¢ Microsoft Dynamics CRM Subscription Adajgt&upport for version 4 of Microsoft Dynamics
CRM has been removed.

MODc¢ Microsoft SharePoint ServeVersion 2010 and lower have been removed.

MOD¢ Microsoft Dynamics CRM Adapters/Pluginsll have been upgraded to use latest Microsoft
Dynamics 365 SDK libraries.

NEW¢ HubSpot Adapteg Support for HubSpot has been added.
NEWCc¢ Box Adapter; Support for Box.com has been added.

NEW(c DropBox Adapteg Support for DropBox has been added.
NEW(g Alpha Trust Adapter Support for Alpha Trust has been added.

Configuration
NEWC¢ Import/Export Command Line switched he following command line switches have been added
to support the import/export of Data Maps and Service Route Tables:

Service Route Tablesr or-serviceroute
Data Maps:datamap

Samples

NEW- Using Service Routing Table3ervice Routing tables provide a very low latency way of
implementing basic Neuron ESB scenarios of mocking, mapping, and routing services without the
overhead of @usinesdrocess. This sample demonstrates using Service Routing Tables in a variety of
use cases.

https://www.peregrineconnect.com/documentaticb/servicerouting-tablessample/

NEW- Business Process to Workflew he business process to workflow sample will show you how to
receive information inside of a business process, in order to return an immediate response to a client,
while passing the processing of long running tasks over off to a workflow

https://www.peregrineconnect.com/documentatiob/businessprocessto-workflow-sample/

NEW- Peregrine MEustomJob Scheduling The Peregrine Connect Management Suite Scheduler can
schedule any job within an enterprise or even outside Neuron ESB. Using the Custom Job function, you
can implement your solution with Visual Studio or any .NET language. The custom job defined when
using the Peregrine Connect Management Suite can be configured, triggered, and monitored. This
sample illustrates a how to implement the custom job functionality. In addition, it will demonstrate how
to check log folders for specific log files containing keywords and emails. This sample can be used as a
guide for any other functionality you choose to implement.

https://www.peregrineconnect.com/documentaticib/schedulercustontjob-sample/
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NEWCc Peregrine MS Job Scheduling using Business Protleederegrine Connect Management Suite
Scheduler sample will show you how to setup ebScheduler and rurBusiness Process jobgsted in
Neuron ESB 3.7.5

https://www.peregrineconnect.com/documentatiokb/scheduledjobs-sample/

NEW- Securing Client Connectors with OAuirhis sample will show you how to setup a Client

Connector secured with OAuth. The easiest way to setup a Client Connector with OAuth is with the help

of Peregrine Connect Management Suite (PeregrineMS). You may also setup OAuth using an external
LINE BARSNJ 8dzOK +Fa !2{3 !'TdNBxX D223ftS 2N lye 20KSNJ
Identity Server 4. In this sample, both PeregrineMS and Azure AD providers are illustrated. This sample

shows you how to get a token and use it to call a Client Connector that is secured with OAuth.

https://www.peregrineconnect.com/documentatiob/securingclient-connectorswith-oauth-sample/

Services
MODc¢ Service Point Manager propertied-or all Service Endpoints called by Neuron, the following
Service Point Manager Properties are set differently from their defaults:

UseNagleAlgorithm false
Expect100Continue false
EnableDnsRoundRobirtrae
ReusePort true

=A =4 =4 =

More about these properties can be found hehgtps://docs.microsoft.com/en
us/dotnet/api/system.net.servicepointmanager?view=netframewari8

Neuron 3.7.0.851

Workflow

FIXg¢ Workflow Serialization Exceptiorf a workflow contained a Service Connector activity and the
ThrowExceptionOnFault property was enabled, if a service returned a fault and the thrown
ESBEXxception was not handled with a TryCatch activity, it would cause the workflow to abort with a
SerializationException due to a nearializable member in the ESBException rather than aborting due to
the ESBEXxception.

Services

FIX- Client Connectorg An issue when trying to use a WSDL with a schema with <import> directives to
schemas stored in the Neuron ESB repository. Previously the referenced schemas would not be ignored,
resulting in problems when trying to import the WSDL in applications like Visual Studio or SoapUI. Now,

when you have a WSDL that references schemas stored in the Neuron ESB repository, you need to
OKIy3S GKS aO0KSYI[ 20l GA2y | GGNRodzGS G2 dzaS GKS aS
repository. For example, if your WSDL contains a schema that looks like this:
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<wsdl:types>

<xsd:schema targetNamespace=" http://tempuri.org/Imports ">

<xsd:import schemalLocation="
namespace="http://tempuri.org/ ">

https://localhost:8080/test?xsd=xsd0

<xsd:import schemalLocation=" https://localhost:8080/test?xsd=xsd1

namespace="http://schemas.microsoft.com/2003/10/Serialization/

n />

<xsd:import schemalocation="

https://localhost:8080/test?xsd=xsd2

namespace=" http://schemas.datacontract.org/2004/07/MyDataTypes

n />

</xsd:schema>

</wsdl:types>

You would change it to this:

<wsdl:types>

<xsd:schema targetNamespace="

http://tempuri.org/Imports

S

<xsd:import schemal.ocation= esb:tempuri

/>

<xsd:import schemal.ocation= esb:serialization

" namespace="

http://tempuri.org/

namespace="http://schemas.microsoft.com/2003/10/Serialization/ ">
<xsd:import schemalLocation=" esb:mydatatypes
namespace="http://schemas.datacontract.org/2004/07/MyDataTypes ">

</xsd:schema>

</wsdl:types>

Where tempura, serialization and mydatatypes are the names of the schemas in the repository.

When an application like Visual Studio or SoapUl try to import the schema, Neuron will automatically
convert the schemalocation attribute values to valid URLs that can be used by the application. To the

FLILJX AOFGA2ys (GKS F02@8S aOKSYl gAatt €221 tA1S GKS
https://localhost:8080/test?xsd=xsd0

You can also make similar changes inside the referenced schemas. For example, if the ESB schema
YIEYSR YeRIGFGeLISa KFA Ay AYLRNI RANBOGAGS (2 | yz2
AOKSYI[20FGA2Yy GONROGdzGS (2 dzaS GKS 4SaoYé LINBTA
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Neuron ESB Explorer
FIX¢ Workflow with Switch Activity generates an error at design tipiehe following exception would
popup if a Workflow Definition had a "Switch<T>" activity:

Microsoft.CSharp.RuntimeBinder.RuntimeBinderException: 'object' does not contain a definition
for 'Count’

FIX¢ MSMQ Memory Leak When querying message counts within the MSMQ management screen in
the Neuron ESB Explorer, a memory would occur if the user continually queried for messages when
processing many MSMQ messages. This could cause MSMQ to report the following error and
subsequently Kill all client channels:

Exception: An error occurred while sending to the queue: There are insufficient resources to
perform this operation.-{072824281, 0xc00e0027).Ensure that MSMQ is installed and running.
If you are sending to a local queue, ensure the queue exists with the required access mode and
authorization.

Business Processes

FIX¢ Memory Leak when running ForEach Loop with Large number of regditus follow exception

could occur when running a large number of records through a foreach loop. This was due to internal
tracking limitations that have been removed:

System.OutOfMemoryException: Exception of type 'System.OutOfMemoryException' was
thrown.

at System.Text.StringBuilder.ToString()

at Neuron.Esb.ESBMessageHeader.AddExecutionSegment(String name)

at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines

Added "Turn Off Tracking" property to while, foreach, for and splitee defaulvalue is true. If true,

the executionof the process steps within these control flow structures will not be tracked using the
AddExecutionSegment() of tliESB MessagAdditionally, the route tracking feature is limited to 250KB
LISNJ bSdzZNPy 9{. aSaal3aS>z NB3IFINRfSaa AT ac¢dz2Ny h¥¥F

FIX¢ Custom Process Steps throw Serialization Exception when referenced reqotety
PipelineStepDataContractResolver did not resolve types for custom process steps when run remotely.

FIXg Custom Process Steps Null Exception at DesignTfiGestom Pipeline steps are present in the
Pipelines folder in the instance's directory, Neuron Explorer could popup an exception when a process
was opened or a new process was created. The exception would be regarding a Composition Container
and an object being null which made it impossible to open or create a process. This was due to a sorting
function that orders the process steps in the process designer's toolbox.

Messaging
FIX¢ Rabbit MQ Topic causes infinite message redelividrgn ESBMessage contained items in the
ESBMessage.Header.RequestHeadersToPreserve property and the ESBMessage contained the same
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items in the CustomProperties collection, and the ESBMessage was used to create a reply exception
ESBMessage (e.g. a service connector tries to return the reply for an endpoint that does not exist), the
following exception could occur :

Exception has been thrown by the target of an invocatien.System.ArgumentException: An

item with the same key has already been added.

at System.ThrowHelper. ThrowArgumentException(ExceptionResource resource)

at System.Collections.Generic.Dictionary 2.Insert(TKey key, TValue value, Boolean add)

at Neuron.Esb.Internal.MessageConditionContext..ctor(ESBMessage message)

at Neuron.Esb.Internal.ConditionHelper.EvaluateMessageCondition(ESBMessage message,
Condition condition)

at Neuron.Esb.Administration.ESBTopic.TopicMatch(String publisherTopic, Subscription[]
subscriptions, ESBConfiguration config, ESBTopicContext topicContext, ESBMessage message,
Boolean forReceive, Boolean forSend)

at Neuron.Esbh.Party.SendMessage(ESBMessage message, Boolean duplicateMessage)

at Neuron.Esb.Party.SendMessage(ESBMessage message)

at NeuronEsb.Server.Runner.ESBServiceConnector.<Receive>b__ 17(ESBMessage X)

at NeuronEsb.Server.Runner.ESBServiceConnector.process(MessageEventArgs e, Action™1 reply)
at NeuronEsb.Server.Runner.ESBServiceConnector.Receive(Object sender, MessageEventArgs e)

FIX¢ Rabbit MQMulti-Threaded Receive Corrupts Messagfea topic is RabbitMQ and the Multi
Threaded property is set to true, messages could become corrupt when received by subs€hibers.
RabbitMQ Topic has been modified to implement one channel per consumer for receiving messages
based on the number of threads in the RabbitMQ topic's networking properties.

FIX¢ Rabbit MQ password fails if multiple servers ugdtimultiple Rabbit MQ servers are defined in
deployment group and each has a different password, when an endpoint attempts to connect to a Topic,
it may fail with a credential failure as the first entered password would be used for all servers when
attempting a connection.

MOD¢ Rabbit MQ Topics Fail withandshake Continuation Timeogtf a solution has a large number

2F wlkhooAl av ¢2LIAO0A FYR LINIGASEAT | | FyRaklF{1S /2yl
machine could not process the Rabbit MQ Connections fast enough. To alleviate this, the client side
Handshake Continuation Timeout has been extended from 10 to 30 seconds. However, users should also
modify the Rabbit MQ Server configuration to match. Specifically, its recommended that the following

Rabbit MQ server configuration entries be modified with the values below:

handshake_timeoushould be increased to 30 seconds
More information can be found ahttps://www.rabbitmg.com/networking.html

OAuth Providers
NEW( Active Directory ProviderAdded support to the Active Directory OAuth Provider to use a

certificate for authenticating the token requestor.
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Neuron ESB Runtime

MOD¢ Neuron Endpoint Host fails to start if machine name cannot be resolved to local machine
Adding error logging so that if no entries listed in the Machines tab of the Deployment Group can be
associated to the current machine trying to start Neuron, an error will be lodg@yediouslyif this
situation occurred, nothing was logged even though the endpoint hosts could not start.

FIX¢ Log Entries may be written to the incorrect log fjl&@here was an issue where the Eventinfo
header on some warnings and errors could be incorrect. The incorrect header would be for a different
endpoint than the one the event log entry originated from.

MOD¢ Neuron Endpoint Host lack of stack trad&hen stopping afEndpoint HostNeuronjust logged
the error message and not stackhis wagproblematic if wegot a file load assembly error on stop.
Previously, the only error information logged would be this

Can't perform operation Stop Operation on Endpoint Host WMS BR05 Endpoint Host, because
The located assembly's manifest definition does not match the assembly reference. (Exception
from HRESULT: 0x80131040)

FIX¢ Neuron Endpoint Hosts receiving incorrect operations requeStsnetimes requests and replies
sent and received by the HttpClient used to communicate with the Endpoint Hosts couletigetted
to the wrong client and Endpoint Host

NEWC Auto Tuning Threadpool for Endpoint HosThis can be used to reduce long startup times of
solutions, especially if RabbitMQ topics are used.

On startup of theendpoint Hosprocess, if "StartupAutoTuneThreadpools" is true in the
appSettings.config, Neuron ESB will try to monitor a system.threading.timer callback for completion
time of the callback. If the completion time is off by no less than .25 seconds of its expected completion
time (clock speed and core count is used to calculate the timespan that must be exceeded to cause a
threadpool tune, but won't be shorter than .25 seconds), then the Threadpool minimum worker thread
settings is increased by roughly the value contained in the appSettings.config key
"NumThreadsToAddPerTune".

This value in the appSettings.config is an approximate number because it will be multiplied by an
amount equal to "(1 + <seconds that the callback execution missed by> + <cpu cores>+ <processor
speed>) / 10". This allows for more threads to be added if the time that the callback execution missed
by is larger or if the cpu is quite robust.

The default value for "NumThreadsToAddPerTune" is set to 300. This value can be decreased if it is
found that the threadpool tuning is adding too many threads or increased if it is found that the number
of threads being added is still not enough. The recommended amount to change this-ip@sbut can

be changed by smaller amounts if desired.
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The Endpoint Host logs will contain final thread tuning counts for each endpoint host at the end of the
Neuron startup. These can be used as rough estimates for calculating and setting the .NET threadpool
overrides in the Neuron ESB server's configuration.

By default, the threadpool minimum worker thread value is set to the number of cores of the cpu. This
is usually not sufficient for a Neuron ESB Solution that utilizes RabbitMQ for topics (if the number of
RabbitMQ topics + number of any party/client instances planning to connect to the RabbitMQ topics
exceeds the core count, then the threadpool minimum worker threads value should be increased).

An alternative method to the auto tune feature to estimate the min worker threads setting needed for
solutions running RabbitMQ topics is to use the RabbitMQ web management interface. Start the
Neuron ESB service with the desired solution (thread pool auto tuning can be enabled if the solution
takes too long to start), then go to the RabbitMQ web management interface and note how many
channels are being used by the instance of Neuron ESB (this step is easiest if no other applications are
using RabbitMQ). This number is roughly the desired minimum worker threads setting. The number
might seem high depending on the number of RabbitMQ topics but is a good estimation to use since the
threadpool might become exhausted for a given Endpoint Host process during RabbitMQ server
failures/outages.

Message Auditing

FIX¢ Sporadic Object Reference Exception occurs when Auditing Messtgeing the Audit Process

Step in a Business Process with Maximum instances set to 1, the following exception could occur. The
exception is not predictable or easily replicated and would rarely occur with or without significant load:

System.NullReferenceException: Object reference not set to an instance of an object. at
Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.MessageAudit.AuditReceive(String subld,
ESBMessage message, Boolean asynchronous, Boolean includeBody, Boolean includeProps) at
Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.CallAuditService(MessageAudit auditProxy,
Boolean singlelnstance, PipelineContext’1 state, ESBMessage messageToAudit, ESBClientContext
clientContext, Object currentException, String failureType, String failureDetail) at
Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.OnExecute(PipelineContext’1 state)

Adapters

FIX¢ FTP/SFTP/FTPS/ODBC/MQSeries/File AdaptieasThreadAbortException occurred during the
Publish mode of the adapters, the exception may not trigger the disconnect and offline events of the
endpoint. In that case, the Neuron ESB runtime would still believe the endpoint was alive even though
the polling thread had failed. If the endpoint was configured for single instance mode, this failure would
prevent the endpoint from starting on the next machine as the current machine would still believe its
alive.

MOD¢ MSMQ Adaptec If an error occurred while publishing an incoming message to a Topic when in
publish mode and the transaction property was set to false, the original MSMQ message would not be
preserved. This behavior has been changed so that the message is now audited to the Neuron ESB Failed
Message database.
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MODc Active Directory Adapter Added support for SSL

MOD¢ Dynamics CRM XRM Adaptddpdated to the latest Dynamics 365 SDK
MOD¢ Dynamics CRM Subscription Adaptdrhis has been removed

MOD¢ Dynamics CRM 4 Plugijhis has been removed

Database
NEW¢ New SQL Database Updat&QL database script 0043 _UpdateTo3_7.sgl. This script creates the
default "Network Service" login and user for the database.

Neuron 3.7.0.820

Topics

FIX¢ MSMQ Topic throws Null Reference Exception when MSMQ service is unavalfahie MSMQ

Service was shut down, or the MSMQ Server became unavailable, the following error message would be
generated when Neuron would try to reconnect:

Exception occurred when creating the message channel. System.NullReferenceException: Object
reference not set to an instance of an object.
at Neuron.Esb.Channels.Msmg.MsmqgChannel.GetNetMsmgQueueAddress

Because of this, if the MSMQ server came back on line, Neuron would still fail to reconnect, forcing the
user to restart the ESB Service. This has been corrected.

FIX¢ Rabbit MQ- Party.Connect() was not returning Topic errqid/hen using the Party API, the

Connect() function would return a collection of errors if there was an issue connecting to the Topic.

However, if the Topic was Rabbit MQ, the errors collection would not get populated. If the user was not
capturing the OnLine() event or had logging enabled for the Client API, the user would not know if the
Connect() function succeeded or failed. If the user attempted to Send a message, they would get a
ISYSNRO G¢2LIAO Aad y2i [/ 2yySOGSRé SNNRBNWY LT GKS t
messages, the client application would never receive any messages successfully published to the Topic

since they were never connected. This behavior has been corrected and now any connection errors will

populate the Errors collection returned by Connect(). This only occurred when using Rabbit MQ Topics.

Neuron ESB Explorer

FIX¢ Republishing to Rabbit MQ Topic would &lif a user attempted to republish a message to a

Rabbit MQ Topic from either the Message History or Failed Message report, it would fail with a generic
Ge2LAO y2i O02yySOGSR: SEOSLIIA2Y® C¢KAA 61 & 0SOF dzas
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<dependentAssembly>
<assemblyldentity name="System.Runtime.CompilerServices.Unsafe" publicKkeyToken="b03f5f7f11d50a3a"
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culture="neutral" />
<bindingRedirect oldVersion="0.0.0.05.0.0.0" newVersion="5.0.0.0" />
</dependentAssembly>

Additionally, the generic error message has been replaced with the correct underlying error message.

FIX¢ Solution Modified message when Solution is closkd user opened a solution in Neuron
Explorer, then closed the solution using the File menu option, then modified the solution outside
Neuron Explorer, a change was still detected for that solution even though it was closed. This would
cause a popup to displayed stating the solution has been changed and if the solution should be
reloaded.

Neuron Runtime

MOD- Added SQL Error Code 596 to list of codes we should retry the SQL connedgitfiiNenron
previously received the following error message, it would not attempt to retry the connection to
recover:

Cannot continue the execution because the session is in the kill state

FIXc¢ Environment Variable is not sgfThis issue could occur if there are a large number of endpoints
being hosted in a given endpoint host. The error that would occur states that an environment variable
has not been set and would happen if bindings were being used to set properties on any type of
endpoint that supports bindings (if the binding was using an environment variable). The issue usually
would occur during startup of the endpoint host when all hosted endpoints were being started up.

Adapters
MODc¢ Xceed Libraries Version Updatéll Exceed libraries have been updated from version 6.8 to 6.9.
This affects all the FTP/SFTP/FTPS Adapters

MOD¢ SFTP Adapter and Public Key Algoritirike following Public Key Algorithms have been added
to the SFTP Adapter:

aesl28gcm
aes256gcm
aesl28gcm@openssh.com
aes256gcm@openssh.com

=A =4 =4 =

Neuron 3.7.0.811

Workflow

FIX¢ C# Editor throws exceptionif a user tried to open a C# class code editor in workflow (i.e. right
click on the activity and select "edit code"), they could run into an error that states that assembly
loading has failed and that the enumeration may not execute since the collection was modified.

FIXc VB.NET/C# Code Editor Displays incorrect line nungdexorrect line numbers would be
displayed if a design time error occurred.
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FIX¢ VB.NET Workflow Activity errqrThe VB.NET Workflow Activity would through a compile error
anytime when the editor was opened at design time.

FIX- Transform¢ XSLBndValidatec Schemd QG A @A (& FlrAfa G2 f2FRIfFR20dzYSy
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get exceptions when the Activities are invokdebr the Transforng XSLT step the exception was
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one of the imported or included types has not been declared.

Business Processes
FIXc VB.NET/C# Code Editor Displays incorrect line nungderrect line numbers would be
displayed if a design time error occurred.

FIX- JSON Schema Validation st&fyhen an exception was thrown in the "Valid" branch, execution
would jump to the "Invalid" branch. This was due to the step catching all exceptions and not just the
invalid schema exception.

FIX- Transform¢ XSLBndValidate¢Schemaf A f & (2 f 2F R R2 OdzYlBugeiisa 6A (K &
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exceptions when the process steps are invokEdr the Transforng XSLT step the exception was
G{eaisSyo.- Yt . &4t [ 2| R9 E @Sdhkniastghéhe eéxyeptiorfnd i stat&tBatoné £ A R
of the imported or included types has not been declared.
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connection string could be used in the case that there is more than one ODBC process step running in

the same Windows process AND one of the ODBC process steps is being called with a dynamic

connection string (i.e. the connection string is passed in on the ESBMessage custom property
"odbc.ConnectionString"). This would cause an exception to be thrown with the message "The
ConnectionString property has not been initialized". The exception would appear to be thrown randomly

from any ODBC step that did not use dynamic connection strings that ran in the same Windows process

as the ODBC step that did use dynamic connection strings.

Neuron Runtime

AX¢ Endpoint Host stuck in Starting Statdé an Endpoint Host started from a failover, and it contained
a workflow endpoint, thenf a user restarted the workflow endpoint from Endpoint Health in Neuron
Explorer, the Endpoint Hosrould get stuck in the "Starting" state even though it is running.

Neuron ESB Explorer

FIX¢ Neuron ESB Explorer crashes when using C# code edithen editing within a C# code editor
within a Business Process, the Neuron ESB Explorer could run into a condition causing an unhandled
exception to occur and crash the Neuron ESB Explorer. The exception that could occur is:
System.InvalidOperationException: Collection was modified; enumeration operation may not execute.
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Installation
FIXc Readme.HTMLReadme.html had documented incorrect redirect directives for RabbitiiSo
incorrect Xceed assembly versiarsd the 0042 SQL script reference was missing.

FIX¢ Patching would cause Rabbit MQ Topics tocfstiihen running the existing Patch to update an
existing instance of Neuron ESB to the latest version, the System.Runtime.CompilerServices.Unsafe.dll
file was not getting installed correctly. This would cause all endpoints and test clients to fail to connect
to RabbitMQ Topics.

Neuron 3.7.0.793

Workflow

FIX- Multiple Workflow Instances started for each messatfea workflow host started to experience
exceptions of type "InstancePersistenceException" (which includes "InstanceOwnerException" and
"InstancePersistenceCommandException") and the workflow endpoint was restarted (e.g. from Neuron
Explorer's endpoint health page or upon changing the Neuron configuration), the Workflow Subscriber
would not get cleaned up.

This could lead to messages being received by multiple instances of the subscriber, which could cause
multiple workflow instances to be kicked off for each message received.

An "InstancePersistenceException" is usually caused by outages in SQL Server connectivity that persist
for longer than 10 minutes when using the default transient fault handling settings (in versions older
than 3.6.0.1282, it could occur at around 5 minutes).

Document Repository

FIXCG¢KS /2y FAAdz2NI GA2y | RRNB&a Aa YA aaAfazdserrieds NN2 NJ &
to obtain an Xslt using GetXslt() from the ESBConfiguration object in a C# workflow activity, an error

would occur stating "The Configuration Address is missing.". This happened only at runtime and would

cause the workflow to abort.

Neuron 3.7.0.785

Environment Variables

FIXc Environment Variable values with Unicode characters not saved corgttiye values entered

for an Environment Variable contained specific Unicode characters, they would not be persisted
O2NNBOlGfed t NBOA2dzaf &2 (IBOB8S®IS dzRR HMJ S ¢ O2 RE 18 2 NB NXK 8 N.
This has been modified to only use Unicode encoding. For instance, if a user entered the following value,

41 S a i 6 OOncs thd saldtioh had been saved and reopened, the value would be presented as this:
GiSaiaoal ORs 1 0¢
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Business Processes

FIX¢ Binding Change does not enable Apply Environmental Variable Bindings were added or edited

on a Process Step, the activity would not enable the Apply Button. The user would have to change some
other property in the property grid before the Apply button would be enabled. This has been fixed.

Neuron Test Client

FIX¢ Connecting to Rabbit MQ Topics would Edfla user attempted to use a Party that connected to a
Rabbit MQ based Topic. The Topic would show up in the Test Client as offline and the following error
would be generated.

There was a Broker Unreachable error connecting to the RabbitMQ channel for topic "Topicl":
None of the specified endpoints were reachable
RabbitMQ.Client.Exceptions.BrokerUnreachableException: None of the specified endpoints were
reachable---> System.lO.IOException: connection.start was never received, likely due to a
network timeout

at RabbitMQ.Client.Framing.Impl.Connection.StartAndTune()

at RabbitMQ.Client.Framing.Impl.Connection.Open(Boolean insist)

at RabbitMQ.Client.Framing.Impl.AutorecoveringConnection.Init(IFrameHandler th)

at RabbitMQ.Client.ConnectionFactory.CreateConnection(IEndpointResolver endpointResolver,
String clientProvidedName)

--- End of inner exception stack trace

at RabbitMQ.Client.ConnectionFactory.CreateConnection(IEndpointResolver endpointResolver,
String clientProvidedName)

at Neuron.Esb.Channels.Amgp.AmgpChannel.CreateConnection()

¢CKA& gl & RdzS (2 +y AYO2NNBOG NBRANBOG Ay GKS ¢Said
Runtime

FIX¢ Log Cleanug At runtime, Neuron ESB will delete log files and log folders that exceed the Log
Retention threshold defined in the Configure Server section of the Neuron ESB Explorer. By default, this
is 10 days. However, Neuron ESB was first deleting the directories and then iterating through and
deleting older individual log files that remained. This could result in newer log files be deleted because
the original log folder, though created beyond the threshold, was still the current log folder because
Neuron ESB had not been restarted. Neuron ESB creates a hew Log Folder using a Timestamp only on
startups. The logic has been changed to first delete older individual log files in all existing Log
directories. After which all older Log directories which exceed the threshold would be deleted provided
that they did not contain existing log files.

MOD¢ NewtonSoft JSON libragyupdated from 12.0.2 to 12.0.3

MOD¢ EasyNetQ Management Libragypdated to 1.3.0
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Workflow

FIX¢ Unable to update referenced assembly in designer if assembly is updkitaavorkflow code
activity referenced an assembly, then the assembly was updated, users were unable to update the
reference using the workflow designer. An exception in Neuron Explorer would occur when trying to
manage the assembly references.

Now if the referenced assembly cannot be found or loaded, Neuron Explorer will attempt to find any
version of the assembly in the instance's folder and any subfolders. If found, the user will have the
option to use that assembly and update all references in any code activities. Note that although if the
references are updated, if the assembly is located in a subfolder in the instance directory, the probe
path must still be set in the app's config (e.g. EsbService.exe.config) for any code activity that reference
that assembly.

If no version of the assembly can be found, the user will have the option to remove all references to the
assembly in any code activities.

NOTE: This functionality is only available if the assemblies are referenced at the workflow level.

FIX¢ Endpoint Host at 100% CPU Utilization on failure of SQL Séinaer endpoint host was hosting a

workflow endpoint and the SQL Server was not available for over 5 minutes, the endpoint host could

start consuming a lot of CPU and Memory. Additionally, for all Endpoint Hosts that workflows are
FaaA3dySR (2 GKS at22f. t201Ay3It SNA2Ré F2N GKS /2y
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transient errors that is maintained within the Neuron ESB runtime. The SQL error codes that will cause

the SQL Connection to retry using the transient fault handling mechanism are:

40501, 10928, 10929, 10053, 10054, 10060, 10061, 40197, 40540, 40613, 40143, 1225, 1205,
233, 64-2, 20, 53, 983;1, 3906

Lastly, the default transientFaultHandling Incremental strategy has been changed to retry for a
minimum of 10 minutes with a 15 max retry count (16 if firstFastRetry is true) and 5 second initial
interval and retry increment (600 seconds at minimum).

FIXc Throw with Message Workflow Activityrhe arguments were not marked as required so it could
cause a null exception if no "Message" argument was supplied. This would occur when a workflow
aborted due to the activity which caused the workflow command to not be removed from the database.
This would cause the workflow to start a new instance after a while since the command would be
considered "timed out" and set to be reprocessed.

Neuron Configuration
FIXc Import of *.ESB filesverwrites existing Endpoint Hostirst issue, if all the adapters were not
included in the *.esb file imported, the import file would add them, prompting the user to overwrite
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existing ones. This also occurred for the default Neuron ESB Endpoint Host and Peregrine Scheduler
host. This has been corrected so that no other entities are added to imported *.esb configuration.

Adapters
MODc¢ The Password property is now visible when Private Key is selected.

FIX¢ Metadata Generation for SAP and Dynamics CRM/XRM AdagdieResponse Xml samples were
not being generated, and 2) If the response Xml sample was generated, it was identical to the request
Xml sample.

FIX¢ NetSuite Adapter Metadata GeneratigrThe following issues only affect version 2020 _1 and
newer:

9 Search operations were not correctly generated

1 Generated samples did not validate against the generated schemas

1 Modified naming convention of the generated schemas to include the NetSuite version used to
generate them

NEWC NetSuite Adapter and 2020_1 SuppqiBupport has been added for the NetSuite 2020_1
release.

NEWC NetSuite Adapter and 2020 _2 SuppqiSupport has been added for the NetSuite 2020_2
release User credentials are not support starting with this release. Customers that want to use this
version or later will need to use Tokéased Authentication as their security model

Licensing
NEW-Offline Licensing Support at Runtim& his is now available for Subscription based customers.

Neuron 3.7.0.764

Licensing

FIX¢ Updated License Key Faijlf a user received a new activation code, deactivating the old one
within the Neuron ESB Explorer and then activating the new code, the Neuron ESB Explorer would
reflect all the correct changes. However, when the ESB Service would start, it would still read and
record the original Activation Code.

Runtime
MODc¢ Timersg Removed unnecessary stopping of timers within heartbeat interval routines. This could
have had a negative impact on performance.

MODc Parties would stop reconnecting to management service after 10 miriResviously, all

connected parties would call the central Management Service hosted by ESB Service every 10 to 15
seconds to update its client statistics as well as check for configuration changes. If for whatever reason,
the connection to the management service failed, the Party would attempt to continuously reconnect

for up to 10 minutes, logging warnings on each attempt. This has been modified so that the Party will no

160| Page



long stop attempting to reconnect after 10 minutes. However, after 10 minutes, the Party will only log a
warning every 15 minutes thereafter, until it successfully reconnects.

MODc¢ Timersg Changed the timer in the TCP channel and Rabbit Channel to use
System.Threading.Timer.

Test Client
FIX¢ Recording duplicate Event Log entrggEhis would occur due to an extra Logger element in the
¢Sad /tASyGaqQ o02y¥FA3 FAfSo

FIX¢ Null Exception after ESB Service goes doVfithe Test Client was Connected to the ESB Service
and the ESB service went down for longer than 10 minutes, once it came back up, a null exception would
be thrown if an attempt was made to send a message from the Test Client.

Messaging

MODc¢ TCP Clients would stop reconnecting after 20 mingtBseviously, if a Party was connected to a
TCP Topic and that Topic went offline or down, the Party would attempt to continuously reconnect for
up to 20 minutes, logging warnings every few seconds. This has been modified so that the Party will no
long stop attempting to reconnect after 20 minutes. However, after 10 minutes, the Party will only log a
warning every 15 minutes thereafter, until it successfully reconnects.

FIX- Rabbit MQTopics/ Endpoints not recoveringf Rabbit MQ was offline when Neuron ESB was
started up, theTopicswould be marked aBailedin endpoint health However, any dependent Adapter,
Service or Workflow Endpointgould appeargreen andStartedin endpoint health even though they

had failed to start due to their inability to communicate with the Rabbit MQ TdfdRabbit MQwas

later started up, thelTopicsdid not automatically recoveaind return to a Started statél'his was the

same for anyParty, Adapter Endpoint, Service Endpoint or Workflow Endagisbciated with thd opic
i.e. They did not auto reconnect to the Rabbit MQ Topince thaunderlyingTopicwould never have
been connected t@n the original startuponce Rabbit was started, the endpoints would not attempt to
reconnect.Additionally, if someone attempted to send a messagehe Topi¢c Neuronwould think the
clientwas connected when it was not...hence they would receive a null exception.

FIXg Null Exception returned on Send when Disconnectéda user attempted to send a message to
Topic via a Party when the Topic was offline, a null exception would be returned. Now the user will get a
message indicating that the Party is not currently connected to the Topic.

Services

FIX- Null Exception returned when sending a request to Client Connedtaruser attempted to send a
message to the URL hosted by a client Connector when its configured Topic was offline, a null exception
would be returned, including the entire stack trace. Now the user will get a message indicating that the
Party is not currently connected to the Topic without the stack trace.

Monitoring
FIX¢ Endpoint Health not recording some Workflow Errgi§there were errors and warnings
generated at startup, they may not have been reflected in Endpoint Health.
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FIX¢ Workflow Endpoints would not reflect issues if dependent Topic went offliiche dependent
Topic for a Workflow Endpoint went offline, or the workflow failed to connect to it on startup, the
Workflow would not register any errors or warnings in Endpoint Health and would be displayed as
Started and Green.

Neuron 3.7.0.757

Services
FIX¢ HTTP Status Code 42¥ a service endpoint returned a 422, it would cause the following the
error:

'Enum value '422' is invalid for type 'System.Net.HttpStatusCode' and cannot be serialized.
We now intercept that and report it as a 400 HTTP Status code

FIX¢ HttpBasic Security ModelThis is now supported with REST endpoints when using a Username
credential. Previously, we were not creating the necessary HTTP Authentication Header for it.

Workflow

FIX¢ Starting aborted workflow would fail on failover sengwWhen using the Neuron Explorer, if a
workflow was running on a server and it aborted, then an attempt was made to start it on a failover
server, it would not work. Now we send the restart command to whichever server the workflow
endpoint is currently running on (only in the case of primilover setup for the endpoint host that
the workflow endpoint is assigned to).

Adapters
FIX¢ Sales Force AdapteSalesforce adapter was not honoring Send Timeout property. Would default
to 2 seconds instead.

FIXc¢ ODBC Adapter Metadata Generatiowwhen clicking the Execute button on the wizard page
"Choose the Operations", the user would receive the error "The SQL statement failed to execute", with
the exception details stating "Object reference not set to an instance of an object".

MODc¢ Sales Force AdapteAdded MaxReceivedMessageSize property for outbound messagesgnode
Previously, Salesforce could sending messages that could being rejected by the Salesforce Adapter
because they were larger than the default value.

MODc NetSuite Adapter, The adapter has been updated to use tHRIACSHA2560r all Token Based
Authentication. Previously, thdMAGSHAL algorithmvas used.

Runtime

FIXc Environment Variable to control Enable/Disabléan environment variable was used to control
the enable/disable flag of an endpoint and, that endpoint was hosted within an endpoint host, the
following error would occur:

162| Page



The <adapter name> failed to start. Error occurred attempting to set the 'Enabled' property
using the '{$NameOfEnvironmentVariable} Environment Variable. The environment variable
NameOfEnvironmentVariable has not been set

FIX¢ Endpoint Host Control Port not updating Configuratgovent though the endpoint host process

would get the updated port in the appSettings.config, the ESB Service would not since a refresh was not
called on the config. This could cause an error to be logged when stopping/starting from the Peregrine
Connect Management Suite.

Neuron 3.7.0.747

Workflow
FIXg¢ Workflow Performance CountersThere were 2 performance counters that were not being

properly disposed of.

FIXc Receive Message not receiving correlated message on-firhe Receive Message activity would
not receive the correlated message until the timeout period elapsed that is set in the "Timeout"
property. This occurs if the Workflow was unloaded while waiting for the message.

FIX¢ Endless loop of Workflow Endpoint during Change ev@&hie workflow endpoint could endlessly
loop upon changing the running workflow definition and then saving the configuration as the updated
configuration was not being properly retrieved for the workflow's party.

FIX¢ Missing Logging InformatioriThe party used by a workflow endpoint would not log anything.

FIX¢ Previously saved 3.6 Workflows not starting in-3/¥hen a configuration was saved in 3.6, then a
user upgraded to 3.7 or later, arifcthere were workflows started in 3.6, when the workflows resumed
in 3.7, they would not resume and would go into the "error processing" state.

Services
FIX¢ WebHttp Binding for Service ConnectarSupport has been enabled for using WebHttp binding in
scenarios where the REST binding may fail.

MODc¢ Environment Variables and Service Polici&svironment Variables can now be used to
determine the Service Policy to execute for a Service Endpoint on startup.

Adapters
MODc¢ Environment Variables and Adapter Poligigsnvironment Variables can now be used to
determine the Adapter Policy to execute for an Adapter Endpoint on startup.

Samples
FIX¢ Sample Update for 3.7 ConfigurationSome samples had previously not been updated for 3.7.
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Neuron 3.7.0.743

Services

FIX¢ Incorrect Service Policy may be executdéia user has more than one Service Policy defined in the
solution and Service Endpoints are bound to the different policies, an incorrect policy may be executed
at runtime.

Business Processes
FIX¢ Transform XSLT Process Step honoring xsl:output Encoding attribhiestep has been modified
to honor the Encoding attribute of the XSL:Output element of the XSLT document.

FIXc Parallel Process Step throws Exceptiamder uncertain conditions, the parallel step may throw a
System.NullReferenceExceptiafter all the steps within all the branches had been executed
successfully. This was due to a thread race condition.

Adapters

FIX¢ NetSuite Adapter, Fixed error that would occur when generating metadata for the search
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applied to metadata generation for adapter endpoint that utility NetSuite release 2018.2 and newer.

FIX- NetSuite Adaptet, Added support for setting Search Preferences in NetSuite Adapter endpoints
that will be used when calling search operations on NetSuite objects. The Search Preferences that can
be set are:

1 Page Sizethe number of records to return per page

1 Body Fields Onlywhen set to true, only body fields of the object being searched are returned.
When set to false, sulist values are also returned.

1 Return Search ColumgsThis property is only relevant when you are using an advanced search
to execute a saved search. When set to true, only the columns defined in the saved search are
returned (unless overridden by the advanced search query, which then only those columns are
returned). When set to false, the return columns are ignored and the entire record is returned.

Neuron 3.7.0.735

Adapters

MOD¢ FTP/FTPS/SFTP Supports non routable IP Adde¥desn opening a passive FTP data
connection, the FTP server communicates an IP address and port to connect to, in response to client's
the PASMommand. However some of FTP servers returnmoutable IP addresses, i.e. instead of their
public IP they return the private/internal IP of the serv€he adapters have been modified to now

identify the following address ranges as private fiontable addresses:

1 10.0.0.0 through 10.255.255.255
I 172.16.0.0 through 172.31.255.255
1 192.168.0.0 through 192.168.255.255
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and for IPV6, any address with the prefix 'fd'.

When these are encountered in a response from PASV, the adapters will now ignore these addresses
and use the server's IP address instead *IF* the server's address is not itself a private address as well.

Neuron Database
MOD¢ Neuron ESB Database CreatioNeuron ESB will no longer set the size of the database file or log
file at creation time.

Neuron ESB Runtime

MOD¢ Document Repository causes Memory growtNeuron ESB no longer will front load documents
located in the Repository at startup. Instead, WSDL, SWAGGER, XSLT and XSD documents will be loaded
on demand and cached. For users that need to retrieve these documents in custowitlidethe

Business Process designer or Workflow designer, the following method signatures have been added.
Examples follow below.

for business processes:

context.Data.Text = context.Configuration.GetWsldDocument(docName).Xml;
context.Data.Text = context.Configuration.GetSwaggerDocument(docName).Xml;
context.Data.Text = context.Configuration.GetXslt(docName).Xml;
context.Data.Text = context.Configuration.GetXsd(docName).Xml;

=A =4 =4 =

for workflow:

message.Text = configuration.GetWsldDocument(docName).Xml;
message.Text = configuration.GetSwaggerDocument(docName).Xml;
message.Text = configuration.GetXslt(docName).Xml;

1 message.Text = configuration.GetXsd(docName).Xml;

= =4 =4

MODc Logging Version of Operating Systeffihe method in how this is done has been modified. The
method used the OSVersion off of the System.Environment object which would not reflect the current
version of the OS if the machine had been updated.

Neuron 3.7.0.725

Topics
MOD¢ Rabbit MQ Upgraded to Client version 6.2 .The Rabbit MQ Client used by Neuron ESB has
been upgraded from 6.1 to 6.2.1.

Adapters
MOD¢ ODBC Adapter Added support for populating the internal datatable using ExecuteReader rather
GKFy GKS aidlyRINR FAff O2YYFIYyR® ! ySg LINRPLISNI& KU
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access a resultset where multiple resultsets are returned. In this scenario, using the Fill command could
return an empty resultset.

Services

FIX¢ Dynamically setting the URL of REST endpoint using OAUI4#hg the Addressing.To property to
dynamically change the URL of a service connector at runtime, if the Service Connector also had an
OAUTH provider assigned to it, the user would receive an Authentication exception similar to the one
below.

Neuron.Esb.EsbService.RestPolicyStatusException: The REST Service call returned the HTTP
Status Code '401' that violates the established service policy 'REST Policy’

Business Processes

FIX¢ Debugging Error when using Audit Stdpa user attempted to debug a Neuron business process

in the Neuron ESB Explorer Business Process designer and the process contained an Audit step, the audit
step would fail due to the instance name not being set.

Licensing
MODc¢ Retail and Standard editiorsT he installer licensing software was not recognizing Standard and
Retail license editions

MODc Offline Activation during InstallatiogThe Computer Code can now be entered into the installer
screen during the installation process that the user does not need internet access during installation.
The computer code can be provided by Neuron ESB Product Support.

Endpoint Health

FIXc Ul Controls out of focuslssue: When selecting endpoints/hosts/services in Neuron Explorer's
endpoint health screen, sometimes other objects would appear to be selected automatically,
particularly when new heartbeats came in.

FIX¢ Toolstrip button commands would fail for Endpoint Heltsue: The toolstrip "Restart Service" and
"Stop Service" buttons would fail to work when an endpoint was selected in the Endpoint Hosts part of
Endpoint Health.

Neuron 3.7.0.707

Adapters
FIXc Adapter Policy adding Retriedf an Adapter Policy was set for O retries, at least 1 retry would be
attempted by the runtime. This has been corrected.

MOD¢ MSMQ Adapter, The queue path can now be set dynamically at runtime in a Business Process
o0& aSidAy3QirkeBathd YYASAEIZI S LINP LISNI &8> ARSYGAOFfE G2
functionality
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MOD¢ FTP/FTPS/SFTP Adamtémderlying Xceed libraries have been updated from version 6.5 to
version 6.8. This also applies to the Compression Business Process step.

NEW File Adapter Query Mode A Query Mode property has been added to the File Adapter. This
allows users to create an Adapter Endpoint that can be called via Messaging or directly through a
Business Process which returns one or more files read from the folder and matching either the filename
or file extension specifications configured for the adapter endpoint. The Query mode supports all the
features that users find on Publish mode (when the File Detection property is set to Polling). The
message body returned from the Adapter Endpoint is of t{peiron.Esb.Adapters.FileEhis object will
contain a collection ofleuron.Esb.Adapters.DataFdbjects. Each DataFile class is defined as:

public class DataFile

{
public DateTime CreationTimeUtc { get; set;}
public DateTime LastWriteTimeUtc { get; set;}
public string Encoding{ get; set;}
public string  ArchiveFolder { get; set;}
public Byte[] Bytes { get; set;}
public string Text{ get; set;}
public long Length{ get; set;}
public string Name { get; set;}
public string Path{ get; set;}
public bool ReadOnly{ get; set;}
public bool Binary{ get; set;}
public string Extension{ get; set;}
public string Fullname{ get; set;}
public string Filename{ get; set;}
public bool MetaDataOnly { get; set;}
}

Using a Business Process, The DataFile objects can be iterated through using a For Each process Step.
Below is a graphic demonstrating a simple process that iterates through each DataFile, publishing each
to a Topic.
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Query Files*

/

Uses File Adapter Endpoint configured in "Query”
mode to retrieve a set of files from folder.

var processedFiles = Neuron.Esb.Adapters.Files.Deserialize(context.Data.Bytes);
context.Properties|"ProcessedFiles"] = processedFiles.DataFiles;
context.Properties|"FileCount"] = processedFiles.DataFiles.Count;

The above code returns the "Neuron.Esb.Adapters.Files" object which contains a
collection of DataFiles. Each DataFile in the collection contains the bytes or

text of the original file read from the folder by the File Adapter Endpont. It

also includes all the metadata, like filename, size, etc.

—

Loop through each DataFile object in the collection I.e "ProcessedFiles”

T

var file = (Neuron.Esb.Adapters.DataFile)context.Properties["File"];
context.Data = context.Data.Clone(false);

if(file.Binary)

context.Data.Bytes = file.Bytes;

else
context.Data Text = file.Text;

context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file",
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file”,"
context.Data.SetProperty("file","

ArchiveFolder" file.ArchiveFolder);

CreationTimeUtc" file.CreationTimeUtc ToString());

Encoding" file.Encoding);

"Extension”,file.Extension);

Filename" file.Filename);
Fullname",file.Fuliname);

LastWriteTimeUtc" file.LastWriteTimeUtc ToString());

Length", file.Length.ToString());
MetaDataOnly" file.MetaDataOnlyToString());
Name" file.Name);

Path" file.Path);

New¢ File Adapter reads for a specific file{s)sers could only configure the set of file extensions to

look for when the File Adapter was configured for Publish mode. The adapter would then, either

through polling or monitoring of folder events, read the files which matched the extension specifications
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FolderEvents) would retrieve all files which matched the list of extensions. However, now the Publish
mode and Query mode of the adapter supports retrieving one or more files (separated by a semicolon),

that match specific full names. For Publish mode, this feature is ONLY accessible when the File Detection
property is set to Polling, and the File Retrieval Method is set to FileName.

MODc File Adapter Overwrite on ArchiveAn Overwrite option has been added to the archive feature
of the adapter. Previously, if the file name already existed in the archive folder, attempting to move the
file with the same name would throw an error.

MOD¢ MQSeries Adapter Cipher Spedsdded the following additional cipher specs to the MQSeries
adapter and process step:

1 TLS_RSA_WITH_AES 128 CBC_SHA
1 TLS_RSA_WITH_AES 256 _CBC_SHA
1 TLS_RSA_WITH_AES_128 GCM_SHA256
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TLS_RSA WITH_AES_256_GCM_SHA384
ECDHE_ECDSA_AES_128 CBC_SHA256
ECDHE_ECDSA_AES_256_CBC_SHA384
ECDHE_ECDSA_AES_128 GCM_SHA256
ECDHE_ECDSA_AES_256_GCM_SHA384
ECDHE_RSA_AES_128 CBC_SHA256
ECDHE_RSA_AES_256_CBC_SHA384
ECDHE_RSA_AES_128 GCM_SHA256
ECDHE_RSA_AES_256_GCM_SHA384
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Messaging

FIX¢ Parties Not Renewing Topic Connections with changes of Topic Network Progé&iethe most

part, parties would recycle and renew their Topic Connections if they detected that a change occurred in

the Network Properties. However, this did not happen in all cases. Now we check each individual

LINR LISNIIe (2 aS8SS AF AG Kra oSSy OKFy3aSR FYyR AT az2:
can use the new Network Properties.

NEWCc¢ Rabbit MQ and Multi Threaded ReceiyRabbit MQ Topics provide single threaded

consumption of messages to subscribing Parties out of the box. This behavior also provides ordered

delivery out of the box. Previously, the only way to increase throughput would be to create multiple

instances of the Endpoint or Party. This would in turn create multiple consumers for each underlying

j dzSdzS® ¢KA&A KIR fAYAGA & Al o2ddZ R faz2 0SS ONBIFGA
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value is 5. This will indicate how many threads the Neuron ESB subscriber will use to dispatch messages
received from the underlying consumer. Then can significantly increase subscriber throughput when

using Rabbit MQ based Topics.

Neuron ESB Explorer and Tools

FIXc ImportConfig.exe and Remote Powershell sessigéhen using the invokeommand in

Powershell to execute the ImportConfig command on a remote computer a NativeCommandError would
occur. This has been fixed.

Topics

MOD¢ Rabbit MQ Upgraded to Client version §.The Rabbit MQ Client used by Neuron ESB has been
upgraded from 5.1 to 6.1. This has the impact of adding the following dependencies to any application
hosting the Client API which is using Rabbit MQ based topics:

System.Buffers.dll

System.Memory.dll
System.Numerics.Vectors.dll
System.Runtime.CompilerServices.Unsafe.dll
System.Threading.Channels.dll

=A =4 4 4 =9
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1 System.Threading.Tasks.Extensions.dll

These dependencies are installed with Neuron ESB and can be copied directly from the Neuron ESB
instance folder. Additionallythe following redirect has been added to the ESB Service, Neuron Endpoint
| 283G bSdzNRBY 9{. 9ELI 2NBNI YR bSdNRBYy 9{. ¢Sad /¢tA

<dependentAssembly>
<assemblyldentity name="System.Threading.Tasks.Extensions" publicKeyToken="cc7b13ffcd2ddd51"
culture="neutral" />
<bindingRedirect oldVersion="0.0.04QR.0.1" newVersion="4.2.0.1" />
</dependentAssembly>

Auditing

FIX¢ Resubmitting Binary Messages falDnce a message has been saved in the Audit system, it can be
retrieved and saved to disk or, resubmitted to an endpoint or publisher through the Message Viewer in
either the History or Failed Message reporting feature of the Neuron ESB Explorer. If the message was of
type Binary, as in the case of a message from the POP3 adapter that contains attachments, resubmits
would fail with aSystem.Runtime.Serialization.SerializationExcepgiareption. This has been

corrected.

Runtime

MOD¢ Endpoint Host Communication PayfThe default Endpoint Host communication is 51004. This
could be modified in the appsettings.config file. Previously, on startup if the port was in use an error
would be thrown. Correction would be to manually find a free port, edit the appSettings.config file and
attempt to restart the Endpoint Hosts. This has been modified to be dynamically assigned. Neuron ESB
will attempt to use the default port and, if in use, will scan a range of 1000 ports to find a port that is
available.

MODc¢ Scheduler Remoting PartThe default Scheduler Remoting port is 49155. This could be modified
in the appsettings.config file. Previously, on startup if the port was in use an error would be thrown.
Correction would be to manually find a free port, edit the appSettings.config file and attempt to restart
the Scheduler Host. This has been modified to be dynamically assigned. Neuron ESB will attempt to use
the default port and, if in use, will scan a range of 1000 ports to find a port that is available.

Neuron 3.7.0.671

Health Monitoring

FIX¢ REST API call to ClientConnectors returngg380en a user made a REST API (i.e.
http://{NeuronMachine}:51002/help/index) call to retrieve the list of Client Connectors an HTTP Status
Code of 500 would be returned. The specific API is:

VERB: GET
URL: /neuronesb/api/vl/Configuration/{instance}/ClientConnectors
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NEWc REST API for retrieving Failed and Audited Messpgeew API calls have been added to the

Activity section of the Neuron ESB RESTEARIr{ Hyperlink reference not valigl.that allows users to

return either a single Failed Message or Audited Messages, or a collection of either. A database updated

is required for one of the APIs (i.e. /neuronesb/api/vl/Activity/{instance}/Message/ID/{messageid}
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VERBGET
URL/neuronesb/api/vl/Activity/{instance}/FailedMessage/ID/{messageid}
Returns one or more failed messages that match the provided message id for the given instance.

VERBGET
URL/neuronesb/api/vl/Activity/{instance}/FailedMessage/Sequence/{sequenceid}
Returns one failed message that matches the provided sequence id for the given instance.

VERBGET

URL/neuronesb/api/vl/Activity/{instance}/Message/ID/{messageid}

Returns one or more Audited messages that match the provided message id for the given
instance.

VERBGET
URL/neuronesb/api/vl/Activity/{instance}/Message/Sequence/{sequenceid}
Returns one Audited message that matches the provided sequence id for the given instance.

NEW¢ REST API Logging and Exception Shiejdingging has been implemented. All errors and,

Debug, Verbose and Info statements will now be written toNeironOperationServiefdate}.log file

located in the logs directory of the Discovery Service (default locafibRrogram Files

(x86) NeudesitNeuron ESB ¥®gs. Previously, if an error occurred the entire error and stack would be
returned to the client. Now the client will receive a message (i.e. HTTP ReasonPhrase) as well as an HTTP
status code of either 500, 200, 204, or 404. This has been done for the Configuration and Activity

Sections of the REST API.

FIX¢ REST API Configuration Not reflecting current configura&tibme configuration that the REST API

gla t2FRSR 4G GKS &adI NI dzlJ 2F GKS RAAO20SNE &ASNDA
restarting the instance, the REST API would still reflect the original configuration that was associated

with the instance on the startup of the discovery service.

MODc¢ Locking in Audit and Failed Message Reppitsising the Neuron ESB Explorer to query Audited

or Failed Messages and the existing databasentesyrecords and the query is done at a time of active
NHzy G AYS | dZRAGAY3IZ £201Ay3 SNNBNE O2dzxZ R 200dz2N®» 2 SQ
stored procedures to alleviate this.
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Auditing

FIX¢ Custom SOAP Headers Note Starétlhen a message had custom SOAP headers and the message
was audited, the custom SOAP Headers were not being serialized correctly into the Neuron ESB Audit
database.

Runtime

FIXc Run As for Endpoint Host throws Access Denied ENdinen attempting to run an Endpoint Host
under specific user credentials (other theacalSystefnan access denied error would occur. This has
been fixed. However, if ESB Service is running under something other than LocalSystem, the service
account must be given the following permissions in the Security Policy for Windows (LocalSystem
account should have these already). This is now documented in the Readme.html file.:

Log on as a service

Act as part of the operating system
Adjust memory quotas for a process
Replace a process level token

=A =4 =4 =

Adapters

FIX- Salesforce AdapteWWhen using the SOAP API, the first call to the APl would call login to retrieve a
session ID that would be used on subsequent calls. The session ID would have an expiration time, and
when it expired the adapter would call login again to get a new session ID. The expiration time was
incorrectly being stored as the current time, causing the adapter to believe the session ID had expired
on the next call. The adapter was calling login for every request sent to the SOAP API. This has been
fixed and the expiration time is being appropriately saved based on the session settings that are set in
Salesforce> Setup>Session Settings.

Neuron ESB Explorer
FIXc Environment Variables If a userchoosesto deleteanenvironment variable, then the values of
the next environment value in the list will be emptied out.

Neuron 3.7.0.662

Adapters

FIX- SharePoint AdapterAddressed issue when the error
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Announcements, WSS returned the following error Message: Column 'xxx' does not exist. It may have
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not others (i.e. a test site vs. production site), when using the same column name. This issue has been
addressed by using the internal column name as set by the SharePoint site.

Services
FIX¢ System.Net.Http dll not found erraythe following error would be reported if starting an Endpoint
Host or calling an REST endpoint:

172| Page



System.lO.FileNotFoundException: Could not load file or assembly 'System.Net.Http,
Version=4.2.0.0, Culture=neutral, PublicKkeyToken=b03f5f7f11d50a3a’ or one of its
dependencies. The system cannot find the file specified.System.|O.FileNotFoundException:
Could not load file or assembly 'System.Net.Http, Version=4.0.0.0, Culture=neutral,
PublickeyToken=b03f5f7f11d50a3a’ or one of its dependencies. The system cannot find the file
specified.

Licensing
NEW( Licensing; Support has been added for Retail OEM edition. Previously this was not recognized by
the Neuron ESB Explorer or runtime.

Messaging
FIX¢ MSMQ Topicg Neuron would log the following error even if transactions were set to false. This
should only be logged if transactions are true:

"The channel may have entered a FAULTED state because the Receive Error Handling property
on the MSMQ Topic has been set to Fault. As long as a poison message remains in the queue,
the channel cannot be recreated successfully. Please ensure that the underlying queue
representing the topic is cleared of Poisoned messages."

FIX¢ MSMQ Topic Poison Message Proces3be poison message handleouldbe startedif the
ReceiveErrorHandling property was set to Mewgle transactions weralisabled.

Neuron 3.7.0.656

Service Endpoints

FIX¢ Service Policy REST Status Cetiéisen a REST response with a status code that is listed in the
"Include" list of Http Status codes in the policy contains a body with content, the following exception
would be thrown: "This message cannot support the operation because it has been written."

Neuron 3.7.0.647

Service Endpoints

FIX- Client Connectorg when an incoming SOAP request is routed to a service connector, and the
service called by that service connector returns a SOAP Fault that includes custom SOAP headers, the
client connector would not return those custom SOAP headers to the client. This issue has been fixed.
Now, when a client connector is configured to Enable SOAP Headers, it will return SOAP headers that
are included with a SOAP Fault that is returned by a call made by a service connector.

FIX¢ Service Policy REST Status Cetléisena Rest Service Policy was configured to exclude http status
codes that WCF considessmmunicationexceptions, the Rest Service Policy would not work correctly.
Now when a status code like 404 is added to the list of excluded http status codes, responses with that
code will be excluded from the policy's retry and failure logic. Also, the Neuron ESB Message Header
FaultType property will now be set to None when the REST Service Policy is set to exclude a protocol or
communication exception.
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OAUTH Providers

FIX- OAuth providers cannot create SSL/TLS secure chamualified the OAuth providers to negotiate
which version of SSL/TLS to use when making OAuth calls. Previously, users could encounter the
following error: "The request was aborted: Could not create SSL/TLS secure channel.”

Logging
FIX¢ Service Connector Logging Inconsistengi8sme log entries could be written to unrelated Service
Connector log files rather than the Service Connector log file they were targeted for.

FIX¢ Message Audit Log EntriesSome log entries could be written to log files not related to the target
log file.

Neuron 3.7.0.634

Business Processes

NEW¢ MQSeriedrocess Step Added the ability to configure therocess stepsing either Username
and Password or SSL. SSL requires that the binding property be set toTRlentakes the process step
consistent with the MQSeries Adapter.

FIX¢ C# Process Step8Vhen editing code in a c# or c# class process step, the intelliprompt completion
would disappear once a user has pressed any key after it pops up. The expected behavior is that the
completion list should remain open and filter based on the characters entered.

Neuron ESB Explorer
FIX¢ Checking local MSMQ Queues could cause ar&8hen using the Neuron ESB Explorer to check
for the existence of local queues, the Neuron ESB Explorer could crash, reporting a fault in msftedit.dll.

Adapters
New- Salesforce adapterAdded support for versions 47 & 48 of the SOAP API.

FIX¢ Salesforce Metadata generatiofiixed salesforce related schemas generated so that messages
would validate against them. Also modified the metadata generation for outbound messages. The
wizard now will query the Salesforce account for configured outbound messages and only display those
as options for metadata generation. Also fixed the generated schemas so that outbound notifications
received from Salesforce will validate.

Neuron 3.7.0.630

Adapters
NEWC AlphaTrust Adapteg This is a new adapter that has been added to provide connectivity to
AlphaTrust Document Process Automation system.

NEW(c Rabbit MQ Adapteg Addedsupportfor dynamically setting th&®abbit MQreplyto and
replytoaddress propertiesn outbound messages. The specific 4 properties which can be set on the
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rmg.ReplyTo
rmg.ReplyToAddress.ExchangeName
rmq.ReplyToAddress.ExchangeType
rmqg.ReplyToAddress.RoutingKey

= =4 =4 =4

FIX¢ Dynamics CRM PlugirThe installers were missing the CRM SDK assembly,
Microsoft.Xrm.Sdk.Workflow.dlIl.

NEWCc Adapter Metadata Generation WizagdAdded support for adapters that can generate JSON
schemas as part of their metadata.

Business Processes
MODc Flat File Parsar The dependent FileHelpers library has been updated from 3.1.5 to 3.4.1.

Neuron ESB Installer

FIX- .NET required framework would fail to instalDuring the installation of Neuron ESB, if the installer

detected that the required version of the .NET Framework (i.e. version 4.7.2) was not installed, it would
FGASYLIG 2 R2gyft2IR GKS AyadlfftSNI FNRBY aAONRaz2FGQ
changed the URL which caused the installer to fail during download. The URL has now been corrected.

MODc Installation Powershell Script Pat¢ihe description section of the patBfEADME file still had a
reference to 3.6.

Neuron ESB Runtime

MOD¢ Memory consumption increases with number of Service Endpaqiffta solution had hundreds
(upwards of 600) of Service Endpoints defined, on startup, the Endpoint Host hosting the services could
easily consume up to 6 or 7 gigabytes of memory on startup. This has been corrected to not take up
more than 1 gigabyte of memory.

Neuron 3.7.0.603

Adapters
FIX- Azure Service Bus Adaptamproved performance when using batching in publish mode.

FIX- Azure Service Bus Adapterfiwhen polling for messages from a queue that has sessions enabled,
an exception would be thrown when there are a large number of message sessions. The exception
would include the text "The service was unable to process the request; please retry the operation."”

FIX- SharePoint Subscription Adaptdrixed issue where SharePoint returned the error "Column 'xxx'
does not exist. It may have been deleted by another user. This would occur when attempting to
create/update a list item with custom column names.

FIX- SharePoint Subscription Adaptehttempting to update an existing attachment in a list may fail.
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NEW- SharePoint Subscription AdapteAllows the addition of the Neuron ESB message body as an
attachment when creating a list item.

MOD- REST based Adapteid/hen using a REST based adapter, if an unauthorized exception was
returned by the service being called, an error similar to the following would be reported:

"The <adapter endpoint>, '<name of adapter>', failed to send the message. Calling the
‘https://myserver.api.crm4.dynamics.com/api/data/v9.1" url after retrieving a new Token still
resulted in a 401: Unauthorized error. cd46243¢8-43c6b4ecc7486675a51b"

This message has been modified to now include the error description returned by the underlying HTTP
call.

MOD- Dynamics XRM SBKIipgraded From 8.2 to 9.0.2.21.

FIX¢ MQSeries Adapter Could throw an Object Not Found exception when listing the Queues in the
Neuron ESB Explorer

MOD¢ MQSeries Adapter The .NET API for IBM MQ (i.e. amgmadnet.dll) has been updated from
version 8.0.0.12t0 9.1

NOTE: Starting with Version 8 of IBM MQ, MSMQ Topics with Transactions enabled are no longer
supported when an MQSeries Adapter Endpoint (either subscribing or publishing to that topic)
also has Transactions enabled. IBM has essentially discontinued support for this type of
Distributed Transaction Scenarkor example, if a message is published to an MSMQ Topic with
transactions enabled, and an MQSeries Adapter Endpoint (with Transactions set to True) is
subscribing to the message, the following error would be generated:

WebSphere MQ Adapter - WebSphere MQ error ', 2012 : Reason Code: 2012, occurred while trying
to send message to Queue, 'X'.
CompCode: 2, Reason: 2012

The immediate way to correct the error would be to either turn off transactions on either the
Topic or the Adapter Endpoint.

Logging
FIX¢ Master Log file ignored Verbose Logginfj Verbose logging was configured for the Neuron ESB
Runtime, DEBUG statements would not be written to the Master log file. This has been corrected.

Licensing

FIX¢ License Validation would fail on startupuring startup, theNeuron ESB Service cotitdow an
error indicating the license is not activated, even aftdras been activated against the Peregrine
Connect Icense server.
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Installation

MODc Bootstrapper Applicatiog¢ KS b SdzNByYy 9{. LyadalftSNQRa o622dGdadN
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Operating System would display a message stating that the publisher was unknown. Previously, we were

only signing the MSI package.

Configuration

FIX¢ Swagger Docs Not Accessible at Runtimdthough the Swagger Document collection of the
Neuron ESB Configuration object was accessible at design time, it was not accessible at runtime. An
empty collection would always be returned.

Business Processes
FIX¢ Compression Process Stefvhen in Verbose logging mode, the Zip Encryption Password (if
entered) would be written to the log file.

Neuron 3.7.0.576

Business Processes

FIXg C# Class Process Stafthen adding an assembly reference in the code editim the GACit
would throwd + | £ dzS O yesfa? an thé st ofielzidded. Additions from the GAC after that
would work, but the first referenced assembly would not be accessible in the code editor.

Auditing

FIX¢ Message Viewer Fails with Older Messag@dter upgrading the Neuron ESB Database, the
following error may be reported if viewing messages that were Audited prior to build 3.6.0.1176. This
was due to format changes made to the serialization of the ESB Message. This has been corrected.

System.Runtime.Serialization.SerializationException: There was an error deserializing the object
of type Neuron.Esb.ESBMessage. Element ‘item' was not found

Neuron ESB Runtime

FIX¢ Custom Counters File View of Memory Er@ustomersnay encounter an error like the follaw
Could not initialize performance counter fétr & 2 Y S . QubktofmSunters file view is out of
memory.

Neuron ESB Explorer

FIX¢ Connect to Remote Serversreviously users could not connectriamote Neuron ESBervers
Also, previouslyhe status displayed in NeurddSEExplorerToolbarwas from the local server even if a
userwasconnected to a remote server. Now it displays the remote server's status.

FIX¢ Securing Parties with AGlUsers were unable to select an Access Control List to secure a Publisher
or Subscriber
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Adapters

NEW- Salesforce AdapterAdded support for setting SOAP headers when using the SOAR&RIIn
Salesforce objects may require SOAP headers for proceséingcan now add these SOAP headers to

the Salesforce request message in the same manner as you would for adding SOAP headers to a Service
Connector requestFor example, to add the AssignmentRuleHeader SOAP headers, use this code in a C#
step in a process:

string headerKey =  "urn:partner.soap.sforce.com" + "M+
"AssignmentRuleHeader" ;

string headerValue = "<AssignmentRuleHeader
xmins=\ "urn:partner.soap.sforce.com \ "><useDefaultRule
xmlns=\ "urn:partner.soap.sforce.com \ ">true</useDefaultRule></Assi

gnmentRuleHeader>" ;

if (Icontext.Data.Soap.Headers.ContainsKey(headerKey))
context.Data.Soap.Headers.Add(headerKey, headerValue);
else

context.Data.Soap.Headers[headerKey] = headerValue;
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urn:partner.soap.sforce.com will be ignored by the adapter.

FIX¢ SFTP AdapterWhen using a Proxy that does not require user credentials, an authentication error
would be returned.

MODc¢ Azure Service Bus Adaptelf chunking was enabled for large message support, it would only be
activated if Azure returned a MessageSizeException. However, in some circumstances, if Azure is mis
configured, a QuotaExceedException could be thrown. We now check that exception and, if it is due to
message size, Neuron will chunk and send the message as expected.

FIX¢ Rabbit MQ Adapter UpdatedRabbit MQ adapter to use same seriatian logic forthe ESB
message when in Mandatory routing mode thlaé Neuron ESB Topibianneluses this was done so
that all the properties are represented

Installation

MODc Certificate Signing The Neuron ESBstallerhas been configured tosean updatedcode
signing certificateThepowershell scriptshipped with Neuron ESB have also been updaiithl the
new signature using the new certificate.

MODc Installer detectingNet 4.7.2¢ The Neuron ESB installer has been modified to detect the
presence of the Microsoft .NET Framework 4.7.2. If not installed, the user will be prompted to install it
before continuing with the installation of Neuron ESB.
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Workflow

FIX¢ Audited Messages from Workflow Trackintynable toaudit pending messages from workflow
tracking. The necessary parameters were not being set since the removal of the binary body from
auditing. Now we are setting the necessary parameters.

Endpoint Health

FIX¢ Status incorrect when using REST-A#ting endpoint host and workflow endpoint status when

using the StartAll and Shutdown endpoint host REST API. Previously, the endpoint host would show
Stopped status when shutdown was caliéd the REST APuut would not show Started when StartAll

was called afterwards. Also, workflow endpoints would show as Started when Shutdown was called on
the endpoint host and would stay in the Started state even though the endpoint was stoppisdonly
happened when using the external REST API, rather than the Ul to shutdown or start the Endpoint Host.

Neuron 3.7.0.546

This build requires a database update. To update the database, all workflows must be in a completed
state, or a state where the workflowgll never baesumed (i.e. cancelled, terminated, PURGE
PENDING, or error processing).

Workflow

MOD¢ Normal and Request/Reply Workflows do aotomatically resume If a user had normal
workflows that unloaded due to stopping tHeSB Serviggracefully, or from persistent delays/receive
message activities, the workflows would raattomaticallyresumewhen the ESB Serviaad its
associated Endpoint Hosts wamrestarted Now they are restarted upon startup of the endpoint host.

MOD¢ Unable to restart WorkflowsUsers can now start and restart workflows with the "Instance
Locked" state from workflow tracking.

AX¢ Receive a message during Cancellatibhe receive message activity could receive a message
while it was being cancelled (by a Timeout activity, for example) but the message would be lost due to
the cancellation. Now it is audited as a failed message.

FIXc Workflows may not resume during Failovdduring endpoint host failover, if the server failed over
back to the originally failed server, some workflows would not resume properly.

AX¢ MultipleLockOwnersNotSupported exceptioti a user cancelled, aborted, or suspended a
workflow from workflow tracking, another workflow lock owner would be created by workflow
foundation. This was due to the mentioned operations creating a new workflow instance store object,
which creates the extra lock owners. Tbmildresult in a "MultipleLockOwnersNotSupported" message
and most subsequent workflows would abort with that message if the workflow has a persistence step
(including a persistent delay or timeout).

To implement this fix, all workflows must be in a r@sumable state and all
System.Activities.Durablelnstancing tables must be truncated while th&&SRBe is stopped he
following SQL Script can be run to truncate the necessary tables:
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TRUNCATE TABLE [System.Activities.Durablelnstancing].[IdentityOwnerTable];

TRUNCATE TABLE [System.Activities.Durablelnstancing].[InstanceMetadataChangesTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].[InstancePromotedPropertiesTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].[KeysTable];

TRUNCATE TABLE [System.Activities.Durablelnstancing].[LockOwnersTable];

TRUNCATE TABLE [System.Activities.Durablelnstancing].[RunnablelnstancesTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].[ServiceDeploymentsTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].[InstancesTable];

FIX¢ Workflows would not automatically resume when failing over to another machiirreuser had an
endpoint host with a workflow endpoint, with the endpoint host in a priméaifover setup, upon failing
over, the workflows would not be resumed correctly, if at all. Now they are being resumed properly.
Note: Users may samore warnings upon failover. Also, upon failover, users may see the endpoint host
stay in the starting state faapprox.5 minutes. This is due to the lock mechanism implemented by
Workflow Foundation. There is a 5 minute period where a workflow instance is still "locked" by the
endpoint host that failed. This also means messages sent to the workflow endpoint won't be processed
until all workflows that were running in the failed endpoint host are reloaded. Messages can still be sent
to the workflow endpoint during the 5 minute period, but no new workflows will start until the period

has elapsed.

FIX¢ Workflow Message Loss during Shutdown some scenarios, such as if there were messages
being processed by the workflow endpoint and 8B Servicgas stopped gracefully, the messages in
memory could be lost. Now they will be audited to the failed messages table.

FIX- In some cases, the scheddljobs for persistent delays would not be deleted from the database
upon execution. An example case would be if the workflow did not complete a timeout activity, which
uses a persistent delay internally, due to an activity inside the timeout aborting.

Neuron Runtime

FIX¢ Endpoint Host Restart Counter was not being reset after a successful rgftart Endpoint Host
goesinto restart male and then eventually restarfghe restart counter was not reset. Hendgkeit went

in restart mode again, it may not retry as many times since the retry counter never got reset to zero
after successful startup.

FIX¢ Memory Lealg A possible memory leak could occur at runtime when we attempt to clone our
configuration and a decryption exception occurs during the cloning process.

Auditing

FIX¢ Message Body would always be audited when IncludeMessageBody property was set-to false
There was an issue withudit Process Stephere we weren't honoring the "IncludeMessageBody" and
"IncludeCustomProperties” options. They would always be audited.
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Adapters

FIX¢ SFTP Adapteran emptyvalue for thenamecould appear when an error connecting would be
reported.i.e. £SFtp adapter failed to send the message with file name, (), to the SFTP Server
"XX. XX XX XXK"

FIXc Adapter Policy set to 1 retry would not firdf a policy had a retry of 1, it would not be fired

FIXc SFTP AdapteyIf a load balancer is in front of the SFTP Adapter configured for Publish mode, if the
load balancer fails and then is restored, the SFTP Adapter may not recover because it has cached some
of the connection resources. This issue could result if an appliance like NetScaler is used. Previously we
were only disconnecting after every poll, not we completely dispose of the SFTP resources.

FIX- SAP Adapteg A memoryleakwould occurrwhen receiving IDocs from SAP that contain
namespaces as part of SAP names (i.e. segments).

Neuron ESB Explorer
MODc¢ SetProperties Validation addeddded validation in SetPropeti@smethodto prevent a "." from
being used as the prefix or start of a prefix a custom property.

FIX¢ Message Viewer would truncate custom property namégen viewing custom message
properties using the message viewer either from Message History or Failed Message reports, the
"name" component of the custom propergouldbe truncated.

Neuron 3.6.0.1181

Monitoring
FIX- Endpoint health Neuron Explorer would not show the correct stats for Message Rate, Messages
Processed, Rate, and Completed for items hosted in theSE&e and Endpoint Host.

Runtime

MODc¢ Subscriber not found during startupModified runtime to detect subscribe mode adapters and
to start them before publish mode adapters. Subscriber not found errors could result on startup
otherwise.

Adapters
NEWc¢ MQSeries Adapter Added the ability to configure the adapter using either Username and
Password or SSL. SSL requires that the binding property be set to Client.

NEWC Rabbit MQ Adaptec! & SNE OFy y2¢ Sy (SN YdzZf GALX S YI OKAYS
if using multiple rabbit mq servers configured for HA.

Neuron 3.6.0.1176

Adapters
MODc¢ IBM MQ Series AdapterEnclosing multiple name value data pairs within a dummy root
element when reading MQRFH2 headers from a message retrieved from a Queue.
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Messaging
FIX¢ Key not found error Key not found error that would result if a party that had different types of
topics (i.e. different transports) associated with it were changed

Business Processes
FIXx Sign and Verify XML Process Stefd& were not able to retrieve the RSA key as private key. The
following error would be generated: Invalid algorithm specified.

Samples
FIX¢ Client Samples and Log4Ngiany of the samples shipped with Neuron ESB did not contain the
proper Log4Net configuration within their app.config files.

Auditing

MODg Storing of Binary ESB Messa&geeuron ESB no longer stores a compressed binary

representation of the Neuron ESB message when auditing the message. We previously did this in
FRRAGAZ2Y (2 2dzNJ GlFofS LINBPLISNIASaO® 285008 y2i SELJN
change requires a Database schema update. For large messages, this should reduce database size.

Runtime

FIX¢ Failover using SQL Server Always [Drthe case of a Neuron instance using an Always On SQL
Server database, during SQL server failover the instance store used for workflow could fail to renew its
lock in the database. This would cause an error to occur that states that an instance handle has become
invalid. Now we have created a custom SQL workflow instance store class that utilizes our transient fault
block so that upon failing to connect during a lock renewal, the instance store will retry. Also, the time
between when the host lock is scheduled for renewal and the time that thedrgkeshas been

increased to 1 minute. This effectively gives the database a minute to come back up in the case the
database goes down right when the host lock is set to renew.

Neuron 3.6.0.1168

Workflow

FIX¢ Error could occur when SQL Failover oce@scasionally, after a SQL Server Always On cluster

database failover occurred, any persistence commands for workflow would fail and cause the workflow

to abort. The issue would only occur if the lock expired during the failover (i.e. the worfklow host

couldn't renew the lock in the durable instancing table since the database was unavailable). This was

due to thelock renewal periodbeing too short on thevorkflow instanceobject. This has been

increasedrom 1 minuteto 5 minutes.¢ KS SNNRNJ G KNR gy ¢g2dzZ R adal dS auKS
F2N) 26ySNI L5 WrD!L5HQ KF-a 0S02YS Ay@ltARED

FIX¢ Unloaded workflows unable to loafdThis can occur whenawvkflow activity execution trackinig
disabled on the Workflow Endpoint. When Neuron attempts to resume an unloaded worlgifow,
exceptionwould be thrown statinghat a returned database value was nullhis was due to the activity
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data not being available to compare against the currently executing activitis issue would cause
unloaded workflows to get stuck as unloaded.

FIXc SQL Server could not be reached if database connection pool settings were tQdf ling max
connections in the database connection pool was too low to support the concurrent number of
workflows running, errors could occur indicating the SQL server could not be reached. This is been
modified to our Reliable SQL Connection pattern.

FIXc SQL Always On Failover would fail to failover to Secondary databagefixes an issue where
Neuron ESB would record continucersors happening in workflow duringheéSQlserver failover when
using anAlwaysOn AvailabilityGroup. The errorsvould be in the format ofhe following:

"Unable to access availability database '<DatabaseName>' because the database replica is not in the
PRIMARY or SECONDARY role. Connections to an availability database is permitted only when the
database replica is in the PRIMARY or SECONDARY role. Try the operation agdinded¢ezduld also

be an error thrown saying the secondary database is+@dy in certainAlwaysOn AvailabilityGroup
configurations.

FIX¢ SQL Deadlocks could occur when checking for mesgadgesron ESB periodically polls the SQL

databaseo see if there are previously suspended workflow endpoint messages available to be

processed. This could cause deadlocking to occur if there was a lot of 10 on the

WorkflowQueuedMessage tablé. K A & &l YS A&adzS Yl & Ifaz2z OldaAasS G(KS ¢
dzy RSNJ KAIK RFEGFolrasS t2FR aAyOS AlG ¢2dZ RyQi 0SS | of

Database

FIX¢ Purge and Backup jobs could cause SQL deadididiks Neuron ESB purge workflow tracking and
purge backup database jobave been modified tgenerate the SQL to execute the deletes one by one
on the tables to reduce locking. This fixes an issue wB€kexceptionscould occuwhen the jobs ran
and there was a lot of database activity occurring at the time.

Adapters

FIX- Salesforce AdapterThe adapter includes two options for which data format to use when making
REST calls to Salesforce.acpXML or JISONJnder certain circumstances the selected option would be
ignored and only return JSGdrmatted data. This has been resolved.

NEW- Salesforce Adaptey! RRSR & dzLJLI2 NI F2NJ {{[k¢[{ 6KSYy NBOSAODA
messages in publish mode.

FIX- SAP Adapterpreviously, the adapter would fail when receiving IDOCs from SAP that contain
namespaces in either the IDOC or segment names

FIXc Object reference not set to an instance of an objedthen attempting to read custom properties
from custom adapterghe Neuron ESB Explorer could disglag following error:

Object reference not set to an instance of an object.
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This could happen when a custom adapter exposes an object as a custom property and that object was
never initialized with a default value.

FIX¢ Active Directory Adapter When attempting to clear a value from a property using the Edit
transaction type, the following error would be thrown:

DirectoryServicesCOMException
The attribute syntax specified to the directory service is invalid

NEW( Active Directory AdapterModified the edit and creatéransaction typedo support binary
content by adding support for the binary=true attribute on the elemtnbe edited/created.

FIXc IBM MQ Series AdapterA thread abort could be thrown when the adapter is disconnecting on
shutdown.

MODc¢ IBM MQ Series AdapterAdded support for multiple name value data pairs when reading
MQRFH2 headers from a message retrieved from a Queue.

MOD¢ SFTP AdaptemModified to only support version 3 of the protocol rather than attempt to
negotiate with servers for the version.

Business Process/Workflow Activities

FIXg Service Endpoint Step/Activitynodified the "Throw Exception On Fault" property to throw an
exception when the service endpoint binding is REST and the exception is a communication exception.
Otherwise the REST binding will not throw an exception on fault.

Neuron ESB Explorer
FIX- Sampleg; fixed the issue where the Client APl samples would throw an exception regarding a
missing Log4Net configuration section in each of the Visual Studio projects.

FIX¢ Neuron ESBest clientc when doing bulk send and receive, the msg/sent/received per second
would not increment.

FIX¢ Import Configwould fail to import Business Processédocesses were not importing due to
comparing the wrong values.

Neuron ESB Runtime

FIX¢ Restarting TCP Topics from Endpoint Health results in Evktiten attempting to restart an TCP

Topic from Endpoint Health when there are Endpoint Hosts defined and running could result in an Port

AY dza$ SEOSLIIAZY® ¢KAA 200dNNBR 0801 dAasS GKS 9yRLR
server port. This has been resolved.
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Neuron 3.6.0.1132

Business Processes
FIX¢ Websphere MQ Process Stepodified to support showing list of Queue Managers if using
Version 8.x from design time property grid.

FIX¢ Websphere MQ Process StepVhen passing an MQRFH2.NameValueData string whose length is
not a multiple of 4, the following error is would be returned by the application retrieving the message:

Invalid folder size of "67" detected within a WebSphere MQ MQRFH2 header. The folder size
defined in an MQRFH2 header must be a multiple of four bytes, and must not be negative. The
message being processed does not conform to this rule.

NEWCc¢ Adapter Endpoint Process StefJsers can now dynamically set thalue of Service header

property of the ESB Message object with the name of the Adapter Endpoint to execute at runtime. If set,

GKS ' RFLIGSNI 9YyRLR2AYUG tNRBOSaa {GSL) gAtft dzasS GKIFIG O
' RIFLJGSNI 9y RLERAY(G tNRPOSaa {GSLI Ydzad bh¢ 6S O2y FAIdz
OYRLIAY(GE LINBPLISNIE& Ydzad NBYFAY oftltyl® .St2¢ Aa |y
C# Process Step:

context.Data.Header.Service = "FileAdapterEndpointOut" ;
MOD¢ Salesforce Adaptar SSL 3 support has been removed from the adapter.

Adapters
FIXc IBM MQSeries AdapterModified to support showing list of Queue Managers if using Version 8.x
from design time property grid.

FIXc IBM MQSeries AdapterWhen passing an MQRFH2.NameValueData string whose length is not a
multiple of 4, the following error is would be returned by the application retrieving the message:

Invalid folder size of "67" detected within a WebSphere MQ MQRFH2 header. The folder size
defined in an MQRFH2 header must be a multiple of four bytes, and must not be negative. The
message being processed does not conform to this rule.

NEWCc NetSuite Adapteg Added Send Timeout as a property that can be set at design time

NEW- Salesforce Adaptey Added support for the Salesforce Bulk API. The Bulk API is-baRedtAPI

that can be used to asynchronously insert, upsert, update, delete or query many records from
Salesforce. To use the Bulk API, in the Salesforce Adapter endpoint properties grid set the OAuth
Connection property to True, and then set the Web API property to Bulk. These settings will allow you

to make any calls to the Bulk API as described here: hitps://developer.salesforce.com/docs/atlas.en
us.218.0.api_asynch.meta/api_asynch/asynch_api_intro.htm. You are responsible for creating and
closing the job, adding batches to the job and any monitoring you wish to add inside your solution.

While using the Bulk API can be done within a business process, it is recommended that you use Neuron
ESB Workflows for creating jobs, adding batches and monitoring the progress of the batches.
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Workflow

FIX¢ Correlated Send/Receive Workflow Samyplde correlated send and receive sample did not work
due to the removal of subtopic support for workflows. This has been fixed by changing the topic for the
"OrderResponder” party from "Orders.In" to "Orders"

FIX¢ Correlated Workflow SamplerheCorrelated Workflow sample was wrong. The receive message
activity was missing and there was an extra message variable. The message argument was of type string,
which was also incorrect.

FIX- Normal Correlatedend and Receive Workflowhesedid not work the way they were intended
when running in a parallel activity, or when there were more than one send and receives in a workflow.
Users would see stuck messages and other undesired behavior such as extra workflows.

FIX¢ Correlated Normal Workflow BehavieThe behavior of Normal Type Correlated Send and Receive
workflows was changed. The behavior is now as follows: Every message sent in will start a new workflow
instance unless the message has the corresponding correlation set elements set in the message in which
case the message will try to correlate to a running workflow instance. If a running workflow with the
correlation Id cannot be found, a new workflow instance will be started.

MODc¢ Correlated Workflow Fails to process Correlated Mesgdgbound messages to a Correlated
Workflow may fail with the exception below because a process before the Receive Message activity is
taking longer than 10 seconds to execute, delaying the Workflow from entering a Wait state. This
timeout has now been extended tor8inutes

Exception Type: NeuronEsh.Server.Runner.Workflow.WorkflowException

Exception Message: Message "596a1¢biF 7-4b91-951¢979ae803eb25" was received on topic
"<topic>" from party "<party>" for workflow endpoint "<endpoint>", but has failed while
reprocessing it due to the retry count exceeding the limit. This also means the workflow state
could not be determined possibly due to the sql server being overloaded

Monitoring

FIX- Workflow Endpoints Stats incorrecThe Terminated state was incorrect and would be reported as
Completed. Suspended messages also were reported incorrectly. Active and Cancelled state also were
not incrementing and decrementing correctly. The Neuron ESB Explorer will also now display a
Terminated state column.

FIXc Logging to incorrect Log FddJnder certain circumstances, log entries generated from the
execution of a Business Process may be recorded in the wrong Neuron log file.

Neuron ESB Explorer
FIXc Register Adapter reports erreM/hen clicking new to register an adapter, user would receive the

following error:

Error Loading Assembly. File: path to the adapters folder
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The system cannot find the file specified. (Exception from HRESULT: 0x80070002)
Neuron 3.6.0.1117

Adapters

FIX- Dynamics AX AdapterFixed issue with desigime loading of available service URLSs in the AlF.
5SLISYRAY3I 2y &2dz2NJ 4SOdzZNRAiGe aShidAay3aazr e2dz Yre NBOS
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System.ServiceModel.Security.SecurityNegotiationException: A call to SSPI failed, see inner
exception.---> System.Security.Authentication.AuthenticationException: A call to SSPI failed, see
inner exception---> System.ComponentModel. Win32Exception: The target principal name is
incorrect

This was due to the adapter only using an SPN Endpoint Identity Type when retrieving the list of
ASNIAOSad ¢KS FRILIISNI y2¢ dzaSa GKS G9yRLRAYG LRSY
time when retrieving the list of Service URLSs. If you still receive the above error after upgrading to this

version of Neuron ESB, then the Endpoint Identity Type and Endpoint Identity Value are

incorrect, h FiSy>x GKS O2NNBOG G fdzSa FNB as5yaé +Fa GKS 9y
Endpoint Identity Value.

FIXg Sharepoint 2016 plugiq Fixed Ul to align text with checkboxes

FIX- Microsoft Exchange Adaptefo work with latest Microsoft exchange office 365 online servers

User maygetreceive the followingvhen autodiscovery is set to true: If an Autodiscover server returns a
redirect HTTP status code, this method will generate an AutodiscoverLocalException with the Message
property set to a string such aéutodiscover blocked a potentially insecure redirection

to https://autodiscover.contoso.com/autodiscover/autodiscover.¢ml

MOD- SFTP AdapteyWhen Uploading a file to an SFTP server an error, similar to the one below, may
occur:

Xceed.SSH.SFtp.SFtpStatusResponseException was caught
HResult=2146233088

Message=SFtp.OpenFile( "/Demo/mydoc.txt" ) got a status: SSH_FX_OP_UNSUPPORTED:
Unsupported operation.

This error can occur if, when connecting to the server, the servaegetiates the connection,

requesting that Neuron ESB use version 6 of the SFTP protocol. Unfortunately, some SFTP Servers claim
they support version 6 of the protocol, but in practice they fail to support even basic functionality of

that protocol. Since the SFTP Servenegotiated the connection to version 6, we use flags and

parameters supported for that specific version which in turn the server does not support. Moving

forward, the $TP adapter will not renegotiate and will support Version 3 of the SFTP prbyocol
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default. However, users can override the version and/or choose the old behavior of Negotiating the
LINRG202f o0& Y2RATeAYy3d (GKS ySg at NP(G202f SNERA2YE

FIX- SAP AdapterFixed issue with sending IDOCs to SAP. IDOCs containing multiple segments of the
same type would fail to upload.

FIXc Azure Service Bus Adapteif the ContentType property of the BrokeredMessage object is null, a
null exception would be thrown when receiving the message while in Publish mode.

NEW- SharePoint Adapter Added support for setting mulralued managed metadata properties for
list and documentitems¢ KS F2NX I G 2F (GKS LINRLISNIe&e @FfdzS Aa (K
of the managed metadata itenf-or multiple values these would be separated by a semicolon:

N

Happy|b62f3710 - e8e0- 40b2 - b4d6 - c844f2e74243;Blue|7e0ble7e - d490 - 4448 -
84c4 - 7d354ec0b917

¢tKS da46ad AR R2Sa y20 ySSR G2 0SS AyOfdzZRSR Ay ((KS
add that.

The ability to set the same list or document item managed metadata properties to a folder if that list or
document item is saved to one has also been addHuls is controlled by a new Boolean adapter
SYRLRAY(G LINRPLISNI& O tWhéRetd{ud:i. C2f RSNJ t NPLISNIAS&aé o

9 For singlevalue managed metadata properties, the value set on the list or document item will
replace whatever value the folder currently has

1 For multivalued managed metadata properties, the value(s) set on the list or document item
will be added to the values the folder current has

Business Processes
FIX¢ Custom Process Steps fail to lapdfter loading custom DLLs into Pipelines folder, an error similar
to below may appear when attempting to open a Business Process referencing a custom process step.

The 'name of process' Business Process could not be displayed. The composition produced a
single composition error. The root cause is provided below. Review the
CompositionException.Errors property for more detailed information.

1) Unable to sort because the IComparer.Compare() method returns inconsistent results.
Either a value does not compare equal to itself, or one value repeatedly compared to
another value yields different results

FIX- SplitJoin Process StepFixed issuahere context properties being set when using code based
splitting prior to the splijoin step are not available inside the spbitn step. Nowthe context

propertiescan access with each split message advised when setting or modifying contexts
properties¢ when the Synchronous property is set to True, the last split to change the context property
will be the result you see in that property after the joiti.Synchronous is set to false, the result of the
context property after the join will be unpredictable.
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FIX¢ Timeout Process Steplf used within a Split Join and the Spilit is set to run asynchronously, any
process steps placed within the Timeout step will appear notitoorrun just once. That is because an
exception was being throwmternally butwas not being reported by the runtime. The exception
condition has been fixed and error reporting has been extended so that the runtime will capture all
internal exceptions.

FIXc Execute Process Stepf used within a Split Join and the Spilit is set to run asynchronously, any
process steps placed within the Business Process that the Execute step is configured to run may appear
not to run. That is because an exception was being thrimternally butwas not being reported by the
runtime. The exception condition has been fixed and error reporting has been extended so that the
runtime will capture all internal exceptions.

FIX- Service Endpoint Process Stelh the Throw on Fault is set to True, and the service called is SOAP
based, if an error is thrown, the message body contained the original request message rather than the
error information returned from the called SOAP service.

Workflow
MOD- Persistent Delay Activity¢ K SromiTimeoutActivity" argument ithe persistent delay activity
has been removed from the User Interface Property Grid

FIXc Adapter Endpoint Activity Memory LeakVhen processing multi megabyte messages through the
Adapter Endpoint workflow activity, memory will gradually increase overtime. The amount of time for
the increase would be determined by the number of messages and their size. .NET Garbage collection
was not cleaning up these messages. This is how resolved.

Endpoint Health
FIX¢ Workflow Endpoint When a workflow endpoint is stopped within Endpoint Health, it will stop but
it did not update its state appropriately.

FIX¢ Endpoint Host, If an Endpoint Host has been restarted through Endpoint Health, it would fail to
update the statistics of the Endpoint Host like processld, lastheartbeat etc.

Service Endpoints

MOD¢ ADP OAuth ProviderAfter 60 minutes the OAuth Token would expire and not renew. This was
due to ADP throwing a protocol exception rather than a message security excdptjimevious

versions of Neuron ESBigt Tokerautomatically renewedvhen expiredand would attempt the call

again Now, although theToken is still automatically renewed, the attempt to call again will not be
made. The protocol excepin will be thrown instead. file user will need to configure a Service Policy to
catch the specific protocol exception and configure the policy to retry the call.

MOD¢ HTTP Query propertigsThese are now case insensitive.

FIX¢ CORS Fails with Custom Heaglra custom header is passed to a Service Endpoint, anliéeor
the one below may be returned.

189| Page



1 00Saa (G2 FSGOK Id WKIGLIYKkka2YSdzZNI 4 FNRY 2NRIA
header field client is not allowed by Accé3gntrotAllow-Headers in preflight response.

Neuron 3.6.0.1094

Service Endpoints

FIX¢ Client Connectors become disabled when in Business Processqio@éent Connector may

become disabled if a previously referenced Party is disabled. This only occurred if a Client Connector was
once previously associated with the disabled Party, but was later changed to run a Business Process
directly.

FIX¢ TransferEncoding on POST throws exceptioWhen calling a REST service with the POST verb, the
following error below may be recorded by the Global Exceptlandler This only occurred if using the
Service Endpoint Process Step to call a REST service

Exception: The 'transfezncoding' header must be modified using the appropriate property or
method.

Parameter name: name
Method: ThrowOnRestrictedHeader

Adapters
NEW- SAP AdapterSignificantly improved performance when loading the list of RFC operations from
the OTHER category.

FIX¢ SAP Adapteg When using transactions, the connection object that was cached was never being
closed. This could result in SAP returning an error indicating that the Maximum number of conversations
has been exceeded.

NEW- SharePoint AdapterAdded support for using content types when creating/updating document
libraries or lists.

NEW- SharePoint AdapterAdded feature to allow adding and updating items to a list or library folder.

If the designated folder does not exist, the adapter will automatically create it. The folder name can

either be set as an adapter endpoint property or passedsing the message property

GalLlaedCc2f RSNblFYSE gA0K GKS ylIYS 2F GKS F2t RSNJ &2dz

FIX - SharePoint AdapterFixed problem when trying to update a list item using the adapter and an
SEOSLIiAZ2Y 61 & NBGAINYSR 6AGK (KS GSEG aClHAf SR dzLRI
Message: Guid should contain 32 digits with 4 dashes (xxxxxxxxxxxxxxxE EEEEEEEEEEEO0 ¢ ®
NEW- Azure Service Bus Adaptehdded the ability to send and receive messages larger than 256K or

larger than whatever the Azure Service Bus queue limit is defined as. To support this, the Queue being

referenced MUST have Sessions enabled. For Publish mode adapter endpoint, there is a new property
Yy YSRE awSOSAQS OKdzy1 SR YSaal3Saé¢o LF aSd G2 GNYzS
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All messages received will be checked to determine if they are part of a batch of messages, and if so,

they will be aggregated into their original message. For Subscribe mode adapter endpoints, there is a

YS% LINRPLISNIE yIFYSRX a/ Kdzyl fFNAS YSaal3aSa¢é¢o LT &S
than what the target queue is configured to receive. This is done by splitting the messages into smaller
components.

Workflow

FIX¢ Stuck messages for Correlated Workfloviis the case that a message came in for a running
correlated type workflow at the same time the workflow was unloading, the message could get stuck in
the pending messages queue since the state of the workflow was detected as running, when in fact it
was unloaded.Now we check to see if there are any pending messages while unloading and reprocess
them if there are.

FIX¢ Stuck messages for Correlated Workflovits the case that a correlated workflow is running in an
endpoint host setup to run on multiple machines with the hosts in a pridf@ilgver configuration, and

the originating endpoint for a message sent to the workflow is ran on more than one machine (i.e. the
message sent to the workflow can originate on any machine), messages/workflow commands could get
stuck in the pending messages queue. This occurred because the machine property on the message
would be for the originating machine and not the machine that the workflow endpoint is running on.

FIX¢ XML/Message Transformatiot KS 2 2 NJ] Ft 2¢ GNI yaTFT2NXYIFGA2y | OGA DA
GENFYaF2NYy aSaalaSé g2dzZ R FFAf dzy RSNJI OSNIFAY OAND
valid XML (i.e. outputting HTML fragments). The error message received would state "Token Text in

state Start would result in an invalid XML document. Make sure that the ConformanceLevel setting is set

to ConformanceLevel.Fragment or ConformanceLevel.Auto if you want to write an XML fragment."”

These same transformations would work with the TransfeXSLT process step.

FIX- XML Schema Validatierin 3.6 the schema validation workflow activity would fail when the
schemas contained an include or import directive with no error information. This functionality
previously worked in 3.5.4.

FIX¢ Stuck Workflow Commands when Persistent Delay existthe case that a solution is configured

to run an endpoint host on multiple machines marked as primary, workflow commands could get stuck

in the pending messages tab if the workflow definition contained a persistent delay activity set to delay

for more than a minute. This would cause a number of workflows to not continue after the delay

I OGAQGAGRE @ lfazsy G0KS F2ftt2gAy3a 6L NYyAy3a YSaalasS 02
G2N] FE26LR Urg2N] Fft2oLyaidlyOSL5pU FNRY RSfF&@SR22N
FIX- Persistent Delay takes longer under heavy workloddghe case that the Persistent Delay activity

was being used in the workflow, the Quartz Scheduler used to resume the workflow could start

behaving very slowly. This resulted in the delay activity delaying far longer than expected. This

occurred mostly under high workflow loads. This fix requires a Neuron database update to version 31.
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Neuron Test Client
FIX¢ BodyType property not s&tWhen sending text (non xml) messages, the ESB Message Header
property, BodyType, was not being set correctly.

Business Processes

FIX- XML Schema Validatierin 3.6 the schema validation process step would fail when the schemas
contained an include or import directive with no error information. This functionality previously worked
in 3.5.4.

FIX- HTTP Client Utility The Selected method (i.e. GET, POST... ) was not getting set during execution a
URL value was not supplied.

Endpoint Host

FIX¢ Restart Options for Endpoint HosEndpoint host would ignore the retry count and retry interval
properties if both were set to any value of less than 2. It would default both to the valueReft.
Count can now be set to 0. If Retry interval is set to any value less than 1, it will default to 3.

Neuron 3.6.0.1079

Adapters
FIX¢ SAP Adapteg When using the Meta Data Harvesting Wizard to generate schd@s<; groups
containing escaped characters would not expand to display IDOC types.

Security
NEWCc SalesForce OAuth ProvideA new SalesForce OAuth Provider has been added to the list of
OAuth providers that users can select and configure within the Neuron ESB Explorer.

FIX¢ ServiceNow OAuth ProvideiwWhen testing the Client Login within the Neuron ESB Explorer, if the
test was successful, the following message would be displdgedre Resource Owner Password
Credentials OAuth Test Successfiifis has been corrected to red&erviceNowPassword Credentials
OAuth Test Successful"

FIX¢ Thinktecture OAuth Providey This provider would not initialize properly. This has been corrected.

Endpoint Health

FIX¢ Neuron Endpoint Host Logging stapl a Neuron Endpoint Host was restarted through Endpoint
Health, all logging that would typically occur within its respective Endpoint Manager log file would
cease.

FIXc Exception thrown after restart from Endpoint Heaflif a Client Connector was restarted
manually using Endpoint Health, it would restart successfully. However, on receipt of the next incoming
request message, it could throw an error similar to the one below:

Exception'. Message ID 'e38ef#Bbc-42ceb974b926d280320b', Topic ", Source Party
'System'. Object reference not set to an instance of an object.. Message is being sent to Failed
Audit System. Party ='System’, Message |ID ='e38d818¥42ceb9740b926d280320b'
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This could only occur if a Client Connector was configured to execute a Business Process directly, rather
than attached to a Publisher (Processing Mode set to Business Process), and the Business Process
contained either an Adapter Endpoint, Service Endpoint, Audit or Execute Process Step. This occurred
because on manual restart, the existing Business Process process steps were not being disposed of

properly.

FIX¢ Neuron Endpoint Host Fails on Restaiithe Neuron Endpoint Host may fail to restart if restart is
initiated directly from Endpoint Health. An error similar to the following may be reported:

Unable to create the communication API for the Endpoint Host ‘Neuron ESB Default Host' on
URL 'http://localhost:51004/DEFAULT/NeuronESBDefaultHost'.

System.Exception: Unable to create the communication API for the Endpoint Host ‘Neuron ESB
Default Host' on URL 'http://localhost:51004/DEFAULT/NeuronESBDefaultHpst'.
System.NullReferenceException: Object reference not set to an instance of an object.

This has been corrected and the Neuron Endpoint Host should restart

FIX¢ Neuron Endpoint Host does not restart on all servaéfan attempt is made to restart the Neuron

9{. 9YRLERAYG 12480 o0& aStSOGAy3a awSadl NI {SNBAOS 2
Health, the Endpoint Host would only restart on one machine, regardless of how many machines were
configured in the Deployment Settings of the Endpoint Host. Additionally, the following warning would

be logged if more than one machine was configured in Deployment Settings:

G/ Fyyz2id wSaGFENI 9yRLRAYG | 2aid 6SOI1dzasS AG A& | f
FIX¢ Neuron Endpoint Host does not restart servéran attempt is made to restart the Neuron ESB
O9YRLRAY(O | 2alid o0& aStSOGAy3a awSadl NI {SNWBAOS: 2y
may not restart on the machine and instead the following warning would be logged.

G/ Fyy2id wSAGFNI 9YyRLRAYG | 2a0 060SOlFdzasS AG Aa | f

FIXg Restarting Neuron Endpoint Host would fail with NON Netbios naptfes value other than the
NetBios name of the machine was used in the deployment groups, the Neuron Endpoint Hosts could not
be restarted using Endpoint Health.

FIX- KeyNotFoundException on shutdowWhen stopping the Neuron ESB Service, an error similar to
the following could be logged:

GhLISNY A2y wSljdSady ClIAtSR (G2 SESOdziS hLISNI (A2
'b225da4873bb-4759891dh91e199f737b' in Endpoint Host 'Neuron ESB Default Host'.
System.Collections.Generic.KeyNotFoundException: The given key was not present in the
RAOUGAZ2Y I NEBE @€
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Neuron 3.6.0.1072

Audit Service

MODc¢ Audit Service and missing FailureTyp&'hen using the Audit Process Step or Workflow Activity,

the Action can be set to Failure. In such circumstances, the Step/Activity should always be placed in the
Catch block of an exception handler. In those cases, the Neuron runtime will automatically capture and
populate the Failure Type and Failure Details before the message is audited. However users can use the
Step/Activity outside of a catch block when the action is set to Failure. However, the user MUST set the
failure type and failure details properties. When those are not set, users will an error similar to one

below in the Audit Service Neuron log file as well as the Neuron ESB event log:

201902-18 00:20:37.7808:00 [405] ERRORNeuron ESB Global Exception Hanéler
ProvideFault Message Audit Service: The failure type is required

Parameter name: failureType

201902-18 00:20:37.79908:00 [405] ERRGHailed to write the message to the Neuron ESB
Audit Database for message with fa04e7883c¢41c2b46abd1974c2251d' Message ID. Source
Party, <PartylD>, Source Topic, <TopicName>. The failure type is required

Parameter name: failureType
System.ArgumentNullException: The failure type is required
Parameter name: failureType

This would indicate that the properties have not been populated and the result would be that the

message would not be audited. The Audit Service has been mottiffgmbulate the propertiesif they

are missing, rather than NOT audit the message, the properties will be provided the following value:
Gbh¢twh+L595¢3 a2 Fa y2G (2 LINB@Syid GKS | dzRAGAY3

Rabbit MQ Topics

FIX¢ Logging of Fault would failn the casevhere theRabbit MQchannel faulted on startupf the

Topic, the exception wasot be logged properly, instead an index outside the bounds exception would
occur.

Workflow
FIX¢ Quartz Transaction DeadlogkVhen running large amounts of workflows, the following error may
be experienced:

201902-21 13:01:39.02@8:00 [ESBHostScheduler_QuartzSchedulerThread] ERRORIN't
rollback ADO.NET connection. Transaction not connected, or was disconnected

System.Data.DataException: Transaction not connected, or was disconnected
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at
Quartz.Impl.AdoJobStore.JobStoreSupport.CheckNotZombied(ConnectionAndTransactionHolder
cth)

at
Quartz.Impl.AdoJobStore.JobStoreSupport.RollbackConnection(ConnectionAndTransactionHold
er cth)

201902-21 13:01:39.02@8:00 [ESBHostScheduler_QuartzSchedulerThread] ERRCHRor
occurred while scanning for the next trigger to fire.

Quartz.JobPersistenceException: Couldn't acquire next trigger: Transaction (Process ID 252) was
deadlocked on lock resources with another process and has been chosen as the deadlock victim.
Rerun the transaction--> System.Data.SqlClient.SglException: Transaction (Process ID 252) was
deadlocked on lock resources with another process and has been chosen as the deadlock victim.
Rerun the transaction.

This has been resolved.

FIX¢ Correlated Workflows not completingn the case of a primasgrimary workflow setup for load
balancing, on high load, messages could get stuck reprocessing forever in the workflow host service with
log entries stating the workflow state is empty. This results in correlated work{lmwsormal

workflows that use correlated receive and send pattems) completing and messages getting lost.

FIX¢ Correlated Workflows not completing or messages not being processed corrbttlye case of a
primary-primary workflow setup for load balancing, on high load, workflow state could return as empty.
This would cause undesired behavior such as correlated work{tmwsormal workflows that use
correlated receive and send patterms)t completing, messages getting stuck in pending messages, and
messages not being processed properly.

FIX¢ Failover results in duplicate workflows or workflows not runnik@r endpoint hosts, when in a
primary-failover scenario, the workflow endpoints would not properly pick up and reprocess the
workflows that were running on the primary in the event the primary went down. This occurred if the
Neuron instances were not the same name. In the case that they were the same name, old workflow
commands from the primary would not be cleaned up on failover. This resulted in duplicate workflows.

Neuron ESB Explorer

MODc¢ Reporting and logging ReflectionTypeLoadExceptMdadified how Neuron reports and display
sReflectionTypeLoadException information to the user and logs. Previously, we were not iterating
through the collection of loader exceptions and displaying useful information. We also were not
recording all the information within the Application Event Log. A ReflectionTypelLoadException
exception could occur if dependent assemblies or types were missing from the path directory when
launching the Neuron ESB Explorer.
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FIX¢ Logging; All Errors, Warningsnd Informationabnd Verbose messages can now be logged to the
Application Event Log. KS f S@Sf 2F f233Ay3 Oty 06S O2yiNRBffSR
file (i.e.NeuronExplorer.exe.configz & LJS O A Tcdnfigratibrdog4helapperdskfiltéar\levelMirg

node. The default minimum logging level is set to WARN. Users can configure this to either INFO or

DEBUG.

Adapters
NEWc¢ ODBC Adapter Added support for binary Timestamp datatypes.

NEWc¢ Dynamics AX AdapterAdded the ability to disable caching of the internal proxy used for
O2YYdzyAOlF GA2y® . & RSTlLdz G &/ 2yySOGA2y [/ OKAy3IE A
used for subsequent calls. Setting the property to false will ensure a new proxy is created on every send.
Additionally, the Security Properties have been renamed. When upgrading, users may have to reset the
credentials on the adapter endpoint as it will fail to start up if security was previously enabled.

Business Processes
NEWc¢ ODBC Process Stepdded support for binary Timestamp datatypes.

Samples
FIX¢ WSDL Service Samglé KS t @ YSyd { SNBAOSQa | LIJpO2y FAI FALS
trailing slash after the payment service baseaddress. This has been corrected.

Neuron 3.6.0.1058

Adapters
FIX¢ File Adapter The incorrect file size could be reported for files when a Publish based file adapter is
consuming a large batch of files submitted concurrently.

MODc¢ SharePoint Adapteradded support for setting managed metadata properties (TaxonomyFields)

in lists and libraries. You can set a managed metadata property the same way you would set other list

or library properties, exception that instead of just providing a value, you need to provide the value of

GKS ¢lLE2y2Yé& GSNXY t1 068t o0ADPSd daé t NRLISNI&éo I yR
label|Guid.

Business Processes

NEW¢ WebSphereviQ ¢ This is a new process step that allows users to send messages to an MQSeries
Queue, with all the same capabilities of the existing Neuron\WESESphereviQ adapter(including the
alYS asvlé Y JHawelel BiprbiNss FidmiSaallows users to Query a queue to return
either the first message in the queue or a message by its message id or correlation id property. When in
Query mode, the message can be either read (removing the message permanently from the queue) or
browsed (returning the message and its properties while leaving the original message on the queue i.e.
peek). When querying by either Message Id or Correlation Id, their respective properties must be set on
the inbound message before the query like so:

context.Data.SetProperty( "wmq", "MQMD.Msgld", "323456" );
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context.Data.SetProperty( "wmq", "MQMD.Correlld" , "xyz323456" );

FIX¢ Service EndpoirfProcess Steplf there was a service fault or timeout exception, the proxy was not
getting cleaned upNormally this would not be an issue. However, if the service timeout exceeded a
number of minutes, this could inadvertently corrupt the underlying proxy. In that datbes service that
was called came back phe proxy may continue to throw timeouts.

Workflow

FIX¢ Service Endpoint Workflow Activityf there was a service fault or timeout exception, the proxy
was not getting cleaned uplormally this would not be an issue. However, if the service timeout
exceeded a number of minutes, this could inadvertently corrupt the underlying proxy. In thaifdhse,
service that was called came back tie proxy may continue to throw timeouts.

Neuron 3.6.0.1050

Neuron Explorer
AX¢ Import/Exportc If the Zone was chosen to export to a *.esb file, when importing, the Zone would
not be visible in the Import dialog or present within the *.esb file.

FIXg Import/Export¢ In the Import/Export dialog, Endpoint Hosts were labeled Availability Groups.

FIX¢ Import/Export¢ Swagger Documents and Oauth Providers were previously not supported and
visible within the Ul.

FIXc Import/Export-2 KSy g NA GAy 3 2 dziavalaBildyhdeugEd S 6FAAITOKE K | iaK 5 SS y
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FIX¢ Import/Export- Added dependency support to adapter and service endpoints for endpoint hosts. If

'y SYRLRAYyG Aa aStSOGSR GKIFGQa NUzyyAy3a dzy RSN Ly S
Command Line Tools

FIX¢ Import/Export- Added support for Oauth Providers and Swagger docs. Availability Group switch

has been changed to Endpoint Hosts. Command line switches are now:
-- endpointhost, --swagger;-oauth-provider

FIXg Import ¢ If a *.esb file was being imported from the command line and it did not have the default
Neuron Host Endpoint within it, the import would fail and list the following issue:

ImportConfig Error: 1 : Error occurred creating the metabase reference for
‘c\temp\SaveTest.esb'. Entity=Neuron ESB Default Host: The 'Neuron ESB Default Host' was
added for Endpoints.
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Workflow

FIX¢ Correlated Workflows If there is more than one instance of neuron marked as primary for the
endpoint host running correlated workflows (the hosts can be on different machines), each instance
should pick up and process the messages for the correlated workflows running on the given

instance. However, there could be a case where if a workflow was unloading due to, for example, a
receive message activity, the state of the workflow could be corrupted causing new workflows to start
up instead of a message correlating back to a running workflbiwe workflows expecting the message
would also stay in the unloaded state since the receive message activity never received the message to
allow it to continue.

FIX¢ SQL Deadlockdf there is more than one instance of neuron marked as primary for the endpoint
host running correlated workflows (the hosts can be on different machines), each instance should pick
up and process the messages for the correlated workflows running on the given instéamwever,

there could be a SQL deadlocking issue that occurred due to the SERIALIZABLE transaction level being
used. This has been changed to READ COMMITTED along with using exclusive row hoid locks.
database update is required.

Service Endpoints

FIX¢ Swagger DocumentsAddedafilter to load only custom swagger documergtored in the
repositorywhen configuring thelient connectos formetadata Previously we were listing those
Swagger documents which we ship with Neuron ESB.

NEWc SOAP Header Suppemlodified SOAP header support to not require a namespace as part of the
key in the SOAP Headers dictionary. Exiginogesses will not need to chang&lso modified the
headers to allow the mustUnderstand attribute to be set on the header's root element.

Adapter Endpoints
FIX¢ Meta Data Generation WizagiWhen attempting to connect using either Dynam@iRM XRM,
NetSuiteor ServiceNow adaptersheir respective proxy server configuration was not displayed/used

FIX¢ MQSeries Adapter When setting MQRFH2 headers via C#, if the NameValueCCSID property was
set to something other than 1208, it was ignored. Also, added string padding implementation to
properties set that have a string data type to ensure the proper length before the string value is set for a

property.
Neuron 3.6.0.1043

Neuron Explorer

NEW( Start with Solutiorg Desktop shortcuts can now be created passing the path of the Neuron
Solution to the Neuron Explorer executable. This will launch the Neuron Explorer and auto open the
designed solution. For example, the following screen shot shows the property window of the desktop
shortcut:
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& NeuronExplorer - PROD Properties X

General Shortcut Security Details Previous Versions

F‘ NeuronExplorer - PROD

Targettype: Application
Targetlocation: DEFAULTPROD

Target orer.exe" "D:\Neuron\Configurations\DemoSolution2"

Startin: |"C'\Program Files\Neudesic\Neuran ESB v3\DEFAUI|

Shortcut key. |None |

Run: Normal window b

Comment | |

Open File Location Change lcon Advanced

Cancel Apply

The value of the target property is set with the location of the Neuron ESB Explorer executable followed
by the path of the solution to open:

"CAProgram FiledNeudesitNeuron ESB YBEFAULTDEMeuronExplorer.exe"
"DANeuronTesting3.5Main DemoSolution2"

Workflow
FIX¢ Execute Process ActiviggWould not bind to Environment Variables used within the called
Business Process.

FIX¢ Batch of Messages to Correlated Workflows Deadidthl user sent in rge batch ofnessages
to a correlated workflow a deadlodé&sue could occur resulting workflowsnot receivingall the
messages (the messages would fail to leuron ESBudit table). This fixes the deadlock issAe.
database update is required.

FIX- Batch of Messages causes Workflow to return Null valfia user sent in karge batchof
messages to a workfloimstanceat once the resultingcollection of commands that is implemented by
the workflow enginecouldpotentially return a null valueue to concurrency locking

FIX¢ Subsequent changes to Workflow Definition not recognized at runtithe user made a change to

a workflow definition and then saved it, the first time the workflow definition change would be reflected
in the runtime once the changes were detected. On the second time after saving (without restarting the
ESB Service), the changes would not get picked up.

FIX¢ Restart of Correlated and Request/Retry Workflows-fiia userattemptedto restart a correlated
or request reply type workflow from Workflow Tracking, it would not work.
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FIX¢ Subsequent Execute Process exceptions are reported incorrdfcilyuser had a workflow with an
exeate process activity that throwan exception and they ran it, then changed the exception that is
thrown in the process, then tried to restart the workflow from workflow tracking, in the workflow
tracking item, the exceptions reported in the Tracking tab that occurred before the attempted restart
would be overwritten with the new exception.

Auditing

FIX¢ SQL Truncation Warnings generated with Auditiibe SQL data type length wiasorrectfor the
ReplyToPartyld in thHeuron ESB databask should be 100 instead of 36. This would cause warnings in
the previous release when using a Party Id that is longer than 36 characters and that party is used in the
ReplyToPartyld messageduer when auditing the message.

Adapters
FIX¢ REST based Adaptetd$ a REST adapter returned a response that did not have a cetyfest
header, it threw an Object not set exception.

FIX- MQSeriesadapter- if user selected the bindings option, they could receive the following error at
runtime: Machine name missing. Cannot resolve to DNS entry.

FIX¢ MQSeries Adapter When sending a message to MQSeries, the MQRFH2 was not using the

existing value of the CodedCharSetld of the MQMD header by default, resulting in a CCSID value of 437.
This has been corrected. However, users can dynamically sst@FH2 headdpverriding the

default value) by using the syntax below:

context.Data.SetProperty( "wmq", "MQHRF2.CodedCharSetld" , "1208" );
Neuron 3.6.0.1034

Service Endpoints
FIXg¢ JSON interpreted as XML the incoming calio a REST based Client Connebtist an HTTP
contenttype of application/json+patch, then the following error would be reported.

The XmIReader used for the body of the message must be positioned on an element.

FIX¢ Transfer Encoding set to Chunketf the Tansfer Encoding was set to Ched on the outgoing
response message, the calling client would not receive the response.

FIXg¢ Swagger Port change not applied at runtin@hanging the port for Swagger configuration in the
appsettings.config file would not have any effect. The swagger help documentation configured on client
connector would not redirect to the updated new port.

Adapters

FIX¢ Rabbit MQ Adapteg Users can now enter a number frofhto infinite for the Time to Live value.
This was previously restricted to a rangeddd 1440.If -1 is entered, Neuron ESB will NOT set the Time
to Live Value.
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NEWc¢ MQSeries Adapter Support has been added to allow users to specify IPC rather than TCP for all
local calls to a Queue Manager. The Binding property has been expanded to support 3 options: Server,
Client and Bindings. When Bindings is selected, the server, port and binding channel will not be passed
to the open queue manager function, forcing the adapter to use the MQSeries IPC protocol for
communication rather than TCP over a binding channel.

Neuron 3.6.0.1031

Workflow
FIXc Execute Process Activiyw S dzNyy & G KS F2ff2gAy3 SNNRBN vySaal 3s
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FIX¢ C# Workflow Activity When testing a workflow that contains any C# activity in the workflow
designer, an object reference error would be throwihis is regression from a fix in build 1030.

Adapters
FIXc¢ Rabbit MQ Adapteg Users can now enter a number from zero to infinite for the Time to Live
value. This was previously restricted to a range of 1 to 1440.

MOD¢ Rabbit MQ Adapteg Users can now specify that the adapters should attempt to create the
j dz§dzS AF (GKS 1jdzSdz2§ R2Say Qi |t XBpRENBESHI & 6RQ5¢t § R
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Create Queue property is set to True (default is false), Neuron will attempt to create the queue before
sending the message.

Neuron 3.6.0.1030

Neuron ESBRuntime

MOD¢ Reducing startup time for multi core machineall Endpoints and Topics are now started in
parallel utilizing all available cores on the machine, reducing overall CPU utilization and total time
required for starting complex solutions on machines with multiple cores

MODc¢ Synchronization of startug There were conditions where the endpoints assigned to Endpoint
Hosts could signal they are ready for processing before other Endpoint Hosts were fully up. This has
been corrected.

FIX¢ Single Instance Not Failing over when hosted in ESB Selivicaser had a single instance
endpoint hosted in the ESB Service rather than in an Endpoint Host, the endpoint would not failover
upon the primary instance stopping.

FIXc 1. Memory Leak when Adapters set for Single Instance and misconfigufeduser has an adapter
endpoint configured for Single Instance mode and set to run under the ESB Service (rather than an

O9YRLIRAY(OH 12aiG0 FYR (GKS FRILIGSNI SYRLRAYGQa LINE LISNI

successfully start, errors similar to the one below will be continually generated. extraplebelow,
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an Environmental Variable was being used to configure a port on an FTP Adapter Endpoint, but the value
had not been set:

The FTP_PaymentPickup failed to start. Error occurred attempting to set the 'Port' property
using the '{$PaymentPort}' Environment Variable. The environment variable PaymentPort has
not been set

In this case, the start of the adapter endpoint would fail, causing control to revert to the next server,

which would also fail to staif running the same configuration. From there the startup process would
continually repeat itself several times a minute. If left unattended for a significant period of time (30+

hours), any connections to a TCP based Topic may fault, placing the adapter endpoint in an unstable

a0l 4GS 6KSNB Ad0Qa dzyltofS (G2 aKdzi R26y AYyOUSNylrtfte:x
continued nonstop logging of the following:

201901-05 19:25:13.76®7:00 [197] INFO Attempting to stop...

At this point, new instances of the party would be created on every attempted start of the adapter
endpoint. Eventually, after several days, this could result in the exhaustion of winsock resources and
memory for the host process. With this fix, if an error conditions results in the Adapter Endpoint failing
to start, the adapter endpoint will clean up its resources if the connection to TCP based Topics fault.

FIXc 2. Memory Leak when Adapters set for Single Instance and misconfigufeduser has an adapter

endpoint configured for Single Instance mode and set to run under the ESB Service (rather than an
O9YRLERAY(OH 1 2aG0 FYR GKS FRILIGSNI SYRLRAYGQa LINE LISNI
successfully start, errors similar to the one below will be continually generated. In the example below,

an Environmental Variable was being used to configure a port on an FTP Adapter Endpoint, but the value

had not been set:

The FTP_PaymentPickup failed to start. Error occurred attempting to set the 'Port' property
using the ‘{$PaymentPort}' Environment Variable. The environment variable PaymentPort has
not been set

In this case, the start of the adapter endpoint would fail, causing control to revert to the next server,
which would also fail to start if running the same configuration. From there the startup process would
continually repeat itself several times a minutethié error condition ideft unattended and unresolved,
the system would experience a gradually increasing memory leak.

Logging and Monitoring

FIX¢ Workflow Endpoints status set to Stopped in Endpoint Healfithere are only Workflow
Endpoints assigned to an Endpoint Host, they will always display in a Stopped state within Endpoint
Health, even if started. This only occurred if there were no other types (i.e. Adapter or Service
Endpoints) assigned to the same Endpoint Host.
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FIX¢ Not logging correct number of Endpoints that were started under an Endpointqib'sien set for
informational logging, Neuron should log a message similar to the one below with the correct number of
endpoints. Before this fix, the endpoint count was always logged as zero:

201812-20 14:59:40.3045:00 [1] INFO Operation Request: Operation StartAll Completed
a4dz00Saafdz te [3AFAYyad Urtd SyYyRLRAY(GAaA AY 9YRLRAYU

Workflow

FIX¢ Unloaded Workflows generating Temp Fil€3ode activities would be compiled again if the

workflow came back from being unloaded causing temp files to be created at a high rate if the user had
workflows that go unloaded then resume and hit a code activity. Now we have a collection and
workflow extension that allows the type and method info to be stored for code activities which are
restored upon execution of the code activity.

FIX¢ Workflows processing children of Subtopicd/orkflows would process children of sub topics that

they did not have spafic subscription to, but that the underlying Subscriber object did. For instance, if a

G2N] Ft2¢6 o6l a O2yFAIdzZNBR (2 NBOSAGS YSaalasSa FNRY
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HX- Semaphores errors reportedSemaphores weren't being released properly in all situations such as
when a workflow aborted due to an unhandled exception in centane casesFor example, if the
workflow aborted from an unhandled exception (e.g. the temp directory is full causing c# activities to
not compile/execute causing some timeout exception to occur in the actual workflow appticesesf
OAYy aAONRaz2fFiQa O2RSOVL0O O

FIX¢ Quartz Scheduler errors reported in log quartz scheduler error could occur when attempting to
store job and trigger data. The error would state that the trigger already exists with the given name.
Now we do a delete and add effectively updating the trigger.

FIX¢ Correlation within a Timeout within a Loop failé there is a workflow with a receive message
activitywithin a timeoutactivity within a loop, if the receive message step causes the workflow to go
unloaded, thenwhena message is received to resume the workfltvat message would start another
workflow instead of correlating to the receive message.

Adapters

FIX i SAP Adapteri When configured as an IDOC listener, if the same IDOC segment was defined in two
different IDOCs, but each one has a different customization, the second IDOC would fail during
serialization. This has been corrected.

Business Processes

FIX¢ Transform Process Step throws Exception when Tegtiltgen testing the Transform XSLT
process step within the Business Process Designépgct reference not set to an instance of an
object exception would be thrown. This wasegression in TransformationXSLT that was introduced
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when we fixed the step to use the output settings from the XSLT provided in build 3.6.089did not
affect runtime.

Service Endpoints

MOD¢ REST Endpoints with Policy would not log response message with statuslinateme cases, if

a Service Policy associated with a REST endpoint executed and Audited the failure, the response
message (if any) returned from the server hosting the REST service may not be audited with the Status
Code and Status Description.

Neuron 3.6.0.1012

Business Processes

MODc¢ Audit Process StepSupport has been added to audit messages with extended HTTP Status

Codes. If we detect that the message has an extended code not supported by .NET (i.e. 207, 422, etc.),

S ogAff Of2yS (GKS YS&aalr3aS o0ST2NB ! dRAGAY3I Aded . S¥F
Status Code to the nearest hundred starting with the first digit of the extended code (i.e. 207 would

become 200). The original extended code will be prepended to the HTTP Status Description of the ESB
Message.

FIX¢ HTTP Client Utility Process Steipthe full URL path was set in the HTTP Client Utility, the
subsequent call to a Service Endpoint would not use the URL but instead use the URL it was originally
configured with.

FIX¢ HTTP Client Utility Process Steip the full URL path was set using either Environment Variables,
Context Properties, Global Variables or Message Properties, the underlying properties of the ESB
Message object would not be set correctly. This would affect LocalPath, To and the Addressing.To
properties.

FIX¢ HTTP Client Utility Process Steip JSON was inserted in the Body property when set to Raw, the
braces would be stripped out of the resulting body when passed to the service.

MODc Tracing to Business Process Design window during testegeral steps were not doing this
including ODBC, Audit, Service and Adapter Endpoint Process steps. Also, the Neuron ESB Explorer has
been configured to output Debug level traces by default.

MODc¢ Service Endpoint Process Stelh a MessageSecurityException or ProtocolException is generated
during the sending of a message using REST, Neuron ESB will automatically attempt to retry the service
call after recreating the underlying proxy, message and HTTP headers.

FIXc Adapter Endpoint Process Steff executed within a Process directly tied to a Client Connector
rather than to a Publisher, a Topic Null Exceptionld occur:

FIXc Audit Process StepWhen using during design time testing, if the proxy created faldtedl
another attempt to test is made, the user may receive the following warning message:
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MAXIMUM number of Audit Proxies '1' have already been created. WAITING for an Audit Proxy
to become available.

Neuron ESB Runtime

MODc Single Instance FailuggWWhen anEndpoint marked as single instance would fail over to another
service, it could be due to a database error that would be logged in the master log file, but not in the
actual log file of the endpoint affected.

MOD¢ Single Instance FailoveAn Endpoint marked as single instance would fail to start if the

Endpoint is assigned to run under an Endpoint Host. This has been corrected so now it starts. However,
the single instance configuration will be ignored. Single instance behavior must now be configured using
the Deployment Settings tab of the Endpoint Host.

FIX¢ CPU Usage Spikes and Slow stactUghen running on a machine with 2 or fewer cores with a
configuration that included a dozen or more Endpoint hosts, the runtime may experience delays in
starting and CPU usage of 100%.

Neuron ESB Explorer

FIXc Deleting a Sub Topiclf a user attempted to delete a sub topic that was positioned before the last
sub topic in the grid, 8ystem.IndexOutOfRangeException could be generated when the user attempts
to Apply the change.

Service Endpoints

FIX¢ Client Connector URL not matched to incoming fRUring an incoming REST based APl URL
request, the incorrect Client Connector could be matched to the incoming request if there were more
than one Client Connector URL that starts with the incoming URL. For example, an incoming request url
of http://mymachine/test/vl/summary?GPID=&ould be matched with either a Client Connector URL of
http://mymachine/test/vl/summary/benefitsor one with a url ohttp://mymachine/test/vl/summary.

Now, Neuron ESB will do an exact match first and, only if there is not an exact match, fall back to find a
Client Connector url that contains the incoming url.

MODc¢ Service Endpoint If a MessageSecurityException or ProtocolException is generated during the
sending of a message using REST, Neuron ESB will automatically attempt to retry the service call after
recreating the underlying proxy, message and HTTP headers.

Adapter Endpoints

FIX- Dynamics AX AdapterFixed issue that when a stored credential was selected in the property grid

of the adapter endpoint, if you clicked on the dropdown list of Service URLs you would only see the list if
the currently loggedn user has permission to call the Query Service in the Dynamics AX server.

FIX- Dynamics AX AdapterFixed issue that when running the Metadata Generation wizard, if you
selected the Dynamics AX Adapter from the Registered Adapter dropdown list, an exception would be
thrown stating that the AOS Server Name property could not be blank.
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FIX- SAP Adapteg fixed issue when using the Metadata Generation Wizard to create sample XML for

customized IDOCs.

NEW- SAP Adaptetr Added support for transactions in SAWhen an SAP Adapter endpoint is
configured as transactional, any message that is processed by the adapter endpoint without the

property sap.Transactionld will create a new connection to SAP and create a transaction ID that is
associated with that connectionThe transaction ID will be included with the response message from

SAP as the message property sap.Transactioftés transaction ID must be added as the message

property sap.Transactionldn all following message that are part of the transaction (including commit

and rollback).This will ensure the calls to SAP occur over the same connedtmncan then send a

BAPI_COMMIT_TRANSACTION or BAPI_ROLLBACK_TRANSACTION to SAP to commit or rollback all the
previous transactional messages. The lifetime of the connection is controlled by the adapter endpoint

property Transaction ID Expiration.

Workflow
FIX¢ C# Workflow Activity When opening the C# Workflow Activity in the Workflow Designer, the
following error may occur:

System.InvalidOperationException: Collection was modified; enumeration operation may not
execute.

FIX¢ Workflow Processing Message Twidter saving aNeuron ESBolution for a running instance
with workflow endpoints, multiple workflow host services could start up for a single endpoint. This
would mean a single message gets processed twice (at the same time) by a given workflow
endpoint. This issue occurreghlyif the Party that the workflow endpoint sssigned talid not get
disposed before the OnConfigurationChanged event executed in the WorkflowHostSevicke could
be the case since iiinsasynchronously.The issue had a chance to occur only when the workflow
endpoint itself had a configuration change (e.g. changing the endpoint to run a different workflow,
OKIy3aAay3a GKS SyRLRAYyGQa LI NLIez SG4Oe0 Fa GKS

MODc¢ Service Endpoint Activitylf a MessageSecurityException or ProtocolException is generated

62N T

during the sending of a message using REST, Neuron ESB will automatically attempt to retry the service

call after recreating the underlying proxy, message and HTTP headers.

Monitoring
FIXc Endpoint Healtlg, Pending counter for Workflow incorreet K S & t Soyirfekfof Barkflow

endpoints in the Endpoint Health Monitor in Neuron Explorer could increment in some cases but not

decrement when it should causing tleeunterto be incorrect. This issue shouldn't affect the runtiore
the execution of workflowsThis has been corrected.

MOD¢ Endpoint Healtlt A Process ID column has been added to show the process id of the Endpoint

Host.
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FIX¢ Clear Errors and Warnings generates Ul egrior Endpoint Health, if a useight clickson a row
that has errors in it, and selestClear Errors and Warnings", the user will get the error belawthe
errors are successfully cleared:

System.ArgumentException: Key not found: 'Errors’

Neuron 3.6.0.995

Business Processes

FIX- Timeout Process Stepould fail with unhandled exceptionlf a C# step was placed within the

Timeout Process step block and the Configuration or Log object was accessed, an unhandled exception
would be thrown.

FIX¢ Audit Process Step would not record Process NamM#hen auditing a message, the name of the
current Business Process was hot being captured and audited with the message. This would result in the
Process Name row of the Neuron Properties within the Audited message to be blank.

FIXc Excel to XML Process Step would not process mixed datatype cotufithere were mixed
datatype values within a column, some of the values may not get processed and outputted in the final
xml.

Runtime

FIX¢ Publishing a message may through a Null Excejgtldnder certain circumstances, if an endpoint

is publishing a message at the same time an underlying change to the configuration was detected, a null
exception could occur when iterating through the Business Processes to determine what would need to
be executed prior to the send. The following error may be recorded:

System.NullReferenceException: Object reference not set to an instance of an object.

at
Neuron.Esb.Internal.PipelineRuntimeHelper.<>c__DisplayClass3.<ApplyPipelines>b__1(ClientPip
elineltem pipeline)

at System.Ling.Enumerable.WhereArraylterator'1.MoveNext()

at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines(ESBClientContext context,
ESBMessage& message, Boolean applyOnPublish, Boolean applyOnReceive)

Neuron 3.6.0.991

Adapters
FIXc FTP Adapteg When using the FTP Adapter in Subscribe mode and SSL is configured with a
certificate, the adapter would not recognize the certificate.

MODc Azure Service Bus Adaptekuthenticationibde property has been removeduthentication
mode is always SAS as ACS has been deprecated
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FIXg Azure Service Bus AdapteWhen processing JSON messages, the following error could occur:
Cannot access a disposed object. Object name: 'BufferedinputStream'.

FIX- Salesforce adapter Fixed issue that was introduced with the release of Salesforce SOAP API
version 43, the generation of SObjeztr 8 SR A OKSYlF & NBGdzZNYy SR GKS SNNEZNJ a
later.

FIX- Salesforce adaptey Metadata generation did not create XML samples for many of the core
operations. This has been fixed.

NEW- Salesforce adapter Added support for Salesforce SOAP API version 44

Installer

MODc¢ Bootstrap Installer .NET dependergcyhe Neuron ESB installer prerequisite is now .NET 4.0,
rather than 4.7.1. If 4.7.1 is not installed, the setup process will prompt the user to download and
install.

MODc¢ Event Processing Service startyiphis service will no longer be automatically started as part of
the Neuron Installation process.

Runtime

MOD¢ Reliability Policy added to SQL Operatiqfi®etry policies have been added to all SQL Reader
and Command operations to accommodate occasional network disruptions between the Neuron ESB
Server and the Microsoft SQL Server

FIX¢ Single Instance prematurely Fails Ogéiran adapter endpoint is marked as single instance, it
could prematurely fail over to the secondary node, even though there is no failure, if there was a SQL
server network disruption.

Business Processes

FIXg Audit Process StepWhen attempting to audit a message that contains an extended HTTP Status
code not natively supported by .NET, a serialization would occur. Now if Neuron detects an extended
HTTP status code, it is set to NULL before the auditing process.

FIX¢ XSLT Transform Process Stdfhe xsl:output element would not be processed by the
transformation step.

Workflow

FIX¢ Adding Workflow Assembly Referencgl$ a user added an assembly reference to the workflow

dzaAy3d GKS dabé¢ odzidzy 2y GKS 2N} Ff2¢6 RSaAaAIYSNE (K
reference from the code editor for the class/fragment, then tried to add another workflow reference

dzaAy3 GKS abé¢ o6dzidiz2ys Iy NN} & 2dzi 2F o62dzyRa SEOS

FIX¢ Adding a Variable to a Workflogif a user added a variable that was a generic that contained a
non-serializable type (e.g. having a List of a-senalizable type), when running the workflow they
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would see exceptions in the log stating that a serialization exception occurred. This would happen if the
generic itself was serializable, but the containing type was not.

FIXc Adding an Assembly to a Workflow from the GAI€Ca user added an assembly reference from the
GAC to a workflow or c# activity, the workflow designer would throw an exception stating the
referenced assembly could not be found when attempting to apply the workflow changes.

FIX¢ Adding a reference to the Microsoft.CSharp Assembfya user had a workflow with a code

activity that referenced the Microsoft.CSharp assembly, the compiler for the code activity would throw
an exception stating the assembly could not be found when reaching the code that depends on the
assembly.

FIX¢ Persistent Delay Activity does not Resume when used in a Correlated Type Warkfeowser had
a correlated type workflow that contained a Delay activity with a delay greater than a minute, the
workflow would not resume after the delay had elapsed.

FIX¢ Persistent Delay before a Receive Message Activity would cause Messages to not be Queued for
the Receive Message Activifyf a user had a Persistent Delay somewhere before a Receive Message
Activity, any messages sent to that correlated workflow during the delay and before the Receive
Message Activity was executed would not be queued for the receive.

FIX¢ Workflow Resuming from a Persistent Delay would not clear the Needed DatabasecTlidbles
user had a Persistent Delay, when the workflow resumed from the delay and completed or aborted, the
necessary database tables anehiemory collections would not be cleaned up.

Topics

FIXc Rabbit MQ Topic Dead Letter Queue Infinite ladp¥ | YSaal 3S 6+ a NRdAziSR G2
Rabbit MQ Dead Letter Queue and it was missing required properties, specifically the Topic name,

Neuron would return a negative acknowledgment andjteue the bad message. This could result in an

infinite loop causing considerable CPU usage. Moving forward, a negative acknowledgment is still

returned, howeveian attempt will be made to audihe messagéo the failed message table. Otherwise

it will be written to the endpoint log rather than returned to the queue. If the Topic property is missing,

0KS @IFtdzS a!bYbh2bé gAfft 6S NBLR2NISR Ay Alda L} OS

FIX¢ Rabbit MQ Topics If error occurred during the receipt of a message from the dead letter queue,
the error count would not be incremented in Endpoint Health.

FIXc Rabbit MQ Topic Subscriber Queue Infinite lgap¥ I YS&al 3S g1 & NRdziSR (2
Rabbit MQ Subscriber Queue (representing the Neuron Subscriber) and it was missing required

properties, Neuron would return a negative acknowledgment andueue the bad message. This could

result in an infinite loop causing considerable CPU usage for the duration of the Time to Live period

specified on the Topic (which by default is 1 day). Moving forward, a negative acknowledgment is still
returned, howeve an attempt will be made to audit the message to the failed message table. Otherwise
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it will be written to the endpoint log rather than returned to the queue. If the Topic property is missing,
0KS @I t dzS willbé rédorted ib ifs place.

Neuron 3.6.0.975

Installer

MOD¢ WSDiscovery port disabled by defaalthe WSDiscovery announcements on port 9021 has

been disabled by default. Previously, during installation, the Discovery Service could fail start during the

install because of the WBiscovery service port being blocked. This seems to be introduced recently on
2AYyR264a Mnd ¢KAa OFy 0 WWSHiscovdgEhabléd B/ 8t SROBG&SASKY A
in the DiscoveryService.exe.confilg to true.

MOD¢ MSI package is now digitally signed.

Workflow

FIX¢ Namespace parsing error at design time for custom assembly refereridas could occur in the
designer within a C# workflow activity if referencing an external custom assembly. This bug was
introduced in build 3.6.0.937.

Neuron 3.6.0.968

Logging

FIX¢ Client API LoggingAll logging functions in Neuron ESB 3.6 were moved to Log4Net. When using

the Neuron ESB Client API hosted in external .NET applications, logging can be enabled by adding the
FLIWINBLINRAFGS f23nySG O2yFAIdzNI A2y G2 (GKS aO2y FA3Idz
following is an example of log4net configuration that can be added to the app.config file to enable the

Neuron ESB CiieAPI to log to a text log file using the log4net Rolling File Appender:

<configSections >
<section name"log4net " type ="log4net.Config.Log4NetConfigurationSectionHandler,
log4net " />
</ configSections >

<log4net >
<appender name"FilelAppender " type ="log4net.Appender.RollingFileAppender ">

<file value ="log -file -1l.txt " />
<appendToFile value ="true " />
<ImmediateFlush value ="true " />
<PreservelLogFileNameExtension  value ="true " />
<StaticLogFileName value ="false " />
<rollingStyle value =" Composite" />
<datePattern  value ="-yyyy- MMdd" />
<maxSizeRollIBackups value ="10" />
<maximumpFileSize value ="100MB />

<layout type ="log4net.Layout.PatternLayout ">
<conversionPattern value =" %date{yyyy - MMdd HH:mm:ss.fffzzz} [%thread] % -5level -
%message%newline%exception” />
</layout >
</ appender >
<root >
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<level value ="INFO'/>
</root >
<logger name="NeuronEventLog" >
<level value ="ALL"/>
<appender - ref ref ="FilelAppender "/>
</logger >
</ log4net >

FIX¢ Adapter Endpoint Logginglf Adapter Endpointsvere configured to rurin an Endpoint Host,
logginglevels were not honored. Changes in the logging level via the Configure Server dialog were not
reflected in the Endpoint Host. This has been corrected.

Workflow

FIX¢ Execute Process Workflow ActivgyCalling a Business Process from a Workflow using the Execute
Process Workflow Activity would succeed during design time testing but would fail at runtime with the
following error reported in Workflow Tracking:

¢KS tNrOSaa yrYSR a-¢ ¢gla y2id F2dzyR Ay 0KS

FIX- C# Code/Class Workflow Activitif referencing a dll that wasn't in the GAC in a workflow C#
code/class activity (i.e. a custom reference where user placed the dll in the Neuron Instance Folder and
added the reference to the workflow), an error would be displayed anytime the code was recompiled or
saved.

FIX- C# Class Workflow Activitfter initially dragging on a C# class activity, if a user opens the activity
in the code designer, the generated code block would be missing. Closing and reopening the editor
would display the correct generated code block.

FIXg Adapter Endpoint Activitg Akey not found exceptiogould occur whera user changes the
adapter endpoint properties for an adapter selected in an adaptetpointworkflow activity while the
service is running.

FIX¢ Renaming Referenced Entities in Workflovifsa user had an execufgocess, service endpoint,
adapter endpoint, or publish activity in a workflow, renaming the referermesinesgprocess, service
endpoint, adapterendpoint, or topic would not automatically updatbeir name property withirthe
workflow activity.

FIX¢ Renaming Business Process in WorkfloRenaming anpusinesgrocess or service endpoint

would result in anyvorkflow definition that had an executgrocess or service endpoint activity to lose

the defined process or service in the workflow designer. This only happened at the designer level and
did not affect the running workflow definition unless the user applied and saved the changes.

FIX- Workflow Designer closes with unsaved changes when referenced object is ren#fraagser has

an adapter/service/topic or Business Process referenced in a corresponding activity (i.e. adapter
endpoint activity), and the user has multiple workflow designers open that reference the same adapter,
the nonactive workflow designers would close if the adapter was renamed. This could cause users to
lose any changes that haven't been applied in the workflows that close. The activity must be in view for
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this to happen. Now we will display a prompt telling the user to manually update the references in the
non-active aesigners with pending changes.

FIX- Workflow Designer Apply button becomes enabled when unmodifléd user had an adapter
endpoint referenced in a corresponding adapter endpoint activity in multiple workflow designers,
switching between them after renaming the endpoint would cause the apply button to become enabled
on unmodified workflows.

Adapters
FIX¢ Dynamics CRM Web API Adaptddsers may receive the following error message due to a missing
ContentType header:

The Microsaf Dynamics CRRISo ! t L Sy RLI Ay [ failedy¥msend fRé médds§geb | Y S
The value cannot be null or empty.

Parameter name: mediaType

FIX¢ Dynamics CRM Web API Adaptdf the Adapter received a message from a Client Connector, the
following warning could be written to the Neuron ESB log file:

"Bytes to be written to the stream exceed the Contémingth bytes size specified"

FIX¢ Dynamics CRM Web API Adapgdf the Token expired, it would not refresh as expected and
would throw the following error:

The request message was already sent. Cannot send the same request message multiple times.

FIX- Dynamics CRM Online Plugithanged target framework to 4.5.2 to match Dynamics 365 online
.NET framework requirements.

MODc¢ Salesforce AdapterAdded support for latest versions of the Salesforce SOAP API through
version 43

MOD¢ NetSuite Adapter Added support for latest versions of the NetSuite API through version 2018.2

FIX- SAP Adapteg RFC and BAPI requests that contain table data as input parametaid throwthe
followingexception

Sequence contains one than one matching element

FIX- MQSeries AdapterUsing the adapter in Publish mode to read messages that include RFH2 headers
and custom properties, the length of the RFH2 header would be appended to the the body of the
message.

FIX- MQSeries AdapterUsing the adapter in Subscribe mode to send messages that include RFH2
NameValueData headers, a Memory stream is not expandable exception may occur.
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Service Endpoints
MOD- BasicHttpRelayg Binding now provideappropriate security options and the ability to not require
clients to send the relaginaccess token with each request.

FIX¢ Client Connector Fails to staytf the Client Connector was configured to run a Business Process
rather than interact directly with the Messaging sub system and the Endpoint Host property was left
blank, the Client Connector would fail to start.

MOD- Webhttprelay¢ Binding now provides the ability to not require clients to send the relay an access
token with each request.

FIX¢ Webhttp and Webhttprelay, Responses were always encoded as ASCII. Now responses are
encodedbased on the incoming request.

FIX¢ HTTP Headers not case insensit\¢T TP Headers were not accounting for headers that were not
properly cased. This could result in errors similar the following:

Exception: The 'transfezncoding’ header must be modified using the appropriate property or
method.

Parameter name: name
Method: ThrowOnRestrictedHeader

FIX¢ Policy for REST Codes not firgrifa service policy was configured to fire for any selected HTTP
Status code that does not result in a runtime exception being thrown (such as 500), the policy would not
fire.

Neuron 3.6.0.945

Business Processes

FIXc Debugger throws ArgumentNullExceptiQihen launching the Business Process Debugger with a
Business Process that does NOT have &masty external .NET assemblies referenced, the debugger
would throw an ArgumentNullException.

Adapters

FIX¢ NetSuite Adapter production and sandbox accounts require an acceapecific URL when making
Web service callsPreviously, calls made with production or sandbox accounts would fail unless the
correct URL was set in the NetSuite Service URL property in the adapter endpoint propéotiethe

adapter will retrieve the correct URL for every account type through a call to NetSuite's data center URL
rest service.

FIXc¢ FTP Adapteg When using ImplicitSSL mode set to TLS, the following error may be reported:
System.ArgumentNullException: Value cannot be null.

Parameter name: cert
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Services

FIX¢ Client Connector URL throws Fault when catléthder very specific circumstances, specifically if

the incoming URL is resolved to a different case then the client connector URL, the client connector may
throw a fault back to the calling client with an error message similar to the followimgcurrent service
instance for the 'https://machine/myurl" url could not be found

Configuration
FIX¢ Exporting Client Connector Endpoint generates Egithen exportinga Client Connector
Endpoint that has Messaging disabled, a Topic not found error would be generated.

Neuron 3.6.0.937

Services

FIX¢ Service Connector using Windows Credentials Authenticgtidtinen hosting a Service Connector
in an Endpoint Host where the Service Connector is configured to use a Windows Credentials using
either the Transport:Basic or HttpBasic Security Model, the credential information would not be
forwarded to the service.

MOD¢ Swagger Suppog Support for Swagger Ul has been upgraded to version 3.0

FIX¢ ADP OAuth ProviderAfter 60 minutes the OAuth Token would expire and not renew. This was
due to ADP throwing a protocol exception rather than a message security exception. The Token now
automatically renews when expired.

FIX¢ Service Connector obfuscating true Exceptidha user received a message security exception on
a SOAP service connector, they would receive the following error instead of the actual error:

Service connector X' received an exception attempting to pass on a received message. This
message cannot support the operation because it has been written.

Adapters

FIX¢ FTP Adapter Explicit Mode and FM#hen using Explicit mode only SSL 3.1 was supported. A new
property has been added so that users can select either SSL or TLS protocol when using either Explicit or
Implicit mode for FTP. TLS is the default.

MOD¢ FTP Adapter Remove BOM property has been added to publish mode.
MOD¢ FTPS AdapteyRemove BOM property has been added to publish mode.

FIX- NetSuite Adapter Fixed issue with metadata generation in the 2018 _1 version that results in
"Object reference not set to instance of an object.”

FIX- CRM XRM AdaptefFix for setting objectid proprerty to the correct entity type. One example is the
regardingobjectid in activities like emails. Instead of setting the typename property to "Lookup”, set it to
the entity type of the lookup (i.e. "contact"). Also, users can now-{assreference ID as a value
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instead of a lookup and have it converted to the correct type of entity. When passing the GUID, use the
"reference"” attribute to set the correct entity type (i.e. "contact")

Business Processes
FIX- JSON Validation Process Stéiged issue where it would validate a JSON document if the
document itself is an array.

FIX- Business Process Desiggafi/hen using the process debugger with additional assembly references
registered at the process level (NOT at the cethp level), if a breakpoint was set in a C# Class step the
debugger would throw an exception when startinghis issue only occurred with a C# Class step and
not with a regular C# step.

Workflow
FIX¢ Workflow Designer crashes Neuron ESB Expipréris could happen if we retrieved incorrect
coordinates when laying out the designer within the window.

FIX¢ Correlated Workflows When running two or more primary workflow hosts on separate machines
with correlated type workflows, messages received on one machine that correlate to a running
workflow instance on other machines would not be received by the correct macRather, a new
workflow instance would start as this scenario was not supported.

FIX- C# Editor within Workflow fails to identify compile errors at design tifdesign Time compile

errors would be reported if editing C# or C# Class workflow activities in their dedicated editor tabs (i.e.
right click to display context menu and select "Edit Code"). However, if a user opens the editor within
the workflow designer as an activity window, then design time compile errors would not be reported.
This has been fixed so that they are always reported regardless of where they are being edited.

Neuron ESB Explorer

FIX¢ Neuron ESB Explorer crashes if NO SQL Servers found on local rétheNeuron ESB Explorer
could crash with a null exception if the user was attempting to retrieve a list of SQL servers in one of the
SQL server specific Busin®sscess steps or in View/Manage databases.

FIX¢ About Form displaying incorrect versiqiin the Neuron ESB Explorer, the HelpAbout form was
showing the incorrect version (i.e. 3.5) instead of 3.6.

FIX¢ ImportConfig Command Line togWhen using the ImportConfig command line tool to import a
Business Process by name, defined in an RSP file, the command line tool would report the error that the
Process could not be found.

FIX¢ Connecting Online Mode Fag#ttempting to use the Neuron ESB Explorer to Connect to an
LyadlyOoS 2F bSdzaNRyYy 9/{ . ->Qoyined rmeyid) woyil& fail if he NeSronESB | (1 K S
instance was not configured to use port sharing. The following Error would be displayed showing an

attempt to connect to the control service port rather than the boostrap port:
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Operation failed: Neuron ESB Explorer was unable to connect to the ESB Bootstrap Service at
net.tcp://localhost:5004/ESBConfigurationService/

Installation

MOD- CreateManageme®bjects.psIPowerShelscript- Sometimes the
PerformanceCounterCategory.Exists() method would return true even though the passed in
performance counter didn't exist. To fix this, PerformanceCounter.CloseSharedResources() is called to
flush the cache before we execute the rest of the creation script.

FIX¢ Rabbit MQ Management PluginThis was not being activated automatically if a user choose to
install RabbitMQ as part of the Neuron ESB installation.

Neuron 3.6.0.920

Services
FIX¢ WebHttpRelay Binding throws XmIReader exceptigdhen using the WebHttpRelay binding with
JSON messages, an XmlReader exception would be thrown.

Business Processes

FIX¢ Copying Business Processes creates reference rather than-éidinen copying a Business

Process, editing a step's properties in the copy would be reflected in the original. Opening and closing
the Neuron ESB Explorer would previously solve the issue. This has now been corrected.

FIXg Process Step Caching at Design Tgivéhen conducting design time testing of either the Execute
Process, Service Endpoint or Adapter Endpoint process step if, after the first test, the dependency that
they called was change (i.e. Adapter or Service Endpoint or child Business Process), subsequent tests
would not reflect the changes as the original entity would be cached with the designer.

Runtime
FIX¢ Maximum Log File SizeThis value was not being honored for Workflow Endpoiftso, we
removed the daily/weekly rollover option and disk size threshold for logging

FIX- CreateManagementObject.ps1 PowerShell saribtodified to create performance counters for
Neuron Endpoint Hosts.

FIXc Logging in Authentication ValidatogdVhen in verbose or info mode, logging statements were not
reflected correctly in the respective endpoint log file.

FIX- RaiseAdapterError not logging custom messad¥ben using RaiseAdapterError from custom
adapters, if custom messages were passed, they were not being logged in the endpoint log file.

MOD¢ WMI Failed Message EvenEndpointName and EndpointType have been added to the event
properties that users can retrieve when subscribing to the Failed Message Event.

FIX¢ Null Exception on Shut dowrOn shutdown, sometimes a null exception may be thrown when
attempting to unwind theevent of the party, even though the party is not null.
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Adapters
FIX¢ Azure Service Bus Adaptekogging was added and an unhandled exception when in Publish mode
has been corrected.

Configuration
FIX¢ Exporting Adapter Endpoint generates Ergd/hen exporting an Adapter Endpoint that has
Messaging disabled, a Party not found error would be generated.

Samples

FIXRESTtoSQE KSNB ¢l a | LINRPOS&aa aidsSLI 4KFG RARyQl ySSR
caused it to always go down the error path in the procesiso, when we were getting a response we

6SNBE NBIRAYy3I (KS sNRy3I EYEt StSYSyid 6AdSd 49YIFAf! R

Neuron 3.6.0.900 (3.6) Features

The Neuron ESB 3.6 release represents a significant next step toward the evolution of the Neuron
Platform. Much of the infrastructure has been refactored to facilitate our sieem vision of cloud

hosting, as well as make independently hosted and deployable services, adapter and workflow
endpoints a reality for our customers today. More organizations are seeking the agility to quickly
develop, test, deploy and update business capabilities encapsulated using a Microservices architecture.

NeuronESB 3.68asbeen built onthe principal of SOAnd Microservices, hence it is thataral choice

to build Microservice based ARIin previous versions of Neuron ESB, organizations could easily create
REST APIs or SOAP based services. However, in this releasantimy control the @&ployment aspect

of it as well Using Neuron ESB 3.6, organizations can now choose to run a service, (or group of services),
as a fully independent service that can be scaled in or out based on consumption using platform services
like Docker.

LF &2dz2QNB dzaAy3 b SdzNPy the NeuroroEBPB 3.disetéplipdide youf eRistidgS R2 gy
installation. Current customers can obtain either the Patch or the full installation frol¢ueon ESB

Support websitelf you are new to Neuron ESB, you can download the full installation frofdeheon

ESB website

Neuron ESB 3.6 provides dozensefv features enhancements, and connectossme of which
include:

Endpoint level Hosting

Selfregistration of Adapters/Connectors

Messaging free Service and Adapter Endpoints
Environment sensitive enabling/disabling of Endpoints
ServiceNow Adapter

New OAuth Providers

Custom OAuth Providers

JSONschema Validation

NewMonitoring REST APIs

100+ ProducEnhancements

=4 =4 -4 4 -8 -4 4 -4 -8 -9
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All the dianges included in the Neuron ESB 3.6 releasebe found in thé&leuron ESB Change
Logwhich gets installed with Neuron ESIB.this blog post, | thought | would elaborate on some of the
yS¢é SyKIyOSYSyida IyR FSIFGdNBa ¢SQ@S | RRSR (2

iKS
Endpoint Level Hosting

Previous Hosting Model

In previous versions of Neuron ESB, the Neuron ESB Runtime Windows Service (esbservice.exe) was
used to host all Adapter and Service Endpoints, as well as all Messaging Publishing Services and all
internal Services. These services were isolated in their own .NET AppDomains within the Neuron ESB
Runtime service. However, a fault tolerant hosting environment was provided for the Neuron ESB
Workflow Engine. The hosting was embodied by Neuron ESB Availability Groups. Availability Groups
were used to load balance the execution of Workflow Instances across multiple servers in
dedicated/isolated host processes.

-

Neuron ESB Runtime

Neuron ESB
\ Messaging Y
Service Publisher Process N PR Process Subscriber yyaorar
Endpoint R4 ‘*.. Endpoint
-~ l’..‘ f .'.'.. /
~ \ 4 A
Neuron ESB Neuron ESB Neuron ESB
Workflow Runtime Workflow Runtime Workflow Runtime
Process Subscriber Process Subscriber Process Subscriber
Workflow Workflow Workflow
Endpoint Endpoint Endpoint

Neuron ESB 3.5 Hosting Modél 2 NJ ¥ €
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esbhost.exe). Any number of Availability Groups can be created. All internal services, Messaging services, Servicanfndpoints
Adapters Endpoints are isolated in .NET App Domains and hosted in the Neuron ESB runtime (i.e. esbservice.exe). Parties and

Business Processes run in the host process of their respective Endpoint.

These Availability Groups were designed with built in clustering to achieve high availability and fault
tolerance without the need to deploy Microsoft Windows Failover Cluster Services. Servers within a
Neuron ESB Deployment Group could be assigned either Primary or Failover roles whichfaileded
workflows to automatically rollover onto available servers and start where they left off, providing both
resiliency and reliability for mission critical functions.
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Modified .:

Neuron ESB Availability Groupk Neuron ESB 3.5, Availability Groups provide isolated high availability clustered hosting for
Neuron ESB Workflows. Servers can be defined for load balancing Workflow execution as well as dedicated failover.

Users could create any number of Availability Groups which in turn would be assigned to any number of
Workflow Endpoints. Availability Groups were isolated into their own process space and executed as
child processes (hosts) of the Neuron ESB Runtime service. If a fatal error occurred that caused an
Availability Group host to fail, the Neuron ESB Runtime service could restart the Availability Group on
the same server, or on a different server assigned the Failover role.

Endpoint Hosts

Ly bSdzNBYy 9{. odcI 6SQ00S NBFI OG2NBR YR SEGSYRSR
and Service Endpoints. As a result, Availability Groups have been renamed to Endpoint Hosts and have
taken on a new and expanded role within Neuron ESB.

Endpoint Hosts can be used to:

9 Host a single endpoint

Facilitate Microservice deployment

Host multiple endpoints of the same type (i.e. Adapter, Service or Workflow)

Host multiple endpoint of different types (i.e. Adapter, Service or Workflow)

Host endpoints under a unique service account (different from that of the Neuron ESB Runtime
service)

1 Isolate endpoints for system wide fault tolerance

1 Reduce memory utilization

= =4 =4 =4
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1 Scale processing power

In previous versions of Neuron ESB, every Adapter and Service endpoint competed for the CPU

processing of a single executable (i.e. esbservice.exe). Other competitors for those processing cycles and
G§KNBFRa AyOf dzZRSR bSdz2NBY 9{.Qa 2¢6y AYyUSNYylrt asSNBio
cases, either an internal service or a specific endpoint could consume the majority of processing cycles,
leaving other endpoints waiting for available threads to be returned to the pool before being allowed to

service requests. Additionally, even though all endpoints and internal services were encapsulated in

their own .NET AppDomain, it did not preclude the possibility that one misbehaving Business Process,
Adapter Endpoint or, custom code writing by a customer could crash the Neuron ESB Runtime process

(i.e. esbsevice.exe).

Endpoint Hosts relieves these issues as each runs as an isolated process (i.e. NeuronEndpointHost.exe),
with its own allocation of resources and threads. Using Endpoint Hosts, endpoints can be isolated into
discreet, lightweight processes and deployed across multiple machines.

Neuron Endpoint Host Neuron ESB Runtime Neuron Endpoint Host

Neuron Endpoint Host

@O

) isher Process
Client Publishe

Connector

©)

Adapter
Endpoint

&)

Subscriber Process

Messagin
<lb 9N gudemrp
Service Sdbscriber Process Process Subscriber , 47 tar
Connectar Endpoint
w,
e ."-
- *
v B

Neuron Endpoint Host

Subscriber Workflow
Endpoint

Process

Neuron ESB 3.6 Hosting Moddll Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named

GOYRLRAYG |1 2ai6é

and hosted in the Neuron ESB runtime (i.e. esbservice.exe).
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In Neuron ESB 3.6, Endpoint Hosts are more lightweight than their immediate predecessor, Availability

Groups. Their executable has renamed and the communication mechanism and been changed to use an
HTTP based API (default port 51004 can be changed in appSettings). Additionally, endpoints using this
hosting model are no longer encapsulated in .NET AppDomains.
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NOTE: By default, all new endpoints will run in the Neuron ESB Runtime service unless they are
ALISOATAOIfER® FaaA3dySR (2 Fy 9yRLRAY(G 1 2ad dzaAy3
Ul configuration screens. However, if migrating a solution saved in a previous version of Neuron ESB,
those endpoints will automatically be assigned to run in the new Endpoint Host environment.

Monitoring

Neuron ESB Endpoint Health has been refactored to accommodate real time activity monitoring for the
Endpoint Host environment as well as the different endpoints that they host. The new user interface
provides users the ability to group and sort, and now lists all machines in the selected deployment
group.

1a Neuron ESB Explorer - [m] X
Eile View Tools Help
| | - | ® Running - o/ B | Configure Server | Category Fiter ~
You are working offine. D:\Neuron) Testing)3.5Main\DemoSolution2
Activity " Endpoint Health
[ * Activity -
Dashboard Monitoring
(i) Reai-Tme 9:24:21 AM
Connected o
&) Running History
[ & Health
B Ercpont Health Deployment Group: Development @ Stop Monitoring 8 Refresh  # Restart Service M Stop Service @ Clear Panel
£ + Database Reports Drag a column header here to group by that column.
[ actve Sessons HostName | Type Name. State Last Heartbeat MessageRate | Message Processed |Warnings | Errors 7‘
|B Message History @ MWASINICK... :Adapter HofFTPEndpoint Disabled 5/25/2018 9:18:11AM 10 0 0 [}
MWASZNICK... Adapter MQTopicEndpoint Disabled  5/25/2018 3:18:11AM 0 o 0 0
[P Failed Messages
® MWASINICK... Adapter MQSeriesSalicitRespanse Started 5/25/2018 9:24:02AM 0 0 0 4
[ wiorkfiow Tracking MWASZNICK .. Adapter sftpPublishGRAL Disabled 5/25/20189:18:11AM 0 ] [} 0
® MWASZNICK... TCPPublishingService Adapters Started 5/25/2018 9:24:05 AW 0 0 0 0
@ MWASZNICK... TC Started 5/25/20189:24:05 AM 10 0 0 0
® MWASZNIQC... TCPPublishingService Irvine Started 5/25/2018 9:24:05 AW 10 0 0 0
@ MWASZNICK... TCPPublishingService Demo Started 5/25/2018 8:24:05 AM 0 o 0 0
® MWASZNIQC... TCPPublishingService LA Started 5/25/2018 9:24:05 AW 10 0 0 0
@ MWASZNICK... TCP Publishing Service MSMQTest Started 5/25/2018 8:24:05 AM 0 o o 0 v
Drag a column header here to group by that column.
[ P Messaging HostName | Type Name State Last Heartheat Active | Pending | Waiting | Completed | Aborted | Suspended |Rate | Warnings | Errors =
@ MWASZNICK... Endpoint Host EndpointHost 1 Disabled  5/25/2018 3:17:58 AM 0 0 0 0 0 0 0 0 0
g Repository [ ® MWASZNICK... Endpoint Host Workflow OrderProcess Host  Started 5/25/2018 9:24:11AM 0 0 0 [} 0 0 0 0 0
£ ® MWASZNICK... Endpoint Host Neuron ESB Default Host Started 5/25/2018 9:24:10AM 0 0 0 0 0 0 0 0 0
o e HostName | Type Name state Last Heartbeat Active | Pending |waiting | Completed |Aborted | Suspended |Rate | wamings |Errors
- [ MWASZNICK .. Adapter FileOut Uninitialzed 5/25/2018 8:24:10 AM 0 0 0 0 0 0 0 0 0
@ MWASZNICK .. Adapter SalesForceQuery Uninitialzed 5/25/2018 9:24:10 AM 0 i i 0 0 0
@ Securtty [ MwasZNICK 15/25/2018 9:24:10AM 0 3 i3 3 0 0 0
- ® MWASZNICK .. Adapter FileSavet Started 5/25/2018 9:24:10 AM [0 Restart Service [] 0 []
fv o [l ® MWASZNICK... Client Connectar Clientservics started 5/25/2018 9:24:0 aM [0 Restart Service On All Machines 0 0 [}
z [ MWASZNICK .. Adapter CareSalesForee Disabled  5/25/2018 9:24:10 M [0 = 0 0 0
= B MWASZNICKK.. Adapter CustomerFTPL Disabled 5/25/2018 9:24:10 AM 0 Stop Service 0 0 0
g Deployment @ MWASZNICK... Adapter Dynamics! CRMQuery Disabled 5/25/2018 3:24:10 AM [0 Stop Service On All Machines 0 0 0 ©
B e e Pinabiad EiEinae aea a
< >
I iy |

Neuron ESB Endpoint HeattReal time monitoring of both Neuron ESB Messaging and Workflow. Endpoint Hosts (child
process) and their Endpoints can be stopped and started from here. Real time activity of Endpoints can be monitored.

The Neuron ESB Endpoint Health interface has a scalable horizontal divider, separating Neuron ESB
Messaging entities such as Topics, Adapter and Service Endpoints that are hosted in the Neuron ESB
Runtime service from those hosted in the Endpoint Host environment. A context menu is exposed at the
entity level that allows users to restart any selected endpoint or Endpoint Host.

Security

Neuron ESB has always provided options for managing runtime security. In previous versions of Neuron
ESB, the Neuron ESB Runtime could be set to run under the context of a specific Windows local user or
R2YIAY | 002dzyis LINPGARAY3I Al KIFIR GKS ySOSaal Ne
right. Any service or endpoint hosted by the Neuron ESB Runtime would essentially inherit that security
context during execution. If an Availability Group was created, it would inherit those same credentials.
Unfortunately, this meant that there was no way to run a given Workflow Endpoint under a set of
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option which allowed users to specify an alternate set of credentials for an Adapter Endpoint to use at
runtime.

bhe¢oY wSldANBYSyda F2NJ OKFy3IAy3d GKS bSdzWBwon9{ . wdz
ESB RuntimeRunning under User Accodnt a SOl A2y 2F (GKS wSIFRYSOPKIGYE R2(
default location of the Neuron ESB installation folder.

Microsoft Windows Service Control Managddisplays the Neuron ESB Runtime service set to use the Local System Account
credentials.

We modified this capability in Neuron ESB 3.6, introducing a Run As option at the Endpoint Host level.

Unlike the service account used for the Neuron ESB Runtime service, these credentials do not require

GKS a[23 2y a | {SNIBAOS:¢ NRARIKGDP | 26SOSNE |t 20K
account apply to the Endpoint Host credentials as well. Using Neuron ESB 3.6, users can create the
appropriate Windows Credential by navigating to Securifyithentication>Credentials within the

NeuronESB Explorer. Once created, this credential will appear as an account that can be assigned to an
Endpoint Host via its Run As property.
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