Neuron 3.6.0.1398

Runtime

FIX¢ Memory Leak with XSLT®#hen loading Xslt Neuron Objects for the runtime's configaratthe

test input and ouput messages would be loaded as well. This could cause a lot of memory consumption
if the messages were large (i.e. a MB or so). Now we do not load the test messages in the runtime.

Neuron 3.6.0.1397

Messaging
FIX¢ Rabbit MQ Topic would fail to start when using &8kers would receive an error indicating the
following: A reference to the RabbitMQ Vhost /' could not be obtained. This has been fixed

FIX¢ Rabbit MQ Topicrad Priority Headeg if using RabbiMQ Topics, the ESB Message Priority Header
would not be serialized to subscribers.

Neuron ESB Explorer

FIX¢ Rabbit MQ Queue Management wouklldlfwhen using SSLUser would receive the following error

on the top of the Queue Management screen: An errocurred connecting to RabbitMQ Management
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Installation

FIX¢ Patch PowerShell Script throws hash eigdfa user ran the PowerShell script that shipped with
the 3.6.0.1392release to update an existing instance d.8, the errorsimilar tobelow would be
encountered. This was due to an invalid signature on the patch.

PS5 D:“Install\NeuronESBE_3.7.5>

Neuron 3.6.0.1392

Messaging

FIX¢ Message Losdf messages are being sent to a party #mel ESB Service, Endpoint Host, or
Endpoint hosting the party is shut down gracefully, messages may be lost because they may still be
pulled off the underlying topic during shutdowe.§.,may be consumed off a RabbitMQ topic queue)
but the handler that pocesses the message may do nothing with it.

Auditing

FIX¢ Auditing may throw Null Excepticrif a message needed to be audited while the Party was
disconnecting fronatopic, a null reference error may be thrown due to the audit proxy being closed
beforethe channel was closed.



Services

FIX¢ OAuth Token becomes invalid if Security Exception is thrdgamvice Connectors did natfresh
OAuthtokenswhen a security exception returned from a called seriddis has been changed so now

if a Security Exgaion does occur, Neuron ESB will automatically refresh the OAuth Token and retry the
service call.

Business Processes

NEW Added Thread Safety to Custom Business Process -S&eped "RequireThreadSafety" attribute

to PipelineStep<T> with a default valokfalse. When set to true, it forces a new instance of the process

step class to be created with each process instance execution. This comesH% Jp@rformance hit.

This solvethe issue whereustomprocess steps have private variables whose vatiresige during

execution of the process stefet to false (which is the existing default behavioh)ewa process

executes, each process stepristantiatedonce and reused (this is per process/per "host"). Under heavy

load, if a class variable can deaaged during execution, it could affect other instances of the process
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Adapters
FIX¢ Socket Adapter could throw Errors and WarniggheSocket Adaptecould throwwarnings and
errors anytime (roughly a minute aparffhese could look like the following

"The Client socket faulted but successfully reconnected: error code TimedOut"

and/or

"A call to Read to a server socket returned 0 while reading the message hEagletient socket
adapter still appears connected, but two more attempts to read returned 0. Attempting to
reconnect.”

and/or:
"The message cannot be sent to the TCP socket because the socket has been disposed.”

Installation

FIX¢ Rabbit MQ andErlang would fail to instad] If a user chose to install Rabbit MQ or Erlang, the
installation would fail as the URLs used to download the packages had changed. The URLs have been
updated in the installer. The correct URLs did already exist in the gxgadme.html file.

Memory Leaks

FIX¢ Workflow Memory Leak due to replication of configuratipiiVe found instances where the

Neuron ESB Workflow Service would unnecessarily replicate the existing configuration in memory if a
user saved the solution thahe runtime was using.

FIXc¢ The memory of the Operation Service hosting the REST APl would grow on each-ARéecall
NeuronOperationService process would consume memory and not release it for the lifetime of the



process when API calls were made againdthis would occur when using any of the APIs available, such
as retrieving endpoint health metrics.

NOTEIn certain cases where the Operation Service needs to load the configuration, such as calls to the
ClientConnectors Configuration API, the memuaml jump due to the configuration being loaded into
memory. Any subsequent calls should not increase memory usage and should be released upon CLR
Garbage Collection.

KNOWN ISSUfMemory footprint of Client Context will double first time a solution igeshfor a

running instance; The Client Context within a Party is reinitialized every time a solution is saved in a
running instance. During this process the Client Corggbktolds on to a copy of the Configuration, so
upon saving a running configuratidor the first timeg the memory footprint will double for the
configuration object the firstime butremain the same on subsequent saves.

Neuron 3.6.0.138 1

Workflow

FIXg Execute Process Activity logs to incorrect fildsa workflow definition used the Execute Process
activity and the desired process to execute used the PipelineContext.Instance.Trace* methods to write
to the Neuron logs, log entries could get writtemthe wrong logs and/or get double logged.

FIXc "For" workflow activity fails to incremerg¢ KS G C2NE g2N] Ft2¢ ! OGAQGAGE R,
or initialization properly causing it to be unusable. Now it works, but any existing workflow definitions

that contain the broken "For" activity must first remove the activity from the definition using the version

of Neuron that contains the broken "For" activity. Then Neuron can be updated and the new working

"For" activity can be radded.

FIXc Workflow alorts due to Connectivity issuedVorkflows might abort if there are SQL Server
connectivity issues that persist for longer than 2 minutes, depending on the type of connection issue.
The error would state that the Host Lock is invalid and to restart tret. ho

FIXc Workflow Timeout Activity may not time outf the number of workflow instances reached the
"Max Concurrent Workflows" setting and the workflow definition contained a "Timeout" activity, the
activity may never actually timeout if more workflshots did not become available.
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Workflow Endpoint and are clustered with a Primd&igilover configuration, if the Endpoint Host failed

on a machinethen failed on the failover machine, the original machine would not start another

Endpoint Host instance unless the whole ESB Service was restarted on that machine since it did not

restart monitoring for failover for that Endpoint Host. Now a user maykrsdpoint Health in Neuron

Explorer to restart monitoring for the failed Endpoint Host by clicking the "Restart Service" context

menu action on the failed Endpoint Host. This action will restart the monitoring, but not startup an

Endpoint Host instance wss it is not running on another machine in the configured cluster.



FIXc¢ Endpoint Host failure retries exceed configuratidfor Endpoint Host failure, the retry logic
allowed for retry even if set to O for the number of retries (configured inEhepoint Host's settings in
Neuron Explorer). This also meant it would retry 1 more time than configured before failing.

MODc¢ Transient Fault Handling used to determine max time-dl¢uron TransientFaultHandling is

now used to determine the time spahadt the Host Lock for workflows can fail to renew for before

expiring the host lock. Previously, the max time span was roughly 10 minutes give or take a minute, or 2
minutes depending on the type of SQL connection failure. Now, if the tranisentFaultHpsettion of

the process' App.config is left at its default value, the default time span will be 705 seconds.

Topics

FIX: Rabbit MQ fails to Audit message if Failure oedfiessRabbitMQ topic was set to publish confirm
transaction type and there are meages still active in the RabbitMQ channel during a disconnect, an
exception would occur when the messages were being audited to failed messages and the messages
would not be audited.

Adapters
NEWc¢ IBM MQSeries Adaptermdded ability to cache the Quewe Topic on publish mode so we don't
connect and disconnect on every poll.

NEWCc PublishESbMessage() in Subscribe Mode Adaptéfs now support users calling this method in
Subscribe mode custom adapters. Previously, if used, this would silently ifaslasdesigned originally
for publish mode adapters.

FIX¢ RaiseAuditFromEndpoint() fag<Calling this method within a custom subscribe side adapter that
was called from an adapter endpoint process step within a Business Process configured to bedexecut
directly from a Client Connector would fail with the following exception:

On Audit From Endpoint. Failed to send message. System.ArgumentNullException: Value cannot
be null.
Parameter name: topic

This only affects 3.6 and 3.7 builds.

FIX¢ Rabbit MQAdapter Publish mode exceptigriWhen using version 3.9 or later of Rabbit MQ server
and submitting a sample message using the Rabbit MQ management portal to a queue that the Neuron
ESB Rabbit MQ adapter is monitoring in publish mode, the following eouldvibe reported:

Neuron.Esb.Adapters.AdapterPublishException: An error occurred while publishing to the bus.
RabbitMQ delivery tag of 1--> System.NullReferenceException: Object reference not set to an
instance of an object.

at Neuron.Esb.Adapters.RabbitMQAdapter.a(BasicDeliverEventArgs A_0O, List'1 A 1)



at Neuron.Esb.Adapters.RabbitMQAdapter.a(Object A_0, BasicDeliverEventArgs A 1)

This is due to a bug within the Rabbit MQ client API stack where the IsHeadersPres#mi() noe
longer works. This has been compensated so that the message will publish successfully.

Messaging

FIX¢ Rabbit MQ Topics If the Rabbit MQ Management Portal was configured for SSL, the Neuron ESB
Topic would fail to connect. Now we first connei HTTP, if that fails, we attempt an HTTPS
connection.

FIX¢ Rabbit MQ Topics If a Topic is modified, multiple log files could be created. This has been
corrected. Modified HandshakeContinuationTimeout to 30 seconds.

Runtime

MODc¢ Determining Operatig Systent, Previously Neuron ESB used WMI to determine the Operating
System information of the machine. This has been changed to use the
System.Runtime.InteropServices.RuntimelnformatdH

MODc¢ Determine the number of CoresPreviously we used the $gm.Environment.ProcessorCount
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changed this as it could provide inconsistent results. We now use WMI

MODc Licensing Validatiog On startup, we used tootnpare the number of cores that were originally

registered for the machine at installation vs the number of cores that exist at the moment of startup. If

they were different, startup would abort, and the user would be prompted to deactivate the license and
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Services

FIX¢ Client Connector using net.msmq Binding failsa Client Connector was configured to use a
net.msmq binding, it would fail on startup buiowld not show errors in the Neuron ESB log file for the
endpoint. However, if WCF tracing was activated, the following error would be recorded in the WCF
trace log for the endpoint:

System.NullReferenceException: Object reference not set to an instarcelméct.
at NeuronEsb.Server.Runner.ESBClientConnector.SetClientConnectorState(Message p1l)
at NeuronEsb.Server.Runner.ESBClientConnector.ProcessMessagellnternal(Message message)
at NeuronEsb.Server.Runner.ESBClientConnector.ProcessMessagefHdessa

NEW(C Additional Authentication Modes Addedddded support for UserNameForCertificate and
UserNameOverTransport authentication modes in custom WCF bindings to support WSE scenarios.

Business Processes
FIX¢ HTTP Client Utility Process Stdpxed Http Client Utility dialog so that the Neuron ESB Explorer is
its parent and it will no longer disappear behind other windows.



FIX¢ HTTP Client Utility Process Stéfghen xwww-form-urlencoded is selectefibr the body, an extra
'&" was being left at the end of the message body.

FIXc Publish to Topic fails to throw errgiWhen using the Execute Adapter Process Step, if publishing a
response message to a Topic and that publish failed, the error would rtbtden back to the Business
Process.

Neuron 3.6.0.1363

Services

Fix¢ Fixed error when a client connector hosts a WSDL with schemas that contain import directives, and
one or more of the import directives do not include a schemalocation attribute. Térd ctinnector

would fail to start and show the following exception in its log file:

Starting Client Connectorckent connector name generated the following error.
System.NullReferenceException: Object reference not set to an instance of an object.

at NeuonEsb.Server.Runner.ESBClientConnector.GetWsdISchemas(XmISchema schema, List'1&
wsdISchemas, Int32& xsdCounter)

Workflow

FIX¢ Execute Process Activity generates a NullReferenceExceptiarworkflow has an ExecuteProcess
Activity and the Neuron Procgghat it executes hits a Cancel Process Step, the workflow would abort
with a NullReferenceException. Now the Result returned to the ExecuteProcess Activity will be null in
the event the Cancel Process Step executes as opposed to throwing the NullRefesmtion.

Adapters

FIXd MSMQ Adapter generates format name error - The addition of auditing a failed message in build 3.7.0.851
introduced a bug. As part of that previous feature, we attempt to read the QueueName property of the queue we're
reading the message from. In some cases, that can throw the following error due to elevated permission
requirements:

Exception occurred reading the queue FormatName:Direct=0S:ITSTLLPAPPBETWrivate$\masterdata. The
specified format name does not support the request ed operation. For example, a direct queue format name
cannot be deleted.

System.Messaging.MessageQueueException (0x80004005): The specified format name does not support the
requested operation. For example, a direct queue format name cannot be deleted.

at System.Messaging.MessageQueue.GenerateQueueProperties()

at System.Messaging.MessageQueue.get_QueuePath()

at System.Messaging.MessageQueue.get_QueueName()

at Neuron.Esh.Adapters.MsmgAdapter.ProcessReceivedMessage(Message msmgMessage)



Neuron 3.6.0.1359

Workflow

FIXc ObjectDisposed Error thrown with Execute Process Actilfity workflow contained an
ExecuteProcess activity, there is the possibility of a ObjectDisposed exception occurring when the
activity is executed. The chance of this ocagtis higher with more concurrent workflow instances
(threading related).

Security
FIX¢ SSL calls could fgilThis was a bug introduced with build 3.6.0.1348hen making SSL related
calls through a REST based adapter (Salesforce) or Service Corthedtdlowing errors may occur:

System.lO.IOException: Unable to read data from the transport connection: A connection
attempt failed because the connected party did not properly respond after a period of time, or
established connection failed because cented host has failed to respond.

at System.Net.Security._SslStream.EndRead(IAsyncResult asyncResult)
Or
System.NotSupportedException: The requested security protocol is not supported.

at System.Net.ServicePointManager.Validate SecurityProtocol(SecurityProtocolType value)
Neuron 3.6.0.1349

Business Processes

FIXg Audit Step throws Null Reference when Testillghen a Business Process used an Audit Step.
during testing in the ProcesseBigner, if a user tested the Business Process multiple times, any test after
the first one would fail with a null reference exception.

FIXg Audit steps exceeds pool sizin the Audit Step, the Maximum Instances for Pool Management
may sometimes be ereded during high concurrency (i.e. when multiple threads are executing the
same Business Process object).

Adapters
MODc File Adapter Error HeadefAdded the folder path information to the error header that gets
written if an error is thrown in publish nue.

MODc File Adapter multiple instances can read the samecfiléne exclusive lock was ignored so the
adapter could process duplicate files if more than one instance of the adapter was running in the
environment.

FIX- Salesforce Adapter timeoutRestcalls would timeout earlier than the configured timeout setting.



Neuron 3.6.0.1346

Business Processes

FIX- Service Endpoint Process Stepixed bug when dynamically setting which service connector is
executed by the Service Endpoint Process Step usipribperty Context.Data.Header.Service. If the
process step was configured with a Service Endpoint selected in the dropdown list, the value set in
Context.Data.Header.Service would be ignored.

Neuron ESB Explorer
FIX- Identity Server OAuth ProvideEnalled the Test function when you are creating the OAuth
Provider in Neuron Explorer.

Services

FIX- OAuth Providers fixed issue related with SSL upgrades to TLSThig. would cause an OAuth
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Workflow

FIXg Unable to Cancel WorkflowFixing issue where workflows would not cancel from Workflow

Tracking in Neuron Explorer if they are in a running state.

FIXg Unable to Cancel WorkflowFixing issue where Execute Process workflow activity would not
cancel if contained within a timeout activity when the timeout occurs.

Neuron 3.6.0.1340

Services

FIX- Azure AD/ADFS OAuth Providen-prem ADFS stopped workingtkvlatest updates would
receive "Unable to obtain an access tokekuthority validation is not supported for this type of
authority. Parameter name: validateAuthority. This was a bug introduced with build 3.6.0.1327

Adapters
FIX¢ File Adapteg When configured for Publish mode and Polling, Polling would not commence. This
was a bug introduced with build 3.6.0.1337

Neuron 3.6.0.1337

Adapters

FIX¢ FTP/SFTP/FTPS/ODBC/MQSeries/File AdapiieasThreadAbortException occurred during the
Publish moe of the adapters, the exception may not trigger the disconnect and offline events of the
endpoint. In that case, the Neuron ESB runtime would still believe the endpoint was alive even though
the polling thread had failed. If the endpoint was configureddimgle instance mode, this failure would
prevent the endpoint from starting on the next machine as the current machine would still believe its
alive.



MOD¢ MSMQ Adaptec, If an error occurred while publishing an incoming message to a Topic when in
publish mode and the transaction property was set to false, the original MSMQ message would not be
preserved. This behavior has been changed so that the message is now audited to the Neuron ESB Failed
Message database.

Services

FIX- Client Connectorg An isue when trying to use a WSDL with a schema with <import> directives to
schemas stored in the Neuron ESB repository. Previously the referenced schemas would not be ignored,
resulting in problems when trying to import the WSDL in applications like Visichd $ir SoapUIl. Now,

when you have a WSDL that references schemas stored in the Neuron ESB repository, you need to
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repository. For example, if your WSRIntains a schema that looks like this:

<wsdl:types>

<xsd:schema targetNamespace=" http://tempuri.org/Imports ">
<xsd:import schemalLocation=" https://localhost:8080/test?xsd=xsd0
namespace="http://tempuri.org/ ">
<xsd:import schemalLocation=" https://localhost:8080/test?xsd=xsd1 "
namespace="http://schemas.microsoft.com/2003/10/Serialization/ ">
<xsd:import schemalLocation=" https://localhost:8080/test?xsd=xsd2
namespace=" http://schemas.datacontract.org/2004/07/MyDataTypes ">

</xsd:schema>

</ws dl:itypes>

You would change it to this:

<wsdl:types>

<xsd:schema targetNamespace=" http://tempuri.org/Imports ">
<xsd:import schemalLocation=" esb:itempuri " namespace="http://tempuri.org/
/>
<xsd:import schemalLocation=" esb:serialization
namespace="http://schemas.microsoft.com/2003/10/Serialization/ ">
<xsd:import schemalLocation=" esh:mydatatypes
namespace=" http://schemas.datacontract.org/2004/07/MyDataTypes ">

</xsd:schema>


https://protect-us.mimecast.com/s/eq-wCVOr6ksl5EMqhEKATz
https://localhost:8080/test?xsd=xsd0
https://protect-us.mimecast.com/s/c50NCXDw40snqgmEfQ6S6w
https://localhost:8080/test?xsd=xsd1
https://protect-us.mimecast.com/s/k04VCZ6yjouMDwzKHRngIL
https://localhost:8080/test?xsd=xsd2
http://schemas.datacontract.org/2004/07/MyDataTypes
https://protect-us.mimecast.com/s/eq-wCVOr6ksl5EMqhEKATz
esb:tempuri
https://protect-us.mimecast.com/s/c50NCXDw40snqgmEfQ6S6w
esb:serialization
https://protect-us.mimecast.com/s/k04VCZ6yjouMDwzKHRngIL
esb:mydatatypes
http://schemas.datacontract.org/2004/07/MyDataTypes

</wsdl:types>

Where tempura, serialization and mydatatypes are the names of the schemas in the repository.

When an application like Visual Studio or SoapUlI try to import the schema, Neuron will automatically

convert the schemalocation attribute values to valid URLSs that can be used by the application. To the
application, the above schema will look like thelfirs SEI YL S | 602 @S> NBLX | OAy 3 4 ¢
https://localhost:8080/test?xsd=xsd0

You can also make similar changes inside the referenced schemas. For example, if the ESB schema
named mydatatypes hagi A YLI2Z NI RANBOGA GBS (2 Fy20KSNI aOKSYIl Ay
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Neuron 3.6.0.1330

Business Processes

FIXc Audit Proces$tep- If Maximum Instances property is setiothen the very first time the Business
Process step is run, the message will be audited twice. Subsequent executions would only result in a
single message audit. this was a bug introduced with 3.6.0.1328.

Neuron ESB Runtime

FIX¢ Log Entries may be wiién to the incorrect log file There was an issue where the Eventinfo

header on some warnings and errors could be incorrect. The incorrect header would be for a different
endpoint than the one the event log entry originated from.

Neuron 3.6.0.1327

Neuron ESB Explorer
FIX¢ Workflow with Switch Activity generates an error at design tiniéhe following exception would
popup if a Workflow Definition had a "Switch<T>" activity:

Microsoft.CSharp.RuntimeBinder.RuntimeBinderException: ‘object’ does not contain a definition
for 'Count’

FIX¢ MSMQ Memory Leak When querying message counts within the MSMQ management screen in
the Neuron ESB Explorer, a memory would ocdineifuser ontinually queried for messages when
processing many MSMQ messages. This amaude MSMQ to report the followirggror and

subsequently kill all client channels

Exception: An error occurred while sending to the queue: There are insufficient resources to
perform this operation.-{072824281, 0xc00e0027).Ensure that MSMQ is installed and running.
If you are sending to a local queue, ensure the queue exists with the required access mode and
authorization.


https://localhost:8080/test?xsd=xsd0

Business Processes

FIX¢ Memory Leak when running Agach Loop with Large number of recogdBhe follow exception

could occur when running a large number of records through a foreach loop. This was due to internal
tracking limitations that have been removed:

System.OutOfMemoryException: Exception of tggstem.OutOfMemoryException' was
thrown.

at System.Text.StringBuilder. ToString()

at Neuron.Esb.ESBMessageHeader.AddExecutionSegment(String name)

at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines

FIX¢ Custom Process Steps throw Serializatioregbian when referenced remotelg The
PipelineStepDataContractResolver did not resolve types for custom process steps when run remotely

Messaging

FIX¢ Rabbit MQ Topic causes infinite message redelivirgn ESBMessage contained items in the
ESBMessage.Header.RequestHeadersToPregaygerty and the ESBMessage contained saene

items in the CustomProperties collection, and the ESBMessage e@saisreate a reply exception
ESBMessage (e.g. a service connector tries to return the reply for an endpoint that does not exist), the
following exception could occur

Exception has been thrown by the target of an invocatien.System.ArgumentExcepticAn

item with the same key has already been added.

at System.ThrowHelper. ThrowArgumentException(ExceptionResource resource)

at System.Collections.Generic.Dictionary 2.Insert(TKey key, TValue value, Boolean add)

at Neuron.Esb.Internal.MessageCondition@ahtctor(ESBMessage message)

at Neuron.Esb.Internal.ConditionHelper.EvaluateMessageCondition(ESBMessage message,
Condition condition)

at Neuron.Esb.Administration.ESBTopic.TopicMatch(String publisherTopic, Subscription(]
subscriptions, ESBConfiguratiomfig, ESBTopicContext topicContext, ESBMessage message,
Boolean forReceive, Boolean forSend)

at Neuron.Esb.Party.SendMessage(ESBMessage message, Boolean duplicateMessage)

at Neuron.Esb.Party.SendMessage(ESBMessage message)

at NeuronEsb.Server.Runner.ESB&&Connector.<Receive>b__17(ESBMessage Xx)

at NeuronEsbh.Server.Runner.ESBServiceConnector.process(MessageEventArgs e, Action™1 reply)
at NeuronEsb.Server.Runner.ESBServiceConnector.Receive(Object sender, MessageEventArgs €)

OAuth Providers
NEW( Active Directory ProviderAdded support to the Active Directory OAuth Provider to use a
certificate for authenticating the token requestor

Neuron ESB Runtime
FIX¢ Neuron Endpoint Host fails to start if machine name cannot be resolved to lochimeaéddding
error logging so that if no entries listed in the Machines tab of the Deployment Group can be associated



to the current machine trying to start Neuron, an error will be logdemviouslyif this situation
occurred, nothing was logged evamughthe endpoint hosts couldhot start.

Message Auditing

FIX¢ Sporadic Object Reference Exception occurs when Auditing Mess$bigeing the Audit Process

Step in a Business Process with Maximum instances set to 1, the following exception couldtwecur.
exception is not predictable or easily replicated and would rarely occur with or without significant load:

System.NullReferenceException: Object reference not set to an instance of an object. at
Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.MessageAudit.AuditReceive(String subld,
ESBMessage message, Boolean asynchronous, Boolean includeBody, Boolean includeProps) at
Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.CallAuditService(MessagdARdixy,

Boolean singlelnstance, PipelineContext'1 state, ESBMessage messageToAudit, ESBClientContext
clientContext, Object currentException, String failureType, String failureDetail) at
Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.OnExecute(@pebnt 1 state)

Neuron 3.6.0.1313

Topics

FIX¢ MSMQ Topic throws Null Reference Exception when MSMQ service is unavalfabie MSMQ

Service was shut down, or the MSMQ Server became unavailable, the following error message would be
generated when Newn would try to reconnect:

Exception occurred when creating the message channel. System.NullReferenceException: Object
reference not set to an instance of an object.
at Neuron.Esb.Channels.Msmg.MsmqgChannel.GetNetMsmqQueueAddress

Because of this, if the BMQ server came back on line, Neuron would still fail to reconnect, forcing the
user to restart the ESB Service. This has been corrected.

FIX¢ Rabbit MQ- Party.Connect() was not returning Topic errQid/hen using the Party API, the

Connect() function wald return a collection of errors if there was an issue connecting to the Topic.

However, if the Topic was Rabbit MQ, the errors collection would not get populated. If the user was not
capturing the OnLine() event or had logging enabled for the ClienthRiser would not know if the

Connect() function succeeded or failed. If the user attempted to Send a message, they would get a
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messages, the client appédition would never receive any messages successfully published to the Topic

since they were never connected. This behavior has been corrected and now any connection errors will

populate the Errors collection returned by Connect(). This only occurred wsieg Rabbit MQ Topics.

Neuron ESB Explorer
FIX¢ Republishing to Rabbit MQ Topic would &lif a user attempted to republish a message to a
Rabbit MQ Topic from either the Message History or Failed Message report, it would fail with a generic
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<dependentAssembly>

<assemblyldentity name="System.Runtime.CompilerServices.UnsafgliblicKkeyToken="b03f5f7f11d50a3a"
culture="neutral" />

<bindingRedirect oldVersion="0.0.0.05.0.0.0" newVersion="5.0.0.0" />

</dependentAssembly>

Additionally, the generic error message has been replaced with the correct underlying error message.

FIX¢ Soution Modified message when Solution is closdfda user opened a solution in Neuron
Explorer, then closed the solution using the File menu option, then modified the solution outside
Neuron Explorer, a change was still detected for that solution eveaghdt was closed. This would
cause a popup to displayed stating the solution has been changed and if the solution should be
reloaded.

Neuron Runtime

MOD- Added SQL Error Code 596 to list of codes we should reti$@heonnection org If Neuron
previousy received the following error message, it would not attempt to retry the connection to
recover

Cannot continue the execution because the session is in the kill state

FIXc¢ Environment Variable is not sefThisissuecouldoccur if there are a large number of endpoints
being hosted in a given endpoint host. The error that would occur states that an environment variable
has not been set and would happen if bindings were being used to set properties on any type of
endpoint that supports bindings (if the binding was using an environment variable). Theussaky

would occur during startup of the endpoint host when all hosted endpoints were being stapted

Neuron 3.6.0.1305

Workflow

FIX¢ C# Editor throws exceptionif a wser tried to open a C# class code editor in workflow (i.e. right
click on the activity and select "edit code"), they could run into an error that states that assembly
loading has failed and that the enumeration may not execute since the collection waiadodi

FIX¢ VB.NET/C# Code Editor Displays incorrect line nungdesrrect line numbers would be
displayed if a design time error occurred.

FIX¢ VB.NET Workflow Activity errqrThe VB.NET Workflow Activity would through a compile error
anytime when he editor was opened at design time.

Business Processes
FIXc¢ VB.NET/C# Code Editor Displays incorrect line nungdexorrect line numbers would be
displayed if a design time error occurred.

T2



FIX- JISON Schema Validation st&fyhen an exception was tbwn in the "Valid" branch, execution
would jump to the "Invalid" branch. This was due to the step catching all exceptions and not just the
invalid schema exception.

FIXch5. / tNROS&daa {GSL) 3ISYSNIGSa a¢KS / 2yxSe@ptyr 2y { G NR
connection string could be used in the case that there is more than one ODBC process step running in

the same Windows process AND one of the ODBC process steps is being called with a dynamic

connection string (i.e. the connection string is pakseon the ESBMessage custom property
"odbc.ConnectionString"). This would cause an exception to be thrown with the message "The
ConnectionString property has not been initialized". The exception would appear to be thrown randomly

from any ODBC step thdtd not use dynamic connection strings that ran in the same Windows process

as the ODBC step that did use dynamic connection strings.

Neuron Runtime

FIX¢ Endpoint Host stuck in Starting Statd an Endpoint Host started from a failover, and it contained
a workflow endpoint, then if a user restarted the workflow endpoint from Endpoint Health in Neuron
Explorer, the Endpoint Host would get stuck in the "Starting" state even though it is running.

Neuron ESB Explorer

FIX¢ Neuron ESB Explorer crashes wheingi€# code editog When editing within a C# code editor
within a Business Process, the Neuron ESB Explorer could run into a condition causing an unhandled
exception to occur and crash the Neuron ESB Explorer. The exception that could occur is:
System.InalidOperationException: Collection was modified; enumeration operation may not execute.

Neuron 3.6.0.1291

Workflow

FIX- Multiple Workflow Instances started for each messadfea workflow host started to experience
exceptions of type "InstancePersisteftxception” (which includes "InstanceOwnerException" and
"InstancePersistenceCommandException") and the workflow endpoint was restarted (e.g. from Neuron
Explorer's endpoint health page or upon changing the Neuron configuration), the Workflow Subscriber
would not get cleaned up.

This could lead to messages being received by multiple instances of the subscriber, which could cause
multiple workflow instances to be kicked off for each message received.

An "InstancePersistenceException” is usually causeditages in SQL Server connectivity that persist
for longer than 10 minutes when using the default transient fault handling settings (in versions older
than 3.6.0.1282, it could occur at around 5 minutes).
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Environment Variables

FIX¢ Envirmment Variable values with Unicode characters not saved corredtiye values entered

for an Environment Variable contained specific Unicode characters, they would not be persisted
correctly. Previously, the Neuron ESB Explorer was as@B859 1€ for encoding rather than Unicode.

This has been modified to only use Unicode encoding. For instance, if a user entered the following value,
6i Sa i 6 OOncs thd saldtion had been saved and reopened, the value would be presented as this:
GiSadioal ORS I (¢

Business Processes

FIX¢ Binding Change does not enable Apply Environmental Variable Bindings were added or edited

on a Process Step, the activity would not enable the Apply Button. The user would have to change some
other property inthe property grid before the Apply button would be enabled. This has been fixed.

Runtime

FIXc Log Cleanug At runtime, Neuron ESB will delete log files and log folders that exceed the Log
Retention threshold defined in the Configure Server sectigdh@Neuron ESB Explorer. By default, this

is 10 days. However, Neuron ESB was first deleting the directories and then iterating through and
deleting older individual log files that remained. This could result in newer log files be deleted because
the orighal log folder, though created beyond the threshold, was still the current log folder because
Neuron ESB had not been restarted. Neuron ESB creates a hew Log Folder using a Timestamp only on
startups. The logic has been changed to first delete older shaiilog files in all existing Log

directories. After which all older Log directories which exceed the threshold would be deleted provided
that they did not contain existing log files.

Workflow

FIXg Unable to update referenced assembly in designer if mébgis updated If a workflow code
activity referenced an assembly, then the assembly was updated, users were unable to update the
reference using the workflow designer. An exception in Neuron Explorer would occur when trying to
manage the assembly refemces.

Now if the referenced assembly cannot be found or loaded, Neuron Explorer will attempt to find any
version of the assembly in the instance's folder and any subfolders. If found, the user will have the
option to use that assembly and update all nefieces in any code activities. Note that although if the
references are updated, if the assembly is located in a subfolder in the instance directory, the probe
path must still be set in the app's config (e.g. EsbService.exe.config) for any code aétivigyetrence
that assembly.

If no version of the assembly can be found, the user will have the option to remove all references to the
assembly in any code activities.

NOTE: This functionality is only available if the assemblies are referenced at theflmarlevel.



FIX¢ Endpoint Host at 100% CPU Utilization on failure of SQL Séinaer endpoint host was hosting a

workflow endpoint and the SQL Server was not available for over 5 minutes, the endpoint host could

start consuming a lot of CPU and Memokgditionally, for all Endpoint Hosts that workflows are
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transient errors that is maintained within the Neuron ESB runtime. The SQL error codes that will cause

the SQL Connection to retry using the transient fault handling mechanism are:

40501, 10928, 10929, 10053, 10054, 10060, 10061, 40197, 406803, 40143, 1225, 1205,
233, 64-2, 20, 53, 9831, 3906

Lastly, the default transientFaultHandling Incremental strategy has been changed to retry for a
minimum of 10 minutes with a 15 max retry count (16 if firstFastRetry is true) and 5 secorld initia
interval and retry increment (600 seconds at minimum).

FIX¢ Throw with Message Workflow Activityrhe arguments were not marked as required so it could
cause a null exception if no "Message" argument was supplied. This would occur when a workflow
aborted due to the activity which caused the workflow command to not be removed from the database.
This would cause the workflow to start a new instance after a while since the command would be
considered "timed out" and set to be reprocessed.

Adapters
MODc¢ The Password property is now visible when Private Key is selected.

Neuron 3.6.0.1277

Runtime
MODc¢ Timers¢ Removed unnecessary stopping of timers withéartbeatinterval routines. This could
have had a negative impact on performance.

MODc Parties would stop reconnecting to management service after 10 miniResviously, all

connected parties would call the central Management Service hosted by ESB SerwicEawet5

seconds to update its client statistics as well as check for configuration changes. If for whatever reason,
the connection to the management service failed, the Party would attempt to continuously reconnect
for up to 10 minutes, logging warninga each attempt. This has been modified so that the Party will no
long stop attempting to reconnect after 10 minutes. However, after 10 minutes, the Party will only log a
warning every 15 minutes thereafter, until it successfully reconnects.

MODc¢ Timersg Changed the timer in the TCP channel and Rabbit Channel to use
System.Threading.Timer.

Test Client
FIX¢ Recording duplicate Event Log entrgghis would occur due to an extra Logger element in the
¢Sad /tASyGiaQ o02yFA3 FAfSO



FIX¢ Null Exception afteESB Service goes dowtif the Test Client was Connected to the ESB Service
and theESB service went down for longer than 10 minutes, once it came back up, a null exception would
be thrown if an attempt was made to send a message from the Test Client.

Messaging

MOD¢ TCP Clientswould stop reconnecting after 20 minutesPreviouslyif a Party was connected to a
TCPTopic and that Topic went offline or down, the Party would attempt to continuously reconnect for
up to 20 minutes, logging warnings everwfseconds. This has been modified so that the Party will no
long stop attempting to reconnect after 20 minutes. However, after 10 minutes, the Party will only log a
warning every 15 minutes thereafter, until it successfully reconnects.

FIX- Rabbit MQTopics/ Endpoints not recoveringf Rabbit MQ was offline when Neuron ESB was
started up, theTopicswould be marked aBailedin endpoint health However, anglependentAdapter,
Service or Workflow Endpointgould appeargreen andStartedin endpoint health even though they
had failed to start due to their inability to communicate with the Rabbit MQ TdfRabbit MQwas
later started up, thelTopicsdid not automatically recoveaind return to a Started statél'his was the
same for anyParty, Adapter Endpot, Service Endpoint or Workflow Endpoagsociated with thd opic
i.e. They did not auto reconnect to the Rabbit MQ ToBince theunderlyingTopicwould never have
been connected ton the original startuponce Rabbit was started, the endpoints webnbt attempt to
reconnect.Additionally, if someone attempted to send a messdgehe Topi¢ Neuronwould think the
clientwas connected when it was not...hence they would receive a null exception.

FIXg Null Exception returned on Send when Disconnectéd user attempted to send a message to
Topic via a Party when the Topic was offline, a null exception would be retuxdesdthe user will get a
message indicating that the Party is not currently connected to the Topic.

Services

FIX- Null Exception returned when sending a request to Client Connedtaruser attempted to send a
message to the URL hosted bgliznt Connector when its configured Topic was offline, a null exception
would be returned, including the entire stack trace. Now the user will get a message indicating that the
Party is not currently connected to the Topic without the stack trace.

Monitor ing
FIX¢ Endpoint Health not recording some Workflow Errqi§there were errors and warnings
generated at startup, they may not have been reflected in Endpoint Health.

FIX¢ Workflow Endpoints would not reflect issues if dependent Topic went oftlifiche dependent
Topic for a Workflow Endpoint went offline, or the workflow failed to connect to it on startup, the
Workflow would not register any errors or warnings in Endpoint Health and would be displayed as
Started and Green.
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Services
FIX¢ HTTP Status Code 42¥ a service endpoint returned a 422, it would cause the following the
error:

'Enum value '422' is invalid for type 'System.Net.HttpStatusCode' and cannot be serialized.
We now intercept that and report it as a 400 HTTé&w&t code

FIX¢ HttpBasic Security ModelThis is now supported with REST endpoints when using a Username
credential. Previously, we were not creating the necessary HTTP Authentication Header for it.

Workflow

FIX¢ Starting aborted workflow would fail diailover serveic When using théNeuron Explorerif a
workflow was running on a server and it aborted, then an attempt was made to start it on a failover
server, it would not work. Now we send the restart command to whichever server the workflow
endpointis currently running on (only in the case of primdailover setup for the endpoint host that
the workflow endpoint is assigned to).

Adapters
FIX¢ Sales Force AdapteSalesforce adapter was not honoring Send Timeout property. Would default
to 2 second instead

MODc¢ NetSuite Adapter; The adapter has been updated to use tHRIACSHA2580r all Token Based
Authentication. Previously, thMACGSHAL algorithmvas used.

Runtime

FIXc Environment Variable to control Enable/Disabléan environment variable was used to control
the enable/disable flag of an endpoint aniiat endpoint was hosted within an endpoint host, the
following error would occur:

The<adapter nameailed to start. Error occurred attempting to set the 'Enabjgdperty
using the {$lameOfEnvironmentVarialeEnvironment Variable. The environment variable
NameOfEnvironmentVariableas not been set

Neuron 3.6.0.1264

Workflow
FIX¢ Workflow Performance CountersThere were 2 performance counters that were notriggi
properly disposed of.

FIXc Receive Message not receiving correlated message on-tirhe Receive Message activity would
not receive the correlated message until the timeout period elapsed that is set in the "Timeout"
property. This occurs if the Wol&iv was unloaded while waiting for the message.



FIX¢ Endless loop of Workflow Endpoint during Change evéihie workflow endpoint could endlessly
loop upon changing the running workflow definition and then saving the configuration as the updated
configuration was not being properly retrieved for the workflow's party.

FIX¢ Missing Logging InformatioiiThe party used by a workflow endpoint would not log anything.

Services
FIX¢ WebHttp Binding for Service ConnectqrSupport has been enabled fasing WebHttp binding in
scenarios where the REST binding may fail.

Neuron 3.6.0.1261

Services

FIX¢ Dynamically setting the URL of REST endpoint using OAUI3#hg the Addressing.To property to
dynamically change the URL of a service connector aimenif the Service Connector also had an
OAUTH provider assigned to it, the user would receive an Authentication exception similar to the one
below.

Neuron.Esb.EsbService.RestPolicyStatusException: The REST Service call returned the HTTP
Status Code '401hat violates the established service policy 'REST Policy'

FIX¢ Incorrect Service Policy may be executdéia user has more than one Service Policy defined in the
solution and Service Endpoints are bound to the different policies, an incorrect policy may be executed
at runtime.

Business Processes

FIX¢ Debugging Error when using Audit Stdpa user attemped to debug a Neuron business process

in the Neuron ESB Explorer Business Process designer and the process contained an Audit step, the audit
step would fail due to the instance name not being set.

FIX¢ Transform XSLT Process Step honoring xsl:outpaifiicattribute¢ The step has been modified
to honor the Encoding attribute of the XSL:Output element of the XSLT document.

FIX¢ Parallel Process Step throws Exceptiamder uncertain conditions, the parallel step may throw a
System.NullReferenceExcapt after all the steps within all the branches had been executed
successfully. This was due to a thread race condition.

Neuron Update Patch

FIX¢ Patch update would cause failure in Runti;gpdated the Patch to include updated Xceed
libraries and as wkas the new Neuron.ProcessRunner.exe.config file. These were missing in the
previous patch which would cause the patch to fail.

Neuron Database
MODc¢ Neuron ESB Database CreatgoNeuron ESB will no longer set the size of the database file or log
file a creation time.
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Adapters
FIX¢ Adapter Policy adding Retriedf an Adapter Policy was set for O retries, at least 1 retry would be
attempted by the runtime. This has been corrected.

NEW File Adapter Query Mode A Query Mode propéy has been added to the File Adapter. This

allows users to create an Adapter Endpoint that can be called via Messaging or directly through a
Business Process which returns one or more files read from the folder and matching either the filename
or file exension specifications configured for the adapter endpolitite Query mode supports all the
featuresthat users find orPublish mode (when the File Detection property is set to Polliritg.

message body returned from the Adapter Endpoint is of typeronEsb.Adapters.FileThis object will
contain a collection ofleuron.Esb.Adapters.DataFdbjects. Each DataFile class is defined as:

public class DataFile

{
public DateTime CreationTimeUtc { get; set;}
public DateTime LastWriteTimeUtc { get; set;}
public string Encoding{ get; set;}
public string  ArchiveFolder { get; set;}
public Byte[] Bytes { get; set;}
public string Text{ get; set;}
public long Length{ get; set;}
public string Name{ get; set;}
public string Path{ get; set;}
public bool ReadOnly{ get; set;}
public bool Binary{ get; set;}
public string Extension{ get; set;}
public string Fullname{ get; set;}
public string Filename{ get; set;}
public bool MetaDataOnly { get; set;}
}

Using a Business Process, The DataFile objects can be iterated through using a For Each process Step.
Below is ayraphic demonstrating simple process that iterates through each DataFile, publishing each
to a Topic.



Query Files*

/
]

Uses File Adapter Endpoint configured in "Query”
mode to retrieve a set of files from folder.

var processedFiles = Neuron.Esb.Adapters.Files.Deserialize(context.Data.Bytes);
context.Properties|"ProcessedFiles"] = processedFiles.DataFiles;
context.Properties|"FileCount"] = processedFiles.DataFiles.Count;

The above code returns the "Neuron.Esb.Adapters.Files" object which contains a
collection of DataFiles. Each DataFile in the collection contains the bytes or

text of the original file read from the folder by the File Adapter Endpont. It

also includes all the metadata, like filename, size, etc.

—

Loop through each DataFile object in the collection I.e "ProcessedFiles”

T

var file = (Neuron.Esb.Adapters.DataFile)context.Properties["File"];
context.Data = context.Data.Clone(false);

if(file.Binary)

context.Data.Bytes = file.Bytes;

else
context.Data Text = file.Text;

context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file",
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file","
context.Data.SetProperty("file”,"
context.Data.SetProperty("file","

ArchiveFolder" file.ArchiveFolder);

CreationTimeUtc" file.CreationTimeUtc ToString());

Encoding" file.Encoding);

"Extension”,file.Extension);

Filename" file.Filename);
Fullname",file.Fuliname);

LastWriteTimeUtc" file.LastWriteTimeUtc ToString());

Length", file.Length.ToString());
MetaDataOnly" file.MetaDataOnlyToString());
Name" file.Name);

Path" file.Path);

New¢ File Adapter reads for a specific file{s)sers could only configure the set of file extensions to

look for when the File Adapter was configured for Publish mdtie adapter would then, either

through polling or monitoring of folder events, read the files which matched the extension specifications
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FolderEvents) would retrieve all files which matched the list of extensions. However, now the Publish

mode and Query mode of thedapter supportsetrieving one or more files (separated by a semicolon),

that match specific full names. For Publish mode, this feature is ONLY accessible when the File Detection
property is set to Polling, and the File Retrieval Method is set to FileName

MODc File Adapter Overwrite on ArchiveAn Overwrite option has been added to the archive feature
of the adapter. Previously, if the file name already existed in the archive folder, attempting to move the
file with the same name would throw an error.

MOD¢ MQSeries Adapter Cipher Spedsdded the following additional cipher specs to the MQSeries
adapter and process step:

1 TLS_RSA_WITH_AES 128 CBC_SHA
1 TLS_RSA_WITH_AES 256 _CBC_SHA
1 TLS_RSA_WITH_AES_128 GCM_SHA256



TLS_RSA WITH_AES_256_GCM_SHA384
ECDHE_ECDSA_ABRS_CBC_SHA256
ECDHE_ECDSA_AES_256_CBC_SHA384
ECDHE_ECDSA_AES_128 GCM_SHA256
ECDHE_ECDSA_AES_256_GCM_SHA384
ECDHE_RSA_AES_128 CBC_SHA256
ECDHE_RSA_AES_256_CBC_SHA384
ECDHE_RSA_AES_128 GCM_SHA256
ECDHE_RSA_AES_256_GCM_SHA384
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Messaging

FIX¢ Parties Mt Renewing Topic Connections with changes of Topic Network PropeFRmsthe most

part, parties would recycle and renew their Topic Connections if they detected that a change occurred in

the Network Properties. However, this did not happen in all casdesy we check each individual

LINR LISNIIe (2 aS8SS AF AG Kra oSSy OKFy3aSR FYyR AT az2:
can use the new Network Properties.

NEWCc¢ Rabbit MQ and Multi Threaded RecetyRabbit MQ Topics provide single ¢aded

consumption of messages swubscribing Partiegut of the box. Thiehavior alsgrovides ordered

delivery out of the box. Previously, the only way to increase throughput would be to create multiple

instances of the Endpoint or Party. This woultuim create multiple consumers for eacimderlying
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value is 5. This will indicate how many threads the Neuron ESB subscriber will use to dispatch messages
received from the underlying consumer. Then can sicamifily increase subscriber throughput when

using Rabbit MQ based Topics.

Neuron ESB Explorer and Tools

FIXc ImportConfig.exe and Remote Powershell sessigéhen using the invokeommand in
Powershell to execute the ImportConfig command on a remote caer@iNativeCommandError would
occur. This has been fixed.

Auditing

FIX¢ Resubmitting Binary Messages falDnce a message has been saved in the Audit system, it can be
retrieved and saved to disk or, resubmitted to an endpoint or publisher through the Message Viewer in
either the History or Failed Message reporting feataféhe Neuron ESB Explorer. If the message was of
type Binary, as in the case of a message from the POP3 adapter that contains attachments, resubmits
would fail with aSystem.Runtime.Serialization.SerializationExcepgiareption. This has been

corrected.
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Health Monitoring

FIX¢ REST API call to ClientConnectors returngg380en a user made a REST API (i.e.
http://{NeuronMachine}:51002/help/index) call to retrieve the list of Client Connectors an HTTP Status
Code of 500 would beeturned. The specific API is:

VERB: GET
URL: /neuronesb/api/vl/Configuration/{instance}/ClientConnectors

NEW¢ REST API for retrieving Failed and Audited Messaggieew API calls have been added to the
Activity section of the Neuron ESB RESTEXRIr{ Hyperlink reference not validl.that allows users to

return either a single Failed Message or Audited Messages, or a collection of either. A database updated
is required for one of the ARIEsers must manually run thdpdateReportingStoredBcedures.sql
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as follows:

VERB: GET
URL: /neuronesb/api/vl/Activity/{instance}/FailedMessage/ID/{messageid}
Returns one or more failed messages thattain the provided message id for the given instance.

VERB: GET
URL: /neuronesb/api/vl/Activity/{instance}/FailedMessage/Sequence/{sequenceid}
Returns one failed message that matches the provided sequence id for the given instance.

VERB: GET

URL.: /neuronsb/api/v1/Activity/{instance}/Message/ID/{messageid}

Returns one or more Audited messages that match the provided message id for the given
instance.

VERB: GET
URL: /neuronesb/api/vl/Activity/{instance}/Message/Sequence/{sequenceid}
Returns one Audited meage that matches the provided sequence id for the given instance.

NEW¢ REST API Logging and Exception Shiejdingging has been implemented. All errors and,

Debug, Verbose and Info statements will now be written to KeaironOperationServiegate}.lay file

located in the logs directory of the Discovery Service (default locafibRrogram Files
(x86)NeudesitNeuron ESB ¥®gs. Previously, if an error occurred the entire error and stack would be
returned to the client. Now the client will receivengessage (i.e. HTTP ReasonPhrase) as well as an HTTP
status code of either 500, 200, 204, or 404. This has been done for the Configuration and Activity
Sections of the REST API.

FIX¢ REST API Configuration Not reflecting current configurgtibime configration that the REST API
gla £2FRSR G GKS &G NI dzLJ 2F GKS RA&AO0O20SNE aSNDA



restarting the instance, the REST API would still reflect the original configuration that was associated
with the instance a the startup of the discovery service.

MODc¢ Locking in Audit and Failed Message Repopiftsising the Neuron ESB Explorer to query Audited

or Failed Messages and the existing database has many records and the query is done at a time of active
runtmealRA GAYy 3T €201 Ay3 SNNBNER O2dZ R 200dz2NX» 2 SQ@S | RF
stored procedures to alleviate thislsers must manually run tHépdateReportingStoredProcedures.sq|l
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Auditing

FIXc Custom SOAP Headers Not Stotaithen a message had custom SOAP headers and the message
was audited, the custom SOAP Headers were not being serialized correctly into the Neuron ESB Audit
database.

Runtime

FIX¢ Run As for mdpoint Host throws Access Denied ErgaiVhen attempting to run an Endpoint Host
under specific user credentials (other than LocalSystem) an access denied error would occur. This has
been fixed. However, if ESB Service is running under something otmek dlcalSystem, the service
account must be given the following permissions in the Security Policy for Windows (LocalSystem
account should have these already). This is now documented in the Readme.html file.:

Log on as a service

Act as part of the operatingystem
Adjust memory quotas for a process
Replace a process level token

=A =4 =4 =

Adapters

FIX- Salesforce AdapteWWhen using the SOAP API, the first call to the APl would call login to retrieve a
session ID that would be used on subsequent calls. The seBswould have an expiration time, and

when it expired the adapter would call login again to get a new session ID. The expiration time was
incorrectly being stored as the current time, causing the adapter to believe the session ID had expired
on the next cl. The adapter was calling login for every request sent to the SOAP API. This has been
fixed and the expiration time is being appropriately saved based on the session settings that are set in
Salesforce> Setup>Session Settings.

Neuron ESB Explorer
FIXc Environment Variables If a userchoosesto deleteanenvironment variable, then the values of
the next environment value in the list will be emptied out.
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Adapters

FIX- SharePoint AdapterAddressed issue when the error
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Announcements, WSS returned the following error Message: Column 'xxx' does not exist. It may have
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not others (i.e. a test site vs. production site), when using the same column name. This issue has been
addressed by using the internal column name as set by the SharePoint site.

Service Endpoints

FIX¢ Service Paty REST Status Cod&8hen a REST response with a status code that is listed in the
"Include” list of Http Status codes in the policy contains a body with content, the following exception
would be thrown: "This message cannot support the operation bexz#usas been written.”

Neuron 3.6.0.123 2

Adapters
FIXc Dynamics CRM Plugig#\ddingmissingdMicrosoft.Xrm.Sdk.Workflow.dll 5 & y CRKMASDKa
assembly used bpynamic€CRM Plugins

NEW¢ Rabbit MQ Adapteg Addedsupportfor dynamically setting th®ablit MQ replyto and
replytoaddress propertiesn outbound messages. The spedifigroperties which can be set on the
outbound Neuron ESB Message @ré K SNB &G NXIljé¢ Aa GKS | RFLIGISNI LINBTAE

rmg.ReplyTo
rmg.ReplyToAddress.ExchangeName
rmg.ReplyToAddredsxchangeType
rmqg.ReplyToAddress.RoutingKey

= =4 =4 =

Business Processes

NEWc¢ MQSeriedProcess Step Added the ability to configure therocess stepusing either Username
and Password or SSL. SSL requires that the binding property be set toThientakes therocess step
consistent with the MQSeries Adapter.

Service Endpoints

FIX- Client Connectorg when an incoming SOAP request is routed to a service connector, and the
service called by that service connector returns a SOAP Fault that includes custome8@P, ithe

client connector would not return those custom SOAP headers to the client. This issue has been fixed.
Now, when a client connector is configured to Enable SOAP Headers, it will return SOAP headers that
are included with a SOAP Fault thatdturned by a call made by a service connector.

FIX¢ Service Policy REST Status Cetléisena Rest Service Policy was configured to exclude http status
codes that WCF considessmmunicationexceptions, the Rest Service Policy would not work correctly.
Now when a status code like 404 is added to the list of excluded http status codes, responses with that



code will be excluded from the policy's retry and failure logic. Also, the Neuron ESB Message Header
FaultType property will now be set to None when tHeSR Service Policy is set to exclude a protocol or
communication exception.

Logging
FIX¢ Service Connector Logging Inconsistengi8sme log entries could be written to unrelated Service
Connector log files rather than the Service Connector log file wesg targeted for.

FIX¢ Message Audit Log EntriesSome log entries could be written to log files not related to the target
log file.

Neuron 3.6.0.1224

Adapters
FIX- Azure Service Bus Adaptamproved performance when using batching in pubhisbde.

FIX- Azure Service Bus Adapterfiw/hen polling for messages from a queue that has sessions enabled,
an exception would be thrown when there are a large number of message sessions. The exception
would include the text "The service was unable togess the request; please retry the operation.”

FIX- SharePoint Subscription Adaptefixed issue where SharePoint returned the error "Column 'xxx'
does not exist. It may have been deleted by another user. This would occur when attempting to
create/updde a list item with custom column names.

FIX- SharePoint Subscription Adapteittempting to update an existing attachment in a list may fail.

NEW- SharePoint Subscription AdapteAllows the addition of the Neuron ESB message body as an
attachment whe creating a list item.

MOD- REST based Adapteid/hen using a REST based adapter, if an unauthorized exception was
returned by the service being called, an error similar to the following would be reported:

"The <adapter endpoint>, '<name of adapteralldd to send the message. Calling the
‘https://myserver.api.crm4.dynamics.com/api/data/v9.1" url after retrieving a new Token still
resulted in a 401: Unauthorized error. cd46243¢8-43c6b4ecc7486675a51b"

This message has been modified to now inclireeerror description returned by the underlying HTTP
call.

MOD- Dynamics XRM SBKlpgraded From 8.2 to0 9.0.2.21.

FIX¢ MQSeries Adapter Could throw an Object Not Found exception when listing the Queues in the
Neuron ESB Explorer

MOD¢ MQSeriedAdapterg The .NET API for IBM MQ (i.e. amgmadnet.dll) has been updated from
version 8.0.0.12t0 9.1



NOTE: Starting with Version 8 of IBM MQ, MSMQ Topics with Transactions enabled are no longer
supported when an MQSeries Adapter Endpoint (either subscabimgplishing to that topic)

also has Transactions enabled. IBM has essentially discontinued support for this type of
Distributed Transaction Scenarkor example, if a message is published to an MSMQ Topic with
transactions enabled, and an MQSeries Adagndpoint (with Transactions set to True) is
subscribing to the message, the following error would be generated:

WebSphere MQ Adapter - WebSphere MQ error ', 2012 : Reason Code: 2012', occurred while trying
to send message to Queue, 'X'.
CompCode: 2, Rason: 2012

The immediate way to correct the error would be to either turn off transactions on either the
Topic or the Adapter Endpoint.

Logging
FIXc Master Log file ignored Verbose Loggind) Verbose logging was configured for the Neuron ESB
Runtime, [EBUG statements would not be written to the Master log file. This has been corrected.

Installation

MODCc Bootstrapper Applicatioq¢ KS b SdzZNBy 9{. LyadlffSNRa o22daidNy
GinstallNeuronESB.ege> A & y 26 0 S ABfe¥iouBly\ Haluder lauhched &, tha WisdBwb

Operating System would display a message stating that the publisher was unknown. Previously, we were

only signing the MSI package.

Configuration

FIX¢ Swagger Docs Not Accessible at Runtimédthough the Swager Document collection of the

Neuron ESB Configuration object was accessible at design time, it was not accessible at runtime. An
empty collection would always be returned.

Business Processes
FIX¢ Compression Process Stefvhen in Verbose logging modég Zip Encryption Password (if
entered) would be written to the log file.

Neuron 3.6.0.1211

Business Processes

FIXc C# Class Process Stayhen adding an assembly reference in the code editim the GACit
would throwd + | £ dzS O yesfo? anthefidst oyfedatidedt Additions from the GAC after that
would work, but the first referenced assembly would not be accessible in the code editor.

Neuron ESB Runtime

FIX¢ Custom Counters File View of Memory Er@ustomersnay encounter an error likéne follow:
Could not initialize performance counter fétr & 2 Y S . QubktofmSgunters file view is out of
memory.



Auditing

FIX¢ Message Viewer Fails with Older Messag@édter upgrading the Neuron ESB Database, the
following error may be reported ifiswing messages that were Audited prior to build 3.6.0.1176. This
was due to format changes made to the serialization of the ESB Message. This has been corrected.

System.Runtime.Serialization.SerializationException: There was an error deserializingdhe ob
of type Neuron.Esb.ESBMessage. Element ‘item' was not found

Neuron ESB Explorer

FIXc Connect to Remote ServersPrevioushthe status displayed in NeurddSHExplorerToolbarwas
from the local server even if a useasconnected to a remote servelNow it displays the remote
server's status.

FIX¢ Securing Parties with AGlUsers were unable to select an Access Control List to secure a Publisher
or Subscriber

Adapters

NEW- Salesforce AdapterAdded support for setting SOAP headers when using®AP APCertain
Salesforce objects may require SOAP headers for proceséingcan now add these SOAP headers to

the Salesforce request message in the same manner as you would for adding SOAP headers to a Service
Connector requestFor example, to adithe AssignmentRuleHeader SOAP headers, use this code in a C#
step in a process:

string  headerKey =  "urn:partner.soap.sforce.com" + "M+
"AssignmentRuleHeader" ;

string  headerValue = "<AssignmentRuleHeader
xmins= \ "urn:partner.soap.sforce.com \ "><useDefaultRule
xmins= \ "urn:partner.soap.sforce.com \ ">true</useDefaultRule></Assi

gnmentRuleHeader>"

if (Icontext.Data.Soap.Headers.ContainsKey(headerKey))
context.Data.Soap.Headers.Add(headerKey, headerValue);
else

context.Data.Soap.Headers[headerKey] = headerValue;

. 2dz Ydzad dzaS GKS yIFYSaLI OS & dzNY Y lai difiekS/ MIyEOAPLID & T 2 N.
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urn:partner.soap.sforce.com will be ignored by the adapter.

FIX¢ SFTP AdapterWhen using a Proxy that does not require user credentials, areatittation error
would be returned.

MODc¢ Azure Service Bus Adaptelf chunking was enabled for large message support, it would only be
activated if Azure returned a MessageSizeException. However, in some circumstances, if Azure is mis



configured, a QumaExceedException could be thrown. We now check that exception and, if it is due to
message size, Neuron will chunk and send the message as expected.

FIXc¢ Rabbit MQ Adapter UpdatedRabbit MQ adapter to use same seriatian logic forthe ESB
message wén in Mandatory routing mode thahe Neuron ESB Topmbanneluses this was done so
that all the properties are representedlso, the adapter has been updaterference 5.0.Version of
the Rabbit MQ API.

Installation

MODc Certificate Signing The Neiron ESBnstallerhas been configured tasean updatedcode
signing certificateThepowershell scriptshipped with Neuron ESB have also been updatith the
new signature using the new certificate.

Workflow

FIXc Audited Messages from Workflow TrackinUnable toaudit pending messages from workflow
tracking. The necessary parameters were not being set since the removal of the binary body from
auditing. Now we are setting the necessary parameters.

Neuron 3.6.0.1198
This build requires a database upeaf o update the database, all workflows must be in a completed
state, or a state where the workflowgll never baesumed (i.e. cancelled, terminated, PURGE
PENDING, or error processing).

Workflow

MOD¢ Normal and Request/Reply Workflows do aotomatically resume If a user had normal
workflows that unloaded due to stopping tHeSB Servigracefully, or from persistent delays/receive
message activities, the workflows would raattomaticallyresume when the ESB Servieed its
associated Endpoint Hosts weamrestarted Now they are restarted upon startup of the endpoint host.

MODc¢ Unable to restart WorkflowsUsers can now start and restart workflows with the “Instance
Locked" state from workflowracking.

AX¢ Receive a message during Cancellatibhe receive message activity could receive a message
while it was being cancelled (by a Timeout activity, for example) but the message would be lost due to
the cancellation. Now it is audited adalled message.

FIX¢ Workflows may not resume during Failovdduring endpoint host failover, if the server failed over
back to the originally failed server, some workflows would not resume properly.

AX¢ MultipleLockOwnersNotSupported exceptioti auser cancelled, aborted, or suspended a
workflow from workflow tracking, another workflow lock owner would be created by workflow
foundation. This was due to the mentioned operations creating a new workflow instance store object,
which creates the extra tik owners. Thisouldresult in a "MultipleLockOwnersNotSupported" message
and most subsequent workflows would abort with that message if the workflow has a persistence step
(including a persistent delay or timeout).



To implement this fix, all workflows retibe in a norresumable state and all
System.Activities.Durablelnstancing tables must be truncated while th&&SBe is stoppedhe
following SQL Script can be run to truncate the necessary tables:

TRUNCATE TABLE [System.Activities.DurablelnstgiaemgijtyOwnerTable];

TRUNCATE TABLE [System.Activities.Durablelnstancing].[InstanceMetadataChangesTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].[InstancePromotedPropertiesTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].p{elysTa

TRUNCATE TABLE [System.Activities.Durablelnstancing].[LockOwnersTable];

TRUNCATE TABLE [System.Activities.Durablelnstancing].[RunnablelnstancesTable];
TRUNCATE TABLE [System.Activities.Durablelnstancing].[ServiceDeploymentsTable];
TRUNCATE TABLE ti8ysActivities.Durablelnstancing].[InstancesTable];

FIX¢ Workflows would not automatically resume when failing over to another machiimeuser had an
endpoint host with a workflow endpoint, with the endpoint host in a primfaifover setup, upon féing

over, the workflows would not be resumed correctly, if at all. Now they are being resumed properly.
Note: Users may samore warnings upon failover. Also, upon failover, users may see the endpoint host
stay in the starting state faapprox.5 minutes.This is due to the lock mechanism implemented by
Workflow Foundation. There is a 5 minute period where a workflow instance is still "locked" by the
endpoint host that failed. This also means messages sent to the workflow endpoint won't be processed
until all workflows that were running in the failed endpoint host are reloaded. Messages can still be sent
to the workflow endpoint during the 5 minute period, but no new workflows will start until the period

has elapsed.

FIX¢ Workflow Message Loss during Shwiteh - In some scenarios, such as if there were messages
being processed by the workflow endpoint and 8B Serviagas stopped gracefully, the messages in
memory could be lost. Now they will be audited to the failed messages table.

FIX- In some caseshe schedwgd jobs for persistent delays would not be deleted from the database
upon execution. An example case would be if the workflow did not complete a timeout activity, which
uses a persistent delay internally, due to an activity inside the timeouttiaigo

Neuron Runtime

FIX¢ Endpoint Host Restart Counter was not being reset after a successful reftart Endpoint Host
goesinto restart male and then eventually restarfghe restart counter was not reset. Hendkeit went

in restart mode again, it may not retry as many times since the retry counter never got reset to zero
after successful startup.

FIX¢ Memory Lealg A possible memory leak could occur at runtime whenattempt to clone our
configuration and a decryption exception occurs during the cloning process.



Auditing

FIX¢ Message Body would always be audited when IncludeMessageBody property was set-to false
There was an issue withudit Process Steghere we ween't honoring the "IncludeMessageBody" and
"IncludeCustomProperties” options. They would always be audited.

Adapters

FIX¢ SFTP Adapteranemptyvalue for thenamecould appear when an error connecting would be
reported.i.e. £SFtp adapter failed to serthe message with file name, (), to the SFTP Server

XX XX XX XXE.

FIX¢ Adapter Policy set to 1 retry would not firdf a policy had a retry of 1, it would not be fired

FIX¢ SFTP AdapteyIf a load balancer is in front of the SFTP Adapter corddyfor Publish mode, if the

load balancer fails and then is restored, the SFTP Adapter may not recover because it has cached some
of the connection resources. This issue could result if an appliance like NetScaler is used. Previously we
were only disconneting after every poll, not we completely dispose of the SFTP resources.

FIX- SAP Adapter A memoryleakwould occurrwhen receiving IDocs from SAP that contain
namespaces as part of SAP names (i.e. segments).

Neuron ESB Explorer
MODc¢ SetProperties Validation addeddded validation in SetPropeti@smethodto prevent a "." from
being used as the prefix or start of eefix for a custom property.

FIXc Message Viewer would truncate custom property nhaméghen viewing custom message
properties using the message viewer either from Message History or Failed Message reports, the
"name" component of the custom propergould be truncated.

Neuron 3.6.0.1181

Monitoring
FIX- Endpoint health Neuron Explorer would not show the correct stats for Message Rate, Messages
Processed, Rate, and Completed for items hosted in théSEBBe and Endpoint Host.

Runtime

MOD¢ Subscribenot found during startug; Modified runtime to detect subscribe mode adapters and
to start them before publish mode adapters. Subscriber not found errors could result on startup
otherwise.

Adapters
NEW¢ MQSeries Adapter Added the ability to configurene adapter using either Username and
Password or SSL. SSL requires that the binding property be set to Client.

NEWC Rabbit MQ Adapteg! 8 SNB OFy y2¢ SyYyGSNI Ydzt GALX S YIF OKAYS
if using multiple rabbit mq servers configured for HA.



Neuron 3.6.0.117 6

Adapters
MODc¢ IBM MQ Series AdapterEnclosing multiple name value data pairs within a dummy root
element when reading MQRFH2 headers from a message retrieved from a Queue.

FIXc Metadata Generation Wizarg2 KSy LINP RdzOAy 3 R2 OdzySy i a aF2NJ 1 KS {
202800 NBTFTSNByOS y2i aSi GKS AyadalydS 2F Iy 26280

Messaging
FIX¢ Key not found error Key not found error that would result if a party that had different types of
topics (i.e. different transports) associated with it were changed

Business Processes
FIX% Sign and Verify XML Process Sted® were not able to retrievéhe RSA key as private key. The
following error would be generated: Invalid algorithm specified.

Samples
FIX¢ Client Samples and Log4Ngiany of the samples shipped with Neuron ESB did not contain the
proper Log4Net configuration within their app.config files.

Auditing

MODc¢ Storing of Binary ESB Messa&dé¥euron ESB no longer stores@mpressed binary

representation of the Neuron ESB message when auditing the message. We previously did this in
FRRAGAZ2Y G2 2dzNJ G o6ftS LINRBLISNIASao® 2 850@S y2i SELJN
change requires a Database schema updateldftge messages, this should reduce database size.

Runtime

FIX¢ Failover using SQL Server Always (Drthe case of a Neuron instance using an Always On SQL
Server database, during SQL server failover the instance store used for workflow could fahtdtsen

lock in the database. This would cause an error to occur that states that an instance handle has become
invalid. Now we have created a custom SQL workflow instance store class that utilizes our transient fault
block so that upon failing to connectidng a lock renewal, the instance store will retry. Also, the time
between when the host lock is scheduled for renewal and the time that thedrgkeshas been

increased to 1 minute. This effectively gives the database a minute to come back up as¢hibe

database goes down right when the host lock is set to renew.

Neuron 3.6.0.11 68

Workflow

FIX¢ Error could occur when SQL Failover oce@scasionally, after a SQL Server Always On cluster
database failover occurred, any persistence commands &okflow would fail and cause the workflow

to abort. The issue would only occur if the lock expired during the failover (i.e. the worfklow host
couldn't renew the lock in the durable instancing table since the database was unavailable). This was
due to thelock renewal periodbeing too short on thevorkflow instanceobject. This has been



increasedrom 1 minuteto 5 minutes.¢ KS SNNRNJ 6§ KNR gy ¢2dzZ R adldiS aiKS
T2NJ 26ySNI L5 WerD!'L5HQ KFa 06302YS AydhfARED

FIXc Unloaded workflows uable to loadg This can occur whenawkflow activity execution trackinig
disabled on the Workflow Endpoint. When Neuron attempts to resume an unloaded worlgifow,
exceptionwould be thrown statindghat a returned database value was nullhis was dued the activity
data not being available to compare against the currently executing actilitis issue would cause
unloaded workflows to get stuck as unloaded.

FIX¢ SQL Server could not be reached if database connection pool settings were tQdf ihne max
connections in the database connection pool was too low to support the concurrent number of
workflows running, errors could occur indicating the SQL server could not be reached. This is been
modified to our Reliable SQL Connection pattern.

FIX¢ SQ Always On Failover would fail to failover to Secondary databEds fixes an issue where
Neuron ESB would record continuaarsors happening in workflow duringheéSQlserver failover when
using anAlwaysOn AvailabilityGroup. The errorsvould be in he format ofthe following:

"Unable to access availability database '<DatabaseName>' because the database replica is not in the
PRIMARY or SECONDARY role. Connections to an availability database is permitted only when the
database replica is in titeRRIMARY or SECONDARY role. Try the operation againflagge ‘could also

be an error thrown saying the secondary database is+@dyg in certainAlwaysOn AvailabilityGroup
configurations.

FIX¢ SQL Deadlocks could occur when checking for mesgadmsron ESB periodically polls the SQL

databaseo see if there are previously suspended workflow endpoint messages available to be

processed. This could cause deadlocking to occur if there was a lot of 10 on the

WorkflowQueuedMessage tabl&his same issué - & | £ 42 OF dzaS GKS awSOSA @GS a
dzy RSNJ KA3IK RFEdGFolFasS ft2FR aAyOS Al ¢2dZ RyQld o6S Fof

Database

FIX¢ Purge and Backup jobs could cause SQL deadjdidks Neuron ESB purge workflow trackamgl
purge backup database jobave been modified tgenerate the SQL to execute the deletes one by one
on the tables to reduce locking. This fixes an issue wB€exceptionscould occuwhen the jobs ran
and there was a lot of database activity occogriat the time.

Adapters

FIX- Salesforce AdapterThe adapter includes two options for which data format to use when making
REST calls to Salesforce.cpML or JISONJnder certain circumstances the selected option would be
ignored and only return JSGhrmatted data. This has been resolved.

NEW- Salesforce Adaptey! RRSR & dzLJLJ2 NI F2NJ {{[k¢[{ 6KSY NBOSAOA
messages in publish mode.



FIX- SAP Adapterpreviously, the adapter would fail when receiving IDOCs from SAP thatiicont
namespaces in either the IDOC or segment names

FIXc Object reference not set to an instance of an objedthen attempting to read custom properties
from custom adapterghe Neuron ESB Explorer could disglag following error:

Object reference not set to an instance of an object.

This could happen when a custom adapter exposes an object as a custom property and that object was
never initialized with a default value.

FIXg Active Directory Adapter When attempting to clear galue from a property using the Edit
transaction type, the following error would be thrown:

DirectoryServicesCOMEXxception
The attribute syntax specified to the directory service is invalid

NEWC Active Directory AdapterModified the edit and creatéransaction typesto support binary
content by adding support for the binary=true attribute on the elemenbe edited/created.

FIXc IBM MQ Series AdapterA thread abort could be thrown when the adapter is disconnecting on
shutdown.

MODc¢ IBM MQ Series Adégr ¢ Added support for multiple name value data pairs when reading
MQRFH2 headers from a message retrieved from a Queue.

MOD¢ SFTP AdaptemModified to only support version 3 of the protocol rather than attempt to
negotiate with servers for the version.

Business Process/Workflow Activities

FIXg Service Endpoint Step/Activitynodified the "Throw Exception On Fault" property to throw an
exception when the service endpoint binding is REST and the exception is a communication exception.
Otherwise the RESbinding will not throw an exception on fault.

Neuron ESB Explorer
FIX- Sampleg; fixed the issue where the Client APl samples would throw an exception regarding a
missing Log4Net configuration section in each of the Visual Studio projects.

FIX¢ Neuron ESBest clientg when doing bulk send and receive, the msg/sent/received per second
would not increment.

FIX¢ Import Configwould fail to import Business Processédocesses were not importing due to
comparing the wrong values.

Neuron ESBRuntime
FIX¢ Restarting TCP Topics from Endpoint Health results in Evktiten attempting to restart an TCP
Topic from Endpoint Health when there are Endpoint Hosts defined and running could result in an Port



in use exception. This occurred becausedhg RLI2Z Ay | 2aild 62dAZ R AYyKSNRG (GKS
server port. This has been resolved.

Neuron 3.6.0.1132

Business Processes
FIX¢ Websphere MQ Process Stepodified to support showing list of Queue Managers if using
Version 8.x from design timeqperty grid.

FIX¢ Websphere MQ Process StepVhen passing an MQRFH2.NameValueData string whose length is
not a multiple of 4, the following error is would be returned by the application retrieving the message:

Invalid folder size of "67" detected witha WebSphere MQ MQRFH2 header. The folder size
defined in an MQRFH2 header must be a multiple of four bytes, and must not be negative. The
message being processed does not conform to this rule.

NEWCc¢ Adapter Endpoint Process StefJsers can now dynanally set thevalue of Service header

property of the ESB Message object with the name of the Adapter Endpoint to execute at runtime. If set,

GKS T RFLIISNI 9y RLIRAY (G t NeOSaa {GSLI gAaft dzaasS dGKFG @
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C# Process Step:

context.Data.Header.Service = "FileAdapterEndpointOut” ;
MODc¢ Salesforce Adapter SSL 3 support has been removed from the adapter.

Adapters
FIXc IBM MQSeries AdapterModified to support showing list of Queue Managers if using Version 8.x
from design time property grid.

FIXc IBM MQSeries AdapterWhen passing an MQRFH2.NameValueData string whose length is not a
multiple of 4, the following error is would be returned by the application retrieving the message:

Invalid folder size of "67" detéed within a WebSphere MQ MQRFH2 header. The folder size
defined in an MQRFH2 header must be a multiple of four bytes, and must not be negative. The
message being processed does not conform to this rule.

NEWC NetSuite Adapteg Added Send Timeout as aoperty that can be set at design time

NEW- Salesforce Adaptey Added support for the Salesforce Bulk API. The Bulk API is-baRedtAPI

that can be used to asynchronously insert, upsert, update, delete or query many records from
Salesforce. To usedalBulk API, in the Salesforce Adapter endpoint properties grid set the OAuth
Connection property to True, and then set the Web API property to Bulk. These settings will allow you
to make any calls to the Bulk API as described here: https://developefma@iesom/docs/atlas.en
us.218.0.api_asynch.meta/api_asynch/asynch_api_intro.htm. You are responsible for creating and



closing the job, adding batches to the job and any monitoring you wish to add inside your solution.
While using the Bulk API can be danithin a business process, it is recommended that you use Neuron
ESB Workflows for creating jobs, adding batches and monitoring the progress of the batches.

Workflow

FIX¢ Correlated Send/Receive Workflow Samyplde correlated send and receive samgie not work

due to the removal of subtopic support for workflows. This has been fixed by changing the topic for the
"OrderResponder" party from "Orders.In" to "Orders"

FIX¢ Correlated Workflow SamplerheCorrelated Workflow sample was wrong. The réee message
activity was missing and there was an extra message variable. The message argument was of type string,
which was also incorrect.

FIX- Normal Correlatedend and Receive Workflowwhesedid not work the way they were intended
when running in garallel activity, or when there were more than one send and receives in a workflow.
Users would see stuck messages and other undesired behavior such as extra workflows.

FIX¢ Correlated Normal Workflow Behavielhe behavior of Normal Type Correlatech@and Receive
workflows was changed. The behavior is now as follows: Every message sent in will start a new workflow
instance unless the message has the corresponding correlation set elements set in the message in which
case the message will try to corag to a running workflow instance. If a running workflow with the
correlation Id cannot be found, a new workflow instance will be started.

MODc¢ Correlated Workflow Fails to process Correlated Mesgdgbound messages to a Correlated
Workflow may fail ith the exception below because a process before the Receive Message activity is
taking longer than 10 seconds to execute, delaying the Workflow from entering a Wait state. This
timeout has now been extended tor8inutes

Exception Type: NeuronEsb.Servanier.Workflow.WorkflowException

Exception Message: Message "596aldblF 7-4b91-951¢979ae803eb25" was received on topic
"<topic>" from party "<party>" for workflow endpoint "<endpoint>", but has failed while
reprocessing it due to the retry count exceeglitihe limit. This also means the workflow state
could not be determined possibly due to the sql server being overloaded

Monitoring

FIX- Workflow Endpoints Stats incorrecThe Terminated state was incorrect and would be reported as
Completed Suspended messages also were reported incorrectly. Active and Cancelled state also were
not incrementing and decrementing correctly. The Neuron ESB Explorer will also now display a
Terminated state column.

FIXc Logging to incorrect Log FddJnder certan circumstances, log entries generated from the
execution of a Business Process may be recorded in the wrong Neuron log file.



Neuron ESB Explorer
FIX¢ Register Adapter reports erreiwhen clicking new to register an adapter, user would receive the
following error:

Error Loading Assembly. File: path to the adapters folder

The system cannot find the file specified. (Exception from HRESULT: 0x80070002)

Neuron 3.6.0.1117

Adapters

FIX- Dynamics AX AdapterFixed issue with desigiime loading of availale service URLS in the AIF.
5SLISYRAY3I 2y @&2dz2NJ 4SOdzZNR e aShidAay3aazr e2dz vYre NBOS
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System.ServiceModel.Security.SecurityNegotrdxception: A call to SSPI failed, see inner
exception.---> System.Security.Authentication.AuthenticationException: A call to SSPI failed, see
inner exception---> System.ComponentModel. Win32Exception: The target principal name is
incorrect

This was duéo the adapter only using an SPN Endpoint Identity Type when retrieving the list of
ASNIAOSaAad ¢KS FRIFILIISNI y2¢ dzaSa GKS G9yRLRAYG LRSY
time when retrieving the list of Service URLSs. If you still receivalibge error after upgrading to this

version of Neuron ESB, then the Endpoint Identity Type and Endpoint Identity Value are

incorrect, h FiSy>x GKS O2NNBOG @I fdzSa FNB as5yaé +Fa GKS 9y
Endpoint Identity Value.

FIXg Shaepoint 2016 plugirg Fixed Ul to align text with checkboxes

FIX- Microsoft Exchange Adapteifo work with latest Microsoft exchange office 365 online servers

User maygetreceive the followingvhen autodiscovery is set to true: If an Autodiscover sereturns a
redirect HTTP status code, this method will generate an AutodiscoverLocalException with the Message
property set to a string such aéutodiscover blocked a potentially insecure redirection

to https://autodiscover.contoso.com/autodiscover/autodiscover.¢ml

MOD- SFTP AdapteyWhen Uploading a file to an SFTP server an error, similar to the one below, may
occur:

Xceed.SSH.SFtp.SFtpStatusResponseException was caught
HResult=2146233088

Message=SFtp.OpenFile( "/Demo/mydoc.txt" ) got a status: SSH_FX_OP_UNSUPPORTED:
Unsupported operation.


https://autodiscover.contoso.com/autodiscover/autodiscover.xml

This error can occur if, when connecting to the server, the sepraegotiates the connection,

requesting that Neuron ESB use version 6 of the SFTP protocol. Unfortunately, some SFTP Servers claim
they support version 6 of the protocol, but in practice they fail to support even basic functionality of

that protocol. Sincéghe SFTP Server-reegotiated the connection to version 6, we use flags and

parameters supported for that specific version which in turn the server does not support. Moving

forward, the SFTP adapter will not renegotiate and will support Version 3 oHhE Srotocadby

default. However, users can override the version and/or choose the old behavior of Negotiating the
LINRG202f o0& Y2RATeAYy3d G(GKS ySg at NRP(G202f 2SNERA2YE

FIX- SAP AdapterFixed issue with sending IDOCs to SAP. IDOCs containimgensgiyments of the
same type would fail to upload.

FIXc Azure Service Bus Adapteif the ContentType property of the BrokeredMessage object is null, a
null exception would be thrown when receiving the message while in Publish mode.

NEW- SharePoint Aapter ¢ Added support for setting mulralued managed metadata properties for
list and documentitemst KS F2NXIF G 2F (GKS LINRPLISNIE @FfdzS A& (KSE
of the managed metadata itenf-or multiple values these would be sep@dby a semicolon:

Happy|b62f3710 - e8e0- 40b2 - b4d6 - c844f2e74243;Blue|7e0ble7e - d490 - 4448 -
84c4 - 7d354ec0b917

¢tKS da6ad AR R2Sa y20 ySSR G2 0SS AyOfdzZRSR Ay ((KS
add that.

The ability to set the same list document item managed metadata properties to a folder if that list or
document item is saved to one has also been addHuls is controlled by a new Boolean adapter
SYRLERAY(O LINPBLISNI& Ol tWhé&Retd{fud:ii C2f RSNJ t NPLISNIASa¢ @

1 For singlevalue manged metadata properties, the value set on the list or document item will
replace whatever value the folder currently has

1 For multivalued managed metadata properties, the value(s) set on the list or document item
will be added to the values the folder cant has

Business Processes
FIX¢ Custom Process Steps fail to lapdfter loading custom DLLs into Pipelines folder, an error similar
to below may appear when attempting to open a Business Process referencing a custom process step.

The 'name of procesBusiness Process could not be displayed. The composition produced a
single composition error. The root cause is provided below. Review the
CompositionException.Errors property for more detailed information.

1) Unable to sort because the IComparer.Comparefdhod returns inconsistent results.
Either a value does not compare equal to itself, or one value repeatedly compared to
another value yields different results



FIX- SplitJoin Process StepFixed issuavhere context properties being set when using cduaksed
splitting prior to the splijoin step are not available inside the spbtn step. Nowthe context
propertiescan access with each split message advised when setting or modifying contexts
properties¢ when the Synchronous property is set tau@, the last split to change the context property
will be the result you see in that property after the joiti.Synchronous is set to false, the result of the
context property after the join will be unpredictable.

FIXc Timeout Process Steplf used wihin a Split Join and the Split is set to run asynchronously, any
process steps placed within the Timeout step will appear notitoorrun just once. That is because an
exception was being throwmternally butwas not being reported by the runtime. Tke&ception
condition has been fixed and error reporting has been extended so that the runtime will capture all
internal exceptions.

FIX¢ Execute Process Stepf used within a Split Join and the Split is set to run asynchronously, any
process steps placaslithin the Business Process that the Execute step is configured to run may appear
not to run. That is because an exception was being thrimternally butwas not being reported by the
runtime. The exception condition has been fixed and error reporting has been extended so that the
runtime will capture all internal exceptions.

FIX- Service Endpoint Process Stelh the Throw on Fault is set to True, aietservice called is SOAP
based, if an error is thrown, the message body contained the original request message rather than the
error information returned from the called SOAP service.

Workflow
MOD- Persistent Delay Activity¢ K SromiTimeoutActivity" eyument inthe persistent delay activity
has been removed from the User Interface Property Grid

FIX¢ Adapter Endpoint Activity Memory LeakVhen processing multi megabyte messages through the
Adapter Endpoint workflow activity, memory will graduallyrgase overtime. The amount of time for

the increase would be determined by the number of messages and their size. .NET Garbage collection
was not cleaning up these messages. This is how resolved.

Endpoint Health
FIX¢ Workflow Endpoint When a workflow edpoint is stopped within Endpoint Health, it will stop but
it did not update its state appropriately.

FIX¢ Endpoint Host, If an Endpoint Host has been restarted through Endpoint Health, it would fail to
update the statistics of the Endpoint Host like pessld, lastheartbeat etc.

Service Endpoints

MOD¢ ADP OAuth ProviderAfter 60 minutes the OAuth Token would expire and not renew. This was
due to ADP throwing a protocol exception rather than a message security excdptjmevious

versions of NeuroESB,lie Tokerautomatically renewedvhen expiredand would attempt the call

again Now, although theToken is still automatically renewed, the attempt to call again will not be



made. The protocol excepti will be thrown instead. ffe user will need to adfigure a Service Policy to
catch the specific protocol exception and configure the policy to retry the call.

MOD¢ HTTP Query propertigsThese are now case insensitive.

FIX¢ CORS Fails with Custom HeaglHra custom header is passed to a Service Endpoint, anléwor
the one below may be returned.
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header field client imot allowed by Acces€ontrotAllow-Headers in preflight response.
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Service Endpoints

FIX¢ Client Connectors become disabled when in Business Processgio@éent Connector may
become disabled if a previously referenced Party is ¢ishfIhis only occurred if a Client Connector was
once previously associated with the disabled Party, but was later changed to run a Business Process
directly.

FIX¢ TransferEncoding on POST throws exceptidiWVhen calling a REST service with the PO e
following error below may be recorded by the Global Exceptlandler This only occurred if using the
Service Endpoint Process Step to call a REST service

Exception: The 'transfezncoding’ header must be modified using the appropriateperty or
method.

Parameter name: name
Method: ThrowOnRestrictedHeader

Adapters
NEW- SAP AdapterSignificantly improved performance when loading the list of RFC operations from
the OTHER category.

FIX¢ SAP Adapteg When using transactions, the cortie®n object that was cached was never being
closed. This could result in SAP returning an error indicating that the Maximum number of conversations
has been exceeded.

NEW- SharePoint AdapterAdded support for using content types when creating/updatilogument
libraries or lists.

NEW- SharePoint AdapterAdded feature to allow adding and updating items to a list or library folder.

If the designated folder does not exist, the adapter will automatically create it. The folder name can

either be set asn adapter endpoint property or passé using the message property

GallaeC2f RSNbIFYSé gAlGK GKS yIFYS 2F (GKS FT2f RSNJ &2dz



FIX - SharePoint AdapterFixed problem when trying to update a list item using the adapter and an
exceptionwasreturnR gA G K G(KS GSEG aClAftSR dzLRFGAY3I tfA&bG bS
Message: Guid should contain 32 digits with 4 dashes (xxxxxxxxxxxxxxce EEEEEEEEEEE(0 ¢ ®

NEW- Azure Service Bus Adaptekdded the ability to send and receive messstprger than 256K or

larger than whatever the Azure Service Bus queue limit is defined as. To support this, the Queue being
referenced MUST have Sessions enabled. For Publish mode adapter endpoint, there is a new property
YIYSRE awSOSA@SE OKUA 1 BRI YBER a0 \ItBS%> (G KS v dzSdzS NB T S NI
All messages received will be checked to determine if they are part of a batch of messages, and if so,

they will be aggregated into their original message. For Subscribe mode adapternm@sdfieere is a
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than what the target queue is configured to receive. This is done by splitting the messages into smaller
components.

Workflow

FIX¢ Stuick messages for Correlated Workflowla the case that a message came in for a running
correlated type workflow at the same time the workflow was unloading, the message could get stuck in
the pending messages queue since the state of the workflow wastetas running, when in fact it

was unloaded.Now we check to see if there are any pending messages while unloading and reprocess
them if there are.

FIX¢ Stuck messages for Correlated Workflovits the case that a correlated workflow is running in an
endpoint host setup to run on multiple machines with the hosts in a prirfaitgver configuration, and

the originating endpoint for a message sent to the workflow is ran on more than one machine (i.e. the
message sent to the workflow can originate on argchine), messages/workflow commands could get
stuck in the pending messages queue. This occurred because the machine property on the message
would be for the originating machine and not the machine that the workflow endpoint is running on.

FIXc XML/Message Transformatiot KS 2 2NJ] Ff2¢ OGNI yaF2NXYIFdGA2y | OGADA
GENFyaF2NyYy aSaalasSé g2dzZ R FFAf dzy RSNI OSNIFAY OAND
valid XML (i.e. outputting HTML fragments). The error message edogivuld state "Token Text in

state Start would result in an invalid XML document. Make sure that the ConformanceLevel setting is set

to ConformanceLevel.Fragment or ConformanceLevel.Auto if you want to write an XML fragment."”

These same transformationsowld work with the TransformXSLT process step.

FIX- XML Schema Validatierin 3.6 the schema validation workflow activity would fail when the
schemas contained an include or import directive with no error information. This functionality
previously woked in 3.5.4.

FIX¢ Stuck Workflow Commands when Persistent Delay existthe case that a solution is configured

to run an endpoint host on multiple machines marked as primary, workflow commands could get stuck
in the pending messages tab if the waddkf definition contained a persistent delay activity set to delay
for more than a minute. This would cause a number of workflows to not continue after the delay
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FIX- Persistent Delay takes longer under heavy workloddghe case that the Persistent Delay activity
was being used in the workflow, the Quartz Scheduler used to resume the owortdluld start

behaving very slowly. This resulted in the delay activity delaying far longer than expected. This
occurred mostly under high workflow loads. This fix requires a Neuron database update to version 31.

Neuron Test Client
FIX¢ BodyType propey not set¢ When sending text (non xml) messages, the ESB Message Header
property, BodyType, was not being set correctly.

Business Processes

FIX- XML Schema Validatierin 3.6 the schema validation process step would fail when the schemas
contained arinclude or import directive with no error information. This functionality previously worked
in 3.5.4.

FIX- HTTP Client Utility The Selected method (i.e. GET, POST... ) was not getting set during execution a
URL value was not supplied.

Endpoint Host

FIX¢ Restart Options for Endpoint HosEndpoint host would ignore the retry count and retry interval
properties if both were set to any value of less than 2. It would default both to the valueReit3.
Count can now be set to 0. If Retry intervadé$ to any value less than 1, it will default to 3.
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Adapters
FIX¢ SAP Adapter When using the Meta Data Harvesting Wizard to generate schdi@s€; groups
containing escaped characters would not expand to display IDOC types.

Security
NBWV ¢ SalesForce OAuth ProvideA new SalesForce OAuth Provider has been added to the list of
OAuth providers that users can select and configure within the Neuron ESB Explorer.

FIX¢ ServiceNow OAuth ProvideiwWhen testing the Client Login within the Nean ESB Explorer, if the
test was successful, the following message would be displdgedre Resource Owner Password
Credentials OAuth Test Successfiiliis has been corrected to red&erviceNowrassword Credentials
OAuth Test Successful”

FIX¢ Thinkecture OAuth Provideg This provider would not initialize properly. This has been corrected.

Endpoint Health

FIX¢ Neuron Endpoint Host Logging stapl a Neuron Endpoint Host was restarted through Endpoint
Health, all logging that would typically ocauithin its respective Endpoint Manager log file would
cease.



FIX¢ Exception thrown after restart from Endpoint Heatlif a Client Connector was restarted
manually using Endpoint Health, it would restart successfully. However, on receiptregthacoming
request message, it could throw an error similar to the one below:

Exception'. Message ID 'e38ef#Bbc-42ceb974b926d280320b', Topic ", Source Party
'System'. Object reference not set to an instance of an object.. Message is being Bailetb
Audit System. Party ='System’, Message ID ='e38d818¥42ceb9740b926d280320b'

This could only occur if a Client Connector was configured to execute a Business Process directly, rather
than attached to a Publisher (Processing Mode set to BusiRescess), and the Business Process
contained either an Adapter Endpoint, Service Endpoint, Audit or Execute Process Step. This occurred
because on manual restart, the existing Business Process process steps were not being disposed of

properly.

FIX¢ Neumn Endpoint Host Fails on Restaifhe Neuron Endpoint Host may fail to restart if restart is
initiated directly from Endpoint Health. An error similar to the following may be reported:

Unable to create the communication API for the Endpoint Mdastiron ESB Default Host' on
URL 'http://localhost:51004/DEFAULT/NeuronESBDefaultHost'.

System.Exception: Unable to create the communication API for the Endpoint Host ‘Neuron ESB
Default Host' on URL 'http://localhost:51004/DEFAULT/NeuronESBDefaultHpst'.
System.NullReferenceException: Object reference not set to an instance of an object.

This has been corrected and the Neuron Endpoint Host should restart

FIX¢ Neuron Endpoint Host does not restart on all servéf@an attempt is made to restart thedliron

9{. O9YRLRAY(G 1 2ali o0& aStSOGAy3a awSadrk NI {SNBAOS 2
Health, the Endpoint Host would only restart on one machine, regardless of how many machines were
configured in the Deployment Settings of the EndpoiastHAdditionally, the following warning would

be logged if more than one machine was configured in Deployment Settings:
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FIX¢ Neuron Endpoint Host does not restartrger - if an attempt is made to restart the Neuron ESB
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may not restart on the machine and instead the following warning would be logged.
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FIXc Restarting Neuron Endpoint Host would fail with NON Netbios naptes value other than the
NetBios name of the machine was used in the deployment groups, the Neuron Endpststcould not
be restarted using Endpoint Health.

FIX- KeyNotFoundException on shutdowWhen stopping the Neuron ESB Service, an error similar to
the following could be logged:
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'b225da4873bb-4759891db91e199f737b' in Endpoint Host 'Neuron ESB Default Host'.
System.Collections.Generic.KeyNotFoundException: The given key was not present in the
RAOUGAZ2Y I NB dé
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Audit Service

MODc¢ Audit Service anthissing FailureTypeWhen using the Audit Process Step or Workflow Activity,

the Action can be set to Failure. In such circumstances, the Step/Activity should always be placed in the
Catch block of an exception handler. In those cases, the Neuron runiiireutomatically capture and
populate the Failure Type and Failure Details before the message is audited. However users can use the
Step/Activity outside of a catch block when the action is set to Failure. However, the user MUST set the
failure type andailure details properties. When those are not set, users will an error similar to one

below in the Audit Service Neuron log file as well as the Neuron ESB event log:

201902-18 00:20:37.78D8:00 [405] ERRORNeuron ESB Global Exception Haneler
ProvideFault- Message Audit Service: The failure type is required

Parameter name: failureType

201902-18 00:20:37.79908:00 [405] ERRGHailed to write the message to the Neuron ESB
Audit Database for message with04e783373c41c2b46abd1974c2251d" Message ID. Source
Party, <PartylD>, Source Topic, <TopicName>. The failure type is required

Parameter name: failureType
System.ArgumentNullException: The failure type is required
Parameter name: failureType

This woull indicate that the properties have not been populated and the result would be that the

message would not be audited. The Audit Service has been mottiffgmbulate the propertiesif they

are missing, rather than NOT audit the message, the propertiébevgrovided the following value:
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Rabbit MQ Topics

FIX¢ Logging of Fault would failn the casevhere theRabbit MQchannel faulted on startupf the

Topic, the exception wasot be logge properly, instead an index outside the bounds exception would
occur.

Workflow
FIX¢ Quartz Transaction DeadlogkVhen running large amounts of workflows, the following error may
be experienced:



201902-21 13:01:39.02@8:00 [ESBHostScheduler_QuartzScierd hread] ERRGR ouldn't
rollback ADO.NET connection. Transaction not connected, or was disconnected

System.Data.DataException: Transaction not connected, or was disconnected

at
Quartz.Impl.AdoJobStore.JobStoreSupport.CheckNotZombied(ConnectioaAsadtionHolder
cth)

at
Quartz.Impl.AdoJobStore.JobStoreSupport.RollbackConnection(ConnectionAndTransactionHold
er cth)

201902-21 13:01:39.02@8:00 [ESBHostScheduler_QuartzSchedulerThread] ERFfRCQIR or
occurred while scanning for the next triggerfire.

Quartz.JobPersistenceException: Couldn't acquire next trigger: Transaction (Process ID 252) was
deadlocked on lock resources with another process and has been chosen as the deadlock victim.
Rerun the transaction--> System.Data.SqlClient.SqlExmap Transaction (Process ID 252) was
deadlocked on lock resources with another process and has been chosen as the deadlock victim.
Rerun the transaction.

This has been resolved.

FIX¢ Correlated Workflows not completingn the case of a primaxgrimaryworkflow setup for load
balancing, on high load, messages could get stuck reprocessing forever in the workflow host service with
log entries stating the workflow state is empty. This results in correlated work{lmwsormal

workflows that use correlaig receive and send patternapt completing and messages getting lost.

FIX¢ Correlated Workflows not completing or messages not being processed corbttlye case of a
primary-primary workflow setup for load balancing, on high load, workflow statddcoeturn as empty.
This would cause undesired behavior such as correlated work{tmwsormal workflows that use
correlated receive and send patternms)t completing, messages getting stuck in pending messages, and
messages not being processed properly

FIX¢ Failover results in duplicate workflows or workflows not runnik@r endpoint hosts, when in a
primary-failover scenario, the workflow endpoints would not properly pick up and reprocess the
workflows that were running on the primary in the evehe primary went down. This occurred if the
Neuron instances were not the same name. In the case that they were the same name, old workflow
commands from the primary would not be cleaned up on failover. This resulted in duplicate workflows.

Neuron ESB Explorer

MODc¢ Reporting and logging ReflectionTypeLoadExceptMadified how Neuron reports and display
sReflectionTypeLoadException information to the user and logs. Previously, we were not iterating
through the collection of loader exceptions and digitg useful information. We also were not



recording all the information within the Application Event Log. A ReflectionTypeLoadException
exception could occur if dependent assemblies or types were missing from the path directory when
launching the Neuron BSExplorer.

FIXc Logging; All Errors, Warningsind Informationabnd Verbose messages can now be logged to the
Application EventLog. KS f S@St 2F t233Ay3 Oy o6S O2yidNRffSR
file (i.e.NeuronExplorer.exe.configz & LJS O A Tcdnfigratibrdog4helapperdskfiltéar\levelMirg

node. The default minimum logging level is set to WARN. Users oéiguwre this to either INFO or

DEBUG.

Adapters
NEWc¢ ODBC Adapter Added support for binary Timestamp datatypes.

NEWCc¢ Dynamics AX AdapterAdded the ability to disable caching of the internal proxy used for
communication. By defauly / 2y ySOGA2Y [/ OKAy3dé Aa asSid G2 GNUSEI
used for subsequent calls. Setting the property to false will ensure a new proxy is created on every send.
Additionally, the Security Properties have been renamed. When upgrading, mssrhave to reset the
credentials on the adapter endpoint as it will fail to start up if security was previously enabled.

Business Processes
NEWc¢ ODBC Process Step\dded support for binary Timestamp datatypes.

Samples

s
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trailing slash after the payment service baseaddress. This has been corrected.
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Adapters
FIX¢ File Adapte The incorrect file size could be reported for files when a Boltdased file adapter is
consuming a large batch of files submitted concurrently.

MODc¢ SharePoint Adapteradded support for setting managed metadata properties (TaxonomyFields)

in lists and libraries. You can set a managed metadata property the sayngowavould set other list

or library properties, exception that instead of just providing a value, you need to provide the value of

GKS ¢l E2y2Yé& GSNY 1068t o0ADPSd dad t NRPLISNIE&éduv | yR
label|Guid.

Business Processes

NEW¢ WebSphereviQ ¢ This is a new process step that allows users to send messages to an MQSeries
Queue, with all the same capabilities of the existing Neuron#&8ESpheréViQ adapter(including the
alYS asvlé Y JHawelrel BiprbaNss FidmiSaallows users to Query a queue to return
either the first message in the queue or a message by its message id or correlation id property. When in
Query mode, the message can be either read (removing the message permanently from the queue) or
browsed (eturning the message and its properties while leaving the original message on the queue i.e.



peek). When querying by either Message Id or Correlation Id, their respective properties must be set on
the inbound message before the query like so:

context.Data  .SetProperty( "wmgq", "MQMD.Msgld", "323456" );
context.Data.SetProperty( "wmq", "MQMD.Correlld" , "xyz323456" );

FIX¢ Service EndpoirfProcess Steplf there was a service fault or timeout exception, the proxy was not
getting cleaned upNormally this would nbbe an issue. However, if the service timeout exceeded a
number of minutes, this could inadvertently corrupt the underlying proxy. In that dabes service that
was called came back phe proxy may continue to throw timeouts.

Workflow

FIX¢ Service Endpoint Workflow Activityf there was a service fault or timeout exception, the proxy
was not getting cleaned upNormally this would not be an issue. However, if the service timeout
exceeded a number of minutes, this could inadvertently cartbp underlying proxy. In that casiéthe
service that was called came back tige proxy may continue to throw timeouts.
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Neuron Explorer
AX¢ Import/Export¢ If the Zone was chosen to export to a *.esb file, wiraporting, the Zone would
not be visible in the Import dialog or present within the *.esb file.

FIX¢ Import/Exportcg In the Import/Export dialog, Endpoint Hosts were labeled Availability Groups.

FIX¢ Import/Export¢ Swagger Documents and Oauth Provideese previously not supported and
visible within the Ul.

FIXc Import/Export-2 KSy g NA GAy 3 2 dzlavalaBildyhidupEd S gFAANITOKE 3K | aK S SIS y
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FIXg Import/Export- Added dependency support to adapter and service endpoints for endpoint hosts. If
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Command Line Tools

FIX¢ Import/Export- Addedsupport for Oauth Providers and Swagger docs. Availability Group switch

has been changed to Endpoint Hosts. Command line switches are now:

-- endpointhost, --swagger;-oauth-provider

FIXc Import ¢ If a *.esb file was being imported from the commanckland it did not have the default
Neuron Host Endpoint within it, the import would fail and list the following issue:

ImportConfig Error: 1 : Error occurred creating the metabase reference for
‘c:\temp\SaveTest.esb'. Entity=Neuron ESB Default Host: ThhedN&SB Default Host' was
added for Endpoints.



Workflow

FIX¢ Correlated Workflows If there is more than one instance of neuron marked as primary for the
endpoint host running correlated workflows (the hosts can be on different machines), each instance
should pick up and process the messages for the correlated workflows running on the given

instance. However, there could be a case where if a workflow was unloading due to, for example, a
receive message activity, the state of the workflow could be caedigausing new workflows to start

up instead of a message correlating back to a running workflbiwe workflows expecting the message
would also stay in the unloaded state since the receive message activity never received the message to
allow it to contnue.

FIX¢ SQL Deadlockdf there is more than one instance of neuron marked as primary for the endpoint
host running correlated workflows (the hosts can be on different machines), each instance should pick
up and process the messages for the corradaterkflows running on the given instancelowever,

there could be a SQL deadlocking issue that occurred due to the SERIALIZABLE transaction level being
used. This has been changed to READ COMMITTED along with using exclusive row hoid locks.
databaseupdate is required.

Service Endpoints

FIX¢ Swagger DocumentsAddedafilter to load only custom swagger documergtored in the
repositorywhen configuring thelient connectos formetadata Previously we were listing those
Swagger documents which whipg with Neuron ESB.

NEWc SOAP Header Suppemlodified SOAP header support to not require a namespace as part of the
key in the SOAP Headers dictionary. Exiginogesses will not need to chang&lso modified the
headers to allow the mustUnderstandtidibute to be set on the header's root element.

Adapter Endpoints
FIX¢ Meta Data Generation WizagiWhen attempting to connect using either Dynam@iRM XRM,
NetSuiteor ServiceNow adaptersheir respective proxy server configuration was not displaysei

FIX¢ MQSeries Adapter When setting MQRFH2 headers via C#, if the NameValueCCSID property was
set to something other than 1208, it was ignored. Also, added string padding implementation to
properties set that have a string data type to ensure pineper length before the string value is set for a

property.
Neuron 3.6.0.1043

Neuron Explorer

NEW( Start with Solutiorg Desktop shortcuts can now be created passing the path of the Neuron
Solution to the Neuron Explorer executable. This will launcliNgngron Explorer and auto open the
designed solution. For example, the following screen shot shows the property window of the desktop
shortcut:



& NeuronExplorer - PROD Properties X

General Shortcut Security Details Previous Versions

F‘ NeuronExplorer - PROD

Targettype: Application
Targetlocation: DEFAULTPROD

Target orer.exe" "D:\Neuron\Configurations\DemoSolution2"

Startin: |"C'\Program Files\Neudesic\Neuran ESB v3\DEFAUI|

Shortcut key. |None |

Run: Normal window b

Comment | |

Open File Location Change lcon Advanced

Cancel Apply

The value of the target property is set with the location of the Neuron ESB Explorer exedollalled
by the path of the solution to open:

"CAProgram FiledNeudesitNeuron ESB YBEFAULTDEMeuronExplorer.exe"
"DANeuronTesting3.5Main DemoSolution2"

Workflow
FIX¢ Execute Process ActiviggWould not bind to Environment Variables used withie dalled
Business Process.

FIX¢ Batch of Messages to Correlated Workflows Deadidthl user sent in rge batch ofnessages
to a correlated workflow a deadlodé&sue could occur resulting workflowsnot receivingall the
messages (the messages wabidil to theNeuron ESBudit table). This fixes the deadlock issAe.
database update is required.

FIX- Batch of Messages causes Workflow to return Null valfia user sent in karge batchof
messages to a workfloimstanceat once the resultingcollection of commands that is implemented by
the workflow enginecouldpotentially return a null valueue to concurrency locking

FIX¢ Subsequent changes to Workflow Definition not recognized at runtithe user made a change to

a workflow definitionand then saved it, the first time the workflow definition change would be reflected
in the runtime once the changes were detected. On the second time after saving (without restarting the
ESB Service), the changes would not get picked up.

FIX¢ Restart ofCorrelated and Request/Retry Workflows fdfla userattemptedto restart a correlated
or request reply type workflow from Workflow Tracking, it would not work.



FIX¢ Subsequent Execute Process exceptions are reported incorrdfiyuser had a woflow with an
exeate process activity that throwan exception and they ran it, then changed the exception that is
thrown in the process, then tried to restart the workflow from workflow tracking, in the workflow
tracking item, the exceptions reported ihdg Tracking tab that occurred before the attempted restart
would be overwritten with the new exception.

Auditing

FIX¢ SQL Truncation Warnings generated with Auditiibe SQL data type length wiasorrectfor the
ReplyToPartyld in thHeuron ESB databask should be 100 instead of 36. This would cause warnings in
the previous release when using a Party Id that is longer than 36 characters and that party is used in the
ReplyToPartyld messageduer when aditing the message.

Adapters
FIX¢ REST based Adaptetd$ a REST adapter returned a response that did not have a cetyfest
header, it threw an Object not set exception.

FIX- MQSeriesadapter- if user selected the bindings option, they could receheefollowing error at
runtime: Machine name missing. Cannot resolve to DNS entry.

FIX¢ MQSeries Adapter When sending a message to MQSeries, the MQRFH2 was not using the
existing value of the CodedCharSetld of the MQMD header by default, resulti@d8i® value of 437.
This has been corrected. However, users can dynamically sst@FH2 headdpverriding the

default value) by using the syntax below:

context.Data.SetProperty( "wmq", "MQHRF2.CodedCharSetld" , "1208" );
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Service Endpoints
FIXg¢ JSON interpreted as XML the incoming calio a REST based Client Connebtist an HTTP
contenttype of application/json+patch, then the following error would be reported.

The XmIReader used for the body of the message must be pagitiom an element.

FIX¢ Transfer Encoding set to Chunketf the Tansfer Encoding was set to Ched on the outgoing
response message, the calling client would not receive the response.

FIX¢ Swagger Port change not applied at runtint@hanging the porfor Swagger configuration in the
appsettings.config file would not have any effect. The swagger help documentation configured on client
connector would not redirect to the updated new port.

Adapters

FIX¢ Rabbit MQ Adapteg Users can now enter a numbepim -1 to infinite for the Time to Live value.
This was previously restricted to a rangeddd 1440.If -1 is entered, Neuron ESB will NOT set the Time
to Live Value.



NEWc¢ MQSeries Adapter Support has been added to allow users to specify IPC rather than TCP for all
local calls to a Queue Manager. The Binding property has been expanded to support 3 options: Server,
Client and Bindings. When Bindings is selected, ¢inees, port and binding channel will not be passed

to the open queue manager function, forcing the adapter to use the MQSeries IPC protocol for
communication rather than TCP over a binding channel.

Neuron 3.6.0.1031

Workflow
FIXc Execute Process Activiyw S dzNyy & G KS F2ff2gAy3 SNNRBN vySaal 3s
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FIX¢ C# Workflow Activity When testing a workflow that contains any C# activity in the workflow
designer, an object reference error would be throwlrhis is regression from a fix in build 1030.

Adapters
FIXc¢ Rabbit MQ Adapteg Users can now enter a number from zero to infinite for the Time to Live
value. This was previously restricted to a range taf 1440.

MOD¢ Rabbit MQ Adapteg Users can now specify that the adapters should attempt to create the

j dz§dzS AF (GKS 1jdzSdz2§ R2Say Qi |t XBpRENBESHI & 6RQ5¢t § R
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Create Queue property is set to True (default is false), Neuron will attempt to create the queue before

sending the message.

Neuron 3.6.0.1030

Neuron ESBRuntime

MOD¢ Reducing startup time for multi core mgiaes- All Endpoints and Topics are now started in
parallel utilizing all available cores on the machine, reducing overall CPU utilization and total time
required for starting complex solutions on machines with multiple cores

MODc¢ Synchronization of st&up ¢ There were conditions where the endpoints assigned to Endpoint
Hosts could signal they are ready for processing before other Endpoint Hosts were fully up. This has
been corrected.

FIX¢ Single Instance Not Failing over when hosted in&&Stce If a user had a single instance
endpoint hosted in the ESB Service rather than in an Endpoint Host, the endpoint would not failover
upon the primary instance stopping.

FIXc 1. Memory Leak when Adapters set for Single Instance and misconfigufeduser has an adapter

endpoint configured for Single Instance mode and set to run under the ESB Service (rather than an
O9YRLIRAY(OH 12aiG0 FYR (GKS FRILIGSNI SYRLRAYGQa LINE LISNI
successfully start, errors silai to the one below will be continually generated. In giamplebelow,



an Environmental Variable was being used to configure a port on an FTP Adapter Endpoint, but the value
had not been set:

The FTP_PaymentPickup failed to start. Error occurred atiegpd set the 'Port' property
using the '{$PaymentPort}' Environment Variable. The environment variable PaymentPort has
not been set

In this case, the start of the adapter endpoint would fail, causing control to revert to the next server,

which wouldalso fail to starif running the same configuration. From there the startup process would
continually repeat itself several times a minute. If left unattended for a significant period of time (30+

hours), any connections to a TCP based Topic may faadinglthe adapter endpoint in an unstable

a0l 4GS 6KSNB Ad0Qa dzyltofS (G2 aKdzi R26y AYyOUSNylrtfte:x
continued nonstop logging of the following:

201901-05 19:25:13.76®7:00 [197] INFO Attempting to stop...

At this point, new instances of the party would be created on every attempted start of the adapter
endpoint. Eventually, after several days, this could result in the exhaustion of winsock resources and
memory for the host process. With this fix, if an erconditions results in the Adapter Endpoint failing
to start, the adapter endpoint will clean up its resources if the connection to TCP based Topics fault.

FIXg 2. Memory Leak when Adapters set for Single Instance and misconfigufeduser has an adagt

endpoint configured for Single Instance mode and set to run under the ESB Service (rather than an
O9YRLERAY(OH 1 2aG0 FYR GKS FRILIGSNI SYRLRAYGQa LINE LISNI
successfully start, errors similar to the one belovl bé continually generated. In the example below,

an Environmental Variable was being used to configure a port on an FTP Adapter Endpoint, but the value

had not been set:

The FTP_PaymentPickup failed to start. Error occurred attempting to set the 'fFoqerty
using the ‘{$PaymentPort}' Environment Variable. The environment variable PaymentPort has
not been set

In this case, the start of the adapter endpoint would fail, causing control to revert to the next server,
which would also fail to start if runng the same configuration. From there the startup process would
continually repeat itself several times a minutethié error condition ideft unattended and unresolved,
the system would experience a gradually increasing memory leak.

Logging and Monitor ing

FIX¢ Workflow Endpoints status set to Stopped in Endpoint Healfithere are only Workflow
Endpoints assigned to an Endpoint Host, they will always display in a Stopped state within Endpoint
Health, even if started. This only occurred if therere no other types (i.e. Adapter or Service
Endpoints) assigned to the same Endpoint Host.



FIX¢ Not logging correct number of Endpoints that were started under an Endpointqib'sien set for
informational logging, Neuron should log a message simildreé@ne below with the correct number of
endpoints. Before this fix, the endpoint count was always logged as zero:

201812-20 14:59:40.3045:00 [1] INFO Operation Request: Operation StartAll Completed
successfully against '7' endpoints in Endpoint HBst S dzNB Yy 9{ . O9YRLERAY Ul | 2340

Workflow

FIX¢ Unloaded Workflows generating Temp Fil€3ode activities would be compiled again if the

workflow came back from being unloaded causing temp files to be created at a high rate if the user had
workflows that go utoaded then resume and hit a code activity. Now we have a collection and

workflow extension that allows the type and method info to be stored for code activities which are
restored upon execution of the code activity.

FIX¢ Workflows processing children 8lbtopics; Workflows would process children of sub topics that

they did not have spafic subscription to, but that the underlying Subscriber object did. For instance, if a

G2N] Ft26 o6l a O2yFAIdZNBR (2 NBOSAGSuldadaradei®dSa FNRY
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HX- Semaphores errors reportedSemaphores weren'tding released properly in all situations such as
when a workflow aborted due to an unhandled exception in centane casesFor example, if the
workflow aborted from an unhandled exception (e.g. the temp directory is full causing c# activities to
not conpile/execute causing some timeout exception to occur in the actual workflow applicisielf
OAYy aAONRaz2fFiQa O2RSOVL0O O

FIX¢ Quartz Scheduler errors reported in log quartz scheduler error could occur when attempting to
store job and trigger data. Therer would state that the trigger already exists with the given name.
Now we do a delete and add effectively updating the trigger.

FIX¢ Correlation within a Timeout within a Loop failé there is a workflow with a receive message
activitywithin a timeout activity within a loop, if the receive message step causes the workflow to go
unloaded, thenwhena message is received to resume the workfltvat message would start another
workflow instead of correlating to the receive message.

Adapters

FIX i SAP Adapter i When configured as an IDOC listener, if the same IDOC segment was defined in two
different IDOCs, but each one has a different customization, the second IDOC would fail during
serialization. This has been corrected.

Business Processes

FIX¢ Transform Process Step throws Exception when Tegtiltgen testing the Transform XSLT
process step within the Business Process Designépgct reference not set to an instance of an
object exception would be thrown. This wasegresion in TransformationXSLT that was introduced



when we fixed the step to use the output settings from the XSLT provided in build 3.6.089did not
affect runtime.

Service Endpoints

MOD¢ REST Endpoints with Policy would not log response messtystatus code; In some cases, if

a Service Policy associated with a REST endpoint executed and Audited the failure, the response
message (if any) returned from the server hosting the REST service may not be audited with the Status
Code and Status Desdiigmn.

Neuron 3.6.0.1012

Business Processes

MODc¢ Audit Process StepSupport has been added to audit messages with extended HTTP Status
Codes. If we detect that the message has an extended code not supported by .NET (i.e. 207, 422, etc.),
wewillOf 2y S GKS YSaal3aS o0SF2NBE ! dZRAGAYT AGd . ST2NB
Status Code to the nearest hundred starting with the first digit of the extended code (i.e. 207 would
become 200). The original extended code will be prepehid the HTTP Status Description of the ESB
Message.

FIX¢ HTTP Client Utility Process Steipthe full URL path was set in the HTTP Client Utility, the
subsequent call to a Service Endpoint would not use the URL but instead use the URL it way originall
configured with.

FIX¢ HTTP Client Utility Process Steip the full URL path was set using either Environment Variables,
Context Properties, Global Variables or Message Properties, the underlying properties of the ESB
Message object would not be setreectly. This would affect LocalPath, To and the Addressing.To
properties.

FIX¢ HTTP Client Utility Process Steip JSON was inserted in the Body property when set to Raw, the
braces would be stripped out of the resulting body when passed to the service

MODc Tracing to Business Process Design window during testegeral steps were not doing this
including ODBC, Audit, Service and Adapter Endpoint Process steps. Also, the Neuron ESB Explorer has
been configured to output Debug level traces by ddfaul

MODc¢ Service Endpoint Process Stelh a MessageSecurityException or ProtocolException is generated
during the sending of a message using REST, Neuron ESB will automatically attempt to retry the service
call after recreating the underlying proxy, nsege and HTTP headers.

FIXc Adapter Endpoint Process Steff executed within a Process directly tied to a Client Connector
rather than to a Publisher, a Topic Null Exceptionld occur:

FIX¢ Audit Process StepWhen using during design time testinfjthe proxy created faultedand
another attempt to test is made, the user may receive the following warning message:



MAXIMUM number of Audit Proxies '1' have already been created. WAITING for an Audit Proxy
to become available.

Neuron ESB Runtime

MODc¢ 9ngle Instance FailureWhen anEndpoint marked as single instance would fail over to another
service, it could be due to a database error that would be logged in the master log file, but not in the
actual log file of the endpoint affected.

MOD¢ Singlelnstance FailoverAnEndpoint marked as single instance would fail to start if the

Endpoint is assigned to run under an Endpoint Host. This has been corrected so now it starts. However,
the single instance configuration will be ignored. Single instasbaior must now be configured using

the Deployment Settings tab of the Endpoint Host.

FIX¢ CPU Usage Spikes and Slow stactUghen running on a machine with 2 or fewer cores with a
configuration that included a dozen or more Endpoint hosts, the runtimag experience delays in
starting and CPU usage of 100%.

Neuron ESB Explorer

FIXc Deleting a Sub Topiclf a user attempted to delete a sub topic that was positioned before the last
sub topic in the grid, 8ystem.IndexOutOfRangeException could be gaadrwhen the user attempts

to Apply the change.

Service Endpoints

FIX¢ Client Connector URL not matched to incoming fRUring an incoming REST based APl URL
request, the incorrect Client Connector could be matched to the incoming request if there were more
than one Client Connector URL that starts with the incomiRgy.UFor example, an incoming request url

of http://mymachine/test/vl/summary?GPID=&ould be matched with either a Client Connector URL of
http://mymachine/test/vl/summary/benefitsor one with a url ohttp://mymachine/test/vl/summary.

Now, Neuron ESB will do an exact match first and, only if there is not an exact match, fall back to find a
Cient Connector url that contains the incoming url.

MODc¢ Service Endpoint If a MessageSecurityException or ProtocolException is generated during the
sending of a message using REST, Neuron ESB will automatically attempt to retry the service call after
recreating the underlying proxy, message and HTTP headers.

Adapter Endpoints

FIX- Dynamics AX AdapterFixed issue that when a stored credential was selected in the property grid
of the adapter endpoint, if you clicked on the dropdown list of ServicesyBlL would only see the list if
the currently loggedn user has permission to call the Query Service in the Dynamics AX server.

FIX- Dynamics AX AdapterFixed issue that when running the Metadata Generation wizard, if you
selected the Dynamics AX Adaipfrom the Registered Adapter dropdown list, an exception would be
thrown stating that the AOS Server Name property could not be blank.


http://mymachine/test/v1/summary?GPID=5
http://mymachine/test/v1/summary/benefits
http://mymachine/test/v1/summary

FIX- SAP Adapteg fixed issue when using the Metadata Generation Wizard to create sample XML for
customized IDOCs.

NEW- SAP Adaptet Added support for transactions in SA®Rhen an SAP Adapter endpoint is
configured as transactional, any message that is processed by the adapter endpoint without the
property sap.Transactionld will create a new connection to SAP aateadransaction ID that is
associated with that connectionThe transaction ID will be included with the response message from
SAP as the message property sap.Transactioftés transaction ID must be added as the message
property sap.Transactionldn all following message that are part of the transaction (including commit
and rollback).This will ensure the calls to SAP occur over the same connedtmncan then send a
BAPI_COMMIT_TRANSACTION or BAPI_ROLLBACK_TRANSACTION to SAP to caohnail teollb
previous transactional messages. The lifetime of the connection is controlled by the adapter endpoint
property Transaction ID Expiration.

Workflow
FIX¢ C# Workflow Activity When opening the C# Workflow Activity in the Workflow Designer, the
following error may occur:

System.InvalidOperationException: Collection was modified; enumeration operation may not
execute.

FIX¢ Workflow Processing Message Twidter saving aNeuron ESBolution for a running instance

with workflow endpoints, mulple workflow host services could start up for a single endpoint. This

would mean a single message gets processed twice (at the same time) by a given workflow

endpoint. This issue occurreghlyif the Party that the workflow endpoint sssigned talid notget

disposed before the OnConfigurationChanged event executed in the WorkflowHostSevicke could

be the case since iiinsasynchronously.The issue had a chance to occur only when the workflow

endpoint itself had a configuration change (e.g. chagghe endpoint to run a different workflow,
OKIy3aAy3a GKS SyRLRAyGQa LINIez SO0 a GKS g2N 7T

MODc¢ Service Endpoint Activitylf a MessageSecurityException or ProtocolException is generated
during the £nding of a message using REST, Neuron ESB will automatically attempt to retry the service
call after recreating the underlying proxy, message and HTTP headers.

Monitoring

FIXc Endpoint Healtlg, Pending counter for Workflow incorreet K S & t Soyirkeifof Barkflow
endpoints in the Endpoint Health Monitor in Neuron Explorer could increment in some cases but not
decrement when it should causing tleeunterto be incorrect. This issue shouldn't affect the runtiore
the execution of workflowsThis hadeen corrected.

MOD¢ Endpoint Healtlt A Process ID column has been added to show the process id of the Endpoint
Host.



FIX¢ Clear Errors and Warnings generates Ul egrior Endpoint Health, if a useight clickson a row
that has errors in it, and selestClear Errors and Warnings", the user will get the error belawthe
errors are successfully cleared:

System.ArgmentException: Key not found: 'Errors'

Neuron 3.6.0.995

Business Processes

FIX- Timeout Process Stepould fail with unhandled exceptionlf a C# step was placed within the
Timeout Process step block and the Configuration or Log object was accesseblaadlad exception
would be thrown.

FIX¢ Audit Process Step would not record Process NamM#hen auditing a message, the name of the
current Business Process was hot being captured and audited with the message. This would result in the
Process Name rowf the Neuron Properties within the Audited message to be blank.

FIXc Excel to XML Process Step would not process mixed datatype cotufithere were mixed
datatype values within a column, some of the values may not get processed and outputtedimathe f
xml.

Runtime

FIX¢ Publishing a message may through a Null Excejgtldnder certain circumstances, if an endpoint

is publishing a message at the same time an underlying change to the configuration was detected, a null
exception could occur when itating through the Business Processes to determine what would need to

be executed prior to the send. The following error may be recorded:

System.NullReferenceException: Object reference not set to an instance of an object.

at
Neuron.Esb.Internal.PipeliRaintimeHelper.<>c__ DisplayClass3.<ApplyPipelines>b__1(ClientPip
elineltem pipeline)

at System.Ling.Enumerable.WhereArraylterator'1.MoveNext()

at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines(ESBClientContext context,
ESBMessage& messagepkRan applyOnPublish, Boolean applyOnReceive)

Neuron 3.6.0.991

Adapters
FIXc FTP Adapteg When using the FTP Adapter in Subscribe mode and SSL is configured with a
certificate, the adapter would not recognize the certificate.

MODc Azure Service Bus Adap- Authenticationivbde property has been removeduthentication
mode is always SAS as ACS has been deprecated



FIXg Azure Service Bus AdapteWhen processing JSON messages, the following error could occur:
Cannot access a disposed objéubject name: 'BufferedinputStream'.

FIX- Salesforce adapter Fixed issue that was introduced with the release of Salesforce SOAP API
version 43, the generation of SObjeztr 8 SR A OKSYlF & NBGdzZNYy SR GKS SNNEZNJ a
later.

FIX- Salesfore adapter¢ Metadata generation did not create XML samples for many of the core
operations. This has been fixed.

NEW- Salesforce adapter Added support for Salesforce SOAP API version 44

Installer

MODc¢ Bootstrap Installer .NET dependeng¥he Neuron 8B installer prerequisite is now .NET 4.0,
rather than 4.7.1. If 4.7.1 is not installed, the setup process will prompt the user to download and
install.

MODc¢ Event Processing Service startyiphis service will no longer be automatically started as pfart
the Neuron Installation process.

Runtime

MOD¢ Reliability Policy added to SQL Operatiqfi®etry policies have been added to all SQL Reader
and Command operations to accommodate occasional network disruptions between the Neuron ESB
Server and the Micispft SQL Server

FIX¢ Single Instance prematurely Fails Ogéiran adapter endpoint is marked as single instance, it
could prematurely fail over to the secondary node, even though there is no failure, if there was a SQL
server networldisruption.

Business Processes

FIXg Audit Process StepWhen attempting to audit a message that contains an extended HTTP Status
code not natively supported by .NET, a serialization would occur. Now if Neuron detects an extended
HTTP status code, it istdo NULL before the auditing process.

FIX¢ XSLT Transform Process Stdfhe xsl:output element would not be processed by the
transformation step.

Workflow

FIX¢ Adding Workflow Assembly Referencgl$ a user added an assembly reference to the workflo
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reference from the code editor for the class/fragment, then tried to add another workflow reference
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FIX¢ Adding a Variable to a Workflogif a user added a variable that was a generic that contained a
non-serializable type (e.g. having a List of a-senalizable type), when running the workflow they



would see exceptions in the log statitigat a serialization exception occurred. This would happen if the
generic itself was serializable, but the containing type was not.

FIXc Adding an Assembly to a Workflow from the GAI€Ca user added an assembly reference from the
GAC to a workflow oricactivity, the workflow designer would throw an exception stating the
referenced assembly could not be found when attempting to apply the workflow changes.

FIX¢ Adding a reference to the Microsoft.CSharp Assembfya user had a workflow with a code

activity that referenced the Microsoft.CSharp assembly, the compiler for the code activity would throw
an exception stating the assembly could not be found when reaching the code that depends on the
assembly.

FIX¢ Persistent Delay Activity does not Resuwteen used in a Correlated Type Workflowf a user had
a correlated type workflow that contained a Delay activity with a delay greater than a minute, the
workflow would not resume after the delay had elapsed.

FIX¢ Persistent Delay before a Receive MegsActivity would cause Messages to not be Queued for
the Receive Message Activifyf a user had a Persistent Delay somewhere before a Receive Message
Activity, any messages sent to that correlated workflow during the delay and before the Receive
MessageActivity was executed would not be queued for the receive.

FIX¢ Workflow Resuming from a Persistent Delay would not clear the Needed DatabasecTlidbles
user had a Persistent Delay, when the workflow resumed from the delay and completed or abogted, th
necessary database tables anehiemory collections would not be cleaned up.

Topics

FIXc Rabbit MQ Topic Dead Letter Queue Infinite ladp¥ | YSaal 3S 6+ a NRdAziSR G2
Rabbit MQ Dead Letter Queue and it was missing required properpiesifisally the Topic name,

Neuron would return a negative acknowledgment andjteue the bad message. This could result in an

infinite loop causing considerable CPU usage. Moving forward, a negative acknowledgment is still

returned, howeveian attempt wil be made to audithe messagéo the failed message table. Otherwise

it will be written to the endpoint log rather than returned to the queue. If the Topic property is missing,

0KS @IFtdzS a!bYbh2bé gAfft 6S NBLR2NISR Ay Alda L} OS

FIX¢ Rabbit MQ Topics If error occurred during the receipt of a message from the dead letter queue,
the error count would not be incremented in Endpoint Health.

FIXc Rabbit MQ Topic Subscriber Queue Infinite lgap¥ I YS&al 3S g1 & NRdziSR (2
Rabbit MQ Subsdréer Queue (representing the Neuron Subscriber) and it was missing required

properties, Neuron would return a negative acknowledgment andueue the bad message. This could

result in an infinite loop causing considerable CPU usage for the duration dintleeto Live period

specified on the Topic (which by default is 1 day). Moving forward, a negative acknowledgment is still
returned, however an attempt will be made to audit the message to the failed message table. Otherwise



it will be written to the endpdint log rather than returned to the queue. If the Topic property is missing,

0§KS @I f dzS willl b régorted ib its place.
Neuron 3.6.0.975

Installer

MOD¢ WSDiscovery port disabled by defaalthe WSDiscovery announcements on port 9021 has

been dsabled by default. Previously, during installation, the Discovery Service could fail start during the
install because of the WBiscovery service port being blocked. This seems to be introduced recently on
f20Fr0SR AY

Windows 10. This can be manually enabled by $eiWSDiscoveryEnabléed ¥ | 3

in the DiscoveryService.exe.confilg to true.
MOD¢ MSI package is now digitally signed.

Workflow

FIX¢ Namespace parsing error at design time for custom assembly refereridas could occur in the
designer within a C# workflow activity if referencing an external custom assembly. This bug was

introduced in build 3.6.0.937.
Neuron 3.6.0.968

Logging

FIX¢ Client API LoggingAll logging functions in Neuron ESB 3.6 were moved to Log4Net. Ugiren
the Neuron ESB Client API hosted in external .NET applications, logging can be enabled by adding the
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following is an example of log4net configtion that can be added to the app.config file to enable the

Neuron ESB CiieAPI to log to a text log file using the log4net Rolling File Appender:

<configSections >

<section name"log4net " type ="log4net.Config.Log4NetConfigurationSectionHandler,

| ogdnet" />
</ configSections >

<log4net >

<appender name"FilelAppender " type ="log4net.Appender.RollingFileAppender

<file value ="log -file -1l.txt " />

<appendToFile value ="true " />

<ImmediateFlush value ="true " />
<PreservelLogFileNameExtension  value ="true " />
<StaticLogFileName value ="false " />
<rollingStyle value =" Composite" />
<datePattern  value ="-yyyy- MMdd" />
<maxSizeRollIBackups value ="10" />
<maximumpFileSize value ="100MB />

<layout type ="log4net.Layout.PatternLayout ">

<conversionPattern value =" %date{yyyy - MMdd HH:mm:ss.fffzzz} [%thread] %

%message%newline%exception” />
</layout >
</ appender >
<root >

- Slevel



<level value ="INFO'/>
</root >
<logger name="NeuronEventLog" >
<level value ="ALL"/>
<appender - ref ref ="FilelAppender "/>
</logger >
</ log4net >

FIX¢ Adapter Endpoint Logginglf Adapter Endpointsvere configured to rurin an Endpoint Host,
logginglevels were nohonored. Changes in the logging level via the Configure Server dialog were not
reflected in the Endpoint Host. This has been corrected.

Workflow

FIX¢ Execute Process Workflow ActivgyCalling a Business Process from a Workflow using the Execute
ProcesdWorkflow Activity would succeed during design time testing but would fail at runtime with the
following error reported in Workflow Tracking:

¢KS tN2rOSaa yFYSR a-¢ ¢la y2iG F2dzyR Ay GKS 9.

FIX- C# Code/Class Workflow Activitlf referencing a dll that wasn't in the GAC in a workflow C#
code/class activity (i.e. a custom reference where user placed the dll in the Neuron Instance Folder and
added the reference to the workflow), an error would be displayed anytime the code was réedrap
saved.

FIX- C# Class Workflow Activitfter initially dragging on a C# class activity, if a user opens the activity
in the code designer, the generated code block would be missing. Closing and reopening the editor
would display the correct gemated code block.

FIXg Adapter Endpoint Activitg Akey not found exceptiogould occur whera user changes the
adapter endpoint properties for an adapter selected in an adaptetpointworkflow activity while the
service is running.

FIX¢ Renaming Refenced Entities in Workflowslf a user had an execufgocess, service endpoint,
adapter endpoint, or publish activity in a workflow, renaming the referermesinesgprocess, service
endpoint, adapterendpoint, or topic would not automatically updatbeir name property withirthe
workflow activity.

FIX¢ Renaming Business Process in WorkfloRenaming anpusinesgrocess or service endpoint

would result in anyvorkflow definition that had an executgrocess or service endpoint activity to lose
the defined process or service in the workflow designer. This only happened at the designer level and
did not affect the running workflow definition unless the user applied and saved the changes.

FIX- Workflow Designer closes with unsaved changes when refeckabject is renamedlf a user has

an adapter/service/topic or Business Process referenced in a corresponding activity (i.e. adapter
endpoint activity), and the user has multiple workflow designers open that reference the same adapter,
the nonactive wokflow designers would close if the adapter was renamed. This could cause users to
lose any changes that haven't been applied in the workflows that close. The activity must be in view for



this to happen. Now we will display a prompt telling the user to oaly update the references in the
non-active aesigners with pending changes.

FIX- Workflow Designer Apply button becomes enabled when unmodifléd user had an adapter
endpoint referenced in a corresponding adapter endpoint activity in multiple fhawkdesigners,

switching between them after renaming the endpoint would cause the apply button to become enabled
on unmodified workflows.

Adapters
FIX¢ Dynamics CRM Web API Adaptddsers may receive the following error message due to a missing
ContentType header:

The Microsaf Dynamics CRRISo ! t L Sy RLI Ay [ failedy¥msend fRé médds§geb | Y S
The value cannot be null or empty.

Parameter name: mediaType

FIX¢ Dynamics CRM Web API Adaptdf the Adapter received a message from a Clidohnector, the
following warning could be written to the Neuron ESB log file:

"Bytes to be written to the stream exceed the Contémingth bytes size specified"

FIX¢ Dynamics CRM Web API Adaptdf the Token expired, it would not refresh espected and
would throw the following error:

The request message was already sent. Cannot send the same request message multiple times.

FIX- Dynamics CRM Online Plugithanged target framework to 4.5.2 to match Dynamics 365 online
.NET framework requéments.

MODc¢ Salesforce AdapterAdded support for latest versions of the Salesforce SOAP API through
version 43

MOD¢ NetSuite Adapter Added support for latest versions of the NetSuite API through version 2018.2

FIX- SAP Adapteg RFC and BAPI requests that contain table data as input parametaid throwthe
followingexception

Sequence contains one than one matching element

FIX- MQSeries AdapterUsing the adapter in Publish mode to read messages that include RFH2 headers
and custom properties, the length of the RFH2 header would be appended to the the body of the
message.

FIX- MQSeries AdapterUsing the adapter in Subscribe mode to send messages that include RFH2
NameValueData headers, a Memory stream is not expandadoieption may occur.



Service Endpoints
MOD- BasicHttpRelayg Binding now provideappropriate security options and the ability to not require
clients to send the relaginaccess token with each request.

FIX¢ Client Connector Fails to stayif the ClientConnector was configured to run a Business Process
rather than interact directly with the Messaging sub system and the Endpoint Host property was left
blank, the Client Connector would fail to start.

MOD- Webhttprelay¢ Binding now provides thability to not require clients to send the relay an access
token with each request.

FIX¢ Webhttp and Webhttprelay, Responses were always encoded as ASCII. Now responses are
encodedbased on the incoming request.

FIX¢ HTTP Headers not case insensit\¢T TP Headers were not accounting for headers that were not
properly cased. This could result in errors similar the following:

Exception: The 'transfezncoding’ header must be modified using the appropriate property or
method.

Parameter name: name
Method: ThrowOnRestrictedHeader

FIX¢ Policy for REST Codes not firgrifa service policy was configured to fire for any selected HTTP
Status code that does not result in a runtime exception being thrown (such as 500), the policy would not
fire.

Neuron 3.6.0.945

Business Processes

FIXc Debugger throws ArgumentNullExceptiQihen launching the Business Process Debugger with a
Business Process that does NOT have &masty external .NET assemblies referenced, the debugger
would throw an ArgumentNullException.

Adapters

FIX¢ NetSuite Adapter production and sandbox accounts require an acceapecific URL when making
Web service callsPreviously, calls made with ptaction or sandbox accounts would fail unless the
correct URL was set in the NetSuite Service URL property in the adapter endpoint propéotiethe
adapter will retrieve the correct URL for every account type through a call to NetSuite's data cebter UR
rest service.

FIXc¢ FTP Adapteg When using ImplicitSSL mode set to TLS, the following error may be reported:
System.ArgumentNullException: Value cannot be null.

Parameter name: cert



Services

FIX¢ Client Connector URL throws Fault when catléthder \ery specific circumstances, specifically if

the incoming URL is resolved to a different case then the client connector URL, the client connector may
throw a fault back to the calling client with an error message similar to the followimgcurrent servec
instance for the 'https://machine/myurl" url could not be found

Configuration
FIX¢ Exporting Client Connector Endpoint generates Egithen exportinga Client Connector
Endpoint that has Messaging disabled, a Topic not found error would be generated.

Neuron 3.6.0.937

Services

FIX¢ Service Connector using Windows Credentials Authenticgtidtinen hosting a Service Connector
in an Endpoint Host where tHeervice Connector is configured to use a Windows Credentials using
either the Transport:Basic or HttpBasic Security Model, the credential information would not be
forwarded to the service.

MOD¢ Swagger Suppog Support for Swagger Ul has been upgradedexsion 3.0

FIX¢ ADP OAuth ProviderAfter 60 minutes the OAuth Token would expire and not renew. This was
due to ADP throwing a protocol exception rather than a message security exception. The Token now
automatically renews when expired.

FIX¢ ServiceConnector obfuscating true Exceptiqrif a user received a message security exception on
a SOAP service connector, they would receive the following error instead of the actual error:

Service connector X' received an exception attempting to pass on aedasiessage. This
message cannot support the operation because it has been written.

Adapters

FIX¢ FTP Adapter Explicit Mode and FM#hen using Explicit mode only SSL 3.1 was supported. A new
property has been added so that users can select either SBLSoprotocol when using either Explicit or
Implicit mode for FTP. TLS is the default.

MOD¢ FTP Adapter Remove BOM property has been added to publish mode.
MOD¢ FTPS AdapteyRemove BOM property has been added to publish mode.

FIX- NetSuiteAdapter- Fixed issue with metadata generation in the 2018 _1 version that results in
"Object reference not set to instance of an object.”

FIX- CRM XRM AdaptefFix for setting objectid proprerty to the correct entity type. One example is the
regardingobgctid in activities like emails. Instead of setting the typename property to "Lookup”, set it to
the entity type of the lookup (i.e. "contact"). Also, users can now-{assreference ID as a value



instead of a lookup and have it converted to the cortggte of entity. When passing the GUID, use the
"reference"” attribute to set the correct entity type (i.e. "contact")

Business Processes
FIX- JSON Validation Process Stéiged issue where it would validate a JSON document if the
document itself is an aay.

FIX- Business Process Desiggafi/hen using the process debugger with additional assembly references
registered at the process level (NOT at the cethp level), if a breakpoint was set in a C# Class step the
debugger would throw an exception whetaging. This issue only occurred with a C# Class step and
not with a regular C# step.

Workflow
FIX¢ Workflow Designer crashes Neuron ESB Expipréris could happen if we retrieved incorrect
coordinates when laying out the designer within the window.

HX¢ Correlated Workflows When running two or more primary workflow hosts on separate machines
with correlated type workflows, messages received on one machine that correlate to a running
workflow instance on other machines would not be received by threect machine.Rather, a new
workflow instance would start as this scenario was not supported.

FIX- C# Editor within Workflow fails to identify compile errors at design tifdesign Time compile

errors would be reported if editing C# or C# Class warkfctivities in their dedicated editor tabs (i.e.
right click to display context menu and select "Edit Code"). However, if a user opens the editor within
the workflow designer as an activity window, then design time compile errors would not be reported.
This has been fixed so that they are always reported regardless of where they are being edited.

Neuron ESB Explorer

FIX¢ Neuron ESB Explorer crashes if NO SQL Servers found on local rétheNeuron ESB Explorer
could crash with a null exception if thiser was attempting to retrieve a list of SQL servers in one of the
SQL server specific Busin®sscess steps or in View/Manage databases.

FIX¢ About Form displaying incorrect versiqiin the Neuron ESB Explorer, the HelpAbout form was
showing theincorrect version (i.e. 3.5) instead of 3.6.

FIX¢ ImportConfig Command Line togWhen using the ImportConfig command line tool to import a
Business Process by name, defined in an RSP file, the command line tool would report the error that the
Process could not be found.

FIXg Connecting Online Mode Fagsittempting to use the Neuron ESB Explorer to Connect to an
LyadlyOoS 2F bSdzaNRyYy 9/{ . ->Qoyined rmeyid) woyil& fail if he NeSronESB | (1 K S
instance was not configured to @port sharing. The following Error would be displayed showing an

attempt to connect to the control service port rather than the boostrap port:



Operation failed: Neuron ESB Explorer was unable to connect to the ESB Bootstrap Service at
net.tcp://localhost5004/ESBConfigurationService/

Installation

MOD- CreateManageme®bjects.psIPowerShelscript- Sometimes the
PerformanceCounterCategory.Exists() method would return true even though the passed in
performance counter didn't exist. To fix this, Performa@oenter.CloseSharedResources() is called to
flush the cache before we execute the rest of the creation script.

FIX¢ Rabbit MQ Management PluginThis was not being activated automatically if a user choose to
install RabbitMQ as part of the Neuron ESBailtegion.

Neuron 3.6.0.920

Services
FIX¢ WebHttpRelay Binding throws XmIReader exceptigdhen using the WebHttpRelay binding with
JSON messages, an XmlReader exception would be thrown.

Business Processes

FIX¢ Copying Business Processes creegéeyence rather than cloneWhen copying a Business

Process, editing a step's properties in the copy would be reflected in the original. Opening and closing
the Neuron ESB Explorer would previously solve the issue. This has now been corrected.

FIXg Process Step Caching at Design Tgivéhen conducting design time testing of either the Execute
Process, Service Endpoint or Adapter Endpoint process step if, after the first test, the dependency that
they called was change (i.e. Adapter or ServidpBint or child Business Process), subsequent tests
would not reflect the changes as the original entity would be cached with the designer.

Runtime
FIX¢ Maximum Log File SizeThis value was not being honored for Workflow Endpoiftso, we
removed the daily/weekly rollover option and disk size threshold for logging

FIX- CreateManagementObject.ps1 PowerShell saribtodified to create performance counters for
Neuron Endpoint Hosts.

FIX¢ Logging in Authentication ValidatogdVhen in verbose or infmode, logging statements were not
reflected correctly in the respective endpoint log file.

FIX- RaiseAdapterError not logging custom messad¥ben using RaiseAdapterError from custom
adapters, if custom messages were passed, they were not being laggezlendpoint log file.

MOD¢ WMI Failed Message EvenEndpointName and EndpointType have been added to the event
properties that users can retrieve when subscribing to the Failed Message Event.

FIX¢ Null Exception on Shut dowrOn shutdown, sometims a null exception may be thrown when
attempting to unwind theevent of the party, even though the party is not null.



Adapters
FIX¢ Azure Service Bus Adaptekogging was added and an unhandled exception when in Publish mode
has been corrected.

Configuration
FIX¢ Exporting Adapter Endpoint generates Ergd/hen exporting an Adapter Endpoint that has
Messaging disabled, a Party not found error would be generated.

Samples
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caused it to always go down the error path in the procesiso, when we were getting a response we
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Neuron 3.6.0.900 (3.6) Features
The Neuron ESB 3.6 release represents a significant next step toward the evolution of the Neuron
Platform. Much of the infrastructure has been refactored to facilitate our sieem vision of cloud
hosting,as well as make independently hosted and deployable services, adapter and workflow
endpoints a reality for our customers today. More organizations are seeking the agility to quickly
develop, test, deploy and update business capabilities encapsulatedaidlicyoservices architecture.

NeuronESB 3.68asbeen built onthe principal of SOAnd Microservices, hence it is thataral choice

to build Microservice based ARIin previous versions of Neuron ESB, organizations could easily create
REST APIs or S®Based services. However, in this release, taynow control the @&ployment aspect

of it as well Using Neuron ESB 3.6, organizations can now choose to run a service, (or group of services),
as a fully independent service that can be scaled in or ageth on consumption using platform services

like Docker.

LF &2dz2QNB dzaAy3 b SdzNPy the NeuroroEBPB 3.disetéplipdide youf eRistidgS R2 gy
installation. Current customers can obtain either the Patch or the full installation frol¢ueon ESB

Support websitelf you are new to Neuron ESB, you can download the full installation frofdeheon

ESB website

Neuron ESB 3.6 pwides dozens afew features enhancements, and connectossme of which
include:

Endpoint level Hosting

Selfregistration of Adapters/Connectors

Messaging free Service and Adapter Endpoints
Environment sensitive enabling/disabling of Endpoints
ServiceNow Adapter

New OAuth Providers

Custom OAuth Providers

JSONschema Validation

NewMonitoring REST APIs

100+ ProducEnhancements

=4 =4 -4 4 -8 -4 4 -4 -8 -9


http://support.neuronesb.com/
http://support.neuronesb.com/
http://pages3.neudesic.com/Neuron-Free-Trial.html
http://pages3.neudesic.com/Neuron-Free-Trial.html

All the dianges included in the Neuron ESB 3.6 releasebe found in thé&leuron ESB Change
Logwhich gets installed with Neuron ESIB.this blog post, | thought | would elaborate on some of the
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Endpoint Level Hosting

Previous Hosting Model
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In previous versions of Neuron ESB, the Neuron ESB Runtime Windows Service (esbservice.exe) was
used to host all Adapter and Service Endpoints, as well as all Messaging Publishing Services and all
internal Services. These services were isolated in their own .NET AppDomains within the Neuron ESB
Runtime service. However, a fault tolerant hosting environment was provided for the Neuron ESB
Workflow Engine. The hosting was embodied by Neuron ESBANgil@&roups. Availability Groups

were used to load balance the execution of Workflow Instances across multiple servers in

dedicated/isolated host processes.
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esbhost.exe). Any number of Availability Groups can be created. All internal services, Messaging services, Servicanfndpoints
Adapters Endpoints are isolated in .NET App Domains and hosted in the Neuron ESB runtime (i.e. esbpdraitze and

Business Processes run in the host process of their respective Endpoint.

These Availability Groups were designed with built in clustering to achieve high availability and fault
tolerance without the need to deploy Microsoft Windows FafloCluster Services. Servers within a
Neuron ESB Deployment Group could be assigned either Primary or Failover roles whichfaileded
workflows to automatically rollover onto available servers and start where they left off, providing both
resiliency ad reliability for mission critical functions.


http://www.neuronesb.com/support/downloads/neuron36/NeuronChangeLog.pdf
http://www.neuronesb.com/support/downloads/neuron36/NeuronChangeLog.pdf
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Modified .:

Neuron ESB Availability Groupk Neuron ESB 3.5, Availability Groups provide isolated high availability clustered hosting for
Neuron ESB Workflows. Servers can be defined for load balancing Workflowoexaswtell as dedicated failover.

Users could create any number of Availability Groups which in turn would be assigned to any number of
Workflow Endpoints. Availability Groups were isolated into their own process space and executed as
child processes (hts) of the Neuron ESB Runtime service. If a fatal error occurred that caused an
Availability Group host to fail, the Neuron ESB Runtime service could restart the Availability Group on
the same server, or on a different server assigned the Failover role.

Endpoint Hosts
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and Service Endpoints. As a result, Availability Groups have been renamed to Endpoint Hosts and have
taken on a new and expanded role withiniden ESB.

Endpoint Hosts can be used to:

9 Host a single endpoint

1 Facilitate Microservice deployment

1 Host multiple endpoints of the same type (i.e. Adapter, Service or Workflow)

1 Host multiple endpoint of different types (i.e. Adapter, Service or Workflow)

1 Host endpoints under a unique service account (different from that of the Neuron ESB Runtime
service)

1 Isolate endpoints for system wide fault tolerance

1 Reduce memory utilization



1 Scale processing power

In previous versions of Neuron ESB, every Adapter and Service endpoint competed for the CPU
processing of a single executable (i.e. esbservice.exe). Other competitors for those processing cycles and
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cases, either an internal service or a specific endpoint could consume the majority of processing cycles,
leaving other endpoints waiting for available threads to be returned to the poarbdfeing allowed to
service requests. Additionally, even though all endpoints and internal services were encapsulated in
their own .NET AppDomain, it did not preclude the possibility that one misbehaving Business Process,
Adapter Endpoint or, custom coaeiting by a customer could crash the Neuron ESB Runtime process

(i.e. esbsevice.exe).

Endpoint Hosts relieves these issues as each runs as an isolated process (i.e. NeuronEndpointHost.exe),
with its own allocation of resources and threads. Using Endptasts, endpoints can be isolated into
discreet, lightweight processes and deployed across multiple machines.

Neuron Endpoint Host

Neuron ESB Runtime

Neuron Endpoint Host

Neuron Endpoint Host
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Neuron ESB 3.6 Hosting Moddll Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named
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and hosted irthe Neuron ESB runtime (i.e. esbservice.exe).
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In Neuron ESB 3.6, Endpoint Hosts are more lightweight than their immediate predecessor, Availability
Groups. Their executable has renamed and the communication mechanism and been changed to use an
HTTP basedPI (default port 51004 can be changed in appSettings). Additionally, endpoints using this

hosting model are no longer encapsulated in .NET AppDomains.



NOTE: By default, all new endpoints will run in the Neuron ESB Runtime service unless they arallgpecifi
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configuration screens. However, if migrating a solution saved in a previous version of Neuron ESB, those
endpoints will automatically be assigned to ruritfie new Endpoint Host environment.

Monitoring

Neuron ESB Endpoint Health has been refactored to accommodate real time activity monitoring for the
Endpoint Host environment as well as the different endpoints that they host. The new user interface
providesusers the ability to group and sort, and now lists all machines in the selected deployment
group.

1a Neuron ESB Explorer - [m] X
Eile View Tools Help
| | - | ® Running - o/ B | Configure Server | Category Fiter ~
You are working offine. D:\Neuron) Testing)3.5Main\DemoSolution2
Activity " Endpoint Health
[ * Activity -
Dashboard Monitoring
(i) Reai-Tme 9:24:21 AM
Connected o
&) Running History
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B Ercpont Health Deployment Group: Development @ Stop Monitoring 8 Refresh  # Restart Service M Stop Service @ Clear Panel
£ + Database Reports Drag a column header here to group by that column.
[ actve Sessons HostName | Type Name. State Last Heartbeat MessageRate | Message Processed |Warnings | Errors 7‘
|B Message History @ MWASINICK... :Adapter HofFTPEndpoint Disabled 5/25/2018 9:18:11AM 10 0 0 [}
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[P Failed Messages
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Neuron ESB Endpoint HeattReal time monitoring of both Neuron ESB Messaging and Workflow. Endpoint Hosts (child
process) and their Endpoints can bepgted and started from here. Real time activity of Endpoints can be monitored.

The Neuron ESB Endpoint Health interface has a scalable horizontal divider, separating Neuron ESB
Messaging entities such as Topics, Adapter and Service Endpoints that areihabeetleuron ESB

Runtime service from those hosted in the Endpoint Host environment. A context menu is exposed at the
entity level that allows users to restart any selected endpoint or Endpoint Host.

Security

Neuron ESB has always provided options fanaging runtime security. In previous versions of Neuron

ESB, the Neuron ESB Runtime could be set to run under the context of a specific Windows local user or
R2YIAY | 002dzyix LINPPGARAY3I AlG KIFIR GKS ySO®F&l NB LIS
right. Any service or endpoint hosted by the Neuron ESB Runtime would essentially inherit that security
context during execution. If an Availability Group was created, it would inherit those same credentials.
Unfortunately, this meant that there was meay to run a given Workflow Endpoint under a set of
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option which allowed users to specify an alternate set of credentials for an Adapter Endpoint to use at
runtime.
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Microsoft Windows Service Control Managddisplays the Neuron ESB Runtime service set to use the Local System Account
credentials.

We modified this capability in Neuron ESB 3.6, introducing a Run As option at the Endpoint Host level.

Unlike theservice account used for the Neuron ESB Runtime service, these credentials do not require

GKS a[23 2y a | {SNIBAOS:¢ NRARIKGDP | 26SOSNE |t 20K
account apply to the Endpoint Host credentials as well. Usgwyon ESB 3.6, users can create the

appropriate Windows Credential by navigating to Securifyithentication>Credentials within the

Neuron ESB Explorer. Once created, this credential will appear as an account that can be assigned to an
Endpoint Host vi&s Run As property.
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Neuron ESB ExploreEndpoint Host Run As property can be set with a Windows Credential stored in the Security repository of
the Neuron ESB solution. The Endpoint Host will run under the credentials context at runtime.

The Run Asapability for Endpoint Hosts functions much like the Run As for Adapter Endpoints.
Everything executing in the Endpoint Host process space will execute under the context of the Run As
credential. That means any resource that the endpoint, its underlyamy or Business Processes access
will be under the context of the assigned credential. Essentially this provides the ability to change the
security context at the endpoint level or for a group of endpoints, regardless of their type (i.e. Adapter,
Serviceor Workflow).

Memory Consumption

While developing the new hosting model for Neuron ESB 3.6, we took the opportunity to reevaluate the
memory utilization footprint of both the Neuron ESB Runtime and Endpoint Host. Historically, the

Neuron ESB Runtime matileeral use of memory to enhance execution time. It also provided the

configuration and document repositories as in memory objects that could be retrieved and manipulated

at runtime, by developers as well as internal Neuron ESB services. But there wees agpecially due
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Processes, 100s of Service Endpoints and 100s of Adapter Endpoints could easily consume 10+ Gigabytes
of Working Set memory on startup.

InNeuron ESB 3.6, we completely changed how we manage and share configuration objects internally as
well as shared resources. Users will find that solutions which required 10+ gigabytes of memory on
startup, will consume anywhere from 2X to 5X less memory.



We tested this with a large solution, containing almost 200 Adapter Endpoints. We chose Adapter
Endpoints as they tend to consume more memory than Service or Workflow Endpoints due to the
proprietary assemblies that must be loaded with each one. Additipride solution contained a couple

of hundred large Business Processes, 50 Topics, several Service Endpoints and other Neuron specific
entities. When this solution was loaded and started in Neuron ESB 3.5.4, it consumed over 11 gigabytes
of Working Set ramory and took several minutes to startup.

We migrated the solution to Neuron ESB 3.6. We assigned all the Service and Adapter Endpoints to a
single Endpoint Host. The Neuron ESB Runtime was relegated to Messaging Publishing Services (i.e.
Topics) and ouinternal services. A noted observation was the startup time. The entire solution took less
than 1 minute to startup, whereas under Neuron ESB 3.5, several minutes was required.
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® MWASZNICK... Cass 5/25/2018 12:43:48 PM 0 0 0 v
State 52 Topics + 186 Endpoints
State
State : Disabled (43 items) i~
|=] State : Started (1 item)
HostName | Type Neme LastHeartbeat Active | Pending |Waiting | Completed | Aborted |Suspended |Rate | Warni
9 Messaging (= @ MWASZNICK .. Endpoint Host Endpoint Host 1 5/25/2016 12:44:25FM 0 0 0 0 0 0 0 0

State : Disabled (13 items)
y Repository State : FAILED (4 items)
State : Qut of Service (31 items)

@d Connections I [=] State : Started (186 items) I
OStName | TYPE Name Last Heartbeat Active | Pending |Waiting | Completed | Aborted | Suspended

Rate

@ Security T ® MWASZNICK... Adapter Amex.FileIn.Endpoint 5/25/2018 12:44:25PM 0 0 0 0 0 0 0

[ @ MWASZNICK... Adapter ArchiveFiles.BOTW.FileOutEn .. 5/25/2018 12:44:25FM 0 0 0 0 0 0 0

o 1+ @ MWASZNICK ... Adapter ArchiveFiles.BreadlineFleQu ... 5/25/2018 12:44:25PM 0 0 0 0 0 0 0

?’}V Processes [ @ MWASZNICK... Adapter ArchiveFiles.BrueggersFle0 .. 5/25/2018 12:44:25FM 0 0 0 0 0 0 0

- 1+ @ MWASZNICK ... Adapter ArchiveFiles.Canada.FileQUtE ... 5/25/2018 12:44:25PM 0 0 0 0 0 0 0

g Deployment [ @ MWASZNICC... Adapter ArchiveFiles.Cass.FileOutEnd... 5/25/2018 12:44:25FM 0 0 0 0 0 0 0
i @ MWASZNICK... Adapter ArchiveFiles.Cass LMLFleQut ... 5/25/2018 12:44:25PM 0 0 0 0 0 0 0 v

Neuron ESB ExploreEndpoint Health in 3.6 Endpoint Health screen showiBg started Topics, 176 started Adapter
Endpoints, 6 started Client Connectors, 3 started Service Connectors and 1 started Workflow. This solution also included 212
Business Processes. Total startup time was approximately 1 minute.

Once the solution was ocapletely started in Neuron ESB 3.6, we noticed a significant reduction in the
Working Set memory. By default, an Endpoint Host startup memory footprint is just under 200 MB of
memory (no endpoints assigned). The total combined Working Set memory of therNESB Runtime
and Endpoint Host was under 2.3 gigabytes. This represents about a 5X improvement in memory
utilization.



Q“ Resource Monitor

Eile Monitor Help

] ShellexperienceHost.exe 1848
D SearchUl.exe 123
[ winstore.App.exe 5392
(] Systemsettings.exe

windows Shell Experience H...

Search and Cortana applicati...
Store
17172 settings

148 o

Overview CPU Memory Disk Network

CPU | 10% cpU Usage [7| 24% Maximum Frequency ~ > Views -
Image PID Description Status Threads CPU  Average CPU @ CPU 100%
|~ ESBService.exe 24836 Neuron ESB Service Running 99 0 0.40

ZI NeuronEndpointHost.exe 23252 Neuron Endpoint Host Progr.. Running

0.23

Suspended
Suspended
Suspended
suspended

D LockApp.exe 16132 LockApp.exe Suspended

[ slunetinst ex. 17384 Miicrnsnft Shun Susnenderd 12 hd

Disk | 60 K8/sec Disk 10 M| 63 Highest Active Time ~ |
Network | 1 Mbps Network /0 B 0% Network utilization v |
Memory | 0 Hard Faults/sec ™| 335 Used Physical Memory A

Filtered by ESBService.exe, NeuronEndpointHast.exe

Image PID Hard Faults/sec

Commit (KB)

Waorking Set (KB) Shareable (KB)

Private (KB)

NeuronEndpointHost. exe
ESBService.exe

23252 a
24836 o

1,431,052
1,179,736

1,268,448 79,680
990,100 86,796

1,188,768
903,304

60 Seconds
Disk

0%
1 MB/sec 7

Memory 100 Hard Faults/sec
T ————

Windows Resource MonitgrDisplays CUP and Memory statistics of the Neuron ESB Runtime (ESBService.exe) and the Endpoint

Host (NeuonEndpointHost.exe) after startup.

Adapters/Connectors

Adapters are a key piece of capability in the world of an integration broker. They serve as the bridge to
and from the bus between applications, databases, transports and protocols. The complaeteness
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the development of any solution. Not only is Neuron ESB one of the easiest adapter frameworks to learn
in the industry, it also has p#auilt adapters for most commodity transports, queuing technologies,
databases and opremise/cloud applications. Staying true to our roots, several changes have been
introduced in this release to make connectivity easier, more intuitive as well as performant.

Self-Registration

In previous versions of Neuron ESB, users had to go through multiple steps before they could use an
adapter. The first step was to manually register the adapter followed by creating an Adapter Endpoint
that could be used to interact with thesystem of choice. Starting with version 3.6 of Neuron ESB, all
.NET based adapters, either shipped with or custom developed, are dynamically registered. There is no

longer a need to register individual adapters before creating Adapter Endpoints. As faig effort,

we took the opportunity to rename the adapters shipped with Neuron ESB to more closely align them
with their respective technologies. When migrating from previous versions, users must open their

existing solution using the 3.6 version oétNeuron ESB Explorer. The Neuron ESB Explorer will

automatically update the adapter names used in any existing Adapter Endpoints. Any existing registered
adapters will be removed from the solution, as they are no longer needed. For reference, names of the
Adapters prior to the 3.6 release, as well as their corresponding updated names are listed in the table

below.



Renamed Adapters

Previous Names

Version 3.6

Active Directory Adapter

Microsoft Active Directory

AWS SQS Adapter

Amazon Simple Quelgervice

ActiveMQ Adapter

Apache ActiveMQ

Apple Push Notification Service Adapter

Apple Push Notification Service

CertainSafe Adapter

CertainSafe

Client Socket Adapter

Client TCP Socket

File Adapter File

Ftp Adapter FTP/FTPS
WebSphere M@dapter IBM MQ
Marketo Adapter Marketo

Azure Service Bus Adapter

Microsoft Azure Service Bus

Dynamics AX Adapter

Microsoft Dynamics AX

Dynamics CRM 4.0 Adapter

Microsoft Dynamics CRM 4.0

Dynamics CRM Web API Adapter

Microsoft Dynamics CRM Web API

Dynamics CRM XRM Adapter

Microsoft Dynamics CRM XRM

Dynamics GP eConnect Adapter

Microsoft Dynamics GP

Microsoft Exchange Adapter

Microsoft Exchange

MSMQ Adapter

Microsoft MSMQ

SharePoint Subscription Adapter

Microsoft SharePoint

SQL Servideroker Adapter

Microsoft SQL Service Broker

NetSuite Adapter

NetSuite

Neuron.Crm2011.Workflow.Setup64

Neuron.Crm.Workflow.Setup64

Neuron.Crm2011.Workflow.Setup64Lite

Neuron.Crm.Workflow.Setup64Lite

Odbc Adapter oDBC
POP3 Adapter POP3
RabbitMQAdapter RabbitMQ
Redis Adapter Redis
Salesforce.com Adapter Salesforce
SAP Adapter SAP
Server Socket Adapter Server TCP Socket
SFtp Adapter SFTP
Smtp Adapter SMTP
Twilio Adapter Twilio
Zuora Adapter Zuora




Messaging Configuration

Historically, Neuron ESB used its powerful messaging sub system to abstract and decouple service and
adapter endpoints from one another. In essence, endpoints would adopt either a publisher or subscriber
role, where neither would have to know about the ethand, where modifying one would not affect the
other. This model remains incredibly beneficial for those systems requiring a loosely coupled design.
New subscribing or publishing endpoints could be added without impacting the processing of the other
endpoints. However, those designs usually employ one way, multicast patterns. There are other
scenarios (request/response patterns for example) though where inserting messaging as a decoupling
agent makes little sense. In those scenarios it imposes unnecassgatyead, configuration and
NEA&GNROGAZYad C2NJ SEFYLX S AGQ& dzydzadza £ Ay NBIjdSa
one subscribing endpoint at a time fulfilling a request.

-

Neuron ESB Runtime

Neuron ESB
Messaging
Publisher Process Process Subscriber ,

Service dapter
Endpoint Endpoint

This depicts Messaging being used to decouple Service anceA&aplpoints. Prior to the 3.5 release all endpoint
communication was brokered by using the Neuron ESB Messaging sub system.

In Neuron ESB 3.5, we introduced the capability for users to call Adapter and Service Endpoints directly
(without the messaging $usystem) using either the Business Process engine or the Workflow engine.
However, messaging elements would still need to be created, even though those elements were not
used at runtime. For example, to create an Adapter Endpoint that could be usedRudirgess Process

or Workflow Designer users were still required to first create a Topic, Publisher and Subscriber, and then
associate those elements with the Adapter Endpoint using the Neuron ESB Explorer user interface.



Neuron ESB Runtime

Service
Endpoint

SRS

Publisher Process

Client Adapter
Service Endpoint
Endpoint /

In Neuron ESB 3.5, Adapter éervice Endpoints can be executed directly by a Neuron ESB Business Process rather than having
the original request forwarded across the Neuron ESB Messaging sub system.
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execute directly within our Business Process or Workflow engines. Starting with Neuron ESB 3.6, users

can choose to simply disable the Messaging option located on the General tab of an Adapter Endpoint

for all subscribe modeype of Adapter Endpoints. This allows the developer to create an Adapter

Endpoint without needing to first create a Topic or Subscriber. At runtime, the Adapter Endpoint can be

called directly within the Business Process or Workflow Engine but will Hotbé& A @S¢ & dzo & ONJR 0 ¢
messages published by other systems. Some immediate benefits this provides are:

1 Reduced Complexity
o0 No need to create a Topic or Subscriber before configuring an Adapter Endpoint.

1 Reduced Runtime Utilization
0 The AdapteEndpoint does not need to be loaded in memory with its own resources.
0 The Topic Publishing Service is never created.
9 Faster Startup Time
0 Since there is no subscribing Adapter Endpoint, the master runtime does not attempt to
start it as a manageable endpain
0 The Topic is also not created and loaded by the master runtime.



1a Neuron ESB Explorer - O X
File View Tools Help
9 % @ stopped - o) Bl Configure Server | Category Fiter v
You are working offine. New Solution
Connections % Adapter Endpoints
] » Tasks
: wokror [ | e
<y Import a Service
B * Connection Methods New Copy & Delete Generate Hide Detail
@@ Adapter Registration
'z!? " g Name Cateaory Zone Adapter Mode Descriotion
< Service Bindings » g ——
0 endpoin
j Service Behaviors
[=] # Endpoints.
g Service Endpoints
Appl Cancel | Bindings Adapter Bindings Adding New Endpoint
4@ Adapter Endpoints @ PRy @ 9 = < 2 o
i Workfiow Endpoints General Properties
(=] » Policies
< Service Polides Enzble
&3 Aapter Polcies Adapter Configuration Runtime
Name: [Endpoint1 | Adapter: ~
Amazon Simple Queue Service ~
Description: Mode: Apache ActiveMQ
pple Push Notification Service
) Certainsafe
Run As: Client TCP Socket
Dropbax
caeoon: . o D cnpanrons 5
FTR/FTPS
Messaging P
- IMarketo
i [ Enable Servicq S0 pcive Directory
[ Messaging Publish/Subscribe Enable Matag,Marosoft Azure Service Bus
Microsoft Dynamics AX
Party Id: ™ i Microsoft Dynamics CRM 4.0
y Repository [ enable single Microsoft Dynamics CRM Wieb APT
Microsoft Dynarmics CRM XRM
Microsoft Dynamics GP
> Micrasoft Exchange
P Connections Microsoft MSMQ
Micrasoft SharePoint
z Microsoft SQL Service Broker
\ Security NetSuite
ODBC
; POP3
?3“ Processes Eagb“m
edis
— Salesforce
Depl .
g ¢ TCP Socket
DEre Servicehion @
s Activity Al # A B c D E F G H 1 1 K 5 M N o P Q R s T U v w X Y Z
Modified

Neuron ESB ExploreAdapter Endpoint User Interfacthis has been refactored in 3.6. This now has a Message option which
Oy 06S SyloftSR 2NJ RA&IOf SR OXKSDHIOIEI Sy DANKOS SRt dey't WERKP{ dzo & ONR

Hosting Model

The Neuron ESB 3.6 release introduces a new hosting model that allows Adapter Endpoints (and all
endpoints) to be hosted either independently or with other endpoints in a configured Endpoint Host.
This is in conaist to previous releases where, although each Adapter Endpoint was isolated in their own
.NET App Domain, they were hosted within the main Neuron ESB runtime process (i.e. esbservice.exe)
with all other internal services, Messaging Publishing serviceSandce Endpoints.

Using this new model, one or more Adapter Endpoints can be assigned to a dedicated Endpoint Host to
provide resiliency, failover, and scale as well as process isolation. The latter becomes important in the

case of a misbehaving endpoint, Business Processes associated with that endpoint, which have the

potential to crash a process/host. If isolated to an Endpoint Host, the misbehaving endpoint or Business

t N2OSaasSa OFyQl FFFSOG Fye 20KSNJI Nimegsad.y3d SyRLRZAY



'Neuron Endpoint Host|

Runtime s _
i Neuron ESB Runtime Neuron Endpoint Host
Adapter Endpoint !
Runtime
Neuron ESB Service Workflow
Endpoint

Messaging Endpoints

Adapter Endpoint

Neuron ESB 3.6 Hosting Moddll Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named
GOYRLRAYG 1 280¢6 0ADPSD bSAINBYIYRLRAY(GI 280PSESO® 1 ff AYyGSNYI ¢
and hosted in the Neuron ESB runtime (i.e. esbservice.exe).

In the Neuron ESB 3.6 release, users can configure an Adapter Endpoint to run in either the existing
Neuron ESB runtime host (as in previous versions) or the new Neuron Endpoint Host. The default
behavior is for new Adapter Endpoints to run in the existing Neuron ESB runtime host. Users can change
the hosting model by selecting a configured Neuron Endpoint Host in the Endpoint Host property
dropdown box located on the General tab of the Adaptediint.

@ Apply @ Cancel | Bindings Adapter Bindings Adding New Endpoint | [E]

General Properties

Enable

‘Adapter Configuration Runtime

Name: Endpaint1 Adapter: ™

Description: Mode:

Run As: ~
Category: Policy: Default ~ Endpoint Host: hed
Messaging — Meuron ESE Default Host |
[ Ermatte SETvice Rate PUTTSTZET T
| Publish/Subscribe
/ Enable Metadata

Party Id: [[] Enable Single Instance

Neuron ESB ExploreAdapter Endpoint User Interfacehis has been refactored in 3.6. This now has an Endpoint Host
dropdown box property that lists all available Endpoint Hosts. When none is selected, the original Neuron ESB Runtene Host (i

esbservice.exe) will be used.

Environment Variables
To make deployments easier and more configurable at the environment level, all Adapter Endpoints

now support the use of Environment Variables to disable/enable an Adapter Endpoint. The property
exposeddA I GKS . AyRAYy3I& 9ELINBAaAaAAZ2YyA RAFE23 A& a9yl of
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3 Binding Expressions X

Property bindings: Binding Expression:  Type in Ctrl + SPACE to see list of variables

| @ Enable Adapter Endpoint

Run As

Environment variables can be referenced in the format {$variable_name}
Property Description:

Enables the adapter endpoint

Binding Expressions dialqgdJsed to map Environment Variables to Adapter Endpoint properties. This is displayed by selecting
the Bindings toolbar button on the Adapter Endpoint.

ServiceNow Adapter

Neuron ESB 3.6 includes a new ServiceNow Adapter that provides access to an instance of ServiceNow.
Using this adapter, organizations can easily integrate their business applications such as SAP, NetSuite or
Marketo withServiceNow This adapter operates in both subscribe as well asité@sponse (or query)
mode.The adapter utilizes the ServiceNow@h Provider to manage access to ServiceNow
instancesOrganizations can use the adapter to query for data, create, update, retrieve and delete
entities and execute ServiceNow Functions and Actidie adapter can be used to access the entire
ServiceNowAPI. When developing applications that utilize this adapter, developers will be able to use

the Adapter Metadata Generation Wizard to generate JSON samples that describe the request and/or
response documents that are exchanged with ServiceNdwe Wizardan also generate Swagger
documents, describing the APIs, which can be hosted by Neuron ESB Service Endpogltpers can

also use the new Http Utility process step in our process designer to very easily define the calls to
ServiceNow.

More information about the ServiceNow adapter can be found in the article posted here
https://www.neuronesb.com/resources/?post

Several other important modifications have been made to Neuron ESB Adapters khairhplify the
configuration and deployment of secure solutions. The entire list of changes can be found in the change
log section of this document.

Services and OAuth

Neuron ESB includes a Service Broker that enables organizations to deploy Neuroa E8&ias

Gateway, providing mediation, security, hosting and a number of other services. Service Connectors are
essentially registrations within Neuron ESB that point to existing services (i.e. REST or SOAP APIs) hosted


https://www.neuronesb.com/resources/?post

within an organization, partner aloud domain. Client Connectors on the other hand are REST or SOAP
APIs created using the Neuron ESB toolset and hosted by Neuron ESB. These are live services that can
accept external requests, initiate business processing logic and/or broker to externales or

applications.

Messaging Configuration

In this release, Service Endpoints have been redesigned to use the same Messaging option as introduced
to Adapter Endpoints. Users can choose to simply disable the Messaging option located on the
respectivetab of the Client Connector (i.e. publisher role) and Service Connector (i.e. subscriber role) of
the Service Endpoint. Unlike Adapter Endpoints though, this is not limited to subscribe mode Service
Endpoints (i.e. Service Connectors). Messaging carshbldd on Client Connectors as well.

Service Connectors
Just as with Adapter Endpoints, subscribe side Service Endpoints (i.e. Service Connectors) can be
executed directly within a Business Process or Workflow.

Neuron ESB Runtime

Service
Endpaint

BSOS

Publisher Process

Client Adapter
Service Endpoint
Endpoint //

In Neuron ESB 3.5, Adapter and Servic@@nts can be executed directly by a Neuron ESB Business Process rather than having
the original request forwarded across the Neuron ESB Messaging sub system.

Because of their similarity with subscribe mode Adapter Endpoints, in Neuron ESB 3.6 wiejosdces

easy for developers to create Service Connectors that they intend to execute directly within our

Business Process or Workflow. Users can now specifically choose to disable the Messaging option

located on the Service Connector tab of the Sertdgdpoint. This allows the developer to create a

Service Connector without needing to first create a Topic or Subscriber. At runtime, the Service Endpoint
Oy 0SS OFtftSR RANBOGteE gAGKAY (GKS .dzaAiySaa tNROSa
messages published by other systems. The immediate benefits to this approach are identical to Adapter
Endpoints:

1 Reduced Complexity



o0 No need to create a Topic or Subscriber before configuring a Service Connector.
1 Reduced Runtime Utilization
0 The Service Caoector does not need to be loaded in memory with its own resources.
The Topic Publishing Service is never created.
9 Faster Startup Time
0 Since there is no subscribing Service Connector, the master runtime does not attempt to
start it as a manageable endpoint
0 The Topic is also not created and loaded by the master runtime.

1 Neuron ESB Explorer - ] X
File View Tools Help
I -n" @ Stopped - |/ EM Configure Server | Category Fitter ~

You are working offline. New Solution

|=| » Tasks
e —

<3 Import a Service

8 © Connection Methods New Copy &3 Delete Hide Detail

sl Adapter Registration

"~ Name Cateagorv Zone Bindina Client Address Service Address | Descriotion
< Service Bindings
N 4 No services
<y Service Behaviors
= = Endpoints
g Service Endpaints
2 Adspter Endpaints @ Apply © Cancel | Bindings Metadata . Edit Processes Addng New Service  [C]
7y - i
g Workfiow Endpaints General Binding Security Client Connector ~ Service Connector  Proxy Settings
[  Policies
<3 Service Policies [ enable
&3 Adapter Policies Service Configuration Headers
URL: [ | Enable SOAP
Failover URL(s): his [ Enable HTTP
e ? Messagin
4 2 Policy: Default ™
y o — Service Throttles
|:| Single instance
"- Connections Messaging
L Allow connection reuse
@ Security SiEsie [ Enable Service Rate
Subscriber 1d: i
y Processes
g Deployment 0 of 0 selected.
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Modified

Neuron ESB ExploreService Connector User Interface. This has been refactored in 3.6. This now has a Messaging option which
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Client Connectors

In this release, although Messaging can also be disabled for Client Connectors, it is for a different

purpose than that of Service Connectors. Rather than disabling live hosting of the Service Endpoint,

disabling Messaging allows the user to configureéen€Connector to call and execute Business

Processes directly, without the need to configure the Client Connector with a Publisher and Topic.

In previous releases, users could always expose a Business Process as a web service (REST or SOAP)
indirectly. he steps were simple, but like everything with multiple parts, complexity introduces itself.
For example:



Create a Topic

Create a Publisher

Create a Business Process

Configure the Publisher to call the Business Process

Create a Client Connector

Configure he Client Connector to send the inbound message to the Publisher, which executes
the Business Process and forwards to the Topic

2 S o

Using Neuron ESB 3.6, we can reduce this to a 3 step task and eliminate unnecessary dependencies i.e.

1. Create a Business Process
2. Create a Client Connector
3. Configure the Client Connector to call the Business Process

Selecting the Business Process option of the Processing Mode section of the Client Connector effectively
disables the Messaging option and allows users to select onem@ Business Processes to execute
directly from the Service Endpoint UI.

-é Neuron ESB Explorer - m} X

File View Tools Help
=] ﬁ- @ Stopped - o/ 8 | Configure Server | Category Fitter ~

You are working offline. Mew Solution

O ¢ Tasks
ookror [ | g

3 Import a Service

) = Connection Methods New Copy &3 Delete Hide Detail
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= ® Policies
&3 Service Plicies Enable
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[] enable Service Rate
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Modified .

Neuron ESB ExplorelClient Connector User Interface. This has been refactored in 3.6. This now has a Processing Mode group
box which contains a Messaging and Business Process aptida. If Messaging is selected, controls appear to allow users to
select a Publisher and Topic. If Business Process is selected, users can select the Edit Processes toolbar buttosinesselect B
Processes to execute (encircled in Red).
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Processes for Publishers and Subscribers.

@ Processes X
5 Manage Processes for 'Servicel' Service

Available Processes: Selected Processes:

Process Process
el Audit Message CAll Call Salesforce !&

oK Cancel

Processes dialogLaunched from the Edit Processes toolbar button of the Client Connector. Allows user to seleciage o
Business Processes for the Client Connector to directly execute.

Once a Client Connector is configured to execute Business Processes directly through the new
Processing Mode option, developers will no longer need to create a Publisher or Topit @stipa
configuration process. Additionally, when creating Business Processes, users can forego the placement
of the Cancel Process Step as the last step in the Business Process when dealing with request/reply
patterns. Client Connectors directly exeagfiBusiness Processes incur other benefits as well including

1 Reduced Complexity
o No need to create a Topic or Publisher before configuring a Client Connector.
o No mapping of Business Process to Publisher and Publisher to Client Connector
o No need to use &€ancel Process Step in Business Processes to return the reply message
to the calling client or prevent a message from being forwarded to a Topic.
1 Reduced Runtime Utilization
0 The Topic Publishing Service is never created.
0 Less processing and memory consurbgdhe Client Connector
9 Faster Startup Time
0 The Topic is not created and loaded by the master runtime.
i Better Performance
o0 All requests are no longer being brokered by a Publisher object
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Neuron ESB Runtime

Service
Endpoint
: i Process
Client Dlishe Adapter
Service Endpoint

\_ Endpoint /

In Neuron ESB 3.6, Client Connectors can execute Business Brdicestig, without an intermediate Publisher brokering
messages across the Neuron ESB Messaging sub system.

Limitations

Client Connectors configured for direct execution of Business Processes should be the preferred mode

of operation for users. This wilenerally provide simpler and more efficient execution of messages and
Business Processes. Even though in this configuration there is no Publisher or Topic associated with an
endpoint, messages received by the Client Connector can still be publishquds tsing the Publish
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use case that is not supported is using MSMQ based topics when the Publish Step is configured with the
Request Semantic.

Hosting Model

Just as with Adapter Endpoints,previous releases each Service Connector and Client Connector were
isolated in their own .NET App Domain. They were hosted within the main Neuron ESB runtime process
(i.e. esbservice.exe) with all other internahgices, Messaging Publishing services and Adapter

Endpoints.

-
Neuron ESB Runtime Neuron ESB_‘
Workflow Runtime
Service Neuron ESB Adapter
Endpoints Messaglng Endpoints
Workflow
Endpoint
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esbhost.exe). All internal services, Messaging services, Service Endpbihtpters Endpoints are isolated in .NET App
Domains and hosted in the Neuron ESB runtime (i.e. esbservice.exe).

In this release, Service Endpoints have been redesigned to use the new Neuron Endpoint Host model
that Adapter Endpoints can now use. In NeuESB 3.6, all endpoints (Workflow, Service and Adapter)
share the same hosting model. That means that both Client Connectors and Service Connectors can be
configured to run using either the existing Neuron ESB runtime host (esbservice.exe) or the newer
Endpoint Host for process isolation.

Neuron Endpoint Host

Runtime _ .
. Neuron ESB Runtime Neuron Endpoint Host
Client Connector :
Runtime
Neuron ESB Adapter Workflow
Messaging Endpoints Endpoint
Service Connector

Neuron ESB 3.6 Hosting Modelll Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named
GOYRLRAYG 12806 0APSDd bSAINBYIYRLRAY (I 2 & ( @t8HESNED Adp Ddmaihsy G S Ny | ¢
and hosted in the Neuron ESB runtime (i.e. esbservice.exe).

In the Neuron ESB 3.6 release, users can configure a Service Endpoint to run in either the existing
Neuron ESB runtime host (as in previous versions) or the new Nendpoiit Host. The default

behavior is for new Service Endpoints to run in the existing Neuron ESB runtime host. Users can change
the hosting model by selecting a configured Neuron Endpoint Host in the Endpoint Host property
dropdown box located on the Gerad tab of the Service Endpoint.

& Apply @ Cancel | Bindings Metadata . Edit Processes Adding New Sevice | [C

General Binding Security Client Connector  Service Connector Proxy Settings

Enable Service Endpoints

MName: |Servicel

Description:

Category: General d Binding: BasicHttp w

Endpoint Host: w Behavior: v

Meuron ESB Default Host




Neuron ESB ExploreBervice Endpoint User Interfadéis has been refactored in 3.6. This now has an Endpoint Host
dropdown box property that lists all available Endpoint Hosts. When none is selected, the original B&B Runtime Host (i.e.
eshservice.exe) will be used.

OAuth 2.0
The Neuron ESB 3.5 CU4 release introduced OAuth 2.0 support for authorizing web service invocations

using Service Connectors (i.e. HTTP/REST API service endpoints) and supported Adapters. Using OAuth,
Neuron ESB can obtain access tokens that can be pas&HEST services to authorize protected
resource invocations. In CU4, OAuth bearer tokens baséd-an675are supported.
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Thinktecture Identity Server) as well as the ability for users to create their own custom OAuth provider

that can be reused within the Neuron ESB Explorer. Below are the OAuth providers currently

configurable within the Neuron ESB Explo

+ ADP * Linkedin

* Amazon * Microsoft Live

* Azure Active Directory/ADFS » ServiceMow

» Dropbox * SoundCloud

* Facebook * SourceForge

* Foursguare » Thinktecture ldentity Server
OAUJ[_hE'D . GitHu?:} * Tumblr J
Providers + Google * Twitter

* Instagram * ‘Yahoo!

Custom OAuth Providers

Using Neuron ESB 3.6 users can develop their own OAuth providers to use with Neuron ESB endpoints.
four different Grant Types are supported and several sample custom OAuth providers are now included
within the Neuron ESB SaleBrowser which can be modified and used as templates.

}; Neuron ESB Explorer X

W Select a Sample

%y Samples ~ | Sample Details
(=) Adapters
" Exchange and POP3 Adapters MName: |Azure Active Directory Authorization Code Grant Type Provider |

¥, Dynamics CRM XRM Adapter

%, FTP Adapter
¥, ODBC Adapter

% Smip Adapter

=% Custom Adapters

%, Neuron ESB Adapter Framework
7, Log Adapter

(=) Client APT

[ subscriptions

<, Filter By Object

Setup Requipet: |FalsE |

Vispat Studio Solution: |AzureAumCodeGranmAuﬂwProwder.sln |

Configuration: C:\Program Files\Neudesic\Meuron ESB w3\DEFAULT36\..\Samples
\CustomOAUthProvidersAzureAuthCodeGrantOAuthProvider

& e . Description: This sample is a Visual Studio Solution that contains an OAuth provider

" Filter By Subtopic that implements the Authorization Code grant type for Azure Active

I, Filter By XPath Directory. This custom OAuth provider demonstrates how to implement
(=75 OAuth Providers a pravider that has additional requirements beyond the basic CAuth

2.0 standard.

jo% #zure Active Directory Authorization Code Grant Type Provider
%, Azure Active Directory Client Credentials Grant Type Provider
¥, Generic Authorization Code Grant Type Provider

%, Generic Client Credentials Grant Type Provider

%, Generic Resource Owner Credentials Grant Type Provider
=T P

¥, Direct Messaging

%, Itinerary

%, Request Reply

%, Pub/sub

%, Scatter Gather

¥, Failed Message Routing



https://tools.ietf.org/html/rfc6750

OAuth 2.0 Grant Types
When developing custom OAuth providers, the first step is to determine which grant type(s) must be
supported. There are five grants for obtaining an access token:

1 Authorization Code Grant

1 Implicit Grant

9 Client Credentials Grant

i Resource Owner Credentials Grant
9 Refresh Token Grant

Each of these except for the Implicit Grant type can be used by Neuron ESB. The Implicit Grant type is
intended to be used by usegentbased clien, like single page web apps that are unable to keep a
client secret. Below are descriptions of the other four grants and how Neuron ESB utilizes them.

Developing Custom OAuth Providers
To develop a custom OAuth provider, either two or three classes baushplemented, depending on
which OAuth grant type required:

9 A Provider class which inherits from Neuron.Esb.OAuth.OAuthProvider

1 An OAuth Client class, which inherits from either Nemiro.OAuth.OAuth2Client (OAuth 2.0) or
Nemiro.OAuth.OAuthClient (OAuth 1.0

1 An optional Login class, which inherits from Nemiro.OAuth.LoginForms.Login. This is only
needed for the Authorization Code grant type.

These are the steps for creating an OAuth provider:

1. Determine which grant type is needed to use with the OAuth pravide
2. Determine provideispecific requirements for the grant type that must be used
3. Build the OAuth Provider solution using Microsoft Visual Studio

Compile and Deploy
Once the custom OAuth provider solution is compiled, the .NET assembly muepibd/deployed to
the following folder:

<Neuron Install LocatiohxInstance®OAuthProviders

To configure the custom OAuth provider, close and reopen the Neuron ESB Explorer and navigate to
Security>Authentication h ! dzi K t N2 @A RS NA ®tton dnd skelér| theZzystoni BABth ad b S & ¢
provider from the Provider droplown list.

More information about creating custom OAuth providers can be found in the article posted here
https://www.neuronesb.comrfesources/?post



https://www.neuronesb.com/resources/?post

Environment Variables

To make deployments easier and more configurable at the environment level, all Service Endpoint,
Client Connectors and Service Connectors now support the use of Environment Variables to
disable/enable their respectivieinction. The properties exposed via the Bindings Expressions dialog are:

1 Enable Service Endpoint
9 Enable Service Connector
9 Enable Client Connector

é Binding Expressions X
Property bindings: Binding Expression:  Type in Ctrl + SPACE to see list of variables

ACL

Client Certificate Environment variables can be referenced in the format {$variable_name}

Client Connector URL

Client Credential Type Property Description:

Credential Type
|: ® Enable dient Connector True f the cient connector is enabled
nable Client Mefadata HTTFS End.

Enable Service Connector
Enable Service Endpoint
External Metadata Location
Failover URLs

Metadata HTTP URL
Metadata HTTPS URL
OAuth Provider

Password

Server Certificate

Service Connector URL
Service Identity

User Name

Windows Domain

Binding Expressions dialadJsed to map Environment Variables to Service Endpoint properties. Thigaigatidy selecting
the Bindings toolbar button on the Service Endpoint.

Migration from 3.5

¢CKAA NBfSIHaS AYyiNRRdzOS&a aA3IYyAFAOFIYyG OKFy3aSa Ay bSs
consideration of this, users must upgrade elements of anstiegi solutions before attempting to run

them using Neuron ESB 3.6. Other changes may be necessary if users have modified or introduced
Odzadi2y aSdiAy3aa Ay bSdz2NRyYy 9{.Qad ylIiA0BS 02y FAI FA
migration stould be straight forward for most users. One of the first things a user must do is update any
existing solutions by opening them directly in the new version of the Neuron ESB Explorer.

Existing Solutions

When migrating from previous versions, users mustrofheir existing solution using the 3.6 version of

the Neuron ESB Explorer. The Neuron ESB Explorer will automatically update their solution by doing the
following:

T /I NBFEGS I ySg 9yRLRAY(G | 2ad ylIYSR abSdz2NRYy 9{. 5
1 Assign new Endpoint Host to aktisting Deployment Groups.



1 Assign all existing Adapter Endpoints to new Endpoint Host.

Assign all existing Service Endpoints to new Endpoint Host.

1 Update the internal Adapter Name property (not the Adapter Endpoint Name) of all existing
AdapterEndpoints so that they properly map to all previously registered Adapters

1 Remove all previously registered Adapters from the Adapter Registration section of the Neuron
ESB Explorer

=
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Once the updates are made, the user will be prompted with the Review Changes dialog similar to the
one shown below, but specific to their solution.

1a Review Neuron ESB Configuration Changes X
Current Edit Session
Add Comments:
[
Action Zone Entity Type Name -

é Edit Enterprise | adapter endpoint | CustomerFTP1
é Edit Enterprise | adapter endpoint | DynamicsCRMQuery
é Edit Enterprise | adapter endpoint | Endpointl
é Edit Enterprise | adapter endpoint | FalledMessageAlerts
é Edit Enterprise | adapter endpoint | FalledMessagesFromNeuron
# Edit Enterprise | adapter endpoint | FleEncoding
# Edit Enterprise | adapter endpoint | FlelnboundEndpoint
# Edit Enterprise | adapter endpoint | FlelnYeeHa
¥ Edit Enterprise | adapter endpoint | FileQut
¥ Edit Enterprise | adapter endpoint | FleQutboundEndpoint
é Edit Enterprise | adapter endpoint | FilePublish
é Edit Enterprise | adapter endpoint | FileSaveit
# Edit Enterprise | adapter endpoint | FILE_FOPrint_Source_AEP v

The changes should be apted and the solution should be saved for the changes to take affect and be
committed.

Database

Every Neuron ESB solution requires a Microsoft SQL Server database to be associated with each
Deployment Group. These databases can be created and configumukhing the solution within the
Neuron ESB Explorer and navigating to Deploymdfdnage>Databases.

In this release, the data type for the Sequence ID associated with the Audit tables has been changed
from an int to a long. This requires users to updatg existing databases used in Neuron ESB solutions.

CKAa OFy 08 R2yS 08 AAYLER® OfAOlAYy3 (GKS Ge¢Saidk/ NB

Neuron ESB Explorer. Users can optionally run the SQL update scripts using the PowerShmdbhsedpt |
in the installation folder of Neuron ESB. More information on updating the database can be found under
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Neuron ESB installation folder.

If there ae a large amount of records in the Audit tables, this update could take a significant amount of
GAYS® LGQa adNRy3afe NBO2YYSYRSR (KIFG dzaSNB TFANAID
either manually or by using the PurgeArchiveNeuron MictoS@fL Agent Job. More information on

dzLJRF GAyYy 3 GKS RIFGF 6l askhiveland Puge NeudrdpaBbasBIoRS SO il KBy a g A ( |
in the Readme.html file located at the root of the Neuron ESB installation folder.

Monitoring

In Neuron ESB, many ofetimonitoring and server management functions were exposed through REST

API based interfaces. These interfaces can be used to extend and build custom monitoring and

management solutions for Neuron ESB Deployments. The Neuron ESB REST interfaces angthested b
Neuron ESB Discovery service (DiscoveryService.exe) which is installed with the Neuron ESB Server
Runtime. The default port (51002) for the REST interfaces is configurable through the Neuron ESB
5Aa020SNE aSNBAOSQA | Ldlddabod gf ha NedrondERBSDisBOScTyIsatricdiis: A y a G |
O0C\Program Files (x88)eudesitNeuron ESB ¢3¢

In previous versions, the Swagger documentation for the REST API could be browsed at the default URL:

http://localhost:51002/help/ui/index.html. In Neuron ESB 3.6 the default URL has been changed to:
http://localhost:51002/help/index.

@ Swagger Ul

<« C' | @ localhost: “w =« @m a8 0 B

i1 Apps §B NeuronBuild Serve: [§ Tranclate § NeuronESE - Agile & 4 NETGEAR Router Rt A Garmin Connect Neuron Project Pla » Other baokmarks

neuronxy

Activity Show/Hide ~List Operations ~ Expand Operation:
m /neuronesb/apifv1/Activity

Deployment Show/Hide  List Operations = Expand Operations
- /neuronesb/apilv1/deployment/{instance}

EndpointHealth Show/Hide  List Operations ~ Expand Operations

[ES8 /neuronesb/apilv1/endpointhealth/{instance}

=5 /neuronesb/apifvi/endpointhealth/{instance}/{id)/state

Runtime Show/Hide  List Opera

Neuron ESB REST Documentation Welr $te Neuron ESB RES@&rface documentation is hosted on the local Neuron ESB
server.

The REST interfaces are situmenting, providing detailed instructions on how to call each specific
Tdzy OliA2Yy YR IINB aSLINIYGSR Ayld2 &aSgSNIFA QNI SIARNMS


http://localhost:51002/help/ui/index.html
http://localhost:51002/help/index

was added to support its integration with the future platforms. The following categories of REST APls are
listed below:

Runtime
Deployment
Endpoint Health
Activity

9 Configuration

= =4 =4 =

AppSettings

Neuron ESB is essentially a .MBplication and as such uses its associated .config file to maintain
runtime configuration settings. In previous versions, these settings were maintained in the appSettings
section within the following two files

1 ESBService.exe.config
1 ESBHost.exe.config

These files are installed in the following default locatiGhProgram FiledNeudesitNeuron ESB
v3\<Instance>.

Many of the settings are maintained and modified by using the Configure Server dialog launched from
the Neuron ESB Explorevhile others can be set manually by editing the respective .config files.

f_,, Configure DEFAULT36 Server X

Server Logging Performance

ESB Configuration Folder: |D: \Demo'\WebCast 2017\Sessions\Services \FinishNeuronSolution | [E]
Zone: Enterprise B
Active Deployment Group: Development ~

Ak

Saved History Archive (filas): o

Enable Neuren Event Processor [

Save Cancel

Configure Server dialagt OO0SaaAo6f S FTNRY SAGKSNI KS bSdzNRPYy 9{ ->Managesf 2 NSNDA
>Servers within the Neuron ESB Explorer.

Inthe Neuro®@ { . o ®c NBf SIrasSzs ¢SQ@S 0O2yaz2t ARFGS
YEYSR aF LILY SGaAy3IaeO2yTAade t20FG6SR Ay (K
following .config files now contain a reference to this new file.

R
S

1 ESBService.exe.config
1 NeuronEndpointHost.exe.config



Additionally, several new key entries were added to facilitate integration with our future platforms. If
users have added their own custom key/values to the existing Neuron ESB .config files, themsdwill n
to be migrated to the new appSettings.config file.

The table below lists all the appSetting key/values used in Neuron ESB 3.6

Name 3.6 | Default Value | Ul | Description

esbinstanceName Name of This is the name of thdeuron ESB
Neuron ESB runtime instance set by the installer and
runtime visible within the Service Control Manag
Instance

esbEnvironment Full path of X Set by the Configure Server dialog. Full
solution path of solution folder
folder

esbZone Enterprise X Set by theConfigure Server dialog. Shoul

always be Enterprise.

esbDeploymentGroup Active X | Set by the Configure Server dialog. Actiy
Deployment Deployment Group that the runtime
Group should load on startup

overrideDotNetThreadPoolSize False X | Set by the Configure Server dialog.

Performance tab. Whether or not to
override .NET thread pool for Neuron ES
runtime.

dotNetMaxWorkerThreads 500 X | Set by the Configure Server dialog.
Performance tab. Used onlyQfverride is
enabled.

dotNetMaxIOThreads 1000 X | Set by the Configure Server dialog.
Performance tab. Used only if Override i
enabled.

dotNetMinWorkerThreads 50 X | Set by the Configure Server dialog.
Performance tab. Used only if Override i
enabled.

dotNetMinlOThreads 100 X | Set by the Configure Server dialog.
Performance tab. Used only if Override i
enabled.

MaximumLogFileSize 104857600 X | Set by the Configure Server dialog.
Logging tab. Default is 100 MB

MinimumDiskSpaceThreshold 10485760 X | Set by the Configure Server dialog.
Logging tab. Default is 10 MB

LogFileSchedule Daily X | Set by the Configure Server dialog.
Logging tab. Default is Daily. Can be set




Weekly or None. Determines when a ne
Log fie will be created for an endpoint.

StartupTimeout

00:10:00

Maximum amount of time the Neuron ES
runtime is allowed to take to start up all
internal services and endpoints. Timespa
value

ConfigurationReloadDelay

00:01:00

The time between theletection and
processing of Configuration change
events. Timespan value

WSDiscoveryEnabled

true

Enables W®iscovery on all Client
Connectors, Neuron ESB Runtime as we
as hosted Parties. When enabled, WS
Discovenycan accept/respond to probe
request,returninginformation and status
of these endpoints.

WSDiscoveryBroadcast

true

Enables the Neuron ESB Runtime to
broadcast Wiscovery Hello/Goodbye
messagesWSDiscoveryEnabledust also
be set to true for broadcasting to be
enabled.

WSDiscoveryAnnouncementinterval

00:00:10

Determines interval for WWBiscovery
broadcasts. Timespan value.

WSDiscoveryApplicationScope

default

WSDiscovery scope used in
announcements. Recommended that is
should be the value of the
eshinstanceName key.

DiscoverySwaggerPort

51003

Default Port used to host Swagger
documents when Swagger is configured
for a REST based Client Connector

DefaultHttpConnectionLimit

100

Used to set the value for the
ServicePointManager.DefaultConnectior
mit property. Used for all HTTP service
calls.

ClusterNetworkName

Empty String

This is set by the Neuron ESB runtime a
startup. If Neuron ESB is installed on a
Windows Failover Cluster as resource, tl
valuewill be the network name
associated with the cluster resource.
Otherwise it will be the machine name

MaxHeartbeatFailures

Max number of heartbeat failures agains|
the Neuron ESB runtime master control
service allowed before a Client Connect




ServiceConnector or Adapter Endpoint
will shut down.

esbUseMachineEnvironmentVars

false

If set to true, allows users to use Windov
Operating System Environment Variable
GAUKAY GKS bSdNRY
Expressions dialog.

XsltFilesLocation

Empty String

Used by the TransforfXKSLT Process stey
and the Transform Message/XML
Workflow Activities. Defines a global
location to retrieve XSLT files, rather tha
using the Neuron ESB repository locatio
This is a Global override.

XsdFilesLocation

Empty String

Used by the/alidateScheméaProcess ste
and Validate XML Workflow Activity
Defines gylobal location to retrieve XSD
files, rather than using the Neuron ESB
repository locationThis is a Global
override.

LogFolderCleanupSchedule

10

Number of days of log files that Neuron
should not delete/remove at startup. Any
log file older than the value will be
deleted. Must be greater than 1.

SavedHistoryCleanupSchedule

Number of history files to retain itihe
d2fdziAz2yQa | A&aid2Ne
whenever a save is committed on
configuration. A value of Zero means
unlimited.

TempDirectory

Empty String

If a dedicated TEMP directory is not
provided, the default TEMP directory of
the service account will besed
consistent with 3.5 behavior.

DisableGlobalExceptionHandler

true

Enables/Disables the Neuron ESB Globq
Exception handler. When troubleshootin
an issue, this should be set to false.

NeuronEndpointHostPort

51004

Communication port used by the Neuron
Endpoint Host REST API. Commands
between the Neuron ESB runtime and
Endpoint Host are brokered across this
port.

NeuronHybridFeaturesEnabled

false

Set by the Configure Server dialog. Sery,
tab. This value repré&sy 0 & G K S
bSdz2NPYy 9@Syid t NROS
only be enabled if the Neuron ESB




Instance has been registered within the
Neuron Management Suite Portal.

NeuronHybridManagementSuiteHost

localhost

Location of the Neuron Management
SuitePortal. Set by the portal during
registration process

NeuronEventProcessorMachine

localhost

Location of the Neuron Event Processor
Set by the portal during registration
process

NeuronEventProcessorPort

51005

Port configured for the Neuron Event
Processor API. Set by the portal during
registration process

NeuronServiceRateFlushinterval

Configuration specific to the Neuron
Event Processor. Set by the portal durin
registration process

NeuronServiceRateCacheSize

10000

Configuration specific to the Neuron
Event Processor. Set by the portal durin
registration process

NeuronEventConsumerLevel

Configuration specific to the Neuron
Event Processor. Set by the portal durin
registration process

NeuronEventTimeToLive

1440

Configuration specific to the Neuron
Event Processor. Set by the portal durin
registration process

NeuronEventPoolSizelnit

Configuration specific to the Neuron
Event Processor. Set by the portal durin
registration proess

NeuronEventPoolSizeMax

200

Configuration specific to the Neuron
Event Processor. Set by the portal durin
registration process

Dependencies

Neuron ESB is entirely built on the Microsoft .NET Framework. This makes it very easy for .NET
developers to learn and extend the product using common C# skills. With the release of Neuron ESB 3.6
we took the opportunity to upgrade our support for versiér7.1 of the Microsoft .NET Framework. This
allows developers to take advantage of the new features included in the framework when building any
extensibility as part of their Neuron ESB solution such as adapters, workflow activities, process steps and
OAuh providers. This support is also provided through our own C# editors within the Business Process

and Workflow designers.

Additionally, we upgraded our support for a number of other dependent libraries, including the

following:




1 Log4Net from version 2.018 2.0.8
1 RabbitMQ Client version 4.1.3 t0 5.0.1
9 Newtonsoft Json .NET version 8.0.2 to 11.0.1

Lastly, Neuron ESB 3.6 has been upgraded to support Erlang version 20.2 and Rabbit MQ version 3.7.1.
Installation of RabbitMQ Server is optional and is not requiceuse Neuron ESB 3.6. If RabbitMQ

Server is not installed, the Neuron ESB 3.6 installer will provide users the option of automatically
downloading and installing Erlang and RabbitMQ Server. If a developer wants to use RabbitMQ based
Topics, but the comyter does not have Internet access, the following software packages can be
downloaded and installed either before or after installing Neuron ESB 3.6.

1 Erlang
1 RabbitMQ Server

Temp Folder

One of the great things about Neuron ESB is its ability to auto detect changes and, based on those
changesre-configure itself. Part of that process involves dynamically compiling .NET assemblies from

the changes detected. For instance, if a Business Process is modified, Neuron ESB will auto compile that
Business Process and its respective C# code (if anyg iNNBT assembly before it can be executed. This
process also happens after the Neuron ESB runtime is initially started. Before the first execution of any
Business Process, it is dynamically compiled. All other consecutive executions then run from the
compled assembly. Dynamic compilation only happens before the first execution of a Business Process
or modified Business Process.

For this to happen, heavy use is made of the Windows TEMP directory of the service account assigned to

the Neuron ESB runtime sece (esbservice.exe) within the Service Control Manager. For instance, given

I ASNIBAOS | O02dzyd yIF YSR abSdNRBy{@0¢s (KS 2AyR244
oC\User§NeuronSveAppDatalocal Temgg. Due to our heavy use of this directory, Neuron ESB

attempts to delete all the temporary files it generates during the startup of the Neuron ESB runtime

service. Because Windows directories canonly holduppop o p FAE S&X A0 Q& AYLER NIy
directory location be maintained and regularly cleared out.

However, outside processes (other than the Neuron ESB runtime) can negatively affect a running
Neuron ESB solution by either placing locks on the temporary files Neuron ESB generates or, deleting
those files. In other cases third party processes maylasasing the same TEMP directory that Neuron
ESB is configured to use (i.e. where a dedicated account is not used), generating files that exceed the
maximum limit of the directory. Lastly, antirus programs are notorious for scanning the TEMP
directoriesof user accounts as they are commonly exploited by viruses. Unfortunately, many tend to
lock files as they scan.

To avoid these issues, Neuron ESB 3.6 can be configured to use any Windows directory as a TEMP
directory. The location can be specified inew appSettingkey (i.e.TempDirectory located within the
appSettings.confifjle, the default location of which i€\Program FilédNeudesitNeuron ESB
v3\<Instance>If a dedicated TEMP directory is not configured in the appSettings section, thdtdefau


http://www.neuronesb.com/support/downloads/neuron30/prereqs/otp_win64_20.2.exe
http://www.neuronesb.com/support/downloads/neuron30/prereqs/rabbitmq-server-3.7.1.exe

TEMP directory of the service account will be used as in previous versions of Neuron ESB. In all cases,
the service account must be given full rights to the TEMP directory.

Using a dedicated TEMP directory can assist to eliminate the ability for #itgl frocesses to generate
temporary files in the location that Neuron ESB uses. Also, Security protocols will usually allow the
exclusion of an application specific folder from Aviitius scanning.

Environment Variables

Neuron ESB provides the abilityuse Environment Variables for configuration of any adapter or service
endpoint, database connection string or process step. By using the Bindings Expression editor, users can
bind Environment Variables directly to the properties exposed by those entili@sy developers

access the values of Environment Variables directly in Code Process steps within processes or workflow.
An Environment Variable is defined at the Deployment Group level and can contain a unique value for
each Deployment Group. On startupe Neuron ESB service runtime replaces the Environment Variable
with the value associated with the Deployment Group the service is configured for. To learn more about
Environment Variables please review tising Environment Variablegction within the Neuron ESB
Business Process documentation.

By default, all Enviranent Variable values are stored encrypted within the solution. However, those

alkYS @FftdzSa NBYFAY KdzYty NBFRFI6ES Ay (GKS bSdz2NRy 9
FoAftAdGe (2 avlalé it GKS @It dzSa]l 2+ fldyS a9y GKAINER yoYSSSfy
to the General Tab of the Environment Variable user interface and is disabled by default. If enabled, all

the values (current and future) for that specific Environment Variable will no longer be visible. Each
characterwilbemaskR o0& Iy FA0SNR&A]l 6afF¢é¢0d hyOS Syl oft SR A
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4 Neuron ESB Explorer - O X
File View Tools Help
=] ﬁ- @ Stopped - |a| B8 | Configure Server | Category Fiter v

You are working offine. D:\Neuron\Testing!3.5Main\DemoSolution2

Deployment & Environment Variables

[£] » Settings
ookror | oy
€ zones
=i i
{38 Deployment Groups New Copy &3 Delete Hide Detal
{3 Endpoint Hosts Name Cateaorv Descrintion
L 4 Environment Variables b L] smipAlertToAddress General
[ s Manage b L] salTestDBConnectString CollectionIntegration
B o I
[ msmay
[T Rabbitvg @ Apply @ Cancel Editing Variable TestEncrypt | [0
[ servers
General | Dependendies
Deployment Group Variable Value
Name: TestEncrypt
Development | messssaes
Production

Messaging

Repository |} | oon: [Geners

e Mask Values:

Security

Processes

Wl €@ ¢ &9

16 of 16 selected.
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@

Modified

Neuron ESB ExploreMasking Environment Variableh y OS G KS aal a1 =+ f dzSa¢ OKSOl o62E A& O
with an asterisk.

Windows OS level Environment Variables

One lasthing was modified regarding the use of Windows OS level Environment Variables. In Neuron

ESB 3.5, support was added for using Windows Operating System Environment Variables within the
bSdzNEYy 9{. O9ELX 2NBNDRA& . AYRAYIlderéate)N&driESB haged RA [ £ 2 3 @
Environment Variables to set most any property of most any Neuron ESB Entity, like Service Connectors,
Client Connectors and Adapter Endpoints. The specific values of the Environment Variables are linked to
Deployment Groups wiih the Neuron ESB Explorer. Hence the values used in one Deployment Group

could be different than those used in another. The Neuron ESB runtime resolves these values

dynamically at runtime on startup.

This new feature allowed users to enter the name denNR2 Yy YSy i @I NA I 6f S& ONBI G SF

hLISNI GAy3 {&&aiGSY S90St gA0GKAY (GKS . AYyRAY3I 9ELINBAaA
Environment Variables. There are a few requirements to use this:

1. Environment Variables had to be set at thgstem level. This could be done using the Windows
hLISNI GAy3 {2aiSyQa ! L G22t3% 2Nl dzaAy3a (KS 2AyR2
Gkaé¢ agAioK

2. Operating System level Environment Variables that are used within Neuron ESB must be
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Bl Administrator: Developer Command Prompt for V52013 — O X

C: \WINDOWS\system32>SETX Neuron_myUrl "http://localhost:2098/echo"” /M

SUCCESS: Specified value was saved.

C: \WINDOWS\system32>

3.2 A0GKAY GKS bSdzZNRPy 9{. 9ELX 2NBNNRa& .AYyRAY3I 9ELNEB
enclosed in the Neuron ESB bracket namatas shown below:

1 Binding Expressions X

Property bindings: Binding Expression:

{$Neuron_myurl}

Windows Domain

User Name

Password Property Description:

OAuth Provider

Credential Type The URL that the client connector exposes.

Service Identity

Client Credential Type
Metadata HTTP URL
Enable Client Metadata HTTPS End.
Metadata HTTPS URL
HTTP Connection Limit
Client Certificate

ACL

External Metadata Location
Service Connector URL
Server Certificate

Failover URLs

4. Lastly, the following flag must be added the AppSettings group within the esbservice.exe.config
file: <add key="esbUseMachineEnvironmentVars" value="true"/>

However, because these were at the system level, this required that the Environment Variables had to
be created AFTER the process is started. This was problematic when hosting Neuron ESB within Docker
containers. In Neuron ESB 3.6, this has been changedrieve values stored at the Machine level.

Additional Changes

Adapter Endpoints
MODc¢ Azure Service Bus AdaptelThe Asynchronous Subscribe option has been removed

MODc¢ Azure Service Bus Adaptethe following dependent libraries have been updated:
WindowsAzure.ServiceBus from version 2.4.2.0t0 4.1.5

Microsoft.WindowsAzure.ConfigurationManager from version 2.0.3 to 323



MODc¢ Dropbox Adapter The following dependent libraries have been updated:
Dropbox.Api from version 3.0.5t0 3.5.0

MOD¢ RabbitMQAdapter- The following dependent libraries have been updated:
RabbitMQ.Client frm version 4.1.3t0 5.0.1

MOD¢ FTP/FTPS Adapterhe following dependent libraries have been updated:
Xceed libraries updateflom version 5.8 to 6.5

MOD¢ SFTP AdapterThe following dependent libraries have been updated:
Xceed libraries updateflom version 5.8 to 6.5

NEWC Proxy Server SuppoctThis has been added as a configurable set of properties to the following
adapters:

1 Microsoft Dynamics AX
i NetSuite
i Salesforce

NEWC Microsoft Dynamics AXThe Transfer Mode property has been added allowing the user to
choose between buffered or streamed.

NEWC NetSuiteq Support for 2018 1 SOAP Version of NetSuite API has been added

NEW¢ ODBC Adapter The proper messageamples and schemas can now be obtained using the
Adapter Metadata Generation Wizard.

NEWC( SalesForce AdapterSupport for versions 39 through 41 of the SOAP API has been added
MOD¢ SAP AdapterThe following dependent libraries have been updated:
ERPGnnect45 from version 4.22.14.1 t0 5.5.4.2

NEWCc¢ SharePoint Adapteg Site Collections and Lists can now be dynamically set at runtime using the
following Neuron ESB Message Context Properties:

1 sps.SiteCollection
1 sps.ListName

NEWC Encrypted Storage of Sgitive Propertieg, The following property values will always be stored
encrypted:

1 Password

1 ConnectionString

" Key

1 Passphrase



Business Processes
MOD¢ Compression Process Stephe following dependent libraries have been updated:

Xceed libraries updateflom version 5.8 to 6.5

NEWC Validateq¢ JSON Process Stefihis is a new Business Process Step that uses the Newtonsoft

JSON Schema library for validation of JSON formatted messages. JSON schemas can be entered directly
into the Process Step, or retrievesbin the new JSON Schema repository (similar to the Validate

Schema Process Step). Like the Valiglathema Process Step, it has a Valid and Invalid branch. This

uses version 3.0.3 of the Newtonsoft.Json.Schema library. Additionally, like the \‘\&atatea Process

Step, the JISON Schema or the name of the Schema to retrieve from the JSON Schema repository can be
dynamically configured at runtime by setting the following custom Neuron ESB Message properties:

1 neuron.jsonSchema
1 neuron.jsonSchemaName

MODc¢ Bushess Process Designelhe JavaScript Process Step is ho longer supported and has been
removed.

FIX¢ Business Process Test Clieithen selecting the Load File option and an XML file is selected with a
BOM character, the BOMould be loaded as well. This is now being removed.

FIX¢ Business Process Test Cliefithis only occurred en testing witha JSONMody and the bodytype
property is changed to something other than 'text/xmAfter the user openedhe Test Clientfter the
first test run, the text editor where the JSON message should be would be empty

FIX¢ HTTP Client Utilitylf a URL was not resolvable or could notlaesed, we would throw a null
exception

MOD¢ JSON Process Steplas been movetb the JSON foldewithin the Business Process Step
Toolbox

MODc Flat File Parser, Excel to XqlThese have been movéd the XMLfolder within the Business

MODc¢ Audit Praess Steplf pools size equals 1, we reuse an instance of the audit proxy object, rather
than retrieve from pool.

MOD- Service Endpoint Process Stel pools size equals 1, we reuse an instance of the service proxy,
rather than retrieve from pool.

NEWc ValidateSchema Process Step Yy S ¢ LIRBfdrd®dedi ScemaiLocation K & 0SSy |
that allow users to configure the Process Step to retrieve schemas from an external filelishare.

schema contains any import or include directives, thisiéslbcation they will be searched for, if only a
filename or a relative path is provided as the SchemalLocation in the schema. If this is left blank, the
schema location will be resolved based on the Neuron ESB Instance that is hosting this solution as in

pufi

pufi



previous solutionsThis property can be overridden globally by setting the appSetting key,
GXsdFilesLocatignz (12 GKS t20F A2y @

Ida'y

NEWC Transform XSLT Process Stép Yy S ¢ LIRBfdré®dedi Sclremailocation K & 0SSy I RR
that allow users to configurene Process Step to retrieve XSLTs from an external file $htme. xslt

contains any import directives, this is the location they will be searched for when only a filename or a

relative path is provided as the Schemalocation in the xslt. If thi$ ddak, the xslt location will be

resolved based on the Neuron ESB Instance that is hosting this solution as in previous sdligons.
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Workflow
MOD¢ Workflow Designeg The JavaScript Workflow Activity is no longer supported and has been
removed.

MOD¢ Audit Workflow Activitye When used within the Catch Block of a Try/Catch and the Action
property is set to Failure, the Audit stepll automaticaly get the Exception object in the catch block
rather than requiring it to be manually entered in the Exception property.

NEWC¢ ValidateXML Workflow Activitg ! YV S ¢  LIRBfdrgddedi RclemaiLocation Kl & 0SSy
added that allow users to configure thgorkflow Activityto retrieve schemas from an external file

share.If a schema contains any import or include directives, this is the location they will be searched for,
if only a filename or a relative path is provided as the Schemalocation in the schama.is left blank,

the schema location will be resolved based on the Neuron ESB Instance that is hosting this solution as in
previous solutionsThis property can be overridden globally by setting the appSetting key,
dXsdFilesLocatign> G2 GKS 201 A2y

NEWc TransformMessage/XML Workflow Activitigsd Y S ¢ LIRBfdrdddedi Rclremailocation

has been added that allow users to configure Yerkflow Activityto retrieve XSLTs from an external

file share.lf this xslt contains any import directivekjs is the location they will be searched for when

only a filename or a relative path is provided as the Schemalocation in the xslt. If this is left blank, the
xslt location will be resolved based on the Neuron ESB Instance that is hosting this sdution

previous solutionsThis property can be overridden globally by setting the appSetting key,

G- afGCAfSa[20lGdA2yes (2 GKS t20FGA2y®

Developer Tools
MOD- Import program¢ This was madified to work with Endpoint Hosts

FIX¢ Decryption Error on Loadf adecryption erroroccurred during a user attempt toad asolution in
Neuron ESB explorer, a second attempt to load the same solution would cause the Neuron ESB Explorer
to hang.

MODc¢ Neuron ESB Explorer making unnecessary networkqgc@lie Neuron EBExplorer was calling
the Discovery service to retrieve status as well as the entire solution configuration twice a second. This is
no longer a service call and it is no longer retrieving the solution configuration.



MODc, Certificatesc When selectingand @Ay 3 / SNIAFAOFI 1S&a> dzaSNA Oly Yy
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MODc¢ Bindings Expression Dialqd\ll binding properties are now displayed alpha sorted.

FIX¢ JSON Document Repositayyf a document was modified or changed, the Apply button would not
become enabled.

Neuron ESB Runtime

MODc¢ Environment Variables Previously, when the Windows OSviEanment Variables were enabled
(by setting theesbUseMachineEnvironmentVappSettings flag to true), Neuron would use user level
Environment Variables. This has been changed to Machine level.

MODc¢ Global Exception HandlirggThis is now turned off by default using the
DisableGlobalExceptionHandkgopSettings flag. Users shdulrn this on when troubleshooting issues
to ensureall exceptions are recorded.

Neuron 3.5.4.1297 Change History

Endpoint Health

FIX¢ REST API POST fails with Object reference not set to an instance of a thjadtiple instances

are installed on a machine and a user runs a POST request against the following API,
/help/ui/index.html#!/Runtime/Runtime_Postfor a specific intance, one may succeed while other
NEljdzSada F2NJ 20KSNJ AyaialyOS ylySa gAatt GKNBg Iy a
error. This has been fixed.

Service Endpoints

FIX¢ REST Policy for Status Codédfsa user configured a Service ieglto trigger based on a specific

HTTP Status Code for a REST Service Endpoint, the policy may not fire because HTTP Status Code was
not being resolved. This has been corrected.

Workflow

FIX¢ Workflow Host startup fails with Key Not Found Eigé key ot found error may occur when
starting workflow hosts. We found this to be a random occurrence related to how our configuration is
loaded at startup. This has been fixed.

Neuron 3.5.4.12 90 Change History

Workflow

FIX¢ Environment VariablesThe Environmest variables were not being updated in the Workflow
Runtime except upon restarting the runtime. This would cause an issue if a user started the Workflow
Runtime then changed the environment variables as the new variables would not be sent to any new
workflows. The workflows would instead get the old environment variables that the Workflow Runtime
originally started with.



FIX¢ Adapter Endpoint Workflow Activity If more than one Adapter Endpoint Workflow Activity is
executed within the same workflow inste@ and each one is configured to use the same adapter
endpoint, the following error could occur:

Exception: Exception Type: System.ObjectDisposedException
Exception Message: An ActivityContext can only be accessed within the scope of the function it
was pasedinto.

Adapters
MOD¢ Dynamics XRM AdapterAdded support for South America, Canada, Australia, Japan, India,
North America 2 and United Kingdom regions.

MOD¢ SharePoint AdapterAdded support for subfolders in document libraries

Neuron 3.5.4.12 85 Change History

Services

FIX- Rabbit MQ Topics with Service Policj@d/e were incorrectly evaluating the expires date on the
request message brokered by Rabbit Ni@picswhich would cause the policy to think all retries have
been exhausted.

MOD¢ Message Duratiog The total time fora Service Call to complete will now be written to the
Neuron ESB log files when Info level logging is enabled. This has been added to Client Connectors,
Service Connectors and the Service Endpoint Process Step.

FIX¢ Security Context Attempting to accesthe
System.ServiceMod@&8erviceSecurityContext.Current. Windowsldentibject within a Business Process
attached to a Client Connector would generate a null exception as the object was previously disposed.

MOD¢ REST Service Polidyreviously, when a 8édce Policy was configured for a REST endpoint and

the policy was configured to include specific HTTP Status Codes as thrown exceptions, the original
request message would be logged, rather than the body of the Reply message regardless of whether or
not aReply message was received which may contain more specific endpoint error info. Moving
forward, if a Reply message is received, that Reply body will be audited and forwarded rather than the
original request message.

Adapters

FIX¢ Salesforcéddapter¢ Fixedissue introduced by the added support for calling Apex SOAP services.

When NOT calling Apex SOAP services, if the LocalPath property was not null or empty, the adapter
adjusted the URL as if it were an Apex SOAP service. When callingxa®efyiee, customers can now

aSi I Odzaid2Y LINRBLISNIeée 2y (GKS bSdNeRy 9{. aSaal3asS:

NEW¢ MQSeres Adapter Support has been addetbr publishing and subscribing fmpics There is
also a new Durable Subscription property fopgarting this feature.flset to True (default is false), the
subscriptionwill remain inMQSerieserver acrosdleuron ESB restarts. This ensures thatessages



are published to &opicwhenNeuron ESB shut down, the adapter endpointill get them when it
starts back umgain.

MODc¢ NetSuite Adapteg Added TLS 1.2 support.

NEW¢ Adapter Framework We are now exposing new eventithin the Adapter Framework. This
allows customer$uilding custom adapters to call the evenithin their custom code to send messages
to the Neuron ESB Audit Systefle examples are:

/ISends message to Neuron Audit system (i.e. Message History) with direction
RaiseAuditFromEndpoint(message, Internal. ESBHelper. Direction .Receive);
//Sends message to Neuron Failed Messages

RaiseReceiveFailedFromEndpoint(message, new Exception ("something bad happened” ));
FIX¢ SQL Service Broker Adaptewhen in Publish mode the adapter may throw the following error:

System.Data.SqlClient.SqglException: The conversation H&6dla6CCZE2EES81180FC
0050569677E4" is not found.

FIX¢ Dynamics AX AdapteSome of the Dynamics AX services utilize message contracts that support
any data format.Previously, the XML samples generated for these services did not reflect that <any>
data format can be utilizedThis have been fixed to more properly reflect the use of <any>.

FIX¢ Metadata Generation When using the metadata generation wizard, if a user unchecked the
option to generate XML samples, the wizard would generate them apgwi his has been fixed.

FIX¢ Metadata Generation When using the metadata generation to generate XML samples for a
schema containing the <any> element, the previous behavior of the wizard was to use a random schema
as the format for the XML outputThis has been updated so that an <any> element will be used instead.

MODc¢ FTP Adaptet When attempting to connect to port 990 using Implicit SSL (TLS 1.2) the adapter
connect method would time out

MOD¢ FTP/SFTP Adapterddded "Detect Encoding” property, true by defalfifalse,the adapter will
not attempt to retrieve an encoder and encodée contents of the file. lill be passed through as byte
array.

MOD¢ FTP/SFTP Adaptersas been updated to use the Xceed @fdries

MOD¢ SFTP Adaptey Connecting to some servers may through the following exception. This was
corrected by updating to the Xceed 6.5 librari&e are also now negotiating the Diffi¢ellman key
exchange group size to 2048. Previously we wenegu$096 as the maximum size.

Inner Exception Type: System.ArithmeticException

Inner Exception Message: Multiplication overflow.



Business Processes
MOD¢ Compression Process Stepas been updated to use the Xceed 6.5 librarieleo's Harmony
products (VL trader & VL Proxy server) version 3.6.1.0.

FIX¢ Business Process Design®vhen testing a Business Process, if a user selected the Loadtkile op
within the Edit Test Message dialog and an XML file is selected with a BOM character, the BOM
character would be loaded into the editor along with the data. This is now being removed.

FIX¢ Input String Error when in Debug logging madehe followingexception could be generated when
using the Service Endpoint Process Step at runtime within a Business Process.

Input string was not in a correct format.
Exception Trace:at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines

Tools

FIX- Test Cliat - if areply hadthe same message id #ise originalrequest messageg message box
would be displayed indicating that it couhtht insertthe response message into message history tab
This could occur if the Party being tested was attachedBasiness Process using the OnPublish event
and the last executed process step is a Cancel step.

FIX¢ Exporting ProcessesThe ExportConfig.EXE Temluld generate an error at the processes export
step when exporting the whole solutiorlhe tool would reort that a process could not be foundhis
was due to the tool expecting the name of the process rather than the Id GUID of the process in our
internal collection.

FIX¢ Exporting ProcessesThe ExportConfig.EXE Temluld generate an error on a few Nen ESB
objects (examples of Neuron ESB objects are: parties, topics, endpoints, etc.) if explicitly defining the
objects to export using their namelhe list of objects that were fixed are: Databases, Processes, Keys,
and Adapter and Service Endpointée tool now looks up the correct dictionary key to pass to the
export functions so that the Neuron ESB objects in question can be explicitly defined for export by
name.

Workflow

FIX¢ Runtime Correlation ErrarUnder certain conditionan ESB message ¢dbe enqueued for an
aborted workflow which might cause errors to occur. The error would be similar to "ProcessMessage
The ResumeCorrelatedWorkflowCommand command is NULL AND the The workflow Host Topic
'MyTopic' does NOT match the message topic 'MesEapic'. The message will not be processétdiis
error would also not appear in the Neuron Log file for the respected endpoint.

Messaging
MOD¢ TCP and Named Pipe8uffer size is now dynamically set to size of expected message size.

Neuron 3.5.4.124 2 Change History



Service Endpoints
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empty body to eREST servic&his was due to the addition of the WCF message tracing optiach
wasadded in build 1178

Workflow

FIXc Workflow Tracking If the workflow was in the "Waiting" state for more than the workflow
command timeout, the command would execute again startip another workflow instance. Now if
we see that the command has timed out but is stdtive we extend the timeout by 5 minutes. We also
log an informational messageforming users that the workflowt is still executing and thahey should
make sue that the desired behavior is that it stays in the executing state.

Neuron 3.5.4.1238 Change History

Endpoint Health

FIX¢ Endpoints not reflecting state of underlying topic/pagyf the Party associated with a Client
Connector, Service Connector or Adapter Endpoint went offline due to a problenaWihicor, it
became disabled, the endpoints would not report thecgrin the Endpoint Health monitor nor would it
change its state from Started to Failed. This has been corrected.

Business Processes
MODc¢ Table Query, XML Query and Store Process &t€pe Command property of these steps can
now be dynamically configuRe | & NHzy GAYS dzaAy3d GKS Waltd/ 2YYFYRQ

MODc¢ Disable Property of Process Steps and Environment VariaBegironment Variables can now
be used to toggle the Disable property of Process Steps

Messaging

MOD¢ Automatic Reconnect ofdties¢ Previously, if there was a disruption that prevented a Party

from communicating with the main Neuron Server or TCP/Named Pipes based Topics, the underlying
Party would attempt to reconnect indefinitely. If left in that state for several houutd cause spikes

in CPU utilization. This has been changed so that the Party will only attempt to reconnect for a period of
10 minutes. After that period, the party will shut down and will require manual reconnection after the
disruption has been correet.

Service Endpoints

FIX¢ Swagger Endpoint not reachable on remote maclgifea user attempts to browse the swagger
endpoint exposed on a client connector from a remotaahine it would fail. This was because of a
configuration setting in th®iscoveryService.exe.config. Specifically, the appSettings key:

<add key="Swagg8elfHostingUrl" value="http://localho$1003" />

Has been changed to this:



<add key="SwaggerSelfHostingUrl" value="http://*:51003" />

Neuron 3.5.4.1232 Change History

Install ation
FIXc BrokenRabbit MQ and Eahg download linkg These installers have been moved and the URLs
have been corrected in the installer and readme file.

Neuron ESB Explorer
FIX¢ OAUTH Test in Neuron ESB Exploiéthere were properties missing, thest would throw an
unhandled exception.

FIX¢ Unit Testing Sample throws ErroFhe TestingProcessesWithVisualStudio VS solution would throw
an error when compiling itThis was due to the MSMQ process step being refactored in a previous
version.

Workflow

FIX¢ Workflow Persistence and refreshing of Environment VariablBEsis affectshe Persist and Reload
workflow activity. The EnivionmentVariableServweas returninghe environment variables from the
workflow context object, which did not coain the newest environment variables.

Adapters

MOD- Salesforce adapterAdded support for calling custom SOAP services exposed via APEXtmde.
adapterwill set the body of the ESB message in the sameitwayrently doeswith standard SOAP
servicesput instead will set the local path to the custom service, starting at /services/.

FIX¢ Dynamics 2013 CRM Adaptdfixed an issue where a lookup returned an Entity
Reference.Previously the value returned by the lookup in the adapter would be an entrjirtgg s Now
the lookup will return the GUID of the referenced entity.

Business Processes
FIXg Audit, Service Endpoint, Adapter Endpoint, Execute Process Stegre were several lifetime
issues that were addressed in these steps when pooling was enabled.

Neuron 3.5.4.12 20 Change History

Samples
FIXc Excel to XML SampieRunning thisvould generate a key not found exception. This was due to an
incorrect property being accessed at runtime. This has been corrected

Runtime
FIX¢ SetProperty() and Existing Key Ergdsnder error conditions, calling this method could generate
an error indcating that the key already exists

MODc Clearing TEMP directogyOn start up, if Neuron could not clear the temp directory, this was
logged as an Error. This is now logged as a warning. At runtime (every hour), Needaio attemptto



clear out filesn the temp directorylt no longer performs an hourly cleanugeuron now only attempts
to delete temp files if it can obtain an exclusive lock on them.

Workflow

FIX¢ Workflow using incorrect Workflow Definition on Resugqié a Workflow was unloaded iatthe
database and its definition was later changed, followed by an attempt to resume the unloaded
workflow, the Workflow would attempt to resume with the new definition rather than the one it started
with.

Database
FIX¢ Purge and Archive SQL Agent Jdhis could cause deadlocking to occur when there are many
workflows running and the SQL Agent Job to purge deleted workflows is exedtedis because the
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been resolved. The Neuron ESB Database must be updated for the fix to be applied.

Adapters

MOD¢ Microsoft Exchange AdapterAdded a Reuse Connection property. By default, the adapter
reuses the connection to Microsoft Exchange on eyey. If set to true, a new connection will be used
for each poll.

FIX- Dynamics CRM XRM Adapt&¥ould fail when trying to perform an update or upsert on a custom
entity. Also resolved an issue when a lookup returned multiple rows and the ignoreFaitegLo
"true". Additionally,added support foa proxy server to the adapter.

FIX¢ Metadata Generation and ObjeBeferenceError- In the Metadata Generation Wizard, using a
credential from the repository for the adapter properties gnduld resultin an Object Reference error
when testing a connection.

FIXg TCP Socket Adapten the Server Socket Adapter, if there were connected Client Socket Adapters
and the connection dropped then reconnected, it could be the case where the Server Socket Adapter
would not detect that the Client Socket Adapter had reconnected. This was due to a timing/threading
issue on a collection that contained the list of connected Client Socket Adapters.

FIX- Dynamics CRM XRM Adaptdiookups that referenced previous lookrgsults in the search
criteria would fail. Also, when there are multiple SaveCrmRecords in the same XML requmest, if o
SaveCrmCommand referenctek result of a previous SaveCrmCommand as a lookup, it would fail.

NEWc Dynamics AX AdapterAdded supporfor new Identity types, specifically for DNS, SPN and UPN.

NEW(c SharePoint Subscription Adaptefddedsupport for SharePoint Online. Also added support for
configuring a proxy server

FIX¢ FTP Adapter SSL conneabouldfail in Explicit SSL mode.

FIX¢ Salesforce Adapter When using the SOAP interface, the following exception could occur:



UNSUPPORTED_CLIENT: TLS 1.0 has been disabled in this organization. Please use TLS 1.1 or
higher when connecting to Salesforce ugittgs.

Business Processes
NEWc¢ ODBC Process Stepdded "Thow Error on Exception” property which can be used when the
Semantic is set to Request.

Logging
NEW¢ WCF TracingWhen enabling WCF Tracing, the messages that are sent and received by
endpointswere not traced.This has been added.

Neuron 3.5.4.1162 Change History

Security
FIXg Active Directory OAUTH Providahen using the client credentials flow the followingarwill
be generated:

Value cannot be null.

Parameter name: authorizeU

Workflow

FIX¢ Correlated Workflowg, If a workflow is in an unloaded state due to Receive Message Workflow

Activity correlated wait for an incoming event and IF the Receive MessagefWogkg | OUA A G & Qa
OKII'yaSR (2 lyeidkKAaAy3d o0SaiRSa awSOSA@PSaSaalasSeésr GKS

is received.

FIX¢ Workflow Tracking, Republishing a message from workflow tracking would generate the following
error:

Failed toresubmit message due to the following error:

Unable to cast object of type ‘Neuron.Explorer.Models.Messageltem' to type

'‘Neuron.Esh.ESBMessage'.

Adapters

FIX¢ MQSeries Adaptet AMQRC_OPTION_NOT_VALID FOR_TYPE error can occur when in
request/reply moddf the Request Queue is defined as a local Queue and the Response Queue is
defined as a remote Queue.

FIX- Dynamics CRM Web API adaptékn incorrectURLwas used athe Access Token Udr the Azure
Active Directory.

NEW- Dynamics CRM Web API adapiétroxy support has been added.

MOD¢ FTP/SFTP Adapterile Maslkg The current behavior has been changed. Now each adapter
AdzLILI2 NI a Ydzf GALIX S FAES YFalazr aASLINIGSR o0& aSvyaoz



GF € & KE X ediforbaih fil@ifing thedn8medrid extension of the file to monitor for. For
example, the following would be valid file masks to use:

* It * xlsx; 1*WH#.p?f;*.p?g

TheFile Mask featurallow you to match each charactertime file nameagainst a specific character, a
wildcard character, a character list, or a character range. The following table shows the characters
allowed inthe File Masland what they match.

Characters in File Mask Matches in string

?

Any single character

Zero or more characters

# Any single digit €P)
[charlist] Any single character in charlist
['charlist] Any single character not in charlist

MOD¢ SFTP AdaptersNow supports setting the following properties dynamically for subscribe side
adapter endpoints:

T

= =4 =4 4 =4

sftp.Server
sftp.Port
sftp.Filename
sftp.Folder
sftp.UserName
sftp.Password

These properties can be set via the Set Property Process Step or through adfodesihg the
SetProperty() method.

MODc¢ FTP Adapters Now supports setting the following properties dynamically for subscribe side
adapter endpoints:

1

=A =4 =4 4 -4 4

ftp.Server

ftp.Port
ftp.SecureConnection
ftp.SecureDataChannel
ftp.Certificate
ftp.PassiveFTP
ftp.Filename



These properties can be set via the Set Property Process Step or through a Code Editor using the
{Sit NPLISNIeov YSGK2Ro® !ttt @FfdzS&a NS GSEdG ol aSRo
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FIX¢ MQSeries Adapter Poison Message Handligdf monitoring NON local queues (i.e. Alias or
Remote, etc), the adapter may report the following error:

WebSphere MQ AdapteWebSpheraviQ error ', MQRC_SELECTOR_NOT_FOR_TYPE : Reason
Code: 2068', occurred while trying to send message to Queue

The adapter now only implements poison message handling for local queues and alias queues that
resolve to local queues.

FIXc¢ Rabbit MQAdapterc Dynamically setting the following message properties would not override
overwrite the design time properties: Correlationld, ContentType, Exchange, Queue, RoutingKey,
Expiration. This has been corrected.

NEWc SQL Service Broker Adaptepdded K S W/ 2 Yy GSNEIF GA2Y 1 I yRE SQ Odzaidz2yY
will contain the Dialog/Conversation handle at the time that the message is retrieved and published.

FIX¢ MQSeries AdapterWhen receiving RFH2 messages, the size of the RFH2 header would be
appendedto the Neuron ESB Message body as null bytes.

Runtime
FIX- WSDiscovery NonUS Cultures could generate the following warning:

"String was not recognized as a valid DateTime"

Neuron 3.5.4.1136 Change History

Service Endpoints
FIX¢ COR®nonymous supporg, This was accidentally broken when adding NTLM authentication
support for CORS Swagger access. This is now working for all scenarios.

Adapters
MOD¢ FTP/SFTP/FTPZceed libraries has been updated to 6.3 to support TLS 1.2. TLS ieesitm
negotiated with the server.

MOD¢ Socket AdaptersNow the client socket adapter will attempt to reconnect on any socket error.

FIXc SQL Service Broker Adaptehen in Publish Mode, the adapter was not sending END
Conversation messages backhe broker after every successful retrieval of information.

Deployment

NEW(c Environment Variables at OS Leg&upport has been added for using Windows Operating

{2aGSY 9YDPANRYYSYy(l I NAIofSa gAGKAY (K Svions§dzNRyYy 9 ({
users could create Neuron ESB based Environment Variables to set most any property of most any



Neuron ESB Entity, like Service Connectors, Client Connectors and Adapter Endpoints. The specific
values of the Environment Variables are linked to IDgment Groups within the Neuron ESB Explorer.
Hence the values used in one Deployment Group could be different than those used in another. The
Neuron ESB runtime resolves these values dynamically at runtime on startup.

This new feature allows usersto@® NJ 6 KS yIYS 2F SyYy@ANRBYYSyYyd @ NRIFOf
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Environment Variables. There are a few requirements to use this:

5. Environment Variables muselset at the System level. This can be done using the Windows
hLISNI GAy3 {2aidisSyQa 'L G22tX 2NJdzaaAy3a (GKS 2AyR?2
Gkaé¢ agAidoK

6. Operating System level Environment Variables that are used within Neuron ESB must be
prececedg A (bIS daNR y pé @ C2NJ SEI YLIX S5 dzaSNAR O2dzZ R ONXBI |
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Bl Administrator: Developer Command Prompt for V52013 - O X

C: \WINDOWS\system32>SETX Neuron_myUrl "http://localhost:9@98/echo” /M

SUCCESS: Specified value was saved.

C: \WINDOWS\system32>

7.2 A0KAY GKS bSdzNRPYy 9{. 9ELX 2NBNDa .AYRAY3I 9ELNEB
enclosed in the Neuron ESB tkat notation as shown below:

1 Binding Expressions X

Property bindings: Binding Expression:

® Client Connector URL ] {$Neuron_myurl}
Windows Domain
User Name

Password Property Description:

OAuth Provider

Credential Type The URL that the client connector exposes.
Service Identity

Client Credential Type
Metadata HTTP URL
Enable Client Metadata HTTPS End
Metadata HTTPS URL
HTTP Connection Limit
Client Certificate

ACL

External Metadata Location
Service Connector URL
Server Certificate

Failover URLs




8. Lastly, the following flag must be added the AppSettings group within the esbservice.exe.config
file: <add key="esbUseMachineEnvironmentVars" value="true"/>

Neuron 3.5.4.1130 Change History

Workflow

FIX¢ Correlated Workflows Not Restartirmgl' he following error could occur whewvorkflows with a
publish and receive workflow activity would not continue execution after the workflow transitioned to
an "Unloaded" state. This was because the ResumeCarcdédrkflowCommand would error out and
not resume the workflow at the workflow activity. This required a database stored procedure fix that
requires users to update the Neuron ESB database:

"'System.Data.SqlClient.SglException (0x80131904): The COMMIT TRANSACTION request has no
corresponding BEGIN TRANSACTION."

FIXc Workflowsnot restarting when ESBHost estarted¢ Under some circumstanceswbrkflowsare
in the unloaded statevhen theESBHost shuts down, they may not restart once the ESBHost is restarted.

FIX¢ Correlated Workflows/rassage remains in Pending Staf&ldresses the issue when sending an
initial message to a correlated type workflow, the workflow engine would not pickeprtessage. This
resulted in the messadaeingstuck in the Pending Messages queue (Messages tab in workflow tracking
in Neuron Explorer) and caused the workflow to never execute.

FIX¢ Correlated WorkflowdDelay Activity When a correlated workflow usespersistent delay activity
(delay longer than a minute so that it does persist), the workflow would not resume correctly if the
serviceisrestarted and the workflow was in the unloaded state. When the ESBHost started back up, the
workflows wouldtransition to anabortedstate due to this issue instead of resuming from the persist
point. This would most likely affect any correlated type workflow (as opposed to a Normal type with
receive message activities) with persist activities.

FIX¢ Correlated Workfiws/Not Restarting There was an issue with the ESBHost.exe where we were
not correctly loading the correlation sets on starting the ESBHost. This would cause workflows in the
unloaded state to not start back up upon restarting the esbhost.&4@s apgks to Normal type
workflows with publish and receive message activities that effectively make it a correlated workflow.

Adapters
MODc¢ Salesforce Adapter The adapter has been updated support versi8&s39 of Salesforce.

Installation

FIX- RegisterWmiEvent.psi The powershell script did netttempt to detect the drive that Neuron ESB
was running from. It was hard coded for thé @rive, which caused the script to fail. The script so now it
detects the drive where the needed exe is located.



Messaging
FIX¢ CreateReplyMessageWhen the CreateReplyMessage() was called, it did not correctly copy the
existing LocalPath property value to the new Neuron ESB Reply Message.

Business Processes

FIX¢ Service Endpoint Process Stelb the service edpoint the process step calls throws exceptions, it
could prevent the service proxy from being placed back into the pool. This could eventually result in
warning messages being written to the log stating that the maximum number of instances have been
reacted. This has been corrected.

Neuron 3.5.4.1119 Change History

Service Endpoints
MODc¢ Swagger Suppog Adding Authentication headers for Swagger to enable security models.

MODc¢ Credential Typg The Credential Type property if the Client Connector cam be configured
using Environment Variables. The values are NOT case sensitive.

Business Processes
FIX¢ Retry Process StepSetting the Retry to 1 would effectively abort any retries. This has been
corrected.

Configuration

FIX¢ Database Environment Vallesc If using an Environment Variable for the Neuron ESB Database

[ 2yySOGAz2y {ONAy3IZ 2y &l Nldzd §KS F2ff26Ay3 SNNEN.
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Adapters
MODc¢ NetSuiteAdapter¢ Now supports versions 2016.2, 2017.1, 2017.2

MODc¢ Socket Adapter Connection/socket failure handling has been greatly improved in both the
adapters. The Client Socket Adapter will now attempt to reconnect to the server socket on recoverable
socket exceptions.

Error/Warning logging has been greatly improved to allow/ tiser to easily identify any socket
problems that may occur.

Solicit Response mode has been disabled in both adapters when the adapter property "Message Body

Only?" is true.This was due to the fact that there needs to be some metadata added to the TCP

message in order to facilitate correlation between requests received from the bus and the reply

received back from the TCP endpoitdding metadata would defeat the purpose of being able to send

the body only.This does not affect Request Reply modéhernonquery modes (Publish and Subscribe

modes) when "Message Body Only?" is set to "Trueither Socket Adapter attempts to start up with
baSaal3aS . 2R& hyfeéKb aSi (2 be¢NHzShH 6KSy Ay a{2ftA0
Neuron Evet Log and the adapter will not start.



A bug was fixed where CPU usage would spike when a client socket unexpectedly disconnected from the
Server Socket Adapter.

Neuron 3.5.4.11 10 Change History

Monitoring

FIX¢ REST ARIIf WMI on the machine was comted, the Endpoint Health REST API would not be able

to return results. A COM Exception could be returned because of the WMI corruption. The REST runtime
controller has been modified to handle WMI corruption and resolve the underlying network name
regardless.

Adapters
MODc¢ Sharepoint 2007 PluginThe file has been renamed frotnb SdzNR y't dzo f AAKAY 3I{t HANT
GbSdzZNRPYt dzof AGKAYIDgaLE P

MODc¢ SharePoint Plugig The current 2013 plugin has been modified to support SharePoint 2013 and
SharePoint 2016. The plagolder has been renamed from{ KI NBt 2Ay 0 HAamMo bSdz2NRYy t
G{ KI NSt HAnymc HoSMIENR Y t dzof AOF GA2yé ® ¢KS LX dAAY FAES
GbSdzZNRPYt dzof AAGKAYIDgaLE O

Deployment
FIX¢ ExportConfig Command Lind an attempt was made to export aiBiness Process, the following
error would be reported:

ExportConfig Error: 1 : The process named "Order Process" was not found.
ERROR: The process named "Order Process" was not found.

FIXg ImportConfig Command Lind-ixed issue where if a Business Process was getting overwritten due
to an import, all text messages would list the GUID ID as the name of the Business Process, rather than
the friendly name.

FIX¢ ImportConfig Command Lén Fixed issue where any import would always import Administrator
roles, regardless of whether or not they were selected in the import.

Service Endpoints

MODg/ t ASy G / 2y ylSYOURINS NIBARNG &g laa | GGSYLIWGISR 2¢ | y2y¢
Ths maybe reported as an error through the global exception handler. This would be reported due to

an existing bug with WCF and rarely occurs. Although the &reported, itdid not affect the service

response. However, changes have been made to rgptas an Informational message instezdn

error message

Documentation
NEW(C¢ Neuron.CHM; the Neuron ESB Documentation (Neuron.CHM file) has been updated with new
Business Process Documentation.



Neuron 3.5.4.1100 Change History

Neuron Explorer
MOD¢ OAUTH ProviderxsThe Access Token and Client Secret properties were not appropriately
masked, making them visible at design time.

Adapters
FIX¢ MQSeries Adapterlf connection is broken or host not available, Neuron will now try to detect and

recreate rather than throw an exception. In addition, on error could throw a null exception preventing
the connection to the MQ Manager from being cleaned up. In some cases adapters that reported errors
or warnings would throw a null exception if executeging the execute adapter process step only if an
Exception object was not being passed in.

FIX- .NET DebuggingAdapter Execute process would throw an object exception when launching the
.NET debugger (in contrast to just running a test) in the Prd2esiner.

MOD- FTP AdapterAdded new CertificateValidation property so that users could turn off Certificate
Verification. When set to false, the Verification flag will be set to none and, in the receive event, the
action will be set to Accept. If truglefault) the previous verification process will be used.

NEW¢ MQSeries Adapter The adapter now supports poison message handling when publishing
messages from an MQSeries Queue to Neuron ESB. This is only in effect if the Transactional property is
setto true. The following poison message handling is implemented:

1. The Backout count of the MQSeries Queue is checked, and if it is nonzero, it is compared to the
Backout threshold that is defined on the message queue.

2. If the Backout count is less than thedRaut threshold, the message is sent to Neuron ESB to be
processed. If, for some reason, the transaction is not committed, the message is rolled back, and
the MQ Manager increments the message Backout count. Additionally, the cycle continues until
the message is committed successfully or until the Backout count becomes greater than the
Backout threshold.

3. If the Backout count is greater than the Backout threshold, the message is written to the queue

GKFd Aa aLISOAFTASR Ay (KS SlhdeSodzSa 9lj ded diS ¢y SLINPNISONILIK

gueue and then the message is committed. A warning (similar to below) will be written in the
Neuron ESB log files and the Neuron ESB event log:

Event Info: Adapter Endpoint 'MQSeriesSolicitResponse' reporting information.

There has been '13' attempts to read the Message with the ID of 'AMQ

az! {%bL/Y, npn/v, K  HpApd FNRBY G(GKS Uc¢9{c¢y |jdSdSo ¢

the queue. The message will be moved to the 'POISONQ' backout queue.

4. If there is ndBackoutqueuedefined for the queue, theNeuron ESB will attempt tose the
dead letter queue defined for the MQ Managdf.that is not defined, theiNeuron ESB wilbg



an error to the Neuron ESB event log and Heuron ESBg files similar tothe one below.The
message will continue thleuron ESBrLINE OSaaAy3IX ot yR S@Syiddz tte O
if the transaction is rolled back:

Event Info: Adapter Endpoint 'MQSeriesSoksfense' reporting information.

CKSNE KFa 0SSy Und FddSyLiia G2 NBIR GKS aSaal 3
from the "'TEST' queue. This exceeds the Backout Threshold defined on the queue. However, there

is neither a Backout queue defined for the queue or a Dead Letter Qebued for the Queue

Manager so the message cannot be forwarded and must be mamledised from the source

queue.

Installer

MOD- Madified the installer to accept a blank license key. Validation still occurs if theretisranin
the license key fid. This allows users to install Neuron ESB using the command lhmutvihe need
for a license key as shown in the example below:

msiexec /i NeuronESB_v3 x64 Release.msi INSTALLFOLDER="C: \Program Files \ Neudesic\ Neur
on ESB v3\ " /gb /lvx* install.log

Work flow
FIXThey S a DS/ dzZNNBy (12 2 NJ| Twad dot aSsighedthaiappropriate LIN2 O S R dzNB
permissions.

Neuron 3.5.4.1091 Change History

Workflow Tracking
FIX¢ Messages return nuff The Messages Tab Wforkflow Tracking could return a Null Exception when
clicked.

Endpoint Health
FIX¢ Rabbit MQ- If a user stops a Rabbit MQ based Topic from endpoint health, the status would always
reset back to "Started".

FIX¢ Sequence not found Exceptiarihis could beeported in the Neuron Log as a Warning when an
Endpoint attempts to start after a change has been recorded.

Workflow

FIX¢ Semaphorelimeoutg There were several issues that coollisethis. The symptom of which is
after a certain amount of time workflog/stopbeingprocessed and the following will continuously be
reported in the Neuron ESB log files:

semaphore timed out...

Theconditions, which caused thigere:



9 If Timeout shape is used in the workflow, and Workflow completes before timeout completes, i
did not release the thread which causes thread exhaustion and the workflow gets halted.

1 If using multiple receive shapes in a workflow, when a correlated message is received, the
workflow does not pick up the correct receive shape to resume, causingupted state,
which prevented the thread from being released

9 If the executing workflowgoes into a corrupted state, it would fail to release the processing
thread.

FIX¢ Memory Leak with Correlated WorkflowdJnder certain conditions correlateslorkflow could
cause memory usage to climb over time, preventing the runtime from releasing resources every time a
workflow completes or aborts.

FIX¢ Request/Reply WorkflowsWhen submitting Requests to a Neuron environment that contains

more than one Neron server, if the processor for the request is a Request/Reply type of Workflow
endpoint, the user may experience random timeouts while receiving the responses. This was due to the
lack of affinity when the workflow hosts query for workflow records te@xe. This required a

modification to the underlying stored procedure and requires users to update the Neuron ESB database
using the Neuron ESB Explorer or provided scripts.

FIXc Workflow Instances Fail to StagfThe Max Concurrent Workflow counter cdlde incremented to
its maximum limit if a SQL Server failure occurs, preventing new workflow instances from starting once
SQL Server connectivity is re established.

FIXcWorkflow Instancegail to Start; An orphaned record within the Neuron ESB databasédd occur

when a Workflow instancelerts due to an exception, or when a Correlated Workflow instance

completes. This will causke Workflow runtime to believe that the Workflow instanisstill running.
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instances of the Workflow the runtime will allowhe orphaned record will appear as a running instance

to the Workflow runtime. If orphaned records continue to be generated, the Max Concurrent Workflow

limit will be reached; no new Workflow instances will be created and messages will start accumulating in
the database queue. In the Messages Tab of Workflow Tracking, users will see the message count grow.
The Neuron ESB log file for the Workflow Endpoint wilbr@entries similar to those below:

2017-05-11 23:16:57.1987:00 [Workflow Endpoint 1 Runner] DEBU®Ge semaphore timed out

2017-05-11 23:16:57.1987:00 [Workflow Endpoint 1 Runner] DEBWiting on the semaphore for
capacity to execute a command.

This condition could take several days to become visible.

FIXc Service Endpoint Activisk ¥ | {h!t OFff 4l a& YIRS gAGK GKS a9y
enabled on the Service Connector, the following warning would be written to the Neuron log file:

fcaptureHttpResponseProperties arguments: Method = null. This could happen if the old text properties are
being used to set the Method on the ESB Message object. Please use ESBMessage.Http.Method instead."



The warning is now only raised if the call is REST based service and the Method is not set.

FIX¢ Publish Request Messagé&Vould throw an exception if Synchronous = false. Also changed default
value for Synchronous property = true.

Neuron Runtime

FIX¢ Failure to start on misconfigured WindoWwailover Servers Neuron ESB would throw the

following errors and fail to start if the server that Neuron ESB was installed on has Windows Failover
Server installed on it and it has yet to be configured or is misconfigured in some way:

System.Exception:l@ter Network Name: Neuron ESB Service is unable to determine if Failover
cluster is installed:2147023143: There are no more endpoints available from the endpoint
mapper.

This would be followed by the following error:

The configuration service failed startup. Value cannot be null.
Parameter name: machine

Installation
FIX- RegisterWmiEvent.psi The powershell script did not check for the OS architectureb(B2s. 64
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would cause the InstallUtil.exe that is ran from the powershell script to fail finding the path to the .mof
file used by InstallUtil.exe in some-64 systems.The error will be shown in the console/powershell
window that the scripis ran in, giving a System.lO.DirectoryNotFoundException, even though the
directory and file exist that InstallUtil.exe is looking for (which can be verified by navigating to the
displayed path in Windows Explorefhe displayed error would be similar the following:

System.lO.DirectoryNotFoundException: Could not find a part of the
path W XWindowd System32wbem Frameworkroot\Neudesic_ESB W0
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Neuron Configuration

FIX¢ Encoding/Decoding neASCII Character Setdeuron ESB encrypts certain content (i.e.

passwords, connection strings, etc.) for storage and decrypts this content at runtime using an ASCII
encoder. For example, if an extended character (i) is ud in the name of a database within the
bSdzNREYy 9{. O9ELX 2NBNE Al 62df R SyR dzLJ aG2NBR | yR
uses arlSG88591 encoder.

Service Endpoints
MOD¢ Message Security ExceptigWhen using Windows:Message setyon a service connector,
the underlying Kerberos ticket may timeout after 10 minutes generating the following exceptions:

Exception sending request message

O



Neuron.Esb.Channels.ChannelSendException: Server error. Exception Type:
System.ServiceModel.Setyu$essionKeyExpiredException

Exception Message: Cannot renew the security session key.

System.ServiceModel.Security.MessageSecurityException

Exception Message: An unsecured or incorrectly secured fault was received from the other party

Inner Exceptionype: System.ServiceModel.FaultException

Inner Exception Message: The security context token is expired or is not valid. The message was
not processed.

If either the SessionKeyExpiredException or FaultException occurs, the underlying proxy will be disposed
and the next call will renew the Kerberos ticket. If a MessageSecurityException is generated, Neuron ESB
will automatically attempt to retry the service call after recreating the underlying proxy, renewing the
underling Kerberos ticket. Service Policies ba used use to ensure failed service calls automatically

retry.

FIXg Service Connectors fail to preserve propertyhen creating the reply message the
RequestHeadersToPreserve header property value was not getting copied to the newesghge.

FIX- ServiceConnectoc L ¥ | {h!t OFff gFa YIRS gAGK GKS a9yl of
the Service Connector, the following warning would be written to the Neuron log file:

fcaptureHttpResponseProperties arguments: Method = null. This could happen if the old text properties are
being used to set the Method on the ESB Message object. Please use ESBMessage.Http.Method instead."”

The warning is now only raised if the call is to a REST based service and the Method is not set.

Adapters

FIX¢ MQSerieg; If the Translation Option was set to None, whether or not the MQSeries Format
property was populated, the message bytes were published to Neuron ESB as a binary message. This
has been corrected. If the Format property is populatée inessage type will be set to non binary.

FIX¢ MQSeries; MQMDE Format property (if present) was not being evaluated against Translation
Options.

MOD¢ MQSeries; The Remove BOM property has been removed. If a BOM is present, it is now always
removed.

MOD ¢ MQSerieg; Translation and Conversion has beradifiedto ensure consistency with MQSeries.
fGKS dav [/ 2y @&3étiofrue tHINBQGIIOIOANVERZG will be added to the



MQGMOoptions before the MQGElirectingMQSerieso do the encoding translation. If thé a v

Translation Optioa groperty is set to NONE, the message will be convertegdadedCharSethf the

gueue manager. the & a Wranslation Optioa ¢ropertyisset to UTF8, Unicode or ASCII or, where
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MQMD.CharacterSet property will be set to the CCSID (or appropriate CCSID that represents UTF8, ASCII
or Unicode), directing MQSeries to do the translatiod. KS G av / 2y @&Sétio FalsapdP LIS NIi &
selectedd a Wranslation Optiod ¢ 2 LJi A Byfthe NeurorRESE @intime.

FIX¢ MQSerieg; If the Lhicodeoptionis selected for the "MQ Translation Options" property, the
following error could be thrown:

Translation of message bgdo unicode failed. Attempting default translation by CCSID. Unable
to read beyond the end of the stream.

NEW- SharePoint 2013 plugmA new SharePoint 2013 plugin for evdrased publishing has been
added.

NEW¢ DynamicsAX 2012 A new DynamicaX 2012Adapter has been addedhis will work withAX
2012, 2012 R2 and 2012 R3.

MOD¢ Dynamics CRM XRM Adaptddicrosoft has issued a notice that all applications using the
Microsoft Dynamics XRM SDK for connecting to Dynamics 3@%mugpgraded prior to June 30,

2017. To support this requirement, Neuron ESB now ships with the necessary assemblies from version
8.2.1.1 of the Microsoft Dynamics 365 Software DevelopmentTKie new assemblies are backwards
compatible with DynamicsRM 2011 and laterThis change requires you to install version 4.5.2 of the
.NET FrameworKThis is only required if you are using the Dynamics CRM XRM Ad&pteprevious
version of the Microsoft Dynamics XRM SDK assemblies was 6.0.1.219.

NEW¢ SFTRAdapterg Support has been added for HTTP, SOCKS4 and SOCKS5 proxies.

Business Processes
NEW- Flat File Process SteBupports converting flat file to JSON as well as XML.

MOD- Flat File Process StepJsers can doublelick process step to launch Fkite Wizard.
MOD- Set Property Process StefpJsers can doublelick process step to launch Expression Editor.

MOD- Set Property Process Stef\ll Neuron ESB Process Step properties and all constants have been
added to the drop down list.

MOD- TraceStepc Will only trace if Trace Level is set to Info.
MOD¢ Workflow Process StepThis has been removed.
MODc¢ JavaScripProcess Step This has been removed.

MODGRulesc WFCwWS Y F YSR (2 d&wdzZ Sa 9y3aAySéo



MODc¢ Rules EngineUsers camouble-click process step to launch Rules Editor.
MODc¢ Http Client Utility- Users can doublelick process step to launch HTTP Form.

MOD¢ Xml Query, Table QuegNeither was returning a Neuron ESB Message with the Reply semantic
set.

FIX- Parallelg Thiswould throwthe following exception if a Branch of a Parallel Step contained another
Parallel Step:

System.ArgumentException: An item with the same key has already been added.

NEW( Flat File to Xmt The option to apply W3C XML Schema data typebdsfhas been added to
the column definition page of the wizard. The datatypes will be reflected in the XSD Schema generated
(if enabled) and will be used to validate the parsing of the flat file at runtime.

MODc¢ Flat File to Xmt Engine caching has &e disabled when testing in the Business Process

Designer. Previously, if a user made a change and retested, the change would not be reflected in the test
due to caching. They only way to clear the cache was to change the name of the process step or close
and reopen the Neuron ESB Explorer.

MOD- Flat File to Xmt Drop down box listing Text documents from the repository is now listed
alphabetically.

FIX-Flat Fleto XmtA ¥ (G KS GCANBRG w2g¢ /2yl Aya [/ 2fdzYy bl YS&asé
saval flat file definition would not properly load within the wizard. The Delimited/Comma option would
always be selected instead.

FIX¢ Flat File to Xmd After making changes and closing the Wizard the Business Process Designer
would not be notified of the ltange. Consequently, the Apply button would not be enabled.

NEW Flat File to Xmt Include Schema property has been added that functions identically to the
existing Include Schema feature in the Excel To Xml Process Step. When set to True, the XME outpu
the Flat File to Xml Process Step will be prepended with an XSD Schema.

MOD- Flat File to XmiIf a process step does not have a name assigned to it, the following warning will
be written to log files:

G¢KS Cfld CAfS t I Nangins mseden the Name gddpesty of the Prdtebsh A y 3
Step. The current Flat File Parser Process Step does not have a value for its name property. If

there is only one Flat File Parser process Step onNaane of Process Business Process then

the correct parsing engine will be used. If there are more than one, and they are configured to

use different Flat File Parsing definitions, the wrong engine will be used to parse incoming files.
Please ensure that each Flat File Parser Process Step isRssigne dzy A j dzS y I Y S¢€



FIX- Flat File to Xmiwould throw ArgumentOutOfRangeExceptierception if there were more fields
in a row then there werelefinedcolumns due to missinQuoted Character. Multiple delimiters within a
defined Quoted Character were natgported. Now a custom error is thrown tellintpe user exactly
what field is affected and how to correct.

FIX- Flat File to Xnmd Anobject null exceptiomould occuwhen the User defined optiowas selected
followed by navigatingo the page to createolumns.After which ifthe Backbutton was selected
followed by selecting the Next buttaio navigate to the page to create columns again

MODc¢ Excel to Xmt Root Element Name, Row Element Name and Namespace properties are now all
optional.

MOD¢ Excéto Xml¢ When generating an XSD Schema by setting the Include Schema property to True,
msdata based attributes are now removed from all elements.

FIX¢ Execute Process Step causes runtime cgdélan endpoint referenced Busines$rocess that

contained an Execute Process Step and the process that called, contained another Execute Process Step,
if the endpoint was later recycled due to a change deployed that affected it, the Neuron ESB runtime

may unexpectedly terminate.

FIXc Timeout Process StepAnadditional 30 seconds would always be added to the value of the
Timeout property due to an internal wait interval.

FIX- Service Endpoint ProcessStep ¥ | {h!t OFff 6l a&a YIRS gA0GK (KS
enabled on the Service Connector, fiedowing warning would be written to the Neuron log file:

fcaptureHttpResponseProperties arguments: Method = null. This could happen if the old text properties are
being used to set the Method on the ESB Message object. Please use ESBMessage.Http.Method instead.”

The warning is now only raised if the call is to a REST based service and the Method is not set.

MOD¢ Compression StepContentType and ContentEncodiogstom Neuron ESB Messageperties
have been addedThese havalso been added to the Neuron.Esb.Zip.Attachment class

FIX¢ Service Endpoint Process Stdpthe service endpoint step is configured to use a service policy,

and that service policy has the option "Do not apply policy if the failure is a service faattbption

will override the Service Endpoint Step property "Throw Exception on FaMith this combination of

options an Exception would never be thrown by the Service Endpoint Step when a fault occurs. This has
been corrected.

Transports

FIX- Rablit MQ - If topic is disabled at server, the parties that are connected to a Rabbit MQ based
Topic, would not receive the Neuron ESB OffLine event and would remain connected to the underlying
Rabbit MQ server.



FIX¢ Rabbit MQg TheUncompressedBodySize Neuron ESB Message Header property was not properly
serialized to subscribing clients. The property would always have a value of zero.

Messaging
FIXc Party Dispose2 KSy RA&LIZaAy3d | LI NIe& FNRY gAGKAY GKS LI
LockRcursionExceptionould be thrown.

Neuron 3.5.4.1017 Change History

Transports

FIX¢ Rabbit MQ Dead Letter Processintj a message expired, the Neuron ESB dead letter processor
would attempt to move it to the Neuron ESB Failed Message table, generating a
System.NullReferenceExceptiand spiking CPU utilization to 100%.

Neuron 3.5.4.1013 Change History

Neuron ESB Samples
FIX¢ Custom Process StepsSeveral resource files were missing from the samples shipped in CU4 which
prevented the samples fromvorking. These have been added back in.

Neuron ESB Solution Storage

MOD¢ Save Configuratioq In previous releases, Neuron ESB would stiseecontents of the repository

files as both xml files in their respective sub directories within the solution felalecture, as well as

raw data in the esb_configuration.xml file, essentially duplicating the data storage. Neuron ESB was also
duplicating the Zone data within the esb_configuration.xml file as well as in its respective Zone xml file
within the solutionfolder structure. Thisvould cause issues when editing Zone settings as sometimes

they would not overwrite the settings in the esb_configuration.xml file. At runtime the Zone settings in
the esb_configuration.xml file would be usedther than those inlie Zone xml fileLastly, we were also
storing theAdministrator Roleredentials (encrypted) in the esb_configuration.xmakher than as

SY ONE LJiG SR -AdnjinistFatorfg S & dioyWhikethisRedebide, once a user saves a change in an
existing stution, Neuron ESB will move all the Administrator Role accounts from the
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redundant repository document data from the esb_configuration.xml, leaving oelyehository

metadata. Lastly, the save process will also remove the Zone data from the esb_configuration.xml.

FIX¢ Save Configuratiog Unhandled Exception could occur when clicking the Save button on the
Neuron ESB Explorer Toolbar. This has been ¢etec

FIX- XSLT Document Load IssW¥hen Loading the XSLT document from the Neuron ESB Repository,
special Markup characters like carriage returns, etc., are not rendered in the final displayed XSLT or
executed XSLT.

FIXd Swagger Document Load Issued If a Swagger document was opened in a previous solution, it would
not close correctly when opening a different solution and would remain visible if a user navigated back to
the Swagger Document Repository.



Business Processes

FIX¢ Service Endpoint Process Stgphe Service Endpoint could fail to throw an exception if a Fault
aSaalr3asS g1 a NBOSAGSR FYyR (KS LINRPOSaa adsSLIQa a¢ KNP
previous execution of the process step threw anepton.

FIX¢ Execute Process Process Stepusing the Context.State dictionary within a process called by the
Execute Process Process Step to maintain state between executions of the called process, the state
would not be maintained between executians

MODc¢ Execute Process Process St¢pK Sy RS Of F NAy 3 | @+ fdz2S F2NJ 6KS a9
(used to tell Neuron that the process to execute is located in a different solution other than the existing

one open), Neuron was making a full copy of temote configuration for each process instance in the

pool. Now it only reads the Business Processes from the remote configuration, rather than reading and
decrypting ALL Neuron ESB entities, like Topics, Endpoints, Workflows, etc.

FIXc Execute Procesg@tess Step2 KSy RSOt I NAy3I | @I tdzS F2NJ G6KS a9{.
(used to tell Neuron that the process to execute is located in a different solution other than the existing

one open), under high concurrent load, Neuron ESB would report atdeasbf the following

exceptions:

System.NullReferenceException: Object reference not set to an instance of an object

This would be followed by many Pool Timeout exceptions. This was because we could have competing
threads all trying to create copies of themote configuration, which entailed file deadlocking. This has
been corrected. Only one global remote configuration object is created now for all process instances to
be created from.

FIX¢ Execute Process Process Stdphis could throw the following erption during concurrent
execution as in the case of being hosted in a Client Connector when processing many concurrent calls:

Exception Type: System.ArgumentException

Exception Message: The key already existed in the dictionary

NEWC Execute Process Process Stéhis has been modified to use a Blocking pool of processes to

allow better scale out for concurrency and to eliminate all calls being serialized through one process.
¢CKSNBE IINB y26 H ySg LINELISNIyASE LENPOPNSMERRumG! 0XKB2 Nkt @
Instances (defaults to 1) and Pool Timeout (defaults to 1 minute). Once the maximum number of

pipeline instances have been created, the Pool Timeout determines the amount of time to wait for an

existing pipeline instanc® become available before throwing a timeout exception.



~ Bindings
Bindings (Collection)

~ General
MName PipelineExecution
Disable False

~ Misc

ESB Solution Source
Process Create ODBCAdapter Msg
~ Pool Management

Maximum Instances 50
Pool Timeout 00:01:00

NEWC Event Source accessithin a Business Process users can check the direction of execution they

are within. For example, users may want to do something specific if a Business Processgsanrithe

On Publish event of a message versus the On Receive event. This can be accessed using the following C#
within a Process Step:

if(context.EventSource == ExecuteEvent.OnReceive)

{
}

/I if receiving ...do something

FIXc Adapter Endpoint Proce&tep- A null exception could occur due to a race condition.

FIX¢ Referencing External Assemblidéthere is a custom assembly referenced at the process level, but

that assembly is later deleted from the machine, the code step referencingatisambly will still
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removed from the process level assembly reference collection, the code editor will start throwing

compilation errors again (users hatgeget the editor to recompile the code after removing the

reference, which can be done by changing anything in the code for the step). This has been corrected so

that the code editor will detect the missing assembly and display the appropriate compigaitoms

FIX- Adapter Endpoint Process Stehis can now be tested at design time within the Business Process
Designer.

MOD¢ We finally removed all references to the old text based properties we used to use to access SOAP
and HTTP context properties loe¢ we added the HTTP and SOAP APl on ESB Message. Specifically, the
"MessageHeader", "MessageProperty HttpRequest" and "MessageProperty HttpResponse" property
prefixes have all been removed. These were deprecated several years ago. Typical uses faoultese

be within a C# Process Step. Here is an example of how they were used:



context.Data.SetProperty(

context.Data.SetProperty(
Type" , "application/xml"

"MessageProperty_HttpRequest"

"MessageProperty_HttpRequest"

)

"StatusCode"

context.Data.SetP

| SNBQa K26

context.Data.Http.Method =

context.Data.SetProperty(

context.Data.SetProperty(
, "200" ),
context.Data.SetProperty(
"StatusDescription”

, "great” );
roperty( "MessageHeader" "LocalPath”
GKAA alYS AYTF2NXIGA2Y

context.Data.Http.Headers.ContentType =

context.Data.Http.Header
context.Data.Http.StatusCode = System.Net.HttpStat

context.Data.Http.StatusDescription =

context.Data.LocalPath =

Developers should use something like Notepad++ to search the Processes directory of thein mluti

"Ipath"”

"POST";

s.Location =

"MessageProperty_HttpResponse"
"MessageProperty_HttpResponse"

"MessageProperty _HttpResponse"

"application/xml"

,usCode.OK;

"great" ;

, "Method" , "POST")
, "Content -

, '"Location" ,

, "lpath” );
aK2dzZ R 0S5

all places where either the "MessageHeader", "MessageProperty HttpRequest" or
"MessageProperty HttpResponse" text properties are being referenced and replace them with the

appropriate API.

NEW- Audit Process stepThis has been modified to use B&ing pool of proxies to allow better scale
out for concurrency and to eliminate all calls being serialized through one proxy. There are now 2 new
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Pool Tmeout (defaults to 1 minute)When set to 1, the Audit Process Step will operate as in previous
versions, using the default Audit Proxy at the Topic lévate the maximum number of instances have
been created, the Pool Timeout determines the amountirok to wait for an existing proxy to become

available before throwing a timeout exception.



~ Bindings
Bindings (Collection)
~ General
Disable False
Name Audit
~ Misc
Action Receive

Audit Custom Propel True
Audit Message Body True
XPath

¥ Pool Management

Maximum Instances 48
Pool Timeout 00:01:00

MOD- Adapter Endpoint Process Step KSNBE | NB y 26 H ySg LINBLISNIA
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minute). Once the maximum number of instances have been created, tHelPoeout determines the
amount of time to wait for an existing proxy to become available before throwing a timeout exception.

~ General
MName ExecuteAdapter
~ Misc
Adapter Endpoint OdbcQueryEndPoint
Timeout 00:01:00
Adapter Odbchdapter
Category
Mode Execute
Party Id PlayaSub
Policy Default
Run As
¥ Poeol Management
Maximum Instances 50
Pool Timeout 00:01:00

NEW- Logging; A new logging level flag has been added to the Process Designer. This allows
developers, if writinggustom tracing statements, to first check the runtime logging level so that the
O2YLIAEt SNI R2Say Qi dzyySOSaalNARfte& ONBFIGS adNRARy3a&
within a C# activity custom logging could look like this now:

if (context .Instance.lsDebugEnabled)

context.Instance.Tracelnformation( "only run this statement if
'Verbose' logging is enabled" );
if (context.Instance.IsInfoEnabled)

context.Instance.Tracelnformation( "only run this statement if 'Info’

logging is enabled" );

2



if (conte xt.Instance.lsWarningEnabled)

context.Instance.Tracelnformation( "only run this statement if
'‘Warning' logging is enabled" );
if (context.Instance.IsErrorEnabled)

context.Instance.Tracelnformation( "only run this statement if 'Errors’
logging is enabled" );

All logging statements will be written to the Neuron ESB log files.

MOD- Adapter Endpoint Process StefRemoved the internal retries based on policy that we previously
did. This makes it consistent with the Adapter Endpoint Workflow Activity. If usguére retries, this
can be easily accomplished by enclosing the process step within the Retry Process Step.

NEW- Service Endpoint Process Stephis has been modified to use a Blocking pool of proxies to allow

better scale out for concurrency and ttireinate all calls being serialized through one proxy. There are

Y26 H YSg LINPLISNIASa t20FrGSR Ay GKS atz22f alyl3sSy
(defaults t0100) and Pool Timeout (defaults to 1 minute). Once the maximum number of instances

hawe been created, the Pool Timeout determines the amount of time to wait for an existing proxy to

become available before throwing a timeout exception.

Disable True ~
Name ServiceEndpoint
v Misc
Service Endpoint PaymentService
Service Url http:/flocalhost:8733/De
Service Binding BasicHttp
Message Pattern  Request-Reply
Service Policy
Category
Description
Throw Exception on | False
¥ Pool Management
Maximum Instances 100
Pool Timeout 00:01:00 =

FIXC Audit Process StepF AESR A &448dzS 6KSNB I dzRAG &ASNBAOS g2dzx R N
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first time in designer. Subsequent tests would succeed.

NEW- Service Endpoint Process Steidsers can dynamically set the name of the Ser@icenector to
execute at runtime by modifying the Service header of the ESB message like so:

context.Data.Header.Service = "myServiceConnector"

FIX- ODBC Process Stegwhen running in a for loop under stress the following error may occur:



Exception Type: System.NullReferenceException
Exception Message: Object reference not set to an instance of an object.

Adapters
FIXc SQL Service Brokewhenandi 9b5 / hb+9w{! ¢Lhbé¢ YSaal3aS A& oSAy
error could be thrown if multiple result sets was not enabled on the connection string:

Exception: The SQL Service Broker adapter endpoint,
to the bus. There is already an open DataReader associated with this Command which must be
closed first.

Inner Exception: There is already an open DataReader associated with this Command which
must be closed first.

Method: ValidateConnectionForExecute

w

FIXc MQSeries Adaptec2 KSy aSGiAy3 GKS av C2NXYIFG LINPLISNI & (2
an empty string. This has been corrected.

& Apply @ Cancel | Bindings Adapter Bindings Editing Endpoint MQSeriesSolicitResponse | [
General Properties
Batch Size 100 ~
MQ Get Version 1
Watt Interval 500
Error Reporting Error
Error On Poling StopPollingOnError
+ (Response Properties)
Correlation Options MQRO_COPY_MSG_ID TO CORREL_ID
Maximum Wait Time 300000
ReplyTo Queue Manager Name (Optional) QM_MWASZNICKY01
ReplyTo Queue Name (Optional) MQ_RESP
v (Subscribe Properties)
M) Format NONE
Persistence MQSTR
v
MQ Format
MQ Format for Message. Used for sending messages from .NET client to MQ Series. Default is MQFMT_STRING.

FIX- SMTP Adapter When sending file attachments, the name of the file in the email received would
display the full file pth and name of the attachment. Now it will just display the original filename minus
the original path. Also, when sending non XML messages as the body, an invalid root error could be
thrown when attempting to resolve custom properties via XPATH.

NEW- MQSeries Adapter, Extended logging has been added. Also, if a publish fails, the adapter will
attempt to log the message to the Neuron Audit database.

NEW- Adapter Framework Added logging levels to the Adapter Framework base class so that adapter
writers can check the logging level before creating their strings i.e.

if (base.lsDebugEnabled)
RaiseAdapterinfo(  ErrorLevel .Verbose, "hithere" );

FIX- NetSuite Adapteg Fixed memory leak detected under concurrent load.



FIX- Salesforce Adapteay Fixed memory leak detected under concurrent load.

FIX¢ ODBC Adapter Fixed memory leak detected under concurrent load when executed from an
Adapter Endpoint Process Step.

Workflow

FIX¢ Service Endpoint Workflow ActivigyThe Service Endpoint could fail to throw an exception if a

ClhdzZ G aSaal3S 61 a NBOSAOSR IyR (GKS | OGA@QAGEQA ac¢K
previous execution of the activity threw an exciept

FIX¢ Deserialize Workflow ActivitiesIf a user entered a value for a property in the designer, rather

GKIFIYy RANBOGfe Ay GKS 22N] Ft2¢ ! OGAGAGEQA LINRLISNI &
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Activities.

MOD¢ Empty Referenced Assemblies element generates Null Exception on staftine
ReferencedAssemblielement within the XML file that represents a Workflow Definition corgain

empty string elements (i.esstring></string}, a null exception would be generated on startup. An

empty string element could occur if théML files are manually edited. If this occurs, users can open the
Neuron Solution within the Neuron ESB Explofegtripty elements are detected, they will be removed
and the user will be notified of the modification via the Changes dialog box. To persist the changes, the
user must accept them and save the solution using the Neuron ESB Explorer.

NEW- Service Endpoint/orkflow Activityg Users can dynamically set the name of the Service
Connector to execute at runtime by modifying the Service header of the ESB message like so:

message.Header.Service = "myServiceConnector" ;

FIX- Workflow Endpointg if a workflow endpint was disabled but still assigned to an Availability
Group, it would still attempt to start and generateSgstem.ArgumentNullExcepti@xeption.

NEW- Logging; A new logging level flag has been added to the Workflow Designer. This allows
developers,fiwriting custom tracing statements, to first check the runtime logging level so that the
O2YLIAEfSNI R2Say Qi dzyySOSaal NRfe& ONBFGS adNARy3Ia i
a C# activity custom logging could look like this now:

if (Log.l sDebugEnabled)

Log.Debug( "only run this statement if 'Verbose' logging is enabled" )i
if (Log.lsInfoEnabled)
Log.Info(  "only run this statement if 'Info' logging is enabled" );
if (Log.lsWarningEnabled)
Log.Warning( "only run this statement if '‘Warning' logging is
enabled" );
if (Log.lsErrorEnabled)
Log.Error( "only run this statement if 'Errors' logging is enabled" );

All logging statements will be written to the Neuron ESB log files.



FIX- Workflow Persistence Delay Activity'when a persistentlelay workflow activity completes,
Quartz.Net could throw the following exception:
G!'y SNNRBN) 200dzNNBER ¢gKAES GGSYLGiAy3 G2 RStESGS
2 YLX SGSRY 'ylLofts (i2 dyaOKSRdA S ¢ NAIISNE

Service Endpoints
FIX- Client Connectorg for SOAP messages, the message would not always be settwnawg. This
has been corrected.

FIX- REST Service endpoigtBuffer Size and Max Buffer Pool Size are not being set to their default
properties internally. Previously these were being setdo high a value which could result in leaked
memory over time. Also, REST service endpoints will now use the Maximum Message Size parameter
from the UI.

NEWC( Service Endpoints Added support for users who want to use the Microsoft WCF

WebHttpBinding witiNeuron Client and Service Connectors. If a custom binding is created with that
name, Neuron ESB will recognize it and use it. This can be used as an alternative to the built in Neuron
ESB REST binding.

MOD- Client Connector Changed from Single to PedlD#ode. Also fixed issues with service endpoints

that route to SOAP where endpoint has capture http headers enabled. When they received a message
that came from a REST call where HTTP headers were enabled, content type and get methods would kill
the call Lastly, faulted events with the host are captured and logged appropriately.

Neuron ESBRuntime

MODc¢ Zone Internal Binding SettingsThese settings located on the Server tab of the Zone are used by
all of the internal Neuron ESB services such as thédtoation, Control, Management and Auditing
services. The default values for new solutions have been changed to:

Internal Service Binding Settings

~ Binding
Close Timeout &0
Listen Backlog 128
Max Connections 1000
Open Timeout &0
Send Timeout &0
o Sarvice
Max Concurrent Calls 500
Max Concurrent Instances 200
Max Concurrent Sessions 1000
Relizble False

Max Concurrent Calls

The upper limit of active messages in the service. The default value is 500 but can be
rnodified.

MODc¢ Internal Session Managemeqin previous versions, Neuron ESB Parties and Endpoints
YEAYGFEAYSR LISNBA&AGSYG O2yySOilAaAz2ya (2 bSdNRyQa Ayl



services. Increasing numbers of endpoints added to a solution couttisuitally increase the number

of sessions required to be configured at the Zone level (i.e. Max Concurrent Sessions). In very large
azfdzianzya 6SQ@S aSSy GKAA ydzYoSNI I LILINRZIF OK AS@OSNI f
enough, endpoints woultime out attempting to connect at startup or new endpoints could be blocked

from connecting. Moving forward this has been changed so that these are no longer persistent sessions.

This will result in a significant decrease in the number of sessions cragiéeast Neuron ESB internal

services and should dramatically reduce the incidences of blocking or timeouts when starting up or
connecting to the Neuron ESB server.

MODc¢ Adapter/Service Policy RetriedVhen using Transactional MSMQ as a Topic Transpert, t
following error could be reported in the Neuron ESB log file and Event log:

System.ServiceModel.FaultException: The transaction under which this method call was executing was
asynchronously aborted.

Thiswas happening within our GlobBkception Handler for WCF and occurvdten Neuron ES®lled
back the underlying Transactiagmthe course of the Policy executiohhis errowaserroneousand has
now been suppressed.

MODc¢ Configure ServerAdded the ability to view the default .NEiréad values when opening

configure server dialog within the Neuron ESB Explorer. This dialog allows the user to override the
existing .NET thread pool values to accommodate burst load scenarios. The default values are listed in
greyed out text to the righof the editable text boxes as shown in the figure below:

f_,, Configure DEFAULT829 Server e
Server Logging Performance
.Net Thread Pool Size: Qverride Max Worker Threads: |32?6?
Min Worker Threads: |ZUU
Max 10 Threads: |ZUUU
Min IO Threads: |ZUU

Save Cancel

MODc¢ Startup timeg Solutions that have hundreds of endpoints should start up significantly faster
now, anywhere from 50% or more.

MODc¢ Adapter Endpoint Performance Enhancementas previous eleases of Neuron ESB, message

traffic received by Adapter Endpoints was always serialized to support ordered delivery. In this release,
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within the Neuron EB Explorer (see below)



11 Neuron ESB Explorer _ O %
File View Tools Help
H | ﬁ‘ @ Stopped - o/ B Configure Server | Category Fiter ~
You are working offine. D:\Neuron\ Testing\ TestSolution
Connections #  Adapter Endpoints
- » Tasks
o okfor [ | e
g Import a Service
* Connection Methods New Copy &3 Delete | Generate Hide Detail
3 A
& Mapter Regtbation Name Cateorv | Zome | Adaoter Mode | Descriotion
< Service Bindings » & Mapublsher — = Pry————— | P
< Service Behaviors ¥ [ o e ) E——
—— M is da it
e ocbcouenendone | | entarse Eeate ot
vt | enterore | | Excaute
P wB'M -
& iy @ Apply @ Cancel  Bindings Adapter Bindings Editing Endpoint OdbcQueryEndPoint
@ Workfiow Endpoints
= = Polices General Properties
< Service Policies
& Adspter Polides Enable Adapter Endpoint
Name: OdbcQueryEndPont | Adapter: OdbcAdapter ~
3 Description: dsdf Mode: Execute o
) messaging
Run As: ~
Repository
y Include Metadata Properties
# Category: v | PatyId: | Playasub ~ O Shoke nstance
@ Security
,”’ Processes
g LepkvIEs 3 of 3 selected.
G"m Al # A B €C D E F G H I J K L M N O P Q@ R S T U V W X Y 2

If this property is set to a default of 1, the behavior will be consistent with previous builds of Neuron
ESB, essentially serializing all calls to the Adapter Endptiatpool size number indicates the

maximum number of adapter instances that Neuron ESB2 dzft R¢ ONXBIF S dzy RSNJ G KS
messagesFor example, if the Pool Size was set to 250, but Neuron ESB was only sending in a few
hundred request/sec, more than likely only a handful of adapter instances would need to be created to
handle the hroughput. In previous builds, normal throughput for an Adapter endpoint was generally
limited to a couple of hundred messages per second processed (depending on the adapter). By
increasing the Pool Size property, that number can be increased to seveusbind messages per

second processed. If a Neuron ESB Adapter Endpoint is receiving more messages than the configured
Pool Size can service, Neuron ESB will write out warnings in the Neuron Log file of the endpoint alerting
users that Neuron ESB is ocoasilly waiting for an instance to become free to use i.e.

2017-03-26 20:29:24.82D7:00 [4] ALWAYESB Trace Lef/lachine: - Trace level:
Error+Warning

2017-03-26 20:29:37.2047:00 [168] WARN Waiting to retrieve 'OdbcQueryEndPoint’ adapter
endpoirt from collection because we've hit our pool size limit.

This is a good indicator that the Pool Size should be raised, or the Adapter Endpoint itself is too long
running in its processing of a message.



For example, using a SOAP Client Connector, TCPahdmn ODBC Adapter in Query mode, (basic
Request/Response scenario), a pool size of 50 to 100 allowed the service endpoint to achieve 10+ times
the throughput of previous releases, while decreasing the average request/response times.

In a multicast scen@, publishing to a TCP Topic to an ODBC Adapter in Execute mode (inserting a
record into a table), using a pool size of 250, we saw up to a 40 times increase in throughput/inserts into
the table.

An important note though. This setting will have margihahy performance impact when messages are
received by the Adapter Endpoint either over a Rabbit MQ topic or an MSMQ Topic where the MSMQ
Transport is configured for Ordered Delivery.

MODc¢ Adapter Endpoint Performance Enhancements &t N2 OS a&éA yIINPCLKINSEG &R K | &
added to Adapter Endpoints and accessible either by using an Environmental Variable to set the
property (as shown below)

}3 Neuron ESB Explorer

File View Tools Help

- ] x
=] h- @ Running - o] @@ | Configure Server | Category Fiter -
You are working offine. D:\Neuron\ Testing\ TestSolution 13 Binding Expressions x
5 - q
CEnEE # Adapter Endpoints Property bindings: Binding Expression:  Type in Ctrl + SPACE to see list of varisbles

T tokror [ || Rwh

g Import a Service Bl N dintho & L S

[ » Connection Methods ) X
o e e New Copy &3 Delete Generate Property Description:
@ Adapter Re:
P geraten Name Catagory - -
The maximum number of threads to use when processing messages
> | &  MapPublsher Genera from Single threaded Queued based Topics.

g Service Bindings

[y Service Behaviors

b | & Mosub

oint | Genera
[  Endpoints
[BE~§ OdbcouervEndPoint _

g Service Endpoints
4@ Adapter Endpoints

{3 Workflow Endpaints

= # Policies

& Service Policies © Apply @ Cancel | Bindings Adapte diting Endpoint OdbcQueryEndpoint | [
.
&% Adapter Polices — ropertes
Enable Adapter En
Name: OdbcQueryEndPaint
Description:
59 Messaging
] Include Metadata Properties
Zone: Enterprise ~| poicy: | Default v Pool Size
;}V Processes
g Reckvent 3 of 3 selected.
S"cm;y Al # A B C D E F G H I 1 K L M N O P Q R S T U vV W X Y Z

Modified

Or by manually editing the underlying XML file:

<?xml version="1.0"?>
<ESBEnNdpoint xmiIns:xsd="http://www.w3.0201/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchemastance">
<ld>07dfa5421d1-440580633a5c17f218ch</Id>
X
<PoolSize>250</PoolSize>
<ProessingThreads>30</ProessingThreads>



</ESBEndpoint>

¢KS dat NPOSaaiy3ad defhtFhiRididetthebarzs/iorkaind im prévéous builds.
However, where throughput could not be increased by using the Pool Size property for Ordered Delivery
Queued Topics (i.e. Rabbit MQ or MSMQ set for Ordered Delivery), throughput can be salgtanti
increased for these Topics (similar to using the Pool Size property fe@nened Topics) by raising the
value of this property. This property should NOT be used if receiving messages fr@pueoed Topics

like TCP, Peer or Named Pipes, or if Ordé@elivery of the messages to the adapter endpoint is a
requirement. A good example where users may want to set this property to a high value is when
receiving messages from a Rabbit MQ Topic as Rabbit MQ only supports ordered delivery of messages.

FIX- Auditing Service Previously in our debug tracing, we were not logging the action date.

FIX¢ ESB Message Cloniggvhen an ESB message was cloned, the LocalPath property was not being
copied to the new message

FIX- Runtime Optimizationg Several resoukeoptimizations around string creation and memory usage
have been implemented.

FIX¢ Management Thread The management thread at the Party level could be aborted by an
exception from an asynchronous thread. If the management thread, it could also creatpl@an lock
that could prevent either the Neuron ESB runtime and the Workflow engine from shutting down. The
orphan lock has been corrected and management routine has been moved to a timer.

FIXg Audit Service; Added new locking mechanisms to increasmtighput and concurrency and to
eliminate deadlocking that could occur under high concurrency load.

FIX- Memory Leakg While under sustained load, there were several memory leaks discovered using
Service endpoints and some adapters, specifically thB@©&dapter. There were also some detected
when using the Service Endpoint and Adapter Endpoint process steps. These have been fixed.

MODc¢ Master Service, refactored the GetMachineName() so that issues with it can be logged to neuron
log files and that itaises exceptions that can be caught and logged. Added the logging of additional
information to the master log on startup, regardless of the log level now. Specifically, whether or not the
MSMQ and MSDTC were installed, what the service account is getrtgsharing, Neuron ESB Instance
name, computer memory, # of CPUs, OS, whether neuron or OS is 64 bit and what the true NETBIOS
name is.

MOD¢ Master Service We no longer are writing out the whole stack trace if we can't delete a temp
file. Now just witing our error message.

FIX¢ Unable to Assign Port when Port Sharing is enabla@viously, users could see errors like the
following even if Port Sharing was enabled:

Availability Group: Workflow Order Process Host



Message:

Workflow Endpoint idbffe743c6a9t4a9f80c0-30969¢eefd2e7' could not be started.
System.Exception: Unable to assign the '50011' port to the 'Adapters' TCP based Topic. The
given key was not present in the dictionas>
System.Collections.Generic.KeyNotFoundException: iVba gey was not present in the
dictionary.

MOD- Configuration Service Enabled a configuration read lock when reading the configuration.

MOD- Control Service Removedunnecessarjocks wherparties areretrievingthe configurationfrom
the service.

MODc¢ Zoneg Server BindingsReset the defaults for Max Concurrent Sessions and Max Concurrent

Instances to 100. These settings were changed for the MSMQ, TCP, Named Pipes Publishing services as

well as for the Server Bindings. We also reset the Lishekl®y default property from 1000 to 10. As a
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Publishing services that support Reliable sessions or on the Bindings tab of Zone settings. The Binding

tab of Zone settings only affects the Neuron ESB internal NON publishing services like Auditing, Control,
Configuration and Management services. Out of these, ONLY the Auditing Services is affected by the

Max Concurrent Instances and should not be raisedrat90 without thorough load testing as this will

control how many Instances remain in memory and will consume resources.

FIXc Audit Service This was hard coded withsaminute command time out. Now this will use the
command timeout configured for thleuron Audit database.

MOD- Audit Service Changed from Single to PerCAll mode to better handle concurrency and scale. This
effectively uses the Max Concurrent Instances setting located in the Zone settings on the Bindings tab.
This setting should not baiised above 200 without thorough load testing spanning several hours.

Monitoring and Logging

FIXc Logging JSON Messagd§running with Verbose logging level enabled, some JSON formatted
messages could generate the following error when Neuron ESBiptiseto write the message bodies to
their respective endpoint log file, as in the case of Client and Service Connectors:

System.FormatException

Exception Message: Input string was not in a correct format.

FIX- Logging; Logging has been modified. Nai| Warnings and Errors will be reported in both the

Neuron ESB log files and the Neuron ESB Windows Event Log. ONLY Verbose and Info logging will be
recorded in the Neuron ESB log files. Also, all logging formats have been normalized. An example of the
format follows:

string.Format(
Culturelnfo.CurrentCulture,



"{0:yyyyMM-dd HH:mm:ss.fffzzz} [{1}] {2§3}",
DateTime.Now,

Thread.CurrentThread.Name ??
Thread.CurrentThread.ManagedThreadld.ToString(Culturelnfo.InvariantCulture),

InfoLevel,
message);

In prevbusly releases, this was inconsistently applied. In some areas we would be writing errors and
warning to either the Event log or the Neuron ESB log files, but not to both.

FIX¢ Logging; Reset the ESBHost.exe.config file to only log warning and errthis ®vent log via
log4net filter.

FIXc Adapter/Service Policy Retried. ogging has been enhanced and standardized.

FIXc Loggingunder Run A% KSy dzaAy 3 (GKS dawdzy ! dé¢ FSIF{idz2NE G2 NYz
specific set of credentials, if the Adaptendpoint generated errors and warnings may fail to write to

the Event Log, though they would be recorded to the underlying Neuron ESB Log file. This has been

corrected.

FIX- Endpoint Health ReportingFixed some issues found where the WMI counter wagyetting
incremented properly under certain conditions when errors and warning detedteid. was also
happening in the Rabbit MQ publishing service.

FIX¢ Recycling Endpoints during Shutdown causes ertban Endpoint was changed and saved and the
ESBService was shut down at nearly the same time, the following exception could occur:

Exception: Value cannot be null.

Parameter name: The Adapter endpoint 'OdbcQueryEndPoint' could not be found in the endpoint tracking
collection.

Transports
MOD¢ MSMQ Trasport¢ Previously the Neuron ESB Dead Letter and Poison Queue handlers were
configured as singletons. They have been changed to Per Call.

FIX¢ MSMQ Transport Network Propertied ¥ 0 KS da! &S t 2t A0& F2NJ wSUNRSAE
"Receive Error Handling" and "Enable Poison Message Processing" properties were still visible. Also, if a
policy was selected, the Time to Live property could be reset to an incorrect minimal value. This has

been corrected so that it will be set to 100He expiration period defined in the policy. This can be

overridden by the user.

FIX¢ Rabbit MQ- If the same party instance is used across multiple client connectors, the instances
could randomly receive the wrong reply destined for a different party instance. For example, if there
were 2 client connectors using the same party, tilseruwould experience a timeout on every other



request call. This is due to the fact that there is only one physical queue representing a Party. Additional
correlation has been added to prevent this behavior.

FIX¢ Rabbit MQg Under load, Rabbit MQ coulddlt with an exception reported similar to the
following:

Unexpected Shutdown event from Rabbit MQ consumer for 'PlayaPub’ Party. Initiating source =
Library; Reply Code = 541; Reason = Unexpected Exception

This was due to a bug in the Rabbit MQ clieniver2 y o ®p ®dc aidl O1 @ Ly 4KS wlo
following would be noted related to heart beat failures:

ERROR REPORT==Ma62017::17:35:43 ===
closing AMQP connection <0.16885.134> ([::1]:5981®:1]:5672):
missed heartbeats from clientimeout:; 60s

Rabbit MQ fixed this in later releases of their client APl. Neuron ESB has been updated to use the 4.1.3
Rabbit MQ Client Library.

FIX- Rabbit MQ Topic TranspagtAn error would be reported if a change was made and saved in the
Neuron ESB Bborer indicating that the active deployment group could not be found. Although,
harmless, this has been fixed.

MODc¢ TCP chann&] When a party which is associated with a TCP topic starts up, it will look for an
available client side port that the TCP figbing service can use to send it messages. Previously we
would write out the stack trace for search when we called the FindAvailablePort() method. Now we will
only write out the message in the Neuron ESB log files. Users will see this in any endpsireridg
Verbose mode.

FIX¢ Rabbit MQ channg this would throw an asynchronous thread error when being disconnected,

which in turn would abort the management back thread routine and cause an orphaned lock. Locking

has been refactored to eliminate a ddadk that could occur when using the underlying connection
202800 [LaGtexr 6S 6SNB y2i aSNAFIftATAYy3d GKS 9{. a

FIX¢ MSMQ Channe] Refactored this to be thread safe when used via a Publish Process Step within a
Client Connectornder high concurrent load. Previously, this could fail with Null exceptions and
blocking. Also, several performance optimizations were made.

FIX¢ TCP/Named Pipes chanmgRefactored locking to eliminate an Object Disposed exception that
could occur whemnder high load.



Neuron 3.5.4.920 Change History

Neuron ESB Runtime

MODc¢ Clear Temp FilesOn startup, the ESB Service will attempt to clear out temp files. If an error
occurs, a warning will be logged indicating that a file within the temp directaridamot be deleted.

This has been modified to record the error message that was encountered during the delete attempt

FIX¢ Runtime Memory FixesAt runtime memory could gradually increase when endpoints are
recycled within Endpoint Health if those endpts were hosting specific Process Steps.

MODc Active Sessions/Connections to Databa$gptimization have been made to reduce the number

of active sessions/connections that Neuron ESB maintains against its database when connection pooling
is enabled. Previously we were maintaining a separat@ection pool, and hence a connection in that

pool for every endpoint that was configured for Single Instance mode. This has been changed to use the
O2yySOiGA2Y L2t 2F (KS OSyaGNlrt aSNBSN®W !faz2z ¢S
stringsetting for the Neuron ESB database be changed from the default of 0 to 120 seconds to ensure
that connections that have not been used are removed from the pool.

FIXc Adapter Endpoint Process Stefdimeout Exceptions and Inconsistent reply messagesvede

when processing concurrent requests under l@gad/hen using the Adapter Endpoint Process Step

within a Process assigned to a Client Connector, Timeout Exceptions may occur as well as delivery of the
wrong reply message to the calling thread if thee@liConnector is processing concurrent requests

under load. This was due to how the Adapter Endpoint managed the synchronization context for the

reply messages it would return to the hosted Business Process. This has been corrected.

FIX¢ Availability Group would fail to Stagtif Port Sharing was enabled, the Availability Group could fail
to startup with an Instance is Null exception.

Service Endpoints

MODc Client Connector LoggirgRegardless of the logging level selected, Neuron EsRialways

log the following informational message in the Neuron ESB log file for the Client Connector for every
message processed:

ESBService.eximformation 0 SecureResponseDispatcher.BeforeSendRepdyting
the httpResponse header to 'Server' 2017-02-02 23:06:51Z

This behavior has been modified to only log when the logging level is set to Verbose.

Business Process Designer

FIX¢ Business Process Designer Disable Indicgt@rghin the Business Process Designer users can
disable/enable every Procestef. When disabled, the process step would change color to a gradient
grey. However, this did not previously work for the Exception, For, ForEach, While, Retry and
Transaction Process Steps. If these steps were previously disabled, there would be raditsatak.
Also, disabling/enabling the individual Try/Catch/Finally blocks within the Exception block was not
supported. These have been corrected.

N.



FIX¢ Business Process Designer Memory lggfikising the Business Process Designer to continually test
in design mode, some of the process steps could leak memory. This has been corrected.

MOD¢ ODBC Process Stepdded support for setting parameters to NULL in the ODBC Process Step.
This is accomplished with a new attribute on the Parameter element (qareyexecute) or Field

element (batch) called nillable. When you set this to true and then set the value to "null", the column
will be set to null. Also added support for setting DBNull or String.Empty as the default value in the
parameter mapper.

FIX¢ Sevice Endpoint Process Stdpreviously when an exception/fault occurred, the response
message was set to the original request message. This has been modified so that the response message
will contain the exception/fault information.

FIX¢ Service Endpoirferocess Ste SOAP and REST and Policy Complawéeen using policy with
the Process Stephe "Throw Exception on Fault" property will only work with S@Aged services
RESased services will only throw an exception when the RESJotdlgurdion in the service policy is
violated.

Adapters

FIX¢ FTP/STP AdapterTimestamp Comparison featurd he following error'Error converting data
type varchar to datetimetould occur in certain localized environments because we were passing a
datetime value in an ambiguous format to SQL server. Also, if more than one adapter endpoint was
configured to use this feature, either one could return the others files.

FIXc Publish ModeAdaptescL Yy LJdzof AaK Y2RSS AF GONNEBNI hy t2ffAy:
oStopPollingOnErrérfor any of the listed adaptershe adapter instance was not cleaning up its
resources correctly. The affected adapters were the following:

SQL Service Broker
Active Directory
Azure Service Bus
File

FTP/SFTP
MqgSeries
Microsoft Exchnge
MSMQ

ODBC

POP3

Salesforce

=4 =4 =4 4 -4 4 4 -8 -4 - -9

FIX- File adapteig An out of memory exception could occur if the file adapter, in publish mode, is
continually called against a network share that is unavailable. Eventually an out of memory exception
occurs as described in the following support artitlgeps://support.microsoft.com/erus/kb/3152158



https://support.microsoft.com/en-us/kb/3152158

FIX¢ Salesforce AdapterThe following error ddapter endpoint faulted. An invalid qeest URI was
provided. The request URI must either be an absolute URI or BaseAddress must bgetccur.

MODc¢ TCP Socket AdapterA timer has been added to the socket adapters, configuredfierminute
intervals that will send ping messages assothe socket. This is intended to make the socket appear to
be alive during lowtraffic periods so that the socket connectiwrill not dropped by intermediaries
between the two serversThis is used to suppoeuron ESBo-Neuron ESB scenasioiith a DMZ
between the servers.

Neuron ESB Explorer

MOD¢ Updated Neuron ESB Help CHM and Sangplése Neuron ESB shipped samples have been
updatedas well ashe Neuron ESB Help CHM documentation has been updated to included augmented
Adapter and sampldocumentation.

Workflow Designer

FIXg Service Endpoint Workflow ActivitiPreviously when an exception/fault occurred, the response
message was set to the original request message. This has been modified so that the response message
will contain the excption/fault information.

FIX¢ Service Endpoint Workflow ActivigSOAP and REST and Policy CompliaWeen using policy
with the Process Stephe "Throw Exception on Fault" property will only work with SAged services
RESDased services will onkhrow an exception when the REST tab configonain the service policy is
violated.

Neuron 3.5.4.875 Change History

Neuron ESB Service

MODc Clearing of Temp FilesNeuron ESB generates temp files on start up. On startup, Neuron ESB

would attempttod S| NJ 2dzi GKS aSNBAOS I 0O02dzyiQa ¢9at RANBOI
ESB. If this failed, Neuron ESB would continue to startup but would not report why the TEMP directory

clean up failed. If the TEMP directory was filled, preventing NeH®B service from starting, there

would be an indication in the Event log only. This behavior has been modified to write a warning to the

Neuron logs if clearing the TEMP directory failed. Also, if the TEMP directory is filled, preventing from
startingup,g SQf f T GGUSYLIWH (G2 6NRGS GKS NBIFaz2y gAUGKAY GKS
will attempt to clear out its temp files every hour during runtime operation.

Adapters
MOD¢ MQSeries Adapter Added 3 new custom properties that are populated on Publish mode.
Specifically, we now capture the inbound server name, Queue Manager name and Queue name, i.e.

var serverName = context.Data.GetProperty( "wmq", "ServerName" );
var gManagerName = context.Data.GetProperty( "wmq", "QueueManager" );
var queueName = context.Data.GetProperty( "wmq", "Queue" );



FIX¢ Socket Adapteg SSL would not correctly after Microsoft released the following patch:
https://support.microsoft.com/enus/kb/3155464t0 address an existing vulnerability in the Microsoft
implementation of SSL/TLS

FIX¢ Socket Adapte¢ When managing communication between internal and DMZ traffic using the

Client and Server Socket adapter, the following error may be encountered:

¢KS {SNIBBSNJ {201 S0 I RI LI SNIwBilg sehdhd nyedsage t blinEsockef: O 2 dzy (i S
The message cannot be sent to the TCP socket because the socket has beer-=zlosed.
NeuronEsb.Adapters.Socket.SocketClosedException: The message cannot be sent to the TCP socket
because the socket has been closed

MOD¢ SMTP AdapterWhen attaching files via file path, the full path and file name would be used as
the visible attachment name (with nevalid chars replaced by underscores) rather than the filename
minus the path.

MOD¢ SFTP AdapteylIf the SFTP server was configured toadelete downloaded files, the adapter
wouldfail to publishthe message. It would instead log the message to the Failed Message database and
throw a file does not exist errofhe behavior has been modified to accommodseevers that are

configured to auto delete.

MOD¢ CRM 2011 PluginThe plugin would throw an error if the FETCHXML activity returned an empty
result set. This has been modified. Now the empty result set will be returned.

MOD¢ ODBC AdapterAdded suppot for setting parameters to NULL in the ODBC adapter. This is
accomplished with a new attribute on the Parameter element (query and execute) or Field element
(batch) called nillable. When you set this to true and then set the value to "null", the coluhirevsiet

to null.

Neuron 3.5.4.860 Change History

Neuron ESB Explorer

FIx Database Update Neuron ESB would only present the user with the message that the database
needed to be updated, it did not present and log what version it found in the databadeyhat

version the installation required though.

Monitoring

FIX¢ Endpoint Healtlg In some circumstances if a failure occurred within the heartbeat of an endpoint,
the endpoint may still be reported as Started in endpoint health, even though the hesrtineestamp
would remain unchanged.

Workflow Activities

MOD¢ Service EndpointFixed issue for service endpoint step/activity where it wouldn't throw an
SEOSLIiA2Y 6KSY | {h!t FldzZdG A& NBUGdZNYSRCLI dzf §KS 02
was set to true. Previously it only threw an exception if the outbound call threw a Fault Exception.


https://support.microsoft.com/en-us/kb/3155464

Neuron ESB Service

FIX¢ Single Instance Supportf an endpoint was marked as single instance, on staapron ESB
would not log either way whéter the endpoint would be started or not started. Now, if the endpoint is
eligible to start, Neuron ESB will log a verbose message. If the endpoint will not be started because
another endpoint is active on another machine, a warning message will now ¢pedog

There could be a case where another machine could start up an Active Instance, however, the previously
active machine would still register as Started in Endpoint Health. If Heartbeat failures occurred, the
failing active instance may not have beenggied correctly.

If the secondary server detected that the current active instance on another server became stelg, it
not take ownership and start up an active instance if the endpoint was a Service Connector.

FIX¢ Logging on Startug Extra logging has been added to capture exceptions in the Neuron log file if an
error occurred on startup.

FIX- Availability Group High Availability/FailoverWhen Running an Availability Group on more than
one machine, and using the Failo¥eature of Availability Group, the Availability Group could at times
run on both Primary and Failover Machine both.

FIX- Availability Group High Availability/FailoverWhen running an Availability Group on more than
two Machines, where MachineX and MachineY are Marked as Primary and MachineZ is marked as
failover, MachineZ would only monitor one of the primary machines for failover. If ther dtfachine
which was not monitored failed, MachineZ would fail to detect the event.

FIX- Availability Group High Availability/Failoveg If after an Availability Group starts up on a Failover
machine a user tried to manually restart the Availability @ron a primary server, the Availability
Group would end up running on both primary and failover server.

Business Processes

FIX¢ Auditingg When testing the Audit Process Step within the Business Process on a machine that is
NON US localized,Sxj|Date The overflow exception could occur, preventing the message from being
audited

MOD¢ JSON Maodified the remove namespace function so thia¢ JISONNewtonsoftnamespaceand
attributesare not removed so that they can be used to further conselialization For example, this
allows users to embed Newtonsoft directives to control the serialization of elements into arrays i.e.

<persorxmins:json="http://james.newtonking.com/projects/jsonid="1">
<name>John</name>

<url>http://www.google.com</url>
<rolejson:Array="trué>Admin</role>

</person>



MOD¢ Service EndpointFixed issue for service endpoint step/activity where it wouldn't throw an
SEOSLIiA2Y 6KSY | {h!t FldzAdG A& NBGANYSR a4 (KS o062
was setto true. Previously it only threw an exception if the outbound call threw a Fault Exception.

FIXc Split/Join Process Sted RRSR NA IKG Of AO01 dG9RAG /2RS¢ 02y GSED
bring up code editor.

FIX¢ Code Editorg, If uses opened th Code Editors exposed by some Process Steps via the Ellipsis
Button in the property grid, any code entered would not be saved appropriately.

FIX¢ Split/Join Process Step/Nhen setting the Split section to Code and setting the Async property to
True, a ast object exception would be generated. This was a bug introduced with the new parallelism
features introduced in build 3.5.4.811

Topics

FIX¢ TCP TopicsHx for using TCP topics with port sharing and @ient API whehosted in Windows
applications Previously, this worked when the client APl was hosted in non Windows applications (i.e.
console applications for examplé) Windows applications, like the Neuron ESB Test Client, a delay
would be incurred when connectin The Test Client would later show it was disconnected and then
would turn to a Connected state.

Neuron 3.5.4.839 Change History

Business Processes

FIX¢ Routing failure when either a XSLT transform, JSON, Call service, Table or XML Query or Excel or
Property Setter process steps are used on the subscribe side BEFORE the resulting message is published
back to the bus, if the originating message was a request, the reply message would not get properly
routed back to calling client. This was a breakinghgeantroduced in 12/5/2015.

FIX¢ Parallel Step Could throwKeyNotFoundExceptidghany branch had a condition that returned false

FIX¢ Execute Process Stepf using the Execute Process step in a Client Connector where concurrent
users could be executing and the Execute Process step is being set dynathizcaligorrect Process
could be executed. Added verbose tracing as well.

FIX¢ Flat File Parser When multiple definitions are used by the same party, only the first one if
applied. If a publisher has one or more processes with multiple flat file parser steps defined with
different column mappings, the engine would only use find mapping executedAll other instances of
the process step will try to use the first mapping, regardless of how they are defined in. tNew!
Neuron ESB will use the name of the Process Step to identify the name of the flat file magdpiitgpn
to be executed.

Neuron ESB Explorer
FIXc¢ Rabbit MQ ManagementPurge messages in the Neuron ESB Explorer's Rabbit MQ management
screen would return an HTTP error if something other than the default '/* was used as the vHost.



Database
FIX¢ Updated Database ScriptsThere were some stored procedures that were being created in the
OdzZNNBy il dzaSNDRa aOKSYlF NI GKSNI GKIYy Ay GKS Ro2daOKS

Service Endpoints

FIX- Client Connectog The default timeout for a request/reply call would default to 397 secorithis

has been reset so that it now uses the Request/reply send timeout on the service policy multiplied by
the retry factor.

FIX¢ Null Exception when Shutting down Client Connegtdrnull exception could occur if shutting

down a publishing endpoint ke it was still waiting for a reply message. Modified and enhanced
logging. When shutting down client connector a null exception could also occur if Neuron attempted to
audit the original request message. A null exception could also occur when attertptiegubmit a
message directly to a service endpoint.

MOD- HTTP Basic authenticatiohiVhena Service Connector makes an initial call to Jaased REST
services using Basic Authentication, the Service Connector could return a fBilis@uldoccur
because the service being calldid not conform to the HTTP Bag\uthenticationRFC whichequires
the service to first return a negotiate header which tells the client what type of credentials to send.
Now, Neuron ESB will send the Authorizati@atier to the service on the initial call when the REST
binding is configured with Transport:Basic.

MODc¢ Authentication Behaviorg Added verbose tracing output when Client Connectors are
configured using either Username, NTLM or Credential based authgatioptions.

FIX¢ Swagger Supportlf a user switches from SOAP (which exposed WSDL) to REST and chooses to
apply Swagger the following error would result:

Could not find a base address that matches scheme http for the endpoint with binding
MetadataExhangeHttpBinding. Registered base address schemes are [].

MODc Policies Modified the availability timer that controls activating an endpoint based on Policy, so
GKFOG AT Iy SNNEBNJ 200dzNBE FdGSYLIWGAY 33 (2coatidualpIi A G dzL
attempt to start it in an endless loop. if it fails to start, the state will be set to Failed.

ESB Service
FIXc INFO level Loggingln some cases INFO level tracing would be outputting in the Neuron ESB log
files whether or not IIRO level Igging was configured.

FIX¢ Memory Leaks, Fixed several memory leaks that could occur on shut down of endpoints or
reconfiguration of endpoints and Parties



Adapters

FIX¢ Socket Adaptec Fix for a performance delay between each message beingfreadthe socket.

Also alded better exception handling to report that a message could not be sent because the underlying
socket was closed.

FIXc Socket Adapter When using the Client and Server socket adapters to facilitate cross zone (i.e.
DMZ to interral network) communication, any custom properties, HTTP and SOAP properties were not
getting forwarded back to the original caller in a request/reply message scenario.

FIX¢ Metadata Generation with Salesforce Adaptgbauth properties could bdisplayed after
unchecking Oauth as an option.

MOD¢ Dynamics XRM AdapterThis now supports Bulk Upload of the SaveCrmRecord. This
significantly reduces the number of round trips when sending multiple records to CRM.

FIX¢ SQL AdapterAn object disposé error would occur when shutting down a npablish mode SQL
Adapter Endpoint.

MODc Policies Modified the availability timer that controls activating an endpoint based on Policy, so
that if an error occurs attempting to start it up based onthe sch8dul b SdzNBy 9{. R2Say Qi
attempt to start it in an endless loop. if it fails to start, the state will be set to Failed.

Topic Transports
FIX- Named pipes and TCP channilan error occurred creating the host and that error was NOT an
AddressAkadylnUseExceptigthen the connect process to a TORHDId end up in an infinite loop.

FIXTCP TopicsCAESR | o6FR SNNRBN YS&aalasS (KIGdQa NBO2NRSR
the Topic starts. The topic ID rather than the Topic name was being reporteslysiem.Exception:

Unable to assign the '50011' port to the '8cd3038380-43d9-a50d6eaea4f050d8' TCP based Topic.

The given key was not present in the dictionary.

Neuron 3.5.4.811 Change History

Business Processes

NEWCc Cancelling a Test in Business Process Degigrigs feature has been added. If a user starts a
testwithA y G KS . dzaAySaa tNROS&da 5SairAdaySNE GKS GdSad Ol
red button on the toolbar. This will work even when using the Split Process Step.

FIX¢ Split Process StepRunning load through a multiireaded publisher codl cause a null object
exception.

FIX¢ Flat File Wizard Fixed crash when setting fixed width column width value to ainteger value.

FIX¢ Flat File Wizard When fixed width sample file is smaller than the preview gtider couldn't set
width markes.



FIX¢ Flat File Wizardfixed issue with optional field checkbox change on last column not being saved if
Finish button clicked after changing value.

NEW- JSON Process Sttp RRSR (G KS FToAfAGe (G2 NBLINBaASYyd StSYSyil
null or empty string outputs. The JSON Process Step also now expodssrierializerSettingsttings,
DefaultValueHandlingnd NullValueHandling.

Services
FIX¢ HTTP Client Utility Did not support HTTPS based Urls.

FIX¢ Service Connector EndpointEixed how we resolve locatldress and To addresses when
dynamicallysettingthe & ! R R NB a gropaftdahd Ldcalpath propertyf. the hard coded service

address of the service connecttiRLhad a trailing backslash AND boththé RRNB aa@nd y 3 d¢ 2 ¢
Localpathwere being set dynamicalltheir valueswvould be placed together without a slaskparating

them to form the URL.

NEWCc¢ Multiple Instance support for dadated IP addressesSupport has been added for running

multiple instances on the same machine, while dedicated unique IP addresses to each instance. There is
Y26 | ySg LINRPLISNIe 2y GKS . AyRAy3 GFo 2F (GKS { SND
a2RSéd {dzZLJLI2NI A& RA&lIO6fSR o0& RSTFIldA (o

Topic Transports
MOD¢ Rabbit MQc The Rabbit MQ Topic transport has been modified to use background rather than
foreground threads for 10.

FIX¢ Rabbit MQx Fixed concurrency issues that could cause null object exceptions when publishing load
from multi-threaded publishers.

FIX¢ TCP/Named PipesAn ObjectDisposedExcepticould be reported when shutting down
TCP/Named Pipes bastpics.

Neuron ESB Workflow
FIXg Port Sharing If port sharing was enabled and the instance name for Neuron ESB runtime was not
"Default', any workflow endpoints would fail to start up with the following error:

Workflow Endpoint '<nameOfEndpoint>' cbrll dZNE R dza Ay 3 GKS Wr yl YSh¥T2 2)
Definition could not be started. Neuron.Esb.ESBException: The Party object failed to connect to

the ESB service. The "<nameOfEndpoint>" service could not be started.
System.ServiceModel.CommunicationExceptUnable to connect to the Neuron Configuration

Service at localhost:50000. There was no endpoint listening at
net.tcp://localhost:50000/DEFAULT/ESBConfigurationService/ that could accept the message

FIX¢ Logging Error Fixed a bad format string errarhen logging that the workflow host is queuing a
workflow commands to the database queue.



FIX¢ Logging Issuedf a workflow was terminated using the Terminate Workflow Activity, only the
reason property would be reported in Neuron logs. Added loggirthe Retry step so that the specific
failure is written to the Neuron log file. Previously this was only logging a generic message that a child
process failed or faulted. Logging for the Publish, Publish Request and Execute Process Workflow
Activities wee not logging to the Neuron log. If a workflow was aborted the error information was not
being logged the Neuron log files.

FIXc Adapter Endpoint Workflow Activity This was updated to output log messages from the adapter.
NEW¢ Workflow Tracking implemented Select All for context menu.

FIX¢ Workflow Tracking, When querying workflow records and if an error occurred due to database
contention, a random error dialog may appear after the primary error dialog gets displayed.

Neuron ESB Service

FIX¢ Failure toShutdowng Under certain circumstances, specifically heavy load, when the Neuron ESB
Service is being shut down, the Neuron ESB Service and Workflow runtime service may appear to fail to
shutdown.

FIXcMemory LealcL T a! aS wSVYa2l S 1¢ tSy/HOAMSYRI Ay GKS | OGAGS 5
Connections could be leaked, causing memory for the Neuron ESB Service to escalate.

FIX¢ Memory Lealg Fixed a possible memory leak when Auditing Service is used.
FIXg Activity Sessions Reportingnderheavy load the following error could be reported:

"Failed to restore session activity stateSqlError in 233 Severity 20A transportlevel error
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Neuron ESB Explorer

FIX¢ Rabbit MQ Managemenrg A null object exception could be reported in the header of the screen.

MOD¢ Message Viewer When viewing the individual messages within the Message History or Failed
Message reports using the Message Viewer, the messages will be automatically formattediasr
navigates from one message to the next.

Adapters
NEWc¢ Rabbit MQ Adapter Added correlation id and content type as configurable properties in
subscribe mode

FIX¢ Socket Adaptec If invalid data was sent to the adapter by an outgegram that maintain a
connection to the socket, the adapter would stay in an endless loop waiting for more data. Now, if data
stops arriving over the socket, the receive loop will terminate and close the client socket



FIX¢ Salesforce Adapter Fixed eror that could occur if multiple threads are attempting to
authenticate and return a token at the same time. When this happens occasionally the following error
could be reported:

Exception: Exception Type: System.Exception

Exception Message: There waseaaror while obtaining an OAuth token from Salesforce.com
{"error":"i

invalid_grant","error_description":"authentication failure"}
MODc¢ Salesforce Adaptey modified logging

FIX¢ Salesforce Adapter TimeoutdNhen using the Salesforce adapter from the piga Endpoint

Workflow Activity moderate load, Timeout exceptions could occur due to internal deadlocks. Also, if an
SNNENJ RAR 200dz2NE GKS 9{. aSaal 3SQbkengthtuwiConfesit (G dza/ 2 R
Type properties were not being properlgts

FIX¢ Dynamics XRM AdapteiWhen executing a SetCrmState commanbiegNotFounarror would
occur. This is because the underlying response did not contain the ID of the changedRadityssion
error introduced in 3.5.4.

Neuron 3.5.4.777 Change History

Workflow

FIX¢ Availability Group Failoverlf an Availability Group has a primary and failover node configured and
the primary node fails, the workflow endpoints would start up and continue processing on the failover
node as expected. Hamver, when the primary node was restored, workflow endpoints would begin
executing on both nodes, rather than only on the primary node. This has been corrected.

Reporting

FIXg Using Neuron ESB Auditing cauSegtDateTime overfloaxception¢ When attemptng to store a

date time value in Australian format (e.g. 13/09/2016), the Neuron ESB Auditing service could throw the
following exception:

SqglDateTime overflow. Must be between 1/1/1753 12:00:00 AM and 12/31/9999 11:59:59 PM.

Neuron ESB Explorer

MOD¢ ODEC Connection ManagerUsers can now select an individual ODBC driver from a dropdown
list. When selected, this will enable a load button which can be used to query and load the specific
connection string keywords from the selected driver.

Services

FIX- HTTP Clienatility in Workflow and Business Process Desigrglfsthe base path was included in

the address entered into the Address bar of the HTTP Client utility, the service endpoint would report an
endpoint not found exception, effectively it would be appending the localpath value to the entire



service addres®lso, spaces either before or after the addresses would cause the service endpoint to be
set with an address that appeared to be duplicate appended to one another.

FIXc Datagram Client ConnectogsA System.NullReferenceExceptexception could occur fra our
dispatcher.

Adapters

FIX¢ MQSeries Adapter If an exception occurred during the initial connection to MQSeries, the errors
were not being properly propagated to the monitoring system. Also, there could be circumstances
where the original invalid ate of the MQSeries connection would not be properly reset, causing the
same connection error to be reported even though a successful connection could be made.

FIXc NetSuite Adapteg, In some casesf multiple NetSuite adapter endpoint steps are usedhiitthe
same Business Process all subsequent NetSuite adapter endpoints would inherit the properties of the
first adapter endpoint

FIX¢ SMTP Adapter When attempting to use a code step to attach 4 or more files, the SMTP adapter
could throw thefollowing exception:

System.ObjectDisposedException: Cannot access a closed file

Topic Transports

FIX- Rabbit MQmonitoring¢ Under the DeploymentVianage- Rabbitmq section of the Neuron ESB
Explorer, the message stats for publishers were not being repoftisd,reporting always assumed the
default vhost was configured. If a different vhost was configured this could resultuplicate key
exception being reported. Lastly, incorrenetrics were beingeportedfor subscribers.

FIX- Rabbit MQ monitoring, Under the Endpoint Health monitoring section of the Neuron ESB Explorer,
reporting always assumed the default vhost wasfigured. If a different vhost was configured and
used, only the metrics for the default would appear.

Business Processes
NEWC Flat File Wizard Users can now mark a column as optional within the flat file wizard

NEWCc Flat File Wizard A new featurehas been added that allows users to create flat file definitions
without requiring a sample flat fileThis feature is useful when creating definitions for flat files with
optional fields or when creating definitions for delimited flat files with qudfiettls and the quoted field
will contain the delimiter.For example, using a comrsaparated flat file with these three

fields:MH o n = b SdzNP y = £lfySudise & sam@deTile vifh this data, the parser will read that as

four fields. Youwillind SF R ySSR (G2 aStSOiG GKS ySg 4! aSNI5STAYS



% Meuron ESE Flat File Parser

Fixed-Width Flat File

Select a sample fixed-width file to guide you through the wizard,

Select sample test file:

[] First Row Contains Column Names

) Reposito ;
= W Ignore first |0 Lines
. Ignore last  |Q Lines
(_) File System
0 0 &1 a0 50 &0 7o
JIIlIJIILlJIIlIJIIIlJIIlIJI\llJIIlIJ\IllJIIlIlIIllJIIlIJIIllJIIl\JIIllJIIl\JI.
‘ Cancel | | < Back | Next > | Finish

~

After clicking Next, youcanrightf A O]l AY UKS [/ 2fdzvYya O02E | yR
‘& Neuron ESB Flat File Parser X
Set the column details
Verify the name and width of each column
Columns Column Properties
o
Start Index:
Width:
Quote Character: Trim v
Optional Field
Preview
| Cancel | | < Back | Next >

After adding the first column, you can rigtlick andd 5 St S S¢ =

{St SOGSR w2g¢éY

x

(s

O

(et



13 Neuron ESB Flat File Parser X

Set the column details
Verify the name and width of each column

Columns Column Properties

Field" —
sl ; Field1
Add Before Selected Row
ndex: 0
Add After Selected Row i 2

Quote Character: Trim: v

[[] Optional Field

Preview

Cancel | | < Back Mext >

FIX¢ TableQuery Process Step returns XmlExcemidfhen querying a table that has column names
that include spaces, the TableQuery Process step could generate the follexeiggtionwhen
attempting to serialize the results. Neuron will now replace any spaces in column names with
underscores

System.Xml.XmlException: ">' is an unexpected token. The expected token is '=".

Neuron 3.5.4.762 Change History

Adapters

MOD¢ SFTP Adaptey! & Ay 3 | NBf I (/A/&@&heilibniefnpui des Kot previoudly
supportedwhen the Adapter Endpoint was placed in Publish mddiés is now supported for both the
Archive folder and SFTP folder paths.

MOD¢ ODBC Adapter Previously, when setting tlieEORXMbroperty to true in publish mode, the
ODBC driver used had to be the SQL Server Native Client 11.0. This feature has been extended to now
support any ODBC driver for SQL Server.

MOD¢ ODBC Adapter ODBC Database Connection DialpBrop down box would take a very long
time to populate the list of ODBC drivers because we were previously querying each driver for their
connection string keyword values that they supported. We no longer do that, hence piogulae list

of drivers to use is instantaneous now.

Business Processes
NEW( Flat File Wizard Support to mark columns/fields as optional has been added



Neuron 3.5.4.757 Change History

Adapters
FIX¢ SFTP AdapterWhen conigured to poll against someon-compliant SFTP servers, the adapter
endpoint may report an error similar to the one below in the Event Log which would stop the adapter:

The current app domain for theName of Endpoint endpoint threw an Unhandled Exception.
Exception: Thread was Imgj aborted. Method: ReadThread Stack: at
Xceed.SSH.Core.SSHIOManager.ReadThread()

To correct this, the Xceed libraries have been updated from 5.8 to 6.0.

Neuron 3.5.4.75 6 Change History

Business Processes

FIX- Flat File ParsaNizardg Theflat file parse could not parse a semicoledelimited file.
Furthermore,if the file hadheaders in the first row and themgere repeating headenamevalues they
were not supported. Support has been added for semicalelimited files. Also, repeating header
names will be processed by takitige subsequent occurrences of headers and appegédn underscore
and a number. i.e. name, name_1, name_2, etc.

FIX- Flat File Parsalizard¢ Column names were not being populated correctly if the usesigated
backwards in the wizard, checked the "First Row Contains Column Name" box, and then navigated
forward to the next screen the preview pane would list the cor@@timn names, but the actual names
of the columns would be "Field1", "Field2", etc.

FIX- Flat File Parser WizardThe column names sometimes do not match up to the actual name of the
column if underscores are present in the column namé'Set the colmn details" page of the Flat File
Parser Wizard, sometimes the name column name in the preview pane does not match up with the
actual column name that the user enters in the "Name:" text box. The wizard would remove the first
underscore in a column name less it's at the end of the name

FIX- Flat File Parser WizardAn expected exception could occur at design time, causing the Neuron ESB
Explorer to crash if both the€ertical Bar delimiter for a flat file type and "First Row Contains Column
Name" check bx was selected before loading a sample file to parse.

FIXc Flat File Parser Wizardhe flat file parser was recreating the engine with every call. To improve
the performance while using the parser within a split step we now reuse the edgimag exeation.

FIX¢HTTP Client Utilitg¢ KS @ f dzS8 LINRPPARSR Ay GKS awSljdzSad | w[ €
to set theFullURL address of the Service Connector that would eventually be dalbedy a local path
value was given, that would corregtiNow both work.

FIXCHTTP Client Utilitg! G G SYLIGAYy 3 (2 dzaS |y 9Y@ANRYYSYld I NRLF G
''w[é GSEG 062E 62dA R NBadzZ G Ay | avySe y2i F2dzyR¢ §



FIX- When Using ellipses to edit the code in Procesp$such as thEor, For Each, Whil8plit/Join,
Decision, Publish, or Parallel, the code entered would always revert to the previous saved version.

FIX¢ JSON Process Steywhen converting from JSON to XML, if a root was specified and there was only
oneelement in the JSON, the root would not be applied. Also, if an xml declaration was set to be added
on the conversion (JSON to XML) it would not be applied.

Repository

FIX¢ Text Documents When importing a text document with extended astiaracters, the characters
display as invalid in the Ul. However, if copying and pasting the same characters from Notepad++ into
the text repository they would display correctly.

Services
FIX¢ Swagger, When using the meta data dialog of the Client Cotmet® assign a Swagger document
to the Client Connector endpoint, if the user later disables it, the setting would remain enabled.

FIX¢ Swagge When moving a Neuron Solution from one environment to another (e.g. QA to
Production) the Swagger documentation that was previously accessible from the Client Connector url in
the first environment would be inaccessible in the new environment.

FIX¢ Swaggec if a Swagger enabled Client Connector URL was configured to use a port, tgeBwa
documentation would be inaccessible.

FIXc TLS Security SuppefVhenattemptingto resubmit a message to a service endpoint that only
supports TLS 1.1 or higher,tora Salesforcadapter endpoint, or when testing within tideuron ESB
Explorer ofTest Clientthe user could receive the following exception:

System.ServiceModel.FaultException: Unsupported_Client:TLS1.0 has been disabled in this organization

Monitoring
MOD- When availability groups or workflow endpoints are stopped, no messageswritten to the
Neuron ESBgfile indicating that the availability group or endpoiwasbeing stopped or has stopped.

Workflow

MODc¢ Code Editor Whenediting a workflow code activity, the "SourceCode" propevis displayed

in the property grid withan edit button. Clicking on the edit button would open the editor tab, but the
source code would be erasetlhis property has been removed. Users can use eitheintime workflow
editingor the rightclick context menu's "Edit Code" menu optimnopen the Code Editor for editing.

FIX¢ C# Class Workflow ActivityCustomers upgrading existing workflows that use the C# Class

G2N] Ft26 FOGAGAGEt il Y3 (S MIAY X & YSlyiOR Kz (SEND SILIG A 2 v &
an additional parameer to the template to allow for logging which broke backwards compatibility. This

has been corrected.

FIX¢ Workflow Endpoints Not Starting after Database failuBairing the execution of workflows, if the
Neuron ESB Database became unavailable duesiQlaServer or Network issue, the workflows would



remain in a reported Executing state. Once the Neuron ESB database became available again, the
workflows would continue to remain in an Executing state within\terkflow Tracking system,

appearing as if thy were"stuck"and never completingNew messages would not be processed. Instead
they would build up in the pending messages queue. This occurred because the system believed that the
max concurrent workflows limit had been reached because the terminata#tflows were left in an

Executing state. The only way to resolve this would be to restart the Neuron ESB Service. This has been
resolved. The Neuron ESB service no longer needs to be restarted for the new messages to be
processed.

Neuron Explorer

FIX¢ Generation of MSMQ PowerShell Scripihenthis script was generated\LLthe lines were
commentedout. Now the script will check for the existence of the Queue before creating it and
assigning permissions. Also, verbose and warnings are logged to thaleon

Adapters
FIX¢ Salesforce Adapter Once an Oauth token expired, the adapter would not attempt to renew the
token and instead would log the following error:

The received status code, "Unauthorized", is not a success status code. The reason phrase is
"Unauthorized". The response message is:

[{"message":"Session expired or invalid","errorCode":"INVALID_SESSION_ID"}]
This was a regression bug introduced by CU4 and has been corrected.

FIX¢ Salesforce Adapter Any HTTP neauccess code woulgsult in an exception getting thrown back
from the adapter. This was a regression bug introduced by CU4 and has been corrected.

FIX¢ Salesforce Adapter If the REST method was not set, the adapter would only report a Null
Exceptiorrather than reportingvhat wasmissing and must be fixed.

FIX¢ Salesforce Adaptar Users could experience the following exception if wwompliant HTTP
Headers were forwarded as part of the request message to the Salesforce Adapter Endpoint:

The underlying connection was skxl: Could not establish trust relationship for the SSL/TLS
secure channel.

hiKSNJ SEOS LIhiAs2uys @ & h&kdzO&r In & mdhis eoold happeniifshe request r .
message sent to the Salesforce adapter originated from a REST client sendjuogsi te a Neuron ESB
Client Connector and that request contained rcompliant HTTP header§he Salesforce adapter has
been updated to automatically remove these headers before forwarding the request:

9 AcceptEncoding
1 AcceptLanguage



Accept

Host
CacheCatrol
Origin
UserAgent
ContentLength
Location
SforceLimitInfo

=4 =4 =4 4 -4 -4 A -4

Neuron 3.5.4.730 Change History

Workflow
FIX¢ WMI Performance Counter memory leakVhen starting up Workflow endpoints, the following
error may be reported:

G2 2N FTf 26 5ST hestarted SygtenCvaiiORerafichException: Custom counters
FAES OASE Aa 2dzi 2F YSY2NER PE
Business Processes

FIXg Audit Process StepWhen running in Design mode, user may encounter the following error:

Unable to cast object of typ&leuron.Esb.EsbService.MessageAuditProxy' to type
'System.ServiceModel.ICommunicationObject'

This was a bug introduced in CU4

FIX¢ JSON Process Stefivhen attempting to convert an Array into an XML document, the following
error may occur:

XmINodeConverter can only convert JSON that begins with an object.

This was a bug introduced in CU4

Neuron 3.5.4.727 Change History

Business Processes

MODc Transform, 8t Property, Call Service, XML&py Table Query, Excel to Xml and Json Process
Seps¢ Previously, these steps would maintain the current Message ID on the message that resulted
from their execution. This has been changed so that they will now generate a new Message ID, while
setting the Parent Message ID property with the value of thginal Message ID.

FIX¢ Transaction Il When creating an ESB Messsage, the Transaction ID would only be sent once a
message was published. If a user audited the message before it was published, this value would be
blank. The property is now being inite@d during the creation of the message.



FIX¢ Adapter Endpoint Process Stelf an adapter endpoint called by the Process Step is in subscribe
mode and has its adapter policy configured to "<None>", the message would not get processed by the
adapter. Ths has been corrected

FIX¢ HTTP Utility TheClear Message Boayeck boxvas not getting saveid checked.

Service Endpoints
FIX¢ REST based Client Conne@tdYhen receiving messages published through a REST based Client
Connector, the uncompressed nsegle size header property would not be set.

Adapters

FIXc Azure Service Bus Adaptefhe Azure SB adapter restricted the messagetsibe greater than 0

(no empty messages) and less than 256 KB. These were the original limits from Azure Servime Bus. N
Azure SB\daptersupports empty messages and has different size allowances based on subscription tier.

Neuron 3.5.4.71 9 Change History

Business Processes
FIX¢ Audit Process StepWhen testing a process within the Neuron ESB Explorer Process Dei§igner,
the Audit Process Step generated a fault to the Audit Service, it would not be recreated.

FIX¢ Compression Process Stefvhen attempting to use this the following error would be generated:

Aborted: Could not load file or assembly "Xceed.Zip.v5.&iMer5.8.16152.0, Culture=neutral,
PublicKeyToken=ba83ff368b7563c6' or one of its dependencies.

Service Broker

FIX¢ Swagger Suppoqg If a Client Connector was enabled to expose Swagger, the Swagger URL hosted
by Neuron ESB would not be available fronemote machine. For example, if the Neuron ESB Client
Connector URL waddtp://mymachinename:9192/Userghen the
http://mymachinename:9192/Users/HelpRL hat would normally redirect users to the Swagger
documentation, would generate a 404 error.

FIX¢ HTTP.Querg When receiving inbound REST calls, the HTTP.Query object would not contain query
elements in the inbound URL if present. This was aitbgduced with 3.5.4.700 (i.e. CU4).

Workflow
FIXc Cluster Failover Suppat2 KSy dzaAy3 ! @ Afl oAfAG& DNRdzZJX GKS
ASNDSNI 62dAf R K24 FyR NMzy 62Nl Ft26 SyRLRAyVGa S@8y

FIX¢ Cluster Failover SuppagtWhen a primary server would fail, any dehydrated workflows would not
Fdzi2YlFGAOFffte adlNldzl 2y GKS RSAAIYIFIGSR acClkAf2@SN.

FIX¢ Referenced Assembliesf Assemblies were added as a reference at the Workflow designel; le
they would not be inherited and used by the Code Workflow Activities such as C# or C# Class. The user
could receive a compile error when trying to use them. This bug was introduced with CU4.


http://mymachinename:9192/Users
http://mymachinename:9192/Users/Help

Neuron Explorer

FIX¢ Neuron Explorec File Open Dialoglf either the Configuration Server dialog was set with a folder
(either local or UNC path) that was no longer available, or the last solution opened pointed the folder
that was no longer availabla,user wouldseethe error dialog indicating that the "Netrk Name

Cannot be Found&rror. However, the open file dialog box would never be displayed, functionally
preventing the user from either opening a new solution using the File Open menu, or changing the
runtime configuration by using the Configure Serdi@alog box. If the folder is no longer available, the
open folder dialog box will now be displayed using the My Documents folder location as the default.
Also, upon closing the Explorer, the old path will be removed from the MRU list

FIX¢ Endpoint Healtlg Workflow- If a user had a primary server and a failover sedafimed in the
Availability Groupthe endpoint health would say that both the primary server and failover server were
started. The primary server column for the failover server would alemgly state that the failover

server is the primary server for the failover server (i.e. the failover server listed itself as the primary
server).

Adapters

NEWc ActiveMQ Adapte,! RRSR G KS a¢AYS (2 [AGBSé LINRLISHNILI & F2NJ
when a message sent by Neuron ESB to an ActiveMQ queue will be moved to the ActiveMQ dead letter
queue.

FIX¢ SFTP/FTP AdapteiWarnings could be generated stating that the log file could not be deleted
when adapter starts up. This can be ignored.

FIXc Adapter Policieg If an Availability Window was activated for an adapter while the adapter was in
the process of processing a message, the message maybe discarded rather than rolled back.

Database
FIX¢ Updating database causes ermWhen attemptingto update an existing database to use Neuron
ESB 3.5.4 (CUthe following error could be generated:

Event Info: Message Audit Service

Exception: Violation of PRIMARY KEY constraint 'PK_MessageAudit_AllTopics'. Cannot insert
duplicate key in object 'dbo.MssageAudit_AllTopics'. The duplicate key value is (835380).

The statement has been terminated.

This was due to a bug introduced into tRargeAndBAckUpNeuronDatabaksabase sql agent job.

Neuron 3.5.4.700 (CU4) Features

Adapters/Connectors
The Neuron BB CU4 includes a number of new adapters/connectors. Adapters are key piece of
capability in the world of an integration broker. They serve as the bridge to and from the bus between
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eagsy it is for others to build their own adapters is critical in accelerating the development of any

solution. Not only is Neuron ESB hands down one of the easiest adapter frameworks to learn in the

industry, it also has pre duiadapters for most commaodity transports, queuing technologies, databases

and on premise/cloud applications. However, we continue to deliver a more complete and richer set of
connector with every release. This update is no exception.

Certainsafe

bSdz2NRBYy 9{.Qa /SNIIAY{IFS ' RFLISNI Aa GKS OdzZ YAYIl (A
adapter enhances your efforts to securely store and transmit encrypted secret data while leaving

mundane information in clear text form. It does so by sifygjig the steps you employ to interact with

your CertainSafe Digital Vault from your Neuron ESB based integration infrastructure. Together Neuron

ESB and CertainSafe enable automated data security for databases, files, processes, messages and API
communi@tions.

The Neuron ESB CertainSafe adapter functions in a Solicit/Response pattern in that the adapter listens
for messages published to the bus based on its Topic. Those messages can contain data bound for
secure storage and encryption by the CertainSaferice or tokens that map to previously secured data.
The response from the CertainSafe Digital Vault service is a new token in the former case and the
returned data in the latter. For more information about CertainSafe can be found here:
https://certainsafe.com/

More information can be found heréttp://www.neuronesh.com/resources/?article

Zuora

Zuora is an enterprise software company that designs and sells SaaS applications for companies with a
subscription business moddihe new Neuron ESB Zuora adapter enables you to easily embed any or all
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based services. The adapter turns your Neuron ESB integration infrastructure and all of your connected
services into relationship business management dynamos that provide you the information you need to
design,jterate and understand your subscription revenue streams.

The Neuron Zuora adapter functisms either a publish or subscrieedpoint to the bus. Using

Publisher or Subscriber modéhe Zuora adapter enables connectivity with the Zuora Rest API, throug
which businesses can perform operations such as managing subscriptions from a web storefront,
retrieving user information, and synchronizing catalogs with ERP sydtksing) theZuora adapter users
can easily configure integration with popular third padpplications and systenssich as NetSuite,
Dynamics CRM arfshlesForce.

More information can be found heréttp://www.neuronesb.com/resources/?article

Marketo
Marketing in the brave new servisavorld is different. Marketo excels at Lead Management, email,
consumer, customer base and mobile marketimgcesses foyour service based products. The Neuron


https://certainsafe.com/
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http://www.neuronesb.com/resources/?article
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your Neuron ESB integration infrastructure to your own services and backend systems. Modernizing
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The Neuron ESB Marketo adapter can function as edhmrblishing or subscribing endpoint to the bus.
Using the subscriber model, the Marketo adapter enables connectivity with the Marketo API, allowing
users to interface with marketing data through API calls to add/update leads, manage campaigns, run
analyics, and track opportunities. Marketo can also Interact direwith the Neuron ESB Marketo

Adapter via its WebHook feature (i.e. Publish mode). Using the WebHook feature, Marketo can send a
Notification to NeurorESB. Examples woldd Customer Inactivity, Duplicapgevention and Sending
Reminders for meetings prior to demo.

The Neuron ESB Marketo adapter allows your businesses to integrate Marketo with existing ERP,
eCommerce, and CRM applications such as NetSuite, Salesforce and Dynamics CRM.

More information can be found heréttp://www.neuronesh.com/resources/?article

Twilio
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any customer interaction scenario that includesaipp VOIP/Telephony aext/picture messaging. The

new Neuron ESB Twilio adapterd your Neuron ESB integration infrastructerebles you to quickly

addthese feature sets to your own services and products.
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modes. Solicit/response and request/reply patterns are also supported. This siyabi¢o build

customer communication scenarios that include you own internal processes in the communications

patterns that your customers expect. Fotaenple, you can fire off processes that are initiated from

customer phone calls or text messages or respond to any event with direct phone calls or texts out to

your customers. Neuron ESB and Twilio turn your business systems into customer retention tools.

More information can be found heréttp://www.neuronesb.com/resources/?article

Apple Push Notification Service

The Apple Push Notification Service adapter allows your Neuron ESB solutioesaotinith iOS

mobile devices (iPhone, iPad). Using the adapter, Neuron ESB solutions can send alerts and notifications
to iOS devices, set application icon badges, and play sounds. The adapter can also be used to receive
notifications from the Apple Feedick Service when messages cannot be delivered to iOS devices. This is
typically a result of the user unsubscribing from receiving notifications for an application.

More information can be found heréttp://www.neuronesb.com/resources/?article

Amazon Web Services Simple Queueing Service

Amazon Web Services is the leading cloud hosting provider, and the SQS service lets Neuron ESB
integrate with solutions running in the AWS cloud. The adapter suppablishing messages to an SQS
gueue or receiving messages from an SQS queue. The adapter can be used to pass work to batch
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processes running in EC2 or Lambda, or to publish events and notifications from your AWS applications
to other services that arentegrated using Neuron ESB.

More information can be found heréttp://www.neuronesb.com/resources/?article

Dropbox

Dropbox is a leader in cloud storage and now you can use Neuron ESB to uptodiropbox or
download files from Dropbox. The Neuron ESB Dropbox adapter wraps the Dropbox REST API and
exposes several operations around file management in Dropbox accounts. You can use the Dropbox
adapter to archive messages safely to Dropbox fakbp, syndicate documents to subscriber accounts,
or import documents from subscriber accounts. You can also use the Dropbox adapter to copy files,
move or rename files, delete files, or create folders in user Dropbox accounts.

More information can be fouth here http://www.neuronesbh.com/resources/?article

Rabbit MQ

The Neuron ESB Rabbit MQ Adapter allows Neuron ESB to interact with Rabbit MQ in a variety of ways,
with configurable levels of Transiion support and Quality of Service. Organizations can use the

adapter to monitor Rabbit MQ Topics or Queues for new messages, forwarding those (i.e. publishing) to
a Neuron ESB Topic where other subscribing parties (e.g. Adapter, Service or Workflomt&nhdan

receive the information. Conversely, the adapter can also be used to forward information published to

or generated by Neuron ESB to either a Rabbit MQ Queue or Topic, essentially making Rabbit MQ a
Neuron ESB subscriber. Both types of RabbitTvipsactions are supported (e.g. Transaction and

Publish Confirms) as are Virtual Hosts, SSL and all the latest features of Rabbit MQ.

More information can be found heréttp://www.neuronesb.confresources/?article

Active Directory
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part of a Neuron ESBased integration infrastructure. Using the Neuron ESB Active Directory adapter,
organizations can incorporate AD into their Business Process automation and management solutions to
automate tasks involved in new hire and user/group provisioning scenarios. The Neuron ESB Active
Directory adapter can function as either a publishing drssuibing endpoint to the bus. In Publish
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change, deleted user, etc.), publish those changes to bus where they would be routed to all interested
subscribily users or Business Processes/Workflows. In Query mode, the AD server can be queried for
information, or existing users and groups can be updated, added or deleted. Users and Groups can also

be enabled/disabled and passwords can be reset.

More informationcan be found herehttp://www.neuronesb.com/resources/?article

Neuron ESB Microsoft Project Connector for NetSuite
With NetSuite's cloudbased project management solution, stakeholders can seaitomoand manage
project status anytime, anywhere. By delivering complete visibility and control, NetSuite's project
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management solution gives you rdaahe access to all of your project information. The result is a
significantly improved project completiorecord, more satisfied clients and reduced Huitable work.

Microsoft Project makes project management easy. With tools designed specifically for team members,
project managers, executives and the PMO, it enables collaboration from virtually anywitietéev
right tools for any role.

The Neuron ESB Microsoft Project Connector for NetSuite enables you to sync projects and resources
I ONRP&da 020K (G22fasSta GKNRBAdZAK &2dzNJ bSdzNByYy 9({.
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your stakeholders, synchronized with Neuron ESB, your business will provide instant access to critical
project data anytime, anywhere for anyone.

o >

More information can be fountiere http://www.neuronesb.com/whyneuronesb/netsuite
integration/

Dynamics CRM WEB API

The Neuron ESB Dynamics CRM Web API Adapter provides direct access to Nligr@soits CRM

2016 Web APIUsing this adapter, organizations can easily integrate their business applications such as
SAP, NetSuite or Marketo with Dynamics CRM 2016, bofiremises and onlineThe adapter utilizes

the new Azure Active Directory/ADF8u@h Provider to manage access to Dynamics CRNt adapter
operates in both subscribe as well as solicit/response (or query) modganizations can use the
adapter to query for data, create, update, retrieve and delete entities and execute CRM Rarauiid
Actions. The adapter can be used to access the entire Dynamics CRM WealylAdét.developing
applications that utilize this adapter, developers will be able to use the Adapter Metadata Generation
Wizard to generate JSON samples that describe theest and/or response documents that are
exchanged with Dynamics CRMevelopers can also use the new Http Utility process step in our
process designer to very easily define the calls to Dynamics CRM.

More information can be found heréttp://www.neuronesh.com/resources/?article

OAuth Providers

The Neuron ESB 3.5 CU4 release introduces OAuth support for authorizing web service invocations using
Service Connectors (i.e. HTTP/REST service engmidtsupported Adapters. Using OAuth, Neuron

ESB can obtain access tokens that can be passed to REST services to authorize protected resource
invocations. In CU4, OAuth bearer tokens base&bf 675are supported.

Neuron ESB supports obtaining OAuth access tokens using the following authorization services:

Amazon

Azure Active Directory/ADFS
Dropbox

Facebook

Foursquare

GitHub

=A =4 =4 =4 -4 =9


http://www.neuronesb.com/why-neuron-esb/netsuite-integration/
http://www.neuronesb.com/why-neuron-esb/netsuite-integration/
http://www.neuronesb.com/resources/?article
https://tools.ietf.org/html/rfc6750

Google
Instagram
LinkedIn
Microsoft Live
SoundCloud
SourceForge
Tumblr
Twitter
Yahoo!
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Registering an OAuth Provider

Configuring an OAuth provider for web services is very simple, but will require you to coordinate with
the authorization service. Most authorization services will require you to register your application with
them in order to obtain an identifier and secret value that is used to identify your application and
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‘fa Meurcn ESB Explorer
File View Tools Help
SHEN

You are working offine. New Solution

Unavailable ~ o) BB = Configure Server | Category Filter v

Security

Y ‘ OAuth Providers.

B

= & Authentication

85 Credentials

& OAuth Providers Copy & Delete Hide Detail

= & Authorization Name Cateqory Desaription

& Access Control Lists b & Noproviders
= # Roles

&% Administrators
E s Encryption

A Keys

@ Apply () Cancel | Bindings [ Test

General Dependendies

Adding Mew OAuth Provider

P M
g lessaging B
y Repository

@'6 Connections
W seonr

v Misc
Access Token
Client ID
Client Secret
CredentialType Bearer
Redirect URT
Access Token
| | The access token to use to authorize requests using this provider,

[oAuthPravider1

Description:

Category: [General -

Provider: GitHub

?3’ Processes

g Deployment

0 of 0 selected

Al # A B C D E F 6 H I J K L M N O P Q R S T U Vv W X Y Z

s Activity

Medified

To begin, navigate to the Security tab in Neuron ESB Explorer and sel€Athh Providers node in the
tree. Create a new OAuth provider and enter in a name. At the bottom of the details view is a list of
providers. Select the authorization service provider that you want to use to obtain an access token for

your application taise.

You will next need to register your application with the authorization service. For example, to use

Facebook to obtain an access token to authorize access to remote web services, you will need to create

an application at thé-acebook Developavebsite.

e 2


https://developer.facebook.com/

facebook for developers Products Docs Tools &Support News Videos

Connect on a global scale.

Build, grow and monetize your apps with Inte

= (& [ < o

Facebook Login Sharing on Facebook Analytics Mobile Messenger Platform
Account Creation in Facebook for Apps bl Build your bot to
two taps Promote your app or Understand how Monetize your mobile reach 9oo million
website organically people use your app app or mobile website people
with ads

After creating your application, you will be able to access the client identifier and client secret. These

values are used to identify your application to the authorization service and to authentiwtctess

tokens and codes from the authorization service. When you have these values, you should register them

AY GKS h! dzi K LINRJARSNDE LINBLISNIASE Ay bSdzNRY 9ELX

“f Neuron ESB Explorer — ] X
File View Tools Help
=] ﬁv Unavailable - g Bl | Configure Server | Category Filter -
You are working offline. New Solution
Security .Y OAuth Providers
85 Credentials
83 Chuth Providers New | | Copy {3 Delete | (& Hide Detail
£ ® Authorization Name Cateqory Description
8 Access Control Lists b 35 noproviders
© # Roles
&% Administrators
© » Encryption
A Keys
@ Apply (D) Cancel | Bindings [ Test Adcing New OAuth Provider
General Dependencies
| /P Messaging -
Name: [oauthProvidert v Misc A
= = Access Token
epository Desaription: Client ID
s Client Secret
@5 EEnE CredentialType Bearer
v
[— Category: General 1L Rediect LRI
ﬂ Seaurty Access Token
e Provider: GitHub || The access token to use to authorize requests using this provider,
#y Processes
g Deployment
0 0f 0 selected
vaitv M # A B CDEF G H I J] K LMHNOTPGQRST UV WX Y Z
Modified




You will typically also need to register a callback URI with the authorization setheéceyou register

your application. The callback URI is used as part of the OAuth 2.0 protocol to redirect the user back to
your application after signing into the authorization service. You can use any URL. During the OAuth
authentication process, Neurah{ . Q& h! dzi K LINPQPARSNBE ¢gAff dzasS (KS
authorization process has completed successfully in order to obtain the access token from the
authorization service for the OAuth provider.

After your OAuth provider is configured, you can tdst provider within Neuron ESB Explorer using the
web-based flows. By clicking on the Test button in the toolbar for the detail view, a web browser will be
opened and you will be able to validate that the client identifier, secret value, and redirect&RI ar
correct by authenticating with the authorization service and obtaining an access token.

Using an OAuth Provider in a Service Connector

Once an OAuth provider has been configured, it can be used by a RESTful service connector to invoke
web services from eemote web service. All that is necessary is to associate your OAuth provider with
the service connector using a new drdpwn list that has been added to the service connector detail

tab:

General Binding Security Client<T= Client Connector ~ Service Connector  Proxy Settings

Enable Service Connector Enable Custom SOAP Headers [ ] Enable HTTP Headers

Subscriber 1d: o [ single instance

Policy: Default b Allow connection reuse

URL: [

Failover URL(s): +

OAuth Provider: OAuthProvider 1 ~ h

Once the service connector has been configured with an OAuthigeg the service connector will use
GKS h! dzi K LINPQOARSNRA | O0Saa G21Sy G2 Ay@21S GKS
the remote web service as a bearer token using RFC 6750.

Flat File Parser
In Neuron ESB CUA4 there is a flat filespathat can be used to convert single record format flat files
into XML. The supported flat files must have the following attributes:

9 Fixedwidth or delimited. The following delimiters are supported:
Comma

Tab

Vertical Bar (otherwise known @st A5LSS A YA G SRE 0
Semicolon

Custom string (any combination of characters)

O O O O O



9 All records in the flat file must conform to the same definition. The only exception to this are
leading records and trailing records which can be ignored.

Using the Flat File Parser

Process Definition

The flat file parser is included as a Business Process step in Neuron ESB Explorer. To use the flat file
parser, create a new Business Process (or use an existing one) and drag the Flat File Process step from
the Process Steps toolboxito the Business Process Designer:

“f Neuron ESE Explorer — O X
Flle View Tools Help

& | - | @ Stopped - (o] B | Configure Server | Category Fitter ~

You are working offine. New Solution

Processes New Process 1% X v X
=) e @™ PpPBEX 2 Zoom - & import & Export [EP Print [z Save []] Copy

rch Process. Process Steps
= ]

U Message ~
1= Audit
# Compression

V' Detect Duplicates
New Process 1* ] Excel to XML

] set Property
@ Trace

= ) Security
= Decrunt Xt

v Misc

v

Referenced Assemblies

Name New Process 1

9 " Description
) Messagin
an Category General
[ -
@d Connections )
@ Security Type Step Text

'& Processes

g Deplayment Name
The name of the process

S Activity

Modified

Creating a Flat File Definition

The flat file parser includes a wizard that will assist users in creating the flat file definition. The flat file
definition cannot be created without using the wizard. The Flat FiEah¥ requires a sample flat file in

order to create the definition. This sample flat file can either be imported into the new Neuron ESB Text
Repository located by navigating to Repositofyocuments>Text Documents within the Neuron ESB
Explorer or, itan be retrieved directly from the file system.

1. To start the wizard, rightlick on the Flat File Parser step in the process designer and B&lect
CAEtS 2AT I NRX



Ty
MNew Process 1%

= Flat File Wizard... ||

Parser Remove

Copy
Cut

Paste
Disable
Add BreakPoint

2. OntheWelcomepage, clicklext

2:% MNeuron ESB Flat File Parser >

Flat File Parser

Defines a mapping for converting delimited and fixed width text files to XML

oo TS (&?)_,_ xma

il

4+

The wizard will walk you through a series of steps, prompting you to select an existing flat file and defining the

structure of that file.
‘ Press Next to begin.

[ cancel || <Back [ Next> |[ Finish |

3. On theFile Typepage, select the type of file to proces Fixed Widthor Delimited IfDelimited
is selected, the appropriate delimiter must also be supplied. If something other than the
provided options are needed, seleCustom Stringnd enter the character(s) to be used as a
delimiter. ClickNext



13 Mewren ESB Flat File Parser X

Flat File Type
Select the type of flat file to process.

Flat File Type:
®) Fixed Width
O Delimted
* Comma

Tab
Semicolon
Vertical Bar
Custorn String

| Cancel || < Back I Mext = |

If Fixed Widthis selectedcontinue with step 4. Delimitedis selected, skip to step 8.

4. On theFixedWidth Flat Filepage, either select a sample flat file from the repository or the file
system. To select a sample from the repository, selecRbpositoryradio button and select
from one of the files listed. To select a file from the repaository it must be imporéore
running the wizard. To select a sample from the file system, seleilla&ystemadio button
and click the ellipsis button to browse for a file from the file system. Some flat files include
column header names in the first line. If your fide fncludes column headers, check the box
for First Row Contains Column Namesdso, if you want the Flat File Parser to ignore any of the
leading or trailing rows, indicate how many of each row to ignore:



:% Meuron ESE Flat File Parser

Fixed-Width Flat File
Select a sample fixed-width file to guide you through the wizard.

) File System

T 30 A0

a0

Ignore first |0 Lines
LI Ignore last |0 Lines

50 a0

[ First Row Contains Celumn Names

70

| Cancel || < Back | Next =

| [ Einish

5. Once you have selected a fixaddth documentthe preview pane will display the first 10 rows:

«E Meuron ESE Flat File Parser

Fixed-Width Flat File
Select a sample fixed-width file to guide you through the wizard.

X

Select sample test file: @ Repository | CRM FixedWidth

[] First Row Contains Column Names

i Ignore first |0 Lines
() File System )
Ignore last |0 Lines
10 20 a0 40 50 60 70
.|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIIIII|IIIIIII
Jim Glynn someone j@example.com Coho Winery 555-010
Maria Campbell someone d@example.com Fabrikam, Inc. 555-010
Nancy Anderson someone c@example.com ARdventure Works 555-010;
Patrick Sands someone k@example.com Zlpine Ski House 555-011
Paul Cannon someone_h@example.com Zlpine Ski House 555-010
Rene Valdes someone ifexample.com A. Datum Corporation 555-010
Robert Lyon someone gRexample.com Contoso Pharmaceuticals 555-010
Scott Konsrsmann someone fRexample.com City Power & Light 255-010
Sidnev Higa somecone efexample.com Blue Yondsr Zirlines 555-010
| Cancel || < Back | MNext = | Finish

6. When parsing a fixewidth file you need to set the column breaks. To set a column break, click
anywhere in the preview pane and a vertical line will appear. Click the line again and it will
Kl 98 G2 Of A0

disappear.Notec@ 2 dz R2 y Qi
the preview pane:
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\é Meuron ESB Flat File Parser

Fixed-Width Flat File

Select a sample fixed-width file to guide you through the wizard.

Select sample test file: (@ Repository

) File System

i} 20
(I AR S B B S A A SN A

Jim Glynn
Maria Campbell
Nancy Anderson
Patrick Sands
Paul Cannon
Rene Valdes

m m m m n

Robert Lyon
Scott Konersmann

Sidnev Higa

CRM FixedWidth

) T -
omeone j@example.

meone d@example.
meone clexample.
meone_k@example.
meone_h@example.
meone_i@example.
meone glexample.
omeone f@example.

omecne e@example.

il

com
com
COom
com
com
com
com
com

Com

Ignore first |0

Ignore last |0

oho Winery

brikam, Inc.

venture Works

Blpine Ski House
Rlpine Ski House

Datum Corporation
ntoso Pharmaceuticals

ity Power & Light

lue Yonder Airlines

Lines

Lines

[ First Row Contains Column Names

L

55-010
5-010:
5-010:
5-0111
5-010°
5-010:
5-010¢

55-010

uonounoonoon

55-010-

| Cancel || < Back I

Next >

7. After selecting all the column breaks, clid&xt. Skip to step 10.

8.

If you selectedelimitedin step 3, theCommaDelimited Flat Filgpage will appear. On this

page, either select a sample flat file from the repository or the file system. To select a sample
from the repository, select thRepositoryadio button and select from one of the files listed.

To select a file from the repitery it must be imported before running the wizard. To select a
sample from the file system, select thile Systemadio button and click the ellipsis button to
browse for a file from the file system. Some flat files include column header namesfirsthe
line. If your flat file includes column headers, check the bofifet Row Contains Column
Names Also, if you want the Flat File Parser to ignore any of the leading or trailing rows,

indicate how many of each row to ignore:




% Neuron ESB Flat File Parser x
Comma-Delimited Flat File
Select a sample comma-delimited text file to guide you through the wizard.
Select sample test file: (® Repository . D First Row Contains Column Names
i Ignore first |0 Lines
() File System )
Ignore last |0 Lines
0 20 30 50 80 70
IIIIIIIIIIIIIIIIII|IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII|IIIIIIIIIIIIIIII
| Cancel | | < Back I Mext » | Finish

9. Unlike the previevpane for fixedwidth files you do not need to set column breaks. This file
includes headers in the first row. ClNgkxt

\a MNeuron ESB Flat File Parser >

Comma-Delimited Flat File
Select a sample comma-delimited text file to guide you through the wizard.

Serneme e ® Repository | CRM Comma Delimited . First Row Contains Column Names

Ignore first |0 Lines
) File Syst
v HETas Ignore last |0 Lines

20 a0 40 50 80 70
| N T N - N T T N N T T N I | S T T N T N T T - I -
Name, Email, Company, Phone

Jim Glynn, someone j@example.com,Coho Winery,555-0109

Maria Campbell, somecne d@example.com,Fabrikam Inc.,555-0103

Nancy Anderson, someone cf@example.com,Adventure Works, 555-0102
Patrick Sands,scmeone k@sxample.com,Zlpine Ski House, 555-0110

Paul Cannon,someone_h@example.com,Alpine Ski House, 555-0107

Rene Valdes,someone i@example.com,’. Datum Corporation,555-0108
Robert Lyon,someone glexample.com,Contosc Pharmaceuticals,555-0106

Scott Konersmann, someone f@example.com,Citv Power & Light,555-0105

| Cancel || < Back | Mext » | Finish

1. 2 KSy @&2dz OKSO1l GKS AGQCANRBG w2g¢g /[/2yilAya [ 2ftdzvy
automatically populated. However, you carllsthange these names on the Column Details
page. After confirming the column details, cliikishto close the wizard.



‘E Meuron ESB Flat File Parser *
Set the column details
Verify the name and width of each column
Columns Column Properties
Name
Email Marne: MNarme
Company Start Index: 0
Fhone )
Width: 0
Preview
Name Company Fhone
Jim Glynn somecne_j@example.com|Coho Winery 555-0109
Maria Campbell someone_d@example.com|Fabrikam Inc. 555-0103
Nancy Anderson gomecne_c@example.com|RAdventure Works 555-0102
Patrick Sands somecne_k@example.com|Alpine Ski House 555-0110
Paul Canncn somecne_h@example.com|Alpine Ski House 555-0107
Bene Valdes gomeone_ifexample.com|&. Datum Corporaticon 555-0108
Bobert Lyon somecne glexample.com|Contoso Pharmaceuticals|555-0106
Concel | [_<Bom

After finishing the wizard, the flat file definition is stored as a process property. You-cam ttee

wizard and see the samalues you selected the previous time you ran it.

To test the Flat File Parser, use the Process Tester and use the same sample data you used when running
the Wizard.

Swagger Support for REST APIs
Swagger is a simple yet powerful representatiomef RESTIUAPI. Withone ofthe largest ecosystem

of API tooling, thousands of developers are supporting Swagger in almost every modern programming
language and deployment environment. With a Swaggeabled APlprganizationgyet interactive

documentation, clienSDK generation and discoverability.
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should also create Swaggenabled APIs. Starting with Neuron ESB 3.5 CU4 the Client Connector does
exactly that.

Creating Swagger Documentation
The CU4 release includes a new section in the Neuron ESB Explorer Repository called Swagger
Documents (see figure 1). This is where Swagger APl documentation can be stored and managed. Users
can create a new Swagger documenttia Repository by either copying or entering the content of an
existing Swagger document or by importing an existing Swagger document from any External URI.



New [} Copy € Delete J Import | Generate | # Hide Detail

Wiccccon|i [ [imsirimamr e

Viewing Swagger Document UserSenvceEndoont [

(Figure 1)

Once a Swagger document is stored in the Repository, the document will automatically be hosted by
Neuron ESB dtttp://localhost:51003/docs/sewlycreatedswaggerdec All Neuron ESB mared)

Swagger Repository documents are hosted on Port 51003. However, the port can be changed by editing
0KS @I t GxfaggerPelfiostiSgds | S & appSgttingsie&ion of the

discoveryservice.exe.confiy?2 Y ¥ A 3 dzNJ (i A 2 Y C¥Pkobr&mFile® ($BBNieGd@sideyronii K S &
ESBWB T2t RSN

To create Swagger documents from scratch, the Swagger Hditoy/gditor.swagger.io), an online
tool, can be used as shown in Figure 2 below.

Swagger Petstore

Paths

Models

(Figure 2)


http://localhost:51003/docs/%3cnewlycreatedswaggerdoc
http://editor.swagger.io/

Using Swagger Documents

In order to assign a Swagger document to the Neuron ESB Client Connector, navigate to the Client

/| 2yySO0G2NI ¢ 0
Metadataé
{6 33ASNI R20dzySy i

can be chosen as shown in Figure 3.

0KSy

aSt SOl G4KS

f20rGSR Ay UKS

aSalFRI Gl
R Zoxf Hera either an egtnal Swagger document URI can be provided or a static
G{ ol I3ASNI 520dz¥Syi

You are working offine. C:\Usersimanaj.taheja\Downloads\ Test
«~  Service Endpoints

+

New Copy Delete Hide Detail
Hame Catesorv.

Zone Bidno
=
G Savin ehwnns [JEY userservcetndpont | Genaral Entemprse

Chent Address Service Address | Descriotion

i Configuee Client Connector Metadata

(C) o not expose matadata for the clent connector,
() Access metadata at extemal location.

External Swagger Document URL

© Apply @ Cancel | Bindings

General Sndng Seaity ClentT>

(®) Host 3 stati; metadata document.

Swagoer Document
Gient Comect  Servce Comnector  Praxy Settings

Enable Clent Connector (o] Enablle Custom SOAP Headers Enable HTTP Head

Max Concl

Max ConcusTeE SEssRET o

Wetadata

(Figure 3)

dzi G2y >

Once a Swagger document is selected from the dropdse¥ection, or an external Document URI is

provided, the Client connector will have Swagger documentation associated with its endpoint. Pointing a

web browser to the Client Connector URL along Witp will expose theSwagger documentation

For exampleif the Neuron ESB Client Connector URLhtgs//localhost:9192/Usersthen the

http://localhost:9192/Users/HeldJRL will redirect users to the Swagger documentation (see Figure 4).

g K


http://localhost:9192/Users
http://localhost:9192/Users/Help

[ localhost:8080/2url=http://localhost:8080/docs/UserServiceEndpoint.json#/default

neuron \)? :w

UserService

A sample API that uses a User Service as an example to demonstrate features in the swagger-2.0 specification

Created by Neuron API Team
MIT

default Show/Hide | List Opera

[cagll /GetUser
[ sas unL: / oI VE

:/api, aptversion: 1.0.0]

(Figure 4)

Implementing and Testing
Once a Swagger document (like the one created and shown above) is assigned to the Neuron ESB Client

Connector, the implementation for the call kér has to already exist or be created. The following
example demonstrates how we can create a simple implementation that can be tested by users
ONRgaAy3ad (2 GKS [/ tASyld /2yySOG2NRa { ¢l 33ISN) R20dzyS

Using the Neuron ESB Business Process Designer a siogaestan be created that contains the
AYLX SYSy il Getgeg 2FLGIROET6 a2 aK2éoy Ay (GKS CAITdz2NB p
attached to the OnPublish event of the Neuron ESB Publisher assigned to the Client Connector.



You are working online. test

Processes UserAPl X
S 00 » D EEDX & Zoom - & Import & Export B Print [ S¢
Search Process

----- <} UserAPI

' N
UserAPI
@
Decision
If GetUser Else
El @
Get Rethrow
L
Cancel
L ’
(Figure 5)
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Figure 6. The Code Editor contains C# code to mock userstincativert the list to a JSON object,

setting the Neuron ESB Message body.



UserAPI - Get X Use
File Edit View

QbR da=2EE

AP

i
it
b4

11 | using System.Xml.lLing;
12 | using System.Xml;
13 | using Neuron.ServiceModel;
14 | using Neuron.Pipelines;
15 | using Neuron.Esb;
16 | using Newtonsoft.Json;
17 | using Newtonsoft.Json.lLing;
18
19 =namespace _ DynamicCode
0 | {
21 [ public class User{
22 [H public int id{get;set;}
23 = public string name{get;set;}
24 1
25
26 [ public class _ PipelineStep__ : Neuron.Pipelines.PipelineStep<Neuron.Esb.ESBMessa
27 {
28 [ protected override void OnExecute(PipelineContext<Neuron.Esb.ESBMessage> cont
29 {
30 List<User> user = new List<User>();
31 user.Add(new User(){id=1, name="Tom"});
32 user.Add(new User(){id=2, name="Raj"});
33 context.Data.Text = Newtonsoft.Json.JsonConvert.SerializeObject(user);
34 1
35 }
36 |}
(Figure 6)

Once implemented, this Neuron ESB Client Connector API can be tested directly from the Swagger
R20dzySyid a OFy 0SS &SSy Tyibout duttoh yill eRekiBedriddetUse®Pl / £ A O A
call, returning the Response message.



default Show/Hide List Operations = Expand Operations
ﬂ /GetUser

Implementation Notes
Returns all Users from the system that the user has access to

Response Class (Status 200)
A list of Users.

Model Schema

Response Content Type  application/json ¥
Try it out!
url

& curl -X GET --header ‘Accept: application/xml' ‘http://localhost:8181/users/GetUser’

Request URL

http://localhost:8181/users/GetUser
Response Body

[{"id":1,"name":"Tom"},{"1d":2,"name":"Raj"}]

Response Code

200

Response Headers

1
“content-type": “application/xml; charset=utf-8"

(Figure 7)

HTTP Utility, JSON and Swagger

Neuron ESB includes a Service Broker that enables organizations to deploy Neuron ESB as a Service
Gateway, providingnediation, security, hosting and a number of other services. Service Connectors are
essentially registrations within Neuron ESB that point to existing services hosted within an organization,
by a partner or in a cloud domaiiihese services, which can bher SOAP or REST (HTTP) based, can

be called either through the Neuron ESB messaging system via a Topic subscription or besiitga
EndpointWorkflow Activity and Process Step. The latter two options can be used with either the Neuron
ESB Workflowibesigner or the existing Business Process Designer and allows a user to directly call any
Service Connector without the need to publish a request to a Topic, eliminating all pub/sub overhead.
These are commonly used to create service aggregation and citigoosolutions.

C2NJ OFfftAya wo{¢ 61 ¢¢ct0v o6FlaSR {SNBAOS /2yySOi2N&
information need to be provided at runtime according to the REST specification. For example, the



Method name (e.g. GET, POST, PUT, RASKC) must be provided. HTTP Headers usually need to be
provided (e.g. Content Type, Authorization, Accept, etc.) as well as Query string or URL parameters.

In previous versions of Neuron ESB, this information could be provided by using a C# CoddatRititor
either the Business Process Designer or Workflow Designer directly preceding the Service Endpoint
activity as depicted below:

User Registration Workflow - Create Salesforce Auth Request New User Registration* X > X

[N W - Y= ® £ Zoom - & Import & Export EF Print [ Save [ Copy

New User Registration® Search Steps |
Bl G Process Steps A
B9 Error Handling
= Exception
@ Rethrow
%5 Flow Control
@ Break
@ Cancel
 Decision
!‘} Execute Process
= For

= o For Each

- UTI] Parallel ]

Authentic... | || General ~
~ Disable False

G Name Rest Authentication Co
Auth + Misc

Success?
T e Service Endpoint Salesforce Rest Autl

Service Url https://test.salesforce.corl

validate
|_Request |

Service Binding REST
Message Pattern  Request-Reply

Sarvica Dolicu LlcarRanictratinnSansica o] N

E;I Service Endpoint
Type Step Text Select an existing service endpoint (connector).

Opening the C# Code Editor allowed developers to provide the information they needed to initialize the
service call atuntime by primarily using the HTTP object of the Neuron ESB Message as shown below.

New User Registration* - Create User Registration Request X New User Registration* v X
File Edit View

@b DdAalZ2EBE EEKX -

voild OnExecute(PipelineContext<Neuron.Esh.ESBMessage> context)

{
1 // Retrieve the auth token from the incoming message
2 dynamic jo = context.Data.ToJObject();
3
4 /[ to register, just change semantic and add headers
5 context.Data.Http = new Neuron.Esb.HttpMessage();
&  context.Data.Http.Headers.ContentType = "application/json";
7  context.Data.Http.Method = "POST";
8  context.Data.Http.Headers.Add("Authorization"”, "Bearer " + jo.data);
9
16 // set the local path so that we're calling register now
11 // set the outgoing body with the original request
12 context.Data.LocalPath = "/api/fuser/register”;
13 context.Data.Text = context.Properties[“originalReqeustBody"] as string;
14
}

Ln13 Col 73 Ch73



The information used to initialize these HTTP elements could come from the existing Neuron ESB
Message, Neuron ESB Message or context properties or even Neuron ESBnienial Variables that

may have different values at runtime depending on the runtime environment they are deployed to. The
example below shows how Query string parameters could be set in a Code Editor in the Workflow
Designer.

User Registration Workflow* - Create Salesforce Auth Request X User Registration Workflow* v X%
File Edit View
I = | = © == =
@b DrAal=2 BE FF
public void Execute(CodeActivityContext context)
{
24 // to authenticate with salesforce, just change semantic and query string parameters
25 // for url encoded form submission
26 // all of these variables are stored as environmental variables so they are not
27 /[ hard coded here, allowing their values to be different depending on the
28 // environment the solution is deployed to
29  message.Http = new HttpMessage();
30 message.Http.Headers.ContentType = "application/x-www-form-urlencoded";
31 message.Http.Method = "POST";
32 message.Text = string.Empty;
33 message.Http.Query.Add("grant_type", environmentVariables["SalesForce-grant_type"]);
34 message.Http.Query.Add("client_id", environmentVariables["SalesForce-client_id"]);
35  message.Http.Query.Add("client_secret", envirconmentVariables["SalesForce-client_secret"]);
36 message.Http.Query.Add("username", environmentVariables["SalesForce-username™]);
37 message.Http.Query.Add("password", environmentVariables["SalesForce-password”]);
38 message.localPath = "services/oauth2/tocken";
39
}
Ln 28 Col 43 Ch 43

HTTP (REST) Endpoint Coriguration

Rather than requiring that developers use C# to set HTTP properties, CU4 introduces a new tool, the
alect ' dAfAGEE D ¢KAA dzl ARrocds® onOrkflgw MeSignetzb 8oRmone A G KA Yy (i
advanced levels of HTTP configuration. The HTTP Utility is exposed as both a Process Step and Workflow
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to display the mainanfiguration screen of the HTTP Utility as shown below:



Http Client Utility ﬂ

@ Use Swagger document

v Enter Request URL andior local path i.e |/apruser/register]’
Headers Body Url Parameters
Plegse enter Key.-"-.u"aIL_|e pairs. Press '+' button to ad<_:| more. Type in CTRL + SPACE to see list of available Environmental o
Variables and properties that can be used to dynamically set values.
Key Value (%]
| Save | | Cancel |

C2NJ dzZaSNB FlIYATAINI gAGK G22fa tA1S at2adYlyé¢ | yR
similar and they will find it just as easy to configure. The HTTP Utility has buittliiyértce and allows

users to use Neuron ESB Environmental Variables, Neuron ESB Message properties, Context properties
and literal values to configure any Value, Message body or URL as shown below:

Http Client Utility =

@ Use Swagger document

POST © lapiiuseriregister

Headers Body Url Parameters
Please enter Key/\Value pairs. Press "+ button to add more. Type in CTRL + SPACE to see list of available Environmental o
Vanables and properties that can be used to dynamically set values.
‘ Authorization ‘ Bearer {#JObject data} 0
‘ Content-Type ‘ application/fjson (%)

Save | | Cancel




Valid HTTP Header options and methods are displayddogsdown boxes, while possible values for the

aSt SOGSR 1¢¢t I SFRSNI a1See fta2 FLWSKENIFa 02y dSED

Hittp Client Utility

@ Use Swagger document
Http Client Utility

v Enter Request URL and/or focal path i.e |/api/user/registerl’
@ Use Swagger document
Headers Body Url Parameters
¥ Enter Request URL and/or local path i.e |78pyust | Please enter Key/Value pairs. Press '+' button to add more. Type in CTRL + SPACE 1o see list of available Environmental o

Variables and properties that can be used to dynamically set values.

Headers Body Url Parameters Content-Type ‘ ‘ 0
= soph ]

A . - +xml
Please enter Key/Value pairs. Press '+' button to add mare. Type in CTRL RS
Variables and properties that can be used to dynamically set values.

j‘ application/ecmascript
j applicationfjson

‘ [;[m‘ Val I applicationfjavascript

F I application/octet-stream
Cach&qomrol j’ application/ogg
Connection 5 application/pdf
Content-Length I application/postscript
Content-MD5 7 application/rdf+xml

% application/rss+xml

Save | ‘ Cancel

Save | | Cancel

Alternatively, Neuron ESB Environmental Variables, properties (context, message, etc.), message body
and literals can be used by seting from the available list. Environmental variables are preceded by the

abés gKSNBIaAa Iff 20KSNA | NB LINSBOSRSR o0& a4l ¢ | a

Http Client Utility n

@ Use Swagger document

posT | |

5 1$SalesForce-client_id}
Header| 9 {$SalesForce-client_secret)
5 [$SalesForce-grant_type}

[ f 15SalesForce-password}
57 1$SalesForce-ServerPath} |
X-Authorizatio ®f $3alesForce-usermname} (%]
% DateTime(local)} |
f {#DateTime(local), ddmmyyyyhhmmss}
5 #DateTime(Utc)}

f {#DateTime(Utc),ddmmyyyyhhmmss}

Please enter Kj PACE to see list of available Environmental o

Vanables and f

| Save | | Cancel |

The literal values that appear in the list (i.e. by pressing CTRL + SPACE) that can be used are:

1 {#DateTime(localy}Adds the local date time valueith following format:"yyyyMMddHHmMmss"



1 {#DateTime(localddmmyyyyhhmmss}Adds the local date time valuesing the provided
format specifier
1 {#DateTime(Utc)} Adds theUTCdate time valuewith following format:"yyyyMMddHHmMmss"
1 {#DateTime(Utc),ddmmyyyyhhmmsshdds theUTCdate time valueusing the provided format
specifier
1 {#IMFfixdate}q Adds theRFC 7231 Date/Time Format e.g. 'Tue, 15 Nov 1994 08:12:31 GMT™
1 {#GUIDK Adds a unique GUID stringlva (e.g.00000000-0000-0000-0000-000000000000)

Values that can be used to access either some part of the body or a custom message property of the ESB
Message are:

1 {#<custom>.<property>¢ Returns astom message property i.e.
context.data.GetPropertg( YRS TWE € = ahét NB LISNIi & ¢

1 {#JObject.<property>¢ Returns the property from the JS@Mnamic object property from the
current Neuron ESB Message

Besides the Method drop down box and the URL text box, the HTTP Utility has 3 pabsaHeaders,

Body and URLaPameters. The Headers tab allows users to specify any HTTP or custom key/value pairs
that will appear as HTTP Headers in the final REST service call. A good example of an HTTP Header could
be either the Content Type or Authorization header. The Body llatvga users to specify how the body

should be encoded and sent to the service as shown below:

Http Client Utility n

v | Use Swagger document

POST v fapi/user/register

Headers Body Url Parameters
() Form Body () x-www-form-urlencoded (8 Raw [ ] Clear ESB Message Body

Type in CTRL + SPACE to see list of available Environmental Variables and properties that can be used to dynamically set values

{#context(originalReqeustBody)}

| Save | | Cancel |

Using the settings, Neuron ESB will ensure the proper HTTP Content Type and data are appropriately set
and encoded if necessary. Users have additional optikeslearing out the underlying Neuron ESB
Message body if either Form Body or Form Url Encoded options are chosen.



The URL Parameters tab allows users to enter key/value pairs that will be serialized as URL parameters

for the service call. The HTTP Utiliemoves the need for developers to use C# to set the required HTTP

properties for any service call. In the example below, a Salesforce authentication call is made where all

the values are using Neuron ESB Environmental Variables, allowing the valaespechic to the actual
runtime environment the solution is deployed to:

Http Client Utility n

@ Use Swagger document

POST o {$SalesForce-ServerPath}/services/oauth2/token |
Headers Body Url Parameters

() Form Body (@ x-www-form-urlencoded () Raw Clear ESB Message Body

Please enter Key/Value pairs. Press '+ button to add more. Type in CTRL + SPACE to see list of available Environmental o
Vanables and properties that can be used to dynamically set values.
| grant_type | {$SalesForce-grant_type} 0
| client_id | {5SalesForce-client_id} 0
| client_secret | {$SalesForce-client_secret} 0
| username | {$SalesForce-username} 0
| password | {5SalesForce-password} 0

| Save | | Cancel |

Swagger Integration

Over the years, Swagger has become a common documentation format for REST (HTTP) based services.
As such, the CU4 release introduces a number of new JSON/Swagger features, one of which is the ability

to configure the HTTP Utility using Swagger.

For examp, CU4 ships a Marketo adapter which is accompanied by its respective Swagger
documentation. The Marketo Swagger documentation, as well as any Swagger document registered

within the new Neuron ESB SwaggeS LJ2 8 A G2 NE X OFy 0SS | Ol®agge R RANB O

R2O0dzySyii¢ aSoOilAazy 2F (GKS 1¢¢t ! GAtAled

Swagger documents can be imported in the Neuron ESB Swagger Repository by navigating to
Repository>Service DescriptiorrsSwagger Documents within the Neuron Explorer.
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be visible and populated using etirgy Swagger documents in the Repository. These can be selected to
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the URL of the Swagger document.



Http Client Utility n

@ Use Swagger document

Document Marketo.json .
Operation frestfasseth.r‘lfemall}byName]sonv
GET \, Irest/asset/v1/email/lbyName json
Headers Body Url Parameters

Plez_ase enter KeyNalqe pairs. Press '+ button to adt;l more. Type in CTRL + SPACE to see list of available Environmental o
Vanables and properties that can be used to dynamically set values.
| name | Value 0
|status | Value 0
| folder | Value 0

JSON Templates and Data Mapping

JSON has become more prominently used by developers and integrators as organizatierts osing

more REST (HTTP) based services. CU4 provides new repositories and access methods that make using
JSON much easier than in previous releases of Neuron ESB.

In CU4, thel'oJObject(has been added to the Neuron ESB Message object. This with tbe Neuron

ESB Message body aBlewtonsoft.Json.Ling.JObjehis is accessible within either a Workflow or
dzaiAySaa tNepOSaao LG Fff26a dzaSNBR G2 dzasS ®b9c¢Qa

hierarchical syntax. For example, angde json document like the following:

{
"message" : "Success. Lead Created" ,
"data" :{
"SalesOwnerAccountUserld" . "118527"
" AccountUserld" : "890 27"
}
}

Could then be accessed directly in a Code Editor using C# as shown below:

dynamic jo = context.Data.ToJObject();
var ownerlD = jo.data.SalesOwnerAccountUserld

This makes it much easier for developers to access and modify json data within a Business Process or
Workflow.

puf



To complement this, a new JSON Repository for storing JSON elatsuamd templates has been
introduced which can be located by navigating to Repositdpcuments>Json Documents within the
Neuron ESB Explorer. Sample JSON documents or templates can be stored and accessed at runtime
within any of the Business ProcegssWorkflow environments. Integrators can use JSON templates as
quick, simple way to facilitate data mapping/transformations. Json templates are nothing more than
Json messages that have format specifiers inserted for their values. For example, iiothengpl
GSYLX FGS 61 & aiG2NBR A yecdiuiUpdaeBepl@sivA 6 2 NB | YR yIF YSREZ
{
"salesRepAccountUserID" {0},

"auditAccountUserID" {1}
}

LG O2dA R GKSYy 06S NBUNASGOSR Ay | ysdnForrdaiSkigyS A MNP tLISIND 8 &
of the repository document:

var accountUpdateTemplate =
configuration.JsonDocs][ "AccountUpdateRequest" ].JsonFormatString;

Once the template is retrieved, data mapping can be as easy as this:

Context.Data.Text = string .Format(accountUpdateTemplate,
(string )jo.data.SalesOwnerAccountUserld?? string .Empty,
(string )jo.data.accountUserID?? string .Empty);

Port Sharing

hyS 2F bSdaNRyYy 9{.Qa aolOlftlFroAtAGe FSIGdNBaA A& GKS I
Runime on a single server. Each runtime instance can be configured as either a 3Bipbp®tess,

capable of running side by side. Each instance of the runtime can load an independent Neuron ESB
Configuration store (solution). This allows organizationsasily partition business solutions to run on a

single server and scale across multiple servers.



neuroniy

WERIEUEE R Financial Processing Solution
LCUHERE S e rvice Integration Gateway

Neuron ESB
LCLER Mainframe Modernization

Neuron ESB
LULHER Healthcare Solution

Neuron ESB
LULER Financial Processing Solution

Neuron ESB
LULIERFinancial Processing Solution Neuron ESB
Runtime Manufacturing Solution

Neuron ESB

LULEER Service Integration Gateway
Neuron ESB

LEREIERN \Vianufacturing Solution

However, one of the configuration challenges has always been TCP port configuration at the solution

level. Neuron ESB uses TCP ports to communicate betigeimiternal subsystems e.g. Auditing,

Control, Configuration, Master and TCP Publishing Services. Remote Neuron ESB Parties also use TCP to
connect to the Neuron ESB Server; to retrieve their respective configuration, receive updates and to
regularly sendeporting information. The TCP Port configuration for a solution can be found on the

Ports tab of the Enterprise Zone by navigating to Deployrm&dttings>Zones within the Neuron

Explorer.

Hide Detail

Zone Location Descriotion

- o P

Apply Cance! Viewing Zone Enterprise | [

General Ports Transports Server

Bootstrap Service 50000 Peer Resolver Service 50005

Management Service Audit Service
Contral Service TCP Senvice -

Prior to CU4, if multiple instances were installed on a sisgtver, users would need to ensure that the

ports configured for each solution assigned to those instances were unique. For example, if the

Bootstrap Service was configured in one solution (instance A) to run on port 50000, then the other
solution (instg’ OS . 0 g2dA R ySSR (2 0SS O2yFAIdzNBR (G2 dza S
the solutions would fail to start, reporting a Port in use exception.

The unique port requirement made it more challenging, operationally, to manage the solutiormas m

runtime instances were installed on a single server. To resolve the need to change @agemart
conflicts between solutions we are introducing Port Sharing in the 3.5 CU4 release. Port Sharing can



significantly reduce the operational and managemewtrhead when installing and running multiple
instances of the Neuron ESB Runtime on the same machine.

Port Sharing is easily enabled by doing 2 things

1. 9y+FotS FyR GKSY aSi N&IORPorddhaingISerdcOA ¥ (& NS dA.B NIBSO

control manaer. Start the service. For more informatidrtps://msdn.microsoft.com/en
us/library/ms733925(v=vs.110).aspx

2. Enable the new Port Sharing option located on the Port tab @Bhterprise Zone within the
Neuron ESB Explorer as shown below:

Hide Detail

Zone Location Descriotion

o e

Apply Cancel Viewing Zone Enterprise | [0

General Ports Transports Server

Enable Port Sharing

Bootstrap Service 50000 50005

50004 50200

50009 50010 - |50100

Once the Port Sharing option is enabled, the solution mustawved and theuntime instance assigned
to it restarted.

Organizations using the Neuron ESB Party API directly in their .NECR#@Epns will be required to
append the name of the runtime instance to the service address url. For example, previously the service
I RRNBada g2ddZ R t221 AAYATIFINI (02 F2t€t26Ay3 AF (KS

<configuration >
<appSettings >
<add key="esbZone" value ="Enterprise "/>
<add key="esbServiceAddress " value =" net.tcp://localhost:50000 ">
<add key="esbServiceldentity " value =" />
</ appSettings >

If Port Sharing is enabled, the service address would nowlikekhis:

<configuration >
<appSettings >
<add key="esbZone" value ="Enterprise "/>
<add key="esbServiceAddress " value =" net.tcp://localhost:50000/default64 ">
<add key="esbServiceldentity " value =" />
</ appSettings >

Lastly, the other implication to consider is performance tuning. When Port Sharing is disabled,
LISNF2NXYIFyOS GdzyAy3a F2N) 0KS bSdaNRYy 9{. AYUGSNYI ¢
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parameters are typically modified to reflect the number of CPUs/Cores balanced against the load being
placed on the services.

2| Hide Detail

Zone Location Descrintion Description
o R

Apply Cance! Viewing Zone Enterprise | [0

Internal Service Binding Settings

Client Reporting Performance Counters ~ Binding

Enable Neuron Parties Close Timeout 30
Listen Backlog 1000

Cleanup Interval: Enable Neuron Topics & Endpoints Max Connections 200

Client Polling Interval:

Open Timeout &0

Send Timeout 60
v Service

Max Concurrent Calls 208

Service Reporting

Service Poling Interval:
Max Concurrent Instances 1008
Max Concurrent Sessions 800

However, when Port Sharing is enabled, the SMSvcHost.exe, (which hosts the Net. TCPiRgrt Shar
Service) manages the TCP socketb @& dzNER ybeltalf. Th3 éneans that performance tuning will be
controlled by the binding settings within the SMSvcHost.exe.config file. For more information regarding
the configuration of tuning parameteiend the creation of the config file

https://msdn.microsoft.com/en -us/library/aa702669(v=vs.110).aspx.

The new Port Sharing option will greatly simplify the creation, deptt and management of multiple
Neuron ESB runtime instances and solutions on individual servers!

Rabbit MQ Topics

Neuron ESB provides a hierarchical, Tdygised publish and subscribe model to mediate the routing of
messages between Parties (Publisherd 8abscribers that are hostable in .NET applications), Adapter,
Service and Workflow Endpoints. Topic based messaging can be a great way of abstracting endpoints
from one another. In essence, all endpoints become publishers and subscribers with oneagrgrtb
have knowledge of the other. This allows organizations to easily change and modify existing solutions
without interrupting the processing of other endpoints.

Neuron ESB is unique in that the Quality of Service and underlying Transport of Tofgiesctanged to
better accommodate and more closely align with the business requirements of specific use cases. For
example, durable, guaranteed, and reliable messaging as welnasritory routing of messages, can be
provided by simply changing the Transpproperty of a Neuron ESB Topic as show below:


https://msdn.microsoft.com/en-us/library/aa702669(v=vs.110).aspx

@ Neuron ESB Explorer
File View Tools Help
B %~ @ Stopping... - o B Confiqure Server | Category Fiter v

‘You are working affine. D:\Neuran)Configurations\DemoSolution

* Tasks
Look For: Fnd
A GetStarted
=+ Pubish and Subscribe
P [ New [}l Copy € Delete 2l Hide Detail
B e Harme Cateao Zove | Trnsoort Twe | Descrotion ~
B mies P D oem Webcast —
9 conciuors ' e |00 [ |
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.
—
=
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Madified

When changes are made, the underlying Party API imgglfe of changes made at the server and auto
configures itself to accommaodate the Topic configuration changes, even when deployed and hosted on
remote machines. This means that developers using the Party APl do not need to know, nor do they
directly have to work with or individually program the underlying transport configuration, transaction or
QOS requirements. This is all controlled and manageldease¢rver level. For the user who needs to
publish messages, the code is as simple as this:

/I Create an instance of a publisher

using (Publisher publisher= new Publisher ("MyPublisher" ))
{
/I catch any exceptions that may occur while connecting
/Il to each individual topic
PartyConnectExceptions  exceptions = publisher.Connect();
if (exceptions.Count < 1)
{
publisher.Send( "MyTopic" , "<Test>My Request</Test>" );
}
else
/l'log the errors
}
}

Neuron ESB 3.5 provides a number of Transports that users can select for Topics including Named Pipes,
TCP, Peer, Rabbit MQ and MSMQ. Some provide durable, guaranteed, and reliable messaging such as
MSMQ and Rabbit MQ. In the CU4 release, the Rabbit MGEgoé for Topics has been completely
refactored to provide not only better performance, new manageability and more flexibility, but also

better fault tolerance, reliability and security.

Updated Version Support
In the CU4 release, the first notable charig that our support for Rabbit MQ has been upgraded to
support Rabbit MQ version 3.5.6 and Erlang 18.1. Using the Neuron ESB installer, users can optionally



select to install these during the setup process, or can download these from the location®list i
readme.html file or directly from the Rabbit MQ web site.

Please choose which software packages that you would like to install.

M Erlang* (Required for RabbitMQ Server) (INSTALLED)
B RabbitMQ Server* (INSTALLED)

Neuron ESB 3.5 Required

* These software packages are not included in the installation bundle and will be downloaded. An Internet

connection is required to install these packages.

Configuration

The Rabbit MQ configuration for a Deployment Group can be found on the RabbitMQ tab of a
Deployment Group by navigating to Deploymeiiinvironments>Deployment Groups within &
Neuron Explorer.



-1'3 Neuron ESB Exp!

File

=] _ﬁv @ Stopping... - o/ @ Configure Server | Category Fitter

You are working offline. D:\Meuron\Configurations\DemoSolution
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When registering Rabbit MQ servers for a Neuron ESB Deployment Group the following information is

required:

Property

Server
Port

Mgmt Port
vHost
Username

Password

It 6 K2dAaAK

Port

NBLINBASYGa

Description
Name of the Rabbit MQ Server
Port of the Rabbit MQ Served. will use the defaulRabbit MQ port of 5672

Port of the Rabbit MQ Management Portal. Default is 15672

¢tKS O2yFAIdzNBR @1 2a80 2F (KS wlkoorad av { SN

Username to access Rabbit MQ.

Password to access Rabbit MQ

a42YS LINPLISNIASAE YIe aSSYy Tl ANIMgmadG NI AIKIG
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and configured for every Rabbit MQ server registersd@ aises it to query for the health and message
throughput rates which appear in both Endpoint Health and the Rabbit MQ Message Management
console in the Neuron ESB Explorer. More information regarding the Rabbit MQ Management Plugin
and how to install itan be found herehttps://www.rabbitmg.com/management.html



https://www.rabbitmq.com/management.html

la 2F wlkooAld av @SNEAZ2Y ododoxX (GKS RSTFldzZ G dza SNy
ue o

management plugin if the servernameig@ 6 KAy 3 20 KSNJ GKIy a[ 20Ff K2adé

create a dedicated username and password in Rabbit MQ that can be used by Neuron ESB.

High Availability and Failover

Neuron ESB allows users to enter multiple instances of Rabbit MQ servergtutsine mirroring of

the underlying queues that Neuron ESB will use for the Publishers and Subscribers created within the
Neuron ESB Explorer. Rabbit MQ uses mirroring, rather than Windows Failover Clustering, to achieve
High Availability of messages. Manformation regarding Rabbit MQ HA and its configuration can be
found here:https://www.rabbitmg.com/ha.html

When multiple servers are configured, at runtime Neuron will use the first server it can cdoreect

the primary message server. If for any reason that server becomes unavailable, Neuron ESB will
automatically failover over the next server in the list until it can find one that it can establish a
connection against. If a connection can be establisipublish and subscribe activities remain

undisrupted at runtime; messages will not be lost and the failover will be invisible to the processes and
users of Neuron ESB. Internally we detect connection issues and then cache and resend the messages
when wefail to receive the original acks/nacks from the Rabbit MQ servers.

Multiple Environments and VHosts

New to CU4 is the inclusion of the vHost property. A common practice by some Rabbit MQ users is to
establish specific vHosts to mirror their deploymenvigonments. For example, there may be a vHost
YIEYSR a5S@St2LIYSyiéz av!é YR at NPRAzOGA2yéd . &
ESB users can easily map Neuron ESB deployment groups to their respective vHost environments. This
will functionall isolate the underlying queues and exchanges that Neuron ESB creates for one
deployment group from another on the same Rabbit MQ server instance.

Once the Rabbit MQ servers are registered with a Deployment Group, Topics and Parties can be
configured to us the Rabbit MQ Transport.

Neuron ESB Topic Configuration
The Rabbit MQ Transport configuration is located on the Networking tab of the Topic by navigating to
Messaging>Publish and Subscrit»lopics within the Neuron Explorer.
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~ Publish
Transport: RabbitMQ &2 Delvery Mode MNonPersistent
Transaction Type PublisherConfirms
Publish Throtting: None ~ |0 Batch Size 50
Batch Confirm Timeout 10
Compression: Newer ~ Tnactivity Period 1
Resubmit Unacknowledged Messages False
Time To Live 1440
Must be Routable False
~ Receive
Prefetch Size 50
Detect Duplicates True
- Detection Window (minutes) 5
a Messaging Report Duplicates False
~  Security
S5L Enabled True
g fepodton Port 5671
. SS5L Protocol Default
%‘ Connections Client Authenticatation True
Certificate RabbitMQClientCert
Passphrase sessssssss
@ Security
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g Deployment
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Modified .:

In the CU4 release a numbef new properties have been added, some changed (*), others removed

Property

Delivery Mode

Transaction Type

-Batch Size

-Batch Confirm Timeout

Category CU4 Description

Publish * Persistent (i.e. Durable) or NonPersisteéPérsistence ensures message is
written to disk. If using TransactiorRersistence SHOULD be used.

Publish * Controls the level of reliability for messages. Either 'None',
'PublisherConfirms' or 'Transactional’ can be selected. 'PublisherConfiri
uses an asynchronous Ack/Nack protocol while 'Transactiforeés a
commit/rollback on each message published.

Publish Only for use with PublishConfirms type of transactidhe number of
messages that will be published to Rabbit MQ in a Publish Confirm
transaction

Publish NEW Only for use with PublishConfirms type of transacti®he number of

seconds to wait after the Batch of messages have been published to re
all ACKs/NACKs from Rabbit MQ. Should be a value between 1 and 6C



-Inactivity Timeout

wSadzo YA ebsyges

Time To Live

Must be Routable

Prefetch Size

-Detect Duplicates

-Detection Window

-Report Duplicates

SSL Enabled
-Port
-SSL Protocol

-Client Authentication

-Certificate

-Passphrase

Publish

Publish

Publish

Publish

Receive

Receive

Receive

Receive

Security
Security
Security

Security

Security

Security

NEW

NEW

NEW

NEW

NEW

NEW

NEW

NEW

NEW

Only for use with PublishConfirms type of transactidhe number of
minutes to wait after the last message sent before checking to determir
all ACKs/NACKs from Rabbit MQ have been received. Should be a vall
between 1 and 5.

Only for use with PublishConfirms type of transactitfrteue and 'Detect
Duplicates' are selected, messages that were published but were not
acknowledged will be republished. This should only occur when dealinc
with clustered/mirrored Rabbit MQ instances. The republish would occt
when a connection is reestablished with another server in the cluster.

A value in minutes that specifies how long messages are valid for deliv
before they areexpired (dead letter) and transferred as a failed message
into the Neuron ESB database.

If set to true, the message must be routable by Rabbit MQ. If the mess:
cannot be routed to a destination queue, it will be stored daiked
message into the Neuron ESB database. **This will incur a significant
performance penaltyThis should NEVER be needed as Neuron ESB wil
dynamically create any missing queue or exchange on startup.

The number of messagésat will be prefetched from the queue to
transport layer. A value of 0 means unlimited

Only for use with PublishConfirms type of transactitirtsue, duplicate
messages received by the Neuron ESB Party will be discarded. This ca
used to provide once only delivery.

Only for use with PublishConfirms type of transactid#he amount of time
(in minutes) in whiclpreviously received message meta data will be
maintained in memory to search against for duplicate messages.

Only for use with PublishConfirms type of transactitfrteue, if a duplicate
message is discovered it will be logged as a Warning in the Neuron ES
Windows Event log.

Connect to Rabbit MQ Server using only SSL
SSL Port for all Rabbit MQ sereennections
SSL Protocol to use for all Rabbit MQ server connections

Require Neuron ESB to provide Rabbit MQ Server a client certificate to
authenticate against.

Select a client certificate configured in the Security section of the Neurc
ESB Explorer to authenticate against the Rabbit MQ Server.

Passphrase for the client certificate, if one exists



Thevalues of these properties control how the Rabbit MQ transport functions for each Publisher or
Subscriber that has a subscription to the configured Topic. In the CU4 release the following properties
were removed because they were no longer relevant:

I FailedMessage Path
1 Auto Acknowledge

For greater clarification of their respective capabilities, Rexoverabl@roperty was renamed to

Delivery Modeand Reliability Modevas renamed td'ransaction Typelso,in previous versiona user

could only select to use Transactions if the persistent messaging was also selected. In CU4, that is no
longer a requirement.

In most cases though then internal implementation of most of these properties have changed to
provide, better performancescalability reliability and fault tolerance.

Management

In previous versions, the Neuron ESB Rabbit MQ Transport channel would dynamically create the
necessary underlying Rabbit MQ based infrastructure (e.g. Queues, Exchanges, Bindings, etc.) anytime a
Neuron ESB Party connected to the bus or, when the Neuron ESB Topic started up. This eliminated the
need for administrators to manually create and maintain the Rabbit MQ infrastructure Neuron ESB
required. Consequently, this made the underlying Rabbit M&pg§port virtually invisible to anyone

using the Neuron ESB Party API, and alleviated the needlfiministrators tomanage additional

infrastructure requirements.

However, what Neuron ESB did not do was keep the infrastructure in sync with changes thauéhei
Neuron ESB Explorer. For example, if Topics/Parties were either renamed or deleted, their respective
Rabbit MQ Queues and Exchanges would remain, unchanged and orphaned. If renamed, Neuron ESB
would simply create a new set of Queues and Exchatugese. If there were messages in the old

Queues, they would remain but would have to be dealt manually by administrators.

Neuron ESB also created an unnecessary extra sets of Queues and Exchanges if the Recoverability
property was set to True. All of thhas been changed in the CU4 release.

Naming Conventions

The first notable change that we made in the CU4 was renaming of the underlying Rabbit MQ Queues
and Exchanges. In previous versions of Neuron ESB, Queues and Exchanges used the following naming
conventions:

Rabbit MQ Exchanges:
<InstanceName.<Zone>.<Topic-d.ad
Rabbit MQ Queues:

<InstanceName.<Zone>.<Topic-.<Party>.d.ad



Where:

InstanceName= Name of the Neuron ESB runtime Instance running the solution

Zone= The name of the Neuron ESB Zone within the solution

Topic= The name of the Neuron ESB Topic within the solution

Party= The name of the Neuron ESB Party within the solution

R I ¢iK&ppeadecif the Neuron ESB Topic was configured to be persistent
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Parties are no longer connected to the Topic
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In the CU4 Release the naming conventions have been Bedgh the following, eliminating the
unnecessary extra sets of Queues and Exchanges to be managed:

Rabbit MQ Exchanges:
NEURONI«stanceName.<Topic

Rabbit MQ Queues:
NEURONIxstanceName.<Topic.<Party>

Synchronization

New in the CU4 release is thdl management of the Rabbit MQ infrastructure Queues and Exchanges

used by Neuron ESB. Previously, Neuron ESB would only create their respective dependent Rabbit MQ
Queues and Exchanges on startup as well as when any Party connected to the bus. NBurow ES
additionally handles renaming and deleting these if their respective counter parts within the Neuron ESB
Explorer (e.g. Topics, Publishers and Subscribers) are renamed or deleted. For deletions, Neuron ESB will
delete its respective underlying RabbQ Queues only if there are no messages that remaining in the
Queue.

Performance and Reliability

Anumber of internal changes have been made to the Rabbit MQ Transport to enhance reliability, error
reporting, and functionality while at the same time sfigdntly increase the performance of certain
operations and message throughput.

Serialization Format

One of the first changes made was to the serialization method that Neuron ESB uses to interact with the
underlying Rabbit MQ infrastructure. Previously uken ESB serialized the entire Neuron ESB Message
using Binary Serialization. With the introduction of CU4, this has been changed to a custom serialization
method where only the body of the Neuron ESB Message is published, while the nedat=szs/

Neuron ESB Message headers are custom serialized as Rabbit MQ custom header properties. This has
several advantages; reduces CPU utilization, allows for the message body to be accessed without
proprietary methods and reduces the overall payloamtghat the underlying Rabbit MQ infrastructure

has to work with.



Publish Confirm Transactions

The Neuron ESB Rabbit MQ Transport supports both Transaction types that Rabbit MQ offers; their
channel based Transaction model as well as their batched stesdction model e.g. Publish Confirms.
Both are Acknowledge, Negative Acknowledgement (ack/nack) based models. Users can learn more
about Publish Confirms herbttps://www.rabbitmg.com/confirms.html, as well as why Rabbit MQ
introduced them:http://www.rabbitmg.com/blog/2011/02/10/introducingpublisherconfirms.

In CU4 a number of enhancements were made to thdiBuiConfirm model to make it more ratileas

well as more performant. Neuron ESB now handles the ack/nack reconciliation process more efficiently,
especially where multiple acks/nacks are received on a single event, alleviating unnecessary locking on

the collection of messages we have to maintain internally. The CU4 release also exposes additional

properties that can be used to finely tune the performance and throughput as well the reliability of the
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Neuron ESB to call into Rabbit MQ for it to finish sending any pending acks/nacks, and only then do we
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Neuron ESB Failed database table.

Receiving messages

In previous versions the underlying Neuron ESB Rabbit MQ Transport would receive messages for its
respectve Neuron ESB Parties (or Dead Letter processing) by creating an underlying consumer and
O2ylGAydzr tfe LRtfAYy3 GKS 1jdzSdzsS® Ly /! n GKA& KlFIa oS
consumer.

Dead Letter Processing

The CU4 Rabbit MQ Topic transport ierpentation includes a custom Dead Letter processor, Exchange
and Queue to handle those messages delivered to Subscribers that exceed the configured Time to Live
property. These messages are automatically detected and moved into the Neuron ESB Failee Messag
database table.
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>Database ReporsFailed Messages Wih the Neuron ESB Explorer.
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failure details such as the name of the underlying Queue and the associated Exchange that the message
expired in as well as éhdate time stamp indicating when the message expired.


https://www.rabbitmq.com/confirms.html
http://www.rabbitmq.com/blog/2011/02/10/introducing-publisher-confirms

T Failed Message Viewer X
@ Republish... [ Save To Disk..

% 1 Failed Message
Message Failure Details
> Playa - e20aef87-48e8-463c-8351-C... Date: | 5/11/2016 5:50: 16,8200 PM ‘

Type: | Dead Letter ‘

Message: | The message was retrieved from the configured Rabbit MQ dead letter queue. ~
Rabbit MG x-death header
Key: count : 1
Key: reason : expired
Key: queue ; NEURON.DEFAULT64.Playa_PlayaSub
Key: time : 5/11/2016 5:50:16 PM
Key: exchange : NEURON.DEFAULT64.Playa v

Message Body Neuron Properties  Custom Properties
sdfdsf]

Close

CU4 Performance Comparison

The latest Neuron ESB public release was tested against the CU4 release using a relatively
underpowered non server grade machine configured with 16GB RAM, Windows 7 B4ddiCPU (quad
core). The results of the testing can be found in the table below:

Messages Message U3 U4

_ ) SentReceived Size (Bytes)
Configuration (msg/sec) (msag/sec)
No Persistence/No Transactions 500,000 100 4,550 12,000
No Persistence/No Transactions 500,000 1024 4,200 9,400
Persistence/No Transactions 500,000 100 4,400 8,500
Persistence/No Transactions 500,000 1024 4,075 7,900
Persistence/Publish Confirm Transactions/Batch 500,000 100 1,750 3,000
Size = 1000
Persistence/Publish Confirm Transactions/Batch 500,000 1024 1,300 3,000
Size = 1000

Basic Improvements

A variety of improvements for the Neuron ESB Rabbit MQ Transport have been included in the CU4
release. For example, Request/Response type message coicatian when using Neuron ESB Sub

Topics was not supported in previous releases. Neuron ESB now monitors more events from Rabbit MQ



to better respond to error conditions for everything from resource constrictions to unanticipated
shutdown events. Failed @ssage auditing has been refactored to decrease the opportunity for faults to
occur when attempting to store failed or dead letter messages to the Neuron ESB failed database table

Security
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Properties located on the Networking tab of the Topic by navigating to Messaginiglish and

Subscribe>Topics within the Neuron Explorer.

Once SSL has been enabled, the Rabbit MQ SSL port needs to be provided and the SSL Protocol to use
must be selected. Although Neuron ESB and Rabbit MQ supports both SSL2, SSL3, TLS, TLS 1.1 and TLS
1.2 by default SSL3 support is disabled by Rabbit MQdid & ODLE attacks. More about Rabbit MQ

and its SSL support can be found hévigp://www.rabbitmg.com/ssl.html

Client Authentication can also be enabled by providing a Certificate (registered withindhetge
section of the Neuron ESB Explorer).

Configuring SSL support is done by modifying the Rabbit MQ configuration file as well as registering
several important Environment Variables for the machine. More information can be found here:
http://www.rabbitmg.com/configure.html.

Neuron 3.5.4.700 (CU4) Change History

Runtime Services
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ESB runtime hosts. This is enabled now by default. This will prevent unhandled exceptions from

terminating the host environments. For pre CU4 behavior users can sé&rhaledattribute to 0.The
degacyUnhandledExcepnPolicg elementist 2 O § SR Ay GKS NHzyGAYS &aSOGAz2Y

<runtime>
<l-- the following setting prevents the host from closing when an unhandled exception is
thrown -->
<legacyUnhandledExceptionPolicy enabldd#
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performance. Many of the Neuron ESB artifacts are dynamically compiled at runtime when first used, or

when a modification is detected. Unfortunately ethVindows operating system has a limit to the

number of temp files that can be created in the temp directory and it has no facility to periodically clean

the directory out. On startup, Neuron ESB will now attempt to delete the contents of the temp diyector

to prevent startup or runtime failures due to too many files being present in the directory.

MOD¢ Neuron ESB uses Xceed libraries for various functions like FTP, SFTP, SFTP, Compression, etc.
These libraries have been updated to version 5.8


http://www.rabbitmq.com/ssl.html
http://www.rabbitmq.com/configure.html

MOD¢ NeuronESB provides both a Rabbit MQ Topic transport and a Rabbit MQ Adapter/Connector. All
Rabbit MQ functionality has been updated to support Rabbit MQ version 3.5.6 and Erlang 18.1

MOD¢ The name of thénstaller packagéas been changeflom Setup.exdo InstallNeuronESB.exe
This was done taddress aecurity vulnerability on Windows based on a recommendation from the WiX
team.

MOD- If the Neuron ESB Master Control service faults within a child service, the service name of the
child servicewill be logged with the information in the Neuron ESB Event log

FIXc The auditing service could fail to audit a failed message if the Topic was missing. This would be
recorded as a Topic is null exception. However, this would prevent the original excegtrmation

and message from being logged. If this condition is now detected, we will automatically the topic
LINRLISNII & (2 a¢2LIAOLaAaAdaAyde a2 GKFG GKS 2NRIAYI

FIX¢ Neuron ESB TCP Ports could remmgoen if remote (cross machine) clients disconnected due to a
network failure or a dirty disconnect. This could lead to leaking sockets, which eventually would cause
Neuron ESB to run out of ports. To address this issueR#tiable Sessiand Inactivty Timeout

properties have been added to the Internal Service Bindings Settings located on the Server tab of the
Zone within the Neuron ESB Explorer. By sefirliable Sessioms true and accepting the default

value forlnactivity Timeou{10 minutes)the TCP ports will be closed after 10 minutes. If the remote
party re-connects within the 18ninute window,it will connect to the previously connected open ports.

FIX¢ Within each Neuron ESB Party is a management thread routing that periodically areatsion
changes against the Neuron ESB server. This could sometimes generate the following warning message
in the event log:

Event Info: A problem occurred while trying to check the server configuration version This

request operation sent to net.tcp:6talhost:50000/DEFAULT/ESBConfigurationService/ did not
receive a reply within the configured timeout (00:01:00). The time allotted to this operation may
have been a portion of a longer timeout. This may be because the service is still processing the
operdion or because the service was unable to send a reply message. Please consider increasing
the operation timeout (by casting the channel/proxy to IContextChannel and setting the
OperationTimeout property) and ensure that the service is able to conndt thié¢nt.

Once this was generated, it would sometimes generate the same warning on every version check. Also,
between checks we would sleep the thread for the amount of time specified for the Client Refresh
Interval. This could unnecessarily lock ffeety during shutdown and clean up procedures.

The former has been resolved by checking the state and recreating the proxy for the configuration
service as necessary. The latter has been resolved by implementing a manual reset event.

FIX- When Neuron ESBas starting upadapters could be started prematurely and could
beginprocessing messages before other subsystems were ready. This could cause various issues like
message loss.



FIX- On startup, if the amount of time to start the Neuron ESB semxoeeded the configured limit in
the esbservice.exe.config file (default is 10 minutes) a timeout exception would be thrown in the
subscribing endpoints, but would not be properly logged

FIX- If a custom Business Process stggsbeing used in a processd the assembly was not present at
runtime, the error would be reported across all services that were runnitigeilNeuron ESB Runtime

FIX- When configuration changes are detected we now perform a full garbage collection and reclaim
heapfrom the geneation 2 heap andelease unused memory pages back to the operating system. This
previously could appear as a memory leak.

FIX- AnObjectDisposedExceptieould occur when sending pings or heartbeats fideuron ESBhild
services.

FIX¢ Machine names lorgg than 15 characters are now supported for Neuron ESB produce License key
generation and validation during the installation and usage of Neuron ESB. In previous editions license
keys that were generated for machine names vs domain names were limitee fddtBios naming

limitation of 15 characters.

FIX¢ The Neuron ESHaster Control service could throw timeout exceptions when a configuration
change is made.

FIX- If the ESB Configuration (solution) path configured for the Neuron ESB runtime includéihg tr
slash, all Availability Groups (ESBHost.exe) would fail to start.

Database
NEWCc¢ Added the ability to Add Groups to the security tab of a Neuron ESB database within the Neuron
ESB Explorer.

FIX- If users were removed from the security tab of a NeuESRlatabase within the Neuron ESB
Explorer, they would not be removed from theeuronUserslatabase role on the target SQL Server.

FIX¢ The Neuron ESB Purge and Archive SQL agent jobs were not resetting the ID of the identity
columns.

FIX¢ Configuring a deployment group to use a database may cause the following exception to be raised
in the Neuron ESB Explorer:

System.Exception: The configuration cannot be saved due to the following issue(s):

1. Deployment <deployment group name> referenstige database
myserver.net.cn.dbsglinstancename>,24851.<databaseName> which could not be found. The
database must exist in the same zone as the deployment zone or in (All Zones)

The above issue(s) must be resolved before the configuration can be saved.

This was due to incorrect parsing of the machine name.



Messaging

NEWCc¢ Extended JSON suppariTheToJObject(as been added to the Neuron ESB Message object.

This will return the Neuron ESB Message bodyMNevetonsoft.Json.Ling.JObjethis is accesdid
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code similar to this in a Code editor window:

dynamic jo = context.Data.ToJObject();
var myToken = "Bearer" +jo.token
var userName = jo.username ;

MOD¢ TCP/Named Pipes Tom€onnected Neuron ESB Parties are now pinged in parallel to determine
if they are alive.

MOD¢ TCP/Named Pipes Topj€lient expiration interval (the amount of time before cached client is
removed from theconnected client pool) has been set to twice the amount of the Send Timeout.

MOD- MSMQ and Rabbit MQ Topic¥he underlying MSMQ and Rabbit MQ channels for Neuron ESB
Parties will read messages from their respective queues ONLY TnBeceivevent iswired up in the

Neuron ESB Party. This only works with the Party object. This Will NOT work when using a Publisher or
Subscriber object. This prevents message loss if a user connects the Party before wiringriR¢iceive
event.

MOD¢ Rabbit MQ Topic Tresport¢ This transport has been completely refactored and enhanced, over
both significant performance and feature capabilities.

FIX¢ When using the Party APl on the same machine as the Neuron ESB Runtime, users could send
messages before the Neuron E8Btime was fully initialized. This has been fixed.

FIX¢ Editing or creating a TCP topiould sometimes causall TCP topics to have their ports change
and recycle

FIX¢ When changing the transport property of a Topic, Neuron ESB would incorrectly aspo
warning that it cannot start workflow endpoint X because it was already in the collection of running
workflow endpoints. This is expected and has been changed to an informational logging event.

FIX¢ MSMQ Topic When new sub topics are added ta axisting MSMQ based Topic and the
subscriptions of their dependent Parties AND there are Neuron ESB Parties (Publishers/Subscribers)
currently connected to the topic, the currently connected Parties would not recognize the new sub topic
subscriptions.

AX¢ TCP/Named Pipes Togjd he Neuron ESB TCP or Named Pipes Publishing service would
sometimes throw errors on Disconnect or Shutdown.



FIX¢ TCP Topig TCP properties could sometimes get out of sync with Neuron ESB Parties trying to
connect. For exanlp, if reliable was set to true on the server, Parties would try to connect with the
reliable bit set to false, causing a mismatch error.

Workflow

NEW¢ A new Messages tab has been added to the Workflow Tracking Detail page which lists all of the
messagevariables and arguments generated from the Workflow instance. This can be used to view the
message values at various points in the workflow as well as edit and resubmit them back to endpoints or

topics.

‘4 PurchaseOrderWorkflow: 870e6af7-6a83-4586-a341-e81e8dabf0c1
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cause an associated message to be written to the Failed Message database table when the workflow
aborts. This was created to replace the exisfihgowworkflow activity which did not lothe last

message recorded to the Failed Message database table.

NEWC The existing Persist Workflow Activity has been replaced. The new Persist Workflow Activity will
now refresh the Environment Variables argument if the workflow aborts and is latertestat the
persistence point. This means that if the Workflow is using environmental variables as parameters and
their incorrect value caused the Workflow to abort, the user could easily correct the value of the
Environmental Variable and then restart tiéorkflow instance which would now get the refreshed
values.

MODc¢ Transform Message and Transform XML Workflow Activitegpport for passing in variables
has been addedvariables can be accessed by ugiragiable:var_namein a property value. Alsthe
Parameters editor was not visible to edit the activities.



MOD- The Adapter and Service Endpoint workflow activities no longer attempt internal retries if
sending a message fails.

MOD- ThelsDesigneproperty has been added to the C# and VB.NET cautkflew activities so that at
runtime users can determine whether or not the activity is executing inside of Nét@&&xplorer.

MODc¢ Extended JSON Support. All Code editors for Business Processes and Workflows reference the
followingassemblies and include their relevant using statements to make it easier to work with JSON
messages:

Modified all code editors to includdag following libraries:

"Newtonsoft.Json, Version=6.0.0.0, Culture=neutral, PublicKeyToken=30ad4fe6b2a6aeed",
"Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"

Added following using statements to all the code editors:

using Newtonsoft.Json;
using Newtonsoft.Json.Linq;

FIX- When attempting to restart an aborted workflow, if thertor processinymessage was displayed
there was no useful error information logged or made available to the user.

FIX¢ Workflow Tracking Detad] Date time based columns were not always sorted properly, making the
events appear to be out of order.

FIX- Workflows were being reported as Unloaded instead of Canceled or Completed in the Workflow
Tracking. The Unload event was sometimes getting processed after the Canceled or Completed states
were reported, and instead of being Canceled or Completeziwbrkflows appeared as Unloaded.

FIX- If the Party configured for a Workflow Endpoint threw an error at runtime, or an error occurred
during connection (except for connecting to primary topic) the error would not be recorded in the
Neuron ESB logs ortime Neuron ESB event log. The Workflow Endpoint would go into a failed state,
but nothing to indicate why.

FIX- When a Workflow Endpoint started up (in the constructor) and if any condition was present
preventing Neuron ESB from loadiagy of the workibw assemblies in the workflow directofdeuron
ESBwvould ignore the exception and allow the workflow endpointstart. We now report the error for
the workflow endpoint and prevent it from starting.

FIX- Previously, we loaded all assemblies locateth@éworkflow directory for every workflow endpoint,
regardless if the workflow endpoint referenced the particular assembly. This meant if there was an issue
loading any one assembly it would cause all workflow endpoints to fail.

FIX- If there were issuesncountered when the Workflow Endpoint started the GUID of the workflow
endpoint, rather than the name of the endpoint would be logged.



FIX- Running workflow commands have a timeout associated with them. By default, the timeout is an
hour. Periodicallythat timeout would be extended for workflows that are actively executing. Due to a
logic issue, the default timeout could be lost resulting ifgueuing and reexecuted the command

every 5 minutes. The following describes the behavior users would hane see

User submit a message to a topic that executes workflow A. Workflow A has an activity in it that
takes 10 minutes to complete. 5 minutes later, workflow B gets executed, yet the user only
published one message to the topic. The user looks it up infle@rkracking and sees that
workflow B has the same initiating message as workflow A. 5 minutes later, workflow C will get
kicked off with the same message.

FIX- At runtime the Service Endpoint workflow activity could repoMw@IReferenceException

FIX- TheenvironmentVariableargument to a workflow was IReadOnlyDictionary<string, string> and the
EnvironmentVariablegroperty of theExecute Procesgorkflow activity was Dictionary<string, string>.
This meant that thenvironmentVariableargument coulchot be used directly by thExecute Process
workflow activity. This has been corrected.

FIX- The<assemblyBinding>/<probingpath did not include the Workflows subdirectory where custom
workflow activity DLLs are stored. If a custom workfbmtivity was created and the DLL was added to

the Workflows directory it could be successfully used in the workflow designer. However, at runtime the
workflow engine would report an error because it was unable to resolve the custom activity type.

FIX- In some cases the workflow host would not log when a workflow definition failed to load correctly.

FIXg The Service Endpoint Workflow Activity never set either the HTTP Status Code or Status
Description properties of the Neuron ESB Message. If the dell fainy check of the status code would
return incorrectly return a 200;

FIX- If a userhada previous solution openeattemptedto start an aborted workflova key not found in
collection error:System.Collections.Generic.KeyNotFoundExcegmidd be gerratedbecause we
could not find the workflow endpoint in the current solution

FIX- Workflow Code EditorsApply does not persist changes if user navigates away from editor window
and then navigates back.

FIX¢ When testing a Workflow in the Workflow Ogeer that uses either the Audit Message, Publish

Message or Service Connector workflow activities (live activiti€xpuacelland Topicmust always be
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This was only an issue when testing in the Workflow Designer.

FIX¢ Using theTerminateWorkflow Activity failed to log the message to the Failed Message database
table and would instead log@Dbject reference not set to an instance of an ogjectSEOSLII A2y Y S& &



FIX¢ When a message was logged to the Failed Message database table due to the Workflow aborting,

the Workflow Name, Workflow Endpoint Name and Workflow Instance ID propertiesediaitbd

message were not being set.

FIX¢ When shutting down the ESB Service, the following errors could be logged:

Can't perform operation STOP# on Workflow Endpoint <workflow name>, running under

<availability group name>, because Cannot write to aetldsext\Writer.

Can't perform operation START# on Workflow Endpoint <workflow hame>, running under
<availability group name>, because Cannot write to a closed TextWriter.

FIXc If a Workflow instance aborted followed by the Workflow definition being modifig a user and
then an attempt to restart the Workflow instance was made after the modification, the following error

would be logged:

System.Activities.WorkflowApplicationAbortedExceptidme WorkflowApplication has been aborted
because a Load or LoadRaiblelnstance operation threw an exception. Create a new

WorkflowApplication object to try loading another workflow instance.

This was because we were trying load the aborted workflow definition from disk rather than the
definition originally stored withte workflow instance.

Business Processes

NEW- A search textbox feature has been added to the toolbar of the Business Process library.

NEW- Users can now doubt®© f A O
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within the Trace window within the Business Process Designer display the full text, including its source
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type of step followed by its label/name.

ValidateMe* X v X
G PpPBEX & Zoom - & Import < Export 57 Print [& Save [ Copy

ValidateMe* T

rocess Steps ~
& Error Handling
i;ﬂ Exception
@ Rethrow
= & Flow Control
O Break
@ Cancel
Valid nvalid * Decision
!} Execute Process

™ : For
Rethrou . For Each
Error (T paralial

Trace Result - O X

Rethrow - Rethrow Error A

‘ a Aborted: The 'TestMessage' element is not declared. :
Trace| Neuron.Pipelines.RethrownPipelineException: The 'TestMessage' element is not declared. --->
| succes| System.Xml.Schema.XmiSchemaValdationException: The TestMessage' element is not declared.
at Neuron.Pipelines.SchemavalidationPipelineStep ' 1.0nvalidationEvent(Object sender,
ValidationEventArgs €)
at System.Xml.Schema.XmiSchemaValdator.SendValidationEvent(String code, String arg)
at System.Xml.Schema.XmiSchemaValdator.ValidateElement(String localName, String
namespacelri, XmiSchemalnfo schemalnfo, String xsiType, String xsiNi, String
xsiSchemalocation, String xsiNoNamespaceSchemaLocation)
at System.Xml.XsdValidatingReader.ProcessElementEvent()
u] at System.Xml.XsdValidatingReader.Read()
Ty Step Text at Neuron.Esb.P\peﬂnEs.EstessageSchEméVaDdatvonP\peﬂnestep.\faﬁdatemcal
Rethrow - Reth.. Aborted: The TestMess, (XT]RE?; z;sistntg:,g:xiitérgﬁ ,;;e:iﬂr;;ignfxt 1 state)
@ Refl = Reth.. Subscribers for messagq  at Neuron.Pipeiines.RethrowPipelineStep” 1.0nExecute(PipelineContext’ 1 context)
at Neuron.Pipelines.PipeineStep " 1.Execute(PipeineContext’ 1 state) =
at Neuron.Pipelines.PipelineStepGroup” 1.0nExecute(PipeineContext” 1 context)
at Neuron.Pipelines.PipelineStep” 1.Execute{PipelineContext’ 1 state) ~

MOD- Modified how we write error information to the trace window during testing of Business
Processes. Previously, we just wrote out the exception message. Now we write out the exception
message, followed by the stack trace.

MOD- ODBC Process Stepomake the ODBC process step easier to use we added the same parameter
mapping Ul that is used in the SQL Store and SQL Query steps. This allows users to make database calls
without using our proprietary message format.

MOD¢ Extended JSON Support. All Cedd#ors for Business Processes and Workflows reference the
following assemblies and include their relevant using statements to make it easier to work with JSON
messages:

Modified all code editors to includdaé following libraries:

"Newtonsoft.Json, Version=6.0.0.0, Culture=neutral, PublicKeyToken=30ad4fe6b2a6aeed",
"Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a"

Added following using statements to all the code editors:

using Newtonsoft.Json;
using Newtonsoft.Json.Ling;



FIX¢ Debugger If a user launched the Debugger to test a Business Process within the Designer and
stopped debugging part way through the process and closed the process, the last Process Step that the
debugger was stopped on coustlll retain the debugging state and Yellow color.

FIXc Debuggerg Attempting to access the Neuron ESB configuration variable while debugging would
result in a null object.

FIX¢ The Trace Process Step now exposes the Name and Disabled properties.
FIX- Double clicking on a Business Process would not open the Business Process in the designer.

FIX- Changed several Business Process steps that usddldhe (false)method internally which did not
preserve the existing Message IDthese Business Processss (e.g. json, xml query, table query, set
property or call service) were used in the middle of a request/response flow (e.g. client connector calling
a service connector or query/solicit response adapter), the calling client would time out waitingefor th
response message because the original Message ID would've been changed.

FIX- When testing the Service Endpoint Process Step within the Business Process designer, if a user
tested with a Source ID of a Party that the Service Connector endpoint wasucedftg use an"Object
reference not set to an instance of an objeartror would be thrown.

FIX¢ When testing @rocessn the Business Proce&esigner that uses either the Audit Message,

Publish Message or Service Connector workflow activities (live activiti@eyraelland Topicmust
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This was only an issue when testing in Bisiness PiaessDesigner.

FIXg Processes from one solution may be opened in a new solution if the processes were not closed
prior to opening the new solution

FIX- If a userattemptsto delete a process but clicks "no" on the confirmatimessage dialog bothe Neuron
ESB Explorer would keep the configuration statmedified.

FIX¢ Debuggerg When using the debugger in the Business Process designer, pressing the Stop button
could generate a Null Reference Exception

FIXc Within either a Transforng XSLT or Valita¢ Schema process step, a user opens the xsl/xsd
editor and attempts to make any edit that in the process of the edit would result in an invalid xml
document, an unhandled exception would be thrown.

FIX- When using the Set Property process step, anadle than one item is added to it, the Apply button
may remain disabled.

FIX- Excel to XML process step: target namespace was getting assigned to the rows returned instead of
the root node



FIX- When testing the TransformXSLT process step, by settihg "XSLT Name" property, if a user
changed the xslt in the repository between tests, the updated xslt would not be used until the Neuron
ESRexplorer was closed and reopened.

Monitoring and Reporting
MOD¢ Endpoint Health Changed default refresh inteal from 5 to 10 seconds.

MOD- MSMQ Management PowerShelMSMQ Create Scriptgenerated by the Neuron ESB Explorer
now includes commented lines that can be uncommented to create queues successfully on a Windows
Failover Cluster

FIX-NeuronESB SEG o6 &SR f 2 33 Ay 30bOR rdtérdhceindt dePiapan IngfaRce bf2 3 | y
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FIX- When navigating to Endpoint Health, the NeuB8B=Explorer was not detecting the current
deployment group of the existing local online seeyior if offline mode, detecting what the local service
is configured for and auto selecting it.

FIX- When in the Message Viewer (via Message History or Failed Message reports) and multiple
messages are displayed, when a user clicks back and forth gmdperties tab of each message the
expires property value would consistently decrement.

FIX¢ Endpoint Health Clicking the refresh button would cause a refresh, but further monitoring would
stop.

FIX¢ Endpoint Health starting endpoint health monitonig by pressingstart monitoring' button would
toggle the button text to Stop monitoring as expected. However, after the first refresh interval, the
button text would toggle back tostart monitoring2 @

FIX¢ Endpoint Health Restarting an endpoint in Bpoint Health could result in an unhandled
System.NullReferenceException: Object reference not set to an instance of an object

FIX- Performance counters for Workflow Endpoints were not being created properly by including their
instance name. This wouldgvent statistics of the workflow endpoints from being reported and
correlated back to the correct instance of the Neuron ESB runtime. The issue only arose if there were
multiple instances of the Neuron ESB runtime installed on a machine.

FIX¢ Endpoint Halth - There could be occurrences where an error may occur in a Publish mode
adapter, functionally disabling it, yet it would still be reported as Started without errors reported within
Endpoint Health.

FIXc¢ Endpoint Health Users could encounter erropaditions with workflow endpoints that would not
be logged appropriately, preventing the workflow endpoint from being updated to a failed state in
Endpoint Health



FIX¢ Management REST ARpecifically calling a GET on
http://localhost:51002heuronesb/api/vRuntime would only return the information for one Neuron
ESB runtime instance even if multiple instances wasgalled on the box.

FIXc Workflow Tracking, When running a workflow tracking report filtering on the State field and Date
Range, the date range settings were ignored.

FIX- Message Viewer for Message History and Failed Message refddntsmessage lty window did
not resize correctly when displaying binary messages.

FIX- MSMQ ManagementPowerShelMSMQ Create Scripgenerated by the Neuron ESB Explorer
includes all queues, not just missing queuesisoigg errors if the script is run multiple times

Adapters
NEW- SAP Adaptetr Added support for custom IDOC segment versions

NEW- SAP Adapter A new feature has been added to allow users publish the raw IDOC to the bus.
Now there are two options"Typed" will publish a strongltyped XML documentepresenting the
IDOC. "String" will publish the raw IDOC data.

NEW- SAP Adapter Added Unicode support for connections.
NEW- File Adapter added ability to disable lazy writes.

NEWC File Adaptechy t dzof AaK Y2RSY dzZaASNE BDIFNMNRRBS éz3 BINB KIS NI
overwrite the character set encoding of the document that is received and published to the bus. For

example, if the native encoding of the file on disk that Neuron ESB is reading is UTF8 and there are

western European characters (ilenlaut, etc.) they will not be properly encoded when published to the
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readable as expected.

NEW- File adapter added the error reporting and error on pusli properties.

NEW-MQSeries Adapter! RRSR ySg GNIyatlidAzy 2LWA2yas ab2ySeéx
G! yAD@RS

NEW- MQSeries Adapter Added the error reporting and error on publish properties.
NEW- MQSeries Adapter Added anew N2 LISNIi e > awSY2@S . ha¢od

NEW-MQSeries Adaptertr RRSR ySg GNIyatlidAaAz2y 2LIA2y 6KAOK Aa
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NEW- Dynamics CRM AdapteiCan be configuredtuse specific user credentials based on deployment
group and environment variables. Username/password and windows credentials that have been created
inthe NeurorESBA SOdzNA ié aSO0GA2Y y2¢ | LIISENI A | RNRBLI R2gy

NEW- ShaePoint Adapter Added Security selector to assist in crdssnain integrations. User can
select to use the service (or Run As) account or to-tgpesername, password and domain.


http://localhost:51002/help/ui/index.html#!/Runtime/Runtime_GetInstanceConfiguration

NEW- SharePoint AdapterAdded RequesResponse mode faeturning the document or list ID and
the URL as a response

NEW- SharePoint AdapterAdded support for setting the library column values to update in code

NEW- SharePoint AdapterAdded support for setting the content type for uploaded documents or
added list item.

NEW- NetSuite Adapter Added support for SOAP API version 2015_2.

NEW- NetSuite Adapter Supportasync calls folist operations- getList, addList, updateList, upsertList,
deleteList, initializeList and seardksynooperations havealsobeen added to the Metadata Generation
wizard.

NEW- NetSuiteAdapter- token-based authentication and wsdl 2016.1 supplaats been aded. For
wsdl versions 2015.1 and earlieisers can use still ussername/passworduthentication For wsdl
versions 2015.2 and later, users can asasumer key and secret token id and secret

NEW¢ SMTP AdapterTwo new properties were added to @i users to better manage throughput. 1.)
UnlimitedMessagesPerSessiaet to false by default and 2V)axMessagesset to 1 by default. This
will now allow users to send N number of messages on the same session.

&

MODc¢ Renaming of Microsofi @ y I YA O | RILIWISNA® Ly GKS /'!'n N
adapters so that the names provide better clarity of feature and function.

Original Name New Name

CRM Subscription Adapter Dynamics CRM 4.0 Adapter
Dynamics CRM 2013 Adapter Dynamics CRMRM Adapter
eConnect Adapter Dynamics GP eConnect Adapter

(V)

MOD- Removed/retired Microsoft Dynamics CRM4 Adapters from active release. These are now only

available on request.

MOD¢ Added theRaiseReceiveFailedFromEndp@iatent to the AdapteFramework. There is no

longer a need to manually create and call the audit proxy when wanting to send a failed message to the

Failed Message database table if a custom publishing activity within a custom adapter fails.

MODcWS Y2 @SR GKS & !'padgeiyior theyfollo®ingipllisN B dde adapters. We now
internally always audit the failure to the Failure database table.

FTP/FTPS

SFTP

ActiveMQ

Azure Service Bus
POP3

= =4 =4 -4 =9

QX

(p))



Microsoft Exchange
SAP

SalesForce
SQlService Broker
MQSeries **

File **

=A =4 =4 4 -4 =4

* NOTE: ir3.5.4, audit on publish failure and the error on publish properties were added.

MOD- Socket Adapteg Certificate selection is now a drop down populated through the Ne 8B
Repository.

MOD- File Adapter; now changed to a warning'File adapterisnd LINR OSaaAy3a FAES Wr ¥
because exclusive reasirite access could not be attained after 10 attempts"

MOD- File Adapter In publish mode, if the directory didn't exist we were creating it. Now we will not
create the directory.

MOD- MQSeries Adapter Now calls the RaiseOfflineEvent on Disconnect()

MOD- MQSeries Adapter Changed how we handle replies. Previously we were manually setting
correlation properties. Now this uses the standard CreateReplyMessage() method from the ESB
Messaye.

MOD- MQSeries Adapter Disconnect() was being called twice on shutdown when in Publish mode.

MOD- MQSeries Adapter Removed the "Maximum Get Retry Failures" property. This has been made
obsolete by the "Error on Pollinghd "Error Reporting" propties

MOD- NetSuite Adapter Updated XML Sample generation to properly handle recordref fidfdbere

is a "record" element for request message® remove the "type" attribute from any element that is an
xsi:type="RecordRef". If thereas'get" or"getList" element, wanodify the type attribute to be equal to
the element that was selected in the browser.

FIX- Socket Adaptec the Solicit Response and Request Reply modes were operating differently than

the other adapters. For Solidkesponse, the adapter will now receive a request from Ne&@®Bnd

send the request over the socket. For Request Reply, the adapter will receive a request from the socket,
publish the request to the bus, and return the reply.

FIX¢ SQL Service Broker Adar ¢ users could encounter the following error while publishing to the
bus.

System.Data.SqlClient.SglException: A transigotl error has occurred when receiving results
from the server. (provider: Session Provider, error: P@ysical connection it usable)

This could be due to the SQL server becoming temporarily unavailable on the network. We now will
detect the error and clear the connection related connection pool.

FIX- SAP AdapterCustom IDOCS were not validating against the adapter's gtrteschemas due to
an extra element being nested



FIX- SAP AdapterAt runtime, when the SAP adapter receives an IDOC it will connect to SAP to retrieve
metadata about that IDOC. The adapter will search that metadata for the IDOC segments. Custom IDOC
segments were not being retrieved correctly.

FIX- File Adapteg When polling remote directories using UNC paths and the paths become unavailable
for extended period of times, a resource leak could occur because the underlying SMB sessions and
ports were na being released.

FIX- File adapter if we attempted to sort the list and that failed we logged the error but published
unsorted listMoving forward we'll throw the error so files don't get published out of order.

FIX¢ SFTP Adapterwith archivemo& Sy 6f SR AF GKS T2 RS NI NI dike X | AR
would not get resolved correctly.

FIX- SFTP Adapteysome SFTP servers that were rammpliant with the SFTP specification could cause
the adapter to disconnect in the middle of itsexations.

FIX- SFTP AdapterWhen in Publish mode, thenderlying SSH Disconnect could caaiseread Abort
Exception which in turn would terminate the polling of the adapter.

FIX- SFTP AdapteyLogin user paths were not getting resolved correctly, causing the errors to occur
when the adapter had to navigate to different folders on the SFTP server. This was problematic when
the login credentials used were mapped to a spedifiectory other than the root folder of the SFTP
server.

FIX- MQSeries Adapter The adapter could throw a " Memory stream is not expandable." when trying
to set the RFH2, CIH, MDE orhiéders. Thisccurred because the default structure length was no
getting properly set.

FIX- MQSeries Adapter Adapter was not honoring Include Metadata checkbox. Even if unchecked, the
existing wmgq properties in the incoming message would be used.

FIX- MQSeries Adapteg If users had 7.0 or greater dMQSeriesnstalled they would receive an error
when attempting to populate the list of queue managers installed using the property grid of the adapter

FIX- MQSeries Adapter The adapter was not polling at the configured interval in Publish mode
because of a missinguttiplier.

FIX- MQSeries Adapteg If the MQMD format is none, we will always use a byte array for a body. If the
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Previously, we were not converting appragtely using the correct encoding and character set values

specified in the headers.

FIX- Dynamics CRM Adaptethe CRM Adapter was nable to generate XML samples when multiple
entities/operations were selected

FIX- Dynamics CRM AdapteFetchXML allowssersto retrieve values from linked entities, and assign

an "alias" to the linked fields. The adapter handles aliased fields in the result set in a special manner, but
did not handle aliased fields that are also entity references (i.eléih a linked entity that is actually a

look up to a third entity).



FIX- NetSuite Adapter if a userseleced more than one entity/operation, the metadataegeration only
correctly createdschemas and XML documents for the first one

FIX- NetSuite Adpter ¢ A duplicate passport soap header could be applied causing an exception to be
generated by NetSuite.

FIX- NetSuite Adapteg Modified to accommodate invalid Schema element names

FIX- Adapter Metadata Generation Wizardf user changed thproperties of a selected Adapter
Endpoint, the property would be modified permanently on the endpoint.

FIX- Adapter Metadata Generation WizatdVas not logging out and cleaning up connections
appropriately on exit.

FIX- Salesforce Adapter On startupthe validation routine was not being called appropriately. Also
once the connection was made successful and the session was created, it was persisted. If the user
changed the login details to salesforce, those changes would not be used.

FIX-SMTP Adapter! 8 SNB O2dzZf R SELISNASYOS (KS F2tt26Ay 3 SNNI
through the SMTP adapter if the target SMTP server was restricted in the number of messages allowed
per session.

System.Net.Mail.SmtpException
Service not available, clogjtransmission channel. The server response was: Error: too many
messages in one session

The error occurred because Neuron ESB would create an SMTP connection on every send, but was not
disposing the SMTP client after the send.

FIX¢ Adapter Framework If tryReceive() returns false because the Error On Polling was set to
StopPollingOnError, we now call disconnect so resources are cleaned up and the RaiseOfflineEvent is
called, updating=ndpoint Health stateThis ensures that users who create publish/polling based
adapters with the framework will record their proper state when polling discontinues.

Service Broker
MODc Client Connecto¢ Neuron ESB no longer will return the Server Hid@a&ler in the response.

MOD¢ Service ConnecterSending JSON encoded messages to service connector required users to
enable the raw flag on the binding tab when using REST, regardless if the http €oygerwas set to
application/json or text/json.

AX¢ Client and Service Connectergerify to make sure the certificate exists in the configuration
before attempting to retrieve it.

FIX- When attempting to override the HTTP StatusCode and Description from within Neuron ESB, the
HTTP Response would &t correctly but the HTTP StatusCode and Description property were not
being set in the HTTP Headers.



FIXc Client and Service Connectoer$ a REST call is made, we now check to make sure the HTTP
method has been set. Previously we just throw the folluyverror:

System.NullReferenceException: Object reference not set to an instance of an object.

FIX¢ Service ConnecteWWhen windows client credentials were configured for the service connector,
they were not being passed through to the service, unless binding environmental variables are used.

FIX¢ Client and Service ConnecterSontractFilter ismatchexceptions would be reported from the
Neuron ESB global exception handler.

FIX¢ Client Connector Akey not foundexception could occur when we attempted to retrieve the
remote IP address and port of the inbound caller to the client connectopeiné

FIX¢ Service ConnectorCould not connect to an SSL server using TLS 1.2. Neuron ESB is now enabled
to support TLS 1.1 and 1.2.

FIX¢ Client Connector Index out of rangexception would be returned if a query string with missing
values were sdro a client connector e.g.
http://localhost:8989/rest/?pickuplocationid=0011900000A&assessortype&status=assessment

Neuron Explorer and Test Client
FIX¢ Neuron ESB Explorelf an error occurred during the loading of saved user settings, the exception
dialog did not contain the inner exception details.

FIX¢ Neuron ESB Explorer and Test Cliaghthen trying to connect via WSiscovery, the entries
disappear before a user is able to click "connect."

FIX¢ Neuron ESB ExploreBusiness Process selection a Party- If the dropdown box for the
direction is expanded and user navigates away and clicks anywhere on the "Selected Processes" list box,
the current process in the window is removed from the Party.

FIX¢ Neuron ESB Test CliepThemessage body window did not resize correctly when displaying binary
messages

FIX¢ Neuron ESB Test ClianGelecting clear or clear all did not effectively clear the message from the
hex editor if the message was binary.

FIX¢ Neuron ESB Explorer aiidst Client Changed query time for WSiscovery to 2 seconds from 5.
Also the Connect window would continue to make-IMScovery queries after being closed.

FIX¢ Neuron ESB Explore¥When a solution is locked by TFS and user attempts to open theasoluti
using the Most Recently Used List, an unhandled Rifiérence Exception would occur

FIX- Importing Business m@cesses itthe NeuronESHExploremwould not overwrite existing processes
with the same nare.



FIX¢ Neuron ESB Explore¥When a user savechg configuration change, the Neur&SHexplorer
would iterate through all Business Processes and deserialize them.

FIX¢ Neuron ESB Explore¢ KS . dzaAy Saa t N2OSaaQa +*SNEA2Y D! L5 gl
process was changed and saved within theif2ss Process Designer.

FIXc Neuron ESB Explore¢ KS ¢ 2 LJA OQa @OSNRBAA2Y D! L5 gta y2Gd o0SAy3
change was made to the Topic within the Neuron ESB Explorer.

FIX¢ Neuron ESB Explore©bject referencerror when trying tocreate a new solution could occur if
business processes were not completely closed before attempting to create a new solution.

FIXc Neuron ESB Exploreif a user navigates to workflow endpoint and during editing there was an
error condition e.g. missingpic, etc., and the user presses the cancel button, the user would not be
able to navigate away from the screen.

FIX¢ Neuron ESB Exploreif a user clicked on subscribers or publishers, then without clicking/choosing
an item (a subscriber or publishentry) and clicked on show details, then clicked on edit subscriptions,
a Ul error would be thrown. The same error would occur with adapter endpoints when clicking on
adapter bindings after clicking on show details without choosing an item.

FIX¢ Neuron BB Explorerin the XSLT document repository, if a user clicked on show details without
choosing an item, the test button would still be enahled

FIX¢ Neuron ESB Exploreif a user selected fileexport and a topic had an encryption key associated
with it, the user would immediately get an error message and the export dialog would never be
displayed The erromessage would betdpic N has a dependency on key X but key X was not'found

Neuron 3.5.3.409 Change History

Adapters

NEW¢ MQSeries Adapter MQMDE header support has been fully added. These headers are now
parsed and preserved as Neuron ESB message custom properties which can be accessed anywhere
within Neuron ESB

MOD¢ Dynamics CRM Subscription Adapt@djusted response messages to inclubde externalld of
the entity added or updated

FIX¢ NetSuite Adapteg When using a NetSuite sandbox instance our call to resolve data center URLs
returned the URL for the production site. Also made the use of the Role property optional as users can
define a default web services role inside NetSuite directly.

FIXc NetSuite Adapteg, Fixed issue when generating the Employee schemas. It seems that NetSuite
moved the Employee element from one schema to another between different releases. We now handle
potential differences across releases.



FIX¢ NetSuite Adaptet, Fixed exception when creating schemas for timeentry and timesheet entities

NEWC NetSuite Adapteg Added support for dynamically sending user credentials to the adapter
endpoint

FIX¢ SFTP Adapterstring.format index errocould occur whemublishing fails for sftadapter
endpoint.

FIX¢ SFTP AdapterOperations timeout was being calculated in milliseconds rather than seconds.

Business Processes
FIX- Adapter Endpoint process stepif anadapter name or endpoinmtame was not found at runtime, a
generic KeyNotFoundE&ceptionwould be thrown.

Workflow

FIX¢ Adding assembly reference to Workflow can cause serialization error when saved. When adding an
assembly lik System.Data.dll which contain C++ code and complimentary C++ namespaces, a
serialization can occur when a user attempts to save the workflow within the Neuron ESB Explorer.

FIXc Referencing a custom DLL in a Workflow may cause the workflow endpodait &b funtime.

When referencing a custom DLL in a workflow, the user would be able to successfully test the workflow
and load the dIl within the Neuron Explorer, but the workflow endpoint would fail to start because the
runtime would not be able to findhie dll. This was because the probing path did not include the

workflow subdirectory.

Neuron 3.5.3.398 Change History

Adapters

NEWC( Salesforce Adaptear Provide support for sending the following content types for Salesforce.com
via a call to an ApeREST serviegByteArrayContent, FormUrlEncodedContent, MutipartContent and
MultipartFormDataContent.These different content types are created in a C# step in a business process
or workflow, and then saved using code similar to this:

context.Data.Bytes = content.ReadAsByteArrayAsync().Result;

context.Data.Http.Headers.ContentType =
content.Headers.ContentType.ToString();

context.Data.SetProperty( "sforce” , ‘"restMethod" , "PATCH");

Where cotent is one of these typesByteArrayContent, FormUrlEncodedContent, MutipartContent
and MultipartFormDataContentThere is a corresponding property for the Salesforce adapter endpoint
that also needs to be set to the same validote ¢ the restMethod poperty needs to be either POST or
PATCH.

MOD¢ WebSphere MQSeries AdapteAdded ability to set the Message Get Option Version for
retrieving messages from MQSeries to support Version 2 M@kiénsions



FIX¢ WebSphere MQSeries AdapteSetting Encodingr Characterset MQMD header properties using
Neuron ESB custom message headers as shown below did not set their respective MQMD properties of
the MQSeries message sent by the adapter.

context.Data.SetProperty( "wmgq", "MQMD.Encoding" , "546" );
context.Data.SetProperty( "wmq", "MQMD.CodedCharacterSetld" , "1200" );

Service Endpoints

FIX¢ Using NTLM or Windows Security with Client connector would cause neuron log file to fill with
errors due to WDiscovery hello calls on the endpoint. The Neuron ari#ation manager has now
been configured to ignore our internal \ABscovery callAlso, ifauthorizationfailed, we were

returning the default 500 status code rather thapesifically setting the BST HTTP status code to 401.

FIX¢ Client Connector anBEST errordf aclient connector used a REST binding and there was any
errorduringthesenly 3 2F GKS YSaal 3S (2 uhe BREGE stalua cotlddzo k & dzo
returned to sender would be 200 i.e. OK, rather thama-succesgode. Lastly, fi specificexceptiors

did occur (i.e. timeout ofault exception) while using the REST binding, Neuron was not attempting to
audit as a failed message

Neuron 3.5.3.389 Change History

Adapters
FIX¢ Socket Adaptes- The socket adapter would fail with errors when SSL was enabled. There was a

ReceiveTimeout set to 2 seconds on the socket that was causing the SSL session to become invalidated.

FIX¢ Socket AdaptersWhen a socket adapter is reused and changed fromgssiog a custom

message to a standard ESBMessage (MessageBodyOnly is set to false after being true), the socket
adapter continues to use the settings for the custom message header and not the default settings for an
ESBMessage object (length at offsetife ©f length field as 4 bytes).

NEWCc¢ SharePoint AdapterAdded Query support to SharePoint lists and libraries

FIX¢ Salesforce Adapter'Custom" data format option that allows users to set the
ESBMessage.Http.Headers properties and pass theng &bddalesforce via REST calls was not being
propagated properly.

FIX¢ File Adapter The archive file after download property of the file adapter could not be set to true
unless the Publish Metadata Only property was set to true

FIX¢ SFTP Adaptersftp timeout property (in seconds) was being incorrectly interpreted as
milliseconds. Effectively setting the timeout to 30 seconds, meant the actual timeout would be set to
30,000 seconds

FIXg SAP Adapter When using the SAP adapter to listen to incoming dosnisian exception in the
listener could cause the ESB Service runtime to crash. This has been fixed.

Ay



FIX¢ MSMQ Adapter; Publish Mode If user haddConnect on Startupproperty set to false, the queue
to monitor would never get created and in turn the adapter endpoint would generatbject
reference not set to an instance of an object” error.

Business Processes

FIX¢ Service Process StefDatagram i.e. one way sece calls were not being executed properly. The

SOAP Action (if present) was not being set properly if being passed in dynamically or configured within

GKS { SNBAOS LINRPOSaa adSLIQa LINPLISNIE& INARP® ¢KS {Sa
propetly set.

Neuron Explorer
MODc¢ A manifest has been added so that users no longer have to explicitly open the application as an
G! RYAYyAadNI G2 NE

Neuron Test Client
MODc¢ A manifest has been added so that users no longer have to explicitly open the applasaton
G! RYAYAAGNT G2 NE

Neuron ESB Database

FIX- The 0009 _UpgradeTo3_5 0.sql script was missing the 'dbo’' schema name in several CREATE or
ALTER statementl.a user ran the script manually in the course of an upgradeyswould be
generatedbecause seeral of the objectgould notbe found

Neuron 3.5.3.373 Change History

Neuron ESB Runtime

FIX- Acondition in GlobalExceptionHandler.HandleEpavented errors from being reported properly
If the trace level was not Warning, then the erroowd not be output to the log. Wehanged it to log if
the trace level is either Warning or Error.

FIX- "The given key was not present in the dictionary." error could occur when stopping an endpoint.

FIXc GThegivenkeywasnot presentinthe RA O (i A 2 yf Eohlli aeccurSviddRalidating an endpoint
during shut down.

FIXg Extraneous errors were being logged when shutting down the Neuron ESB service.

MOD¢ The maximum number dfeartbeat failures are now configurable via the esbservice.exe.config
fledail EI S NI o St ( Cl.XHe doN&htdéfaultisl2 THS Blbuidde expanded in dev
environments when changes are being made to management service. Once and endpoineAdapt
service connector) reaches the maximum heartbeat failure level it will stop allow another server to take
control (providing single instance is configured on the endpoint).



Endpoint Health
FIX¢ Attempting to stop an endpoint on all machines in a @gphent group could fail if the hostname
in the deployment group did match the environmental machine name.

Workflow

FIX- Invalid condition at Availability Group (AG) level causes an infinite loop of Warnings messages. If
the AG heartbeat attempfiailed, rather than stop the AG, the system would continually log the
heartbeat failures in an infinite loop

MOD- Quartz.NET implementation for internal workflow scheduling has been updated to use our
implementation of reliable database connection to cs@me transient network issues.

FIX- Adding/removing an assembly reference for a workflow definittonild causevalidation errors to
happen.

FIXc A fix was applied to the PublishRequestMessage activity. Replies when sent via a bookmark were
not being rowed correctly back to the parent workflow.

FIX¢ If the database could not be connectedduaringstartup, Neuron ESB would continually spin up
more instances of ESBHost.eRedilabilityGroups) in an attempt to connecthis behavior has been
modified.If an AG cannot connect to the database on startup, it will shut down and will have to be
manually restarted by an administrator when the database is access

NEW- The "Event Timeout" field on the workflow endpoint settings tab was hidden. We changed the U
settings to make the field visible on the form so that the workflow command timeout period can be
customized for a workflow endpoint

Business Processes

FIX- When using the Execute Process step, a user could experience a duplicate key or key not found
exception when manipulating or working with Global Properties due to a race condition that could
occur.

FIX- Updated the execute adapter process step to log to the neuron log files when RaiseAdapterinfo()

MOD¢ ODB@rocess StepAllows users to insert binary data into databases. If the binary, image or

varbinary datatype is passed, we'll use the text within the xml element, assume its base64 encoded and
FGGSYLIWG G2 O2y@SNI (2 080Sw6 | WRIISIY&&X 0 2z2NF R @  LIKNG
we'll use that to read in the byte[] array and pass that as the parameter to the stored procedure

Neuron Explorer

MOD- When scanning for adapters, the ListNetAdapters method would fail if an adapter assembly
contained an absact class derived from ESBAdapterBase

FIX- Fixed the Export form so that selecting a category selected the processes that belonged to the
category



FIX- Modified the logic to use the Category property on availability groups, workflow endpoints, and
workflow definitions when exporting objects by category

Adapters
FIX¢ MQSeries Adapter Thread abort exception could be recorded during Disconnect.

FIX¢ MQSeries Adapter The adapter was not honoring the Wait Interval property when in Publish
mode.

NEW( Salesforce AdapterAdded a "Custom" data format option that allows users to set the
ESBMessage.Http.Headers properties and pass them along to Salesforce via REST calls. This is useful for
sending multipart messages

FIXc Socket AdapterifaOf A Sy i &a201S0G O0t2aS5a (GKS 0O02yySOiAazys {rf
it until it tries to write to the socket and would log an err

MOD¢ ODBC AdapterAllows users to insert binary data into databases. If the binary, image or

varbinary datatypes passed, we'll use the text within the xml element, assume its base64 encoded and
FGAGSYLIG (G2 O2y@SNI (2 o0edSwe IyR Llaa G2 2R60 LJ N
we'll use that to read in the byte[] array and pass that as thepeater to the stored procedure

FIX- SharePoint 2007 plugifails on install with a message that it cannot find the file Neuron.dll.
FIX- CRM 2013 AdapterThe connection properties do not display in the metadata generation wizard

MOD- Salesforce dapter¢ Added PUT support for APEX web services that accept the Http PUT
method

FIX¢ Salesforce AdapterSAML Assertion flow was using the wrong url returned from the login

FIX¢ Salesforce AdapterSet the max received message sizént32.MaxValue

Neuron 3.5.3.330 Change History

Adapters

MOD¢ The Neuron ESB Audit Proxy has been removed from the following adapters: FTRpS&fid>,

ActiveMQ, Azure Service Bus, POP3, Microsoft Exchange, SAP, SalesForce and Microsoft SQL Service
Broker. For those adapters in Publish mode, if there is a failure they will automatically log the failed
YSaalk3asS (2 GKS bSdaNRBy 9{. ! dzRAGO RIFIGF06FAS G§KNRdIAK
property has been removed as this is now automatic.

MODCAG/ 2y ySOG 2y { G NIldzL LINRPLISNIIeé KFa o6SSy FRRSR
Microsoft Exchangand MSMQ adapters

NEW File Adapter A Publish Metadata Only property has been added so that the file data does not
get published. Requires that thedhive File property is set to true and an archive file path is provided.



The encoding body name and archive folder are now exposed as adapter context properties with the
message which are accessible within a Business Process and Workflow

FIXc TCPSocket Mapter- Fixed logic for serializing the message when Message Body Only is set to true.
The standard header data was incorrectly being added to the outbound message. The logic has been
changed to only output the raw bytes in the message body.

MOD¢ TCP Sdet Adapter- Modified the socket adapter to support a generic header. We added
properties to the socket adapter for the length of the header, offset of the length in the header, size of
the length field, and whether or not the header is included in the message length. Maithiéetlapter

to support the generic message in "message body only" mode.

MOD¢ Neuron ESB Adapter Framewarkodified to include new event to Audit failed publish
attempts.

NEW( Salesforce AdapterAdded Single Sigon support for the SAML Assertion WloThe SAML

assertion flow is an alternative for organizations that are currently using SAML to access Salesforce, and
want to access the Web services AP| the same way. The SAML assertion flow can only be used inside a
single organization. You do not haeecreate a connected app to use this assertion flow. Clients can use
this to federate with the APl using a SAML assertion, in much the same way as they would federate with
Salesforce for Web single sign.

NEWC( Salesforce AdapterAdded support for th Salesforce Web API version 34.

NEWc¢ Dynamics CRM Subscription Adapt&dded support for claimbased authorization with an
Internet-Facing Deployment (IFD) installation of Dynamics CRM.

FIX¢ SAP AdapterSAP Adapter schema generation wizard wouilddegenerate schemas for BAPI and
RFC calls which contain the same SAP structure multiple times.

Test Client
FIX'1 The Neuron ESB Test client was unable to send a binary body as a Reply message.

Neuron ESB Explorer

FIX- If solution has lots of businegsocesses, in this case hundreds, and a user clicks on an
Environmental Variable in the management screen, it can take several seconds for the values of that
variable to display. Sometimes the explorer appears as if it is hung up.

Monitoring/Logging
FIX¢ Client Connectorg Message metrics were not being reported in Endpoint Health. This was a bug
introduced in 3.5 CU3

FIX¢ The Logging Schedule setting for the Neuron ESB Service was not recognizing the Weekly setting.
Only Daily would be enforced.



Neuron ESB Runtime

FIX¢ Neuron ESB service could fail to start up if the esb service did not have the appropriate permissions
to query WMI management objects. This would result in an error being reported in the Application

event log. The Neuron ESB would record an error stating the machine name could not be null.

Repository

NEW- In previous versions of Neuron ESB, ¥8tumentsK I i O2y il AYSR aAyOf dzZRS¢ N
<xsl:include href="inlines"/>) would be automatically resolved from a file based location. This has been
modified to be consistent with how we support Xml Schemas and tesjrectived 8 OKSY I [ 2 Ol G A2y €
attribute. Sugport has been added to resolve xsl include locations to the ESB Repository, like this:

<xsl:stylesheet xmins:xsl  ="http://www.w3.0rg/1999/XSL/Transform" version ="1.0"
xmins ="http://www.w3.0rg/1999/xhtm|">

<xsl:include href ="esb:inlines"/>

<xsl:template match ="chapter">

<html ><xsl:apply -templates /></ html >
</ xsl:template >
</ xsl:stylesheet >

At runtime, if thehref attribute starts with esb: Neuron ESB will look for ¥®lA y G KS O2 y ¥ A 3 dzNJ
repository. The name following the esb: is the name of 8L documerih the repository.

Service Endpoints

FIX- When a service endpoint threw a soap fault, it would get propagated back through the bus (i.e.
from service connectoto client connector) but the fault details were missing. This was a bug introduced
in 3.5 CU3

FIX-WhenW9 y I 6f S NBY2GS isedabled Gnd m@e/ttind KNe@dnlE SB2S¢rver is
configured to run the same solution and database, Client Conneetiirfail to connect to TCP based
topics, except for the first node. This will result in the following exception.

Exception: The default RetryManager has not been set. Set it by invoking the
RetryManager.SetDefault static method, or if you are usingad&itve configuration, you can

invoke the RetryPolicyFactory.CreateDefault() method to automatically create the retry manager
from the configuration file.

This was a bug introduced in 3.5 CU3.

Business Processes
FIX¢ Attempting to copyan exception steprad its contents, and then paste the contents into a new
business process would generate an unhandled null reference exception.

Neuron 3.5.3.308 Change History

Service Endpoints
FIX¢ Service Connectors throw geneAcgumentNullExceptiowhen trying to pass an invalid Query
string parameter whose value is null to an external endpoint. Neuron ESB will now report an



InvalidOperationExceptionith a message that specifically tells the user that a Query parameter with
the name of X has a null value being passed to it.

FIXc REST Service Connectogls K Sy dza A y 3 (i MeSsageraphtp BtipRefuest <02 v i SE
LINB LISNII @ F2NJ aSddAy3d KS KAOGdGL) aaSGiK2Ré LINBLISNI &=z

System.NullReferenceException
Object reference not set to an instance of an object.

Workflow
FIX¢ Transform Message Workflow ActivitgWould output a UTB-encoded string that included a byte
order mark.

MODc¢ Default HTTP Connections Limit is now set@®0 and can be controlled by modifying the
esbhost.exe.config file. Previously, workflows and any HTTP calls from the workflows would use the
default set by .NET which was 2.

FIXc Availability Groupg When verbose logging is enabled, the database cotioe string would be
written to the Neuron Log file, posdjbexposing user credentials

Adapters

FIXc Azure Service Bus Adapteihen publishing a test message from Visual Studio's Azure Explorer,
the adapter would fail with a null reference exceptioachuse Visual Studio would publish an empty
message.

FIX¢ TCP Socket AdaptewWhen using MessageBodyOnly mode, the SocketAdapter class would not let
you use RequestReply or SolicitResponse modes.

FIXc Adapter Wizard When generating XML in the Adapteletadata Wizard, the name as specified in
the grid was not respected.

Neuron ESB Runtime

FIXg¢ The Neuron ESB Service fails to stafithen the temp directory is full, preventing new temp files

from be created, the Neuron ESB Service would fail to ataidtnot log any error indicating why it failed.
This has now been corrected. The error condition will now be logged in the Neuron ESB Event log.

FIX¢ Activity Session State managemert runtime the following error information may be logged,
even with ew endpoints:

Failed to store session activity state for session Id 3cOb78864681-86f0-d6c93762eb18

Exception: Timeout expired. The timeout period elapsed prior to obtaining a connection from the
pool. This may have occurred because all pooled ctionsavere in usand max pool size was
reached.



This was due to the inclusion of the new transient exception handling introduced in 3.5 and has been
corrected.

FIX¢ Database Transient Network Exception Handtidgiditionaltransient exception handlinp
handle the unreliable network connections of SQL Ahagbeen added to support using the SQL Azure
as the Neuron ESB Audit database.

Business Processes

FIX¢ Execute Process Process Stdpa user runs a simulation test in the Business Process Designer
against the Execute Process step, calling a child process, the expected result is returned. If the user
changes the child process and then runs the simulaigecond time they will see the result from the

original child process and not the newly changed child process. This is because the Execute Process step
is designed to cache child processes that it executes. This has been changed so that child pnacesses a
only cached at runtime.

FIX¢ When a user simply clicked on a Process Step or Business Process it forced the Business Process
into a Modified state. Now it will only happen when something is either edited or a Process Step is
moved.

Neuron 3.5.3.300 (CU3) Change History

Business Processes

NEW- A new attribute,ProcessStepAttributevas added for developing custom process steps to allow

for selfregistration. Previously, users would be required to register their custom process steps manually
by editing theneuronpipelines.configpcated in the pipelines directory of the instancetaikdirectory.

Users no longer need to edit the config file. Users can now decorate their custom process step class with
the ProcessStepAttributas shown in the pseudo code sample below:

namespace NewCustomProcessStep

{

[ DataContract ]

[ DisplayName ( "Sample Process Step" )]

[ ProcessStep (typeof (MyStep), typeof (MyResource), "myname”, "mydescription”
"CustomProcessStep" , "™ ,Path= "Training/My New Steps" )]

public class MyStep: CustomPipelineStep

{}

Samples that demonstrates usitlte ProcessStepAttributean be downloaded from here:
http://support.neuronesb.com/downloads/neuron35/SampleProcessSteps.zip

NEW- A search box has been added to the top of the Process Step library within the Business Process
designer to allow users to easily search for Process Steps.

MOD- When a name is napecified for a business process step, a default named based on the activity
type will be used so that any resulting error messages will have meaningful name of the process step
within it.


http://support.neuronesb.com/downloads/neuron35/SampleProcessSteps.zip

MOD- Modified the drop down box property of the Adapter Endpdirocess Step and Workflow
activity so that they no longer display Publish mode adapter endpoints.

MOD- TheSystem.Collections.Genenamespace was added to the C# code templates for the process
code steps and workflow activities. This will allow typles liist<T> to be accessed without using the
fully-qualified namespace name.

MOD- Transform Process Stejadded option to include or exclude the xml declaration on output

MOD- A user will now be warned if the ESBService.exe is running a differenturatibg then what
the user is attempting to test at design time within the Business Process Designer.

MOD- Service Endpoint Process Stepfault or exception did not cause an exception to occur. A
Boolean property has now been added to the process #iaf if set to true, will cause the exception to
be firedallowing the user to handle the exception within the Business Pro&efault value is false.

FIX- Adapter Endpoint Process Stewould send out duplicate messages, the number of wiiohld
equal the number of retries associated with the Adapter Policy assigned to the underlying adapter
endpoint.

FIX- Changes made within the Neuron ESB Business Process Designer would sometimes not be persisted
when the user selected to save all changHsis could happen if the user was previously prompted to

reload their configuration due to a change that the Neuron ESB detected in the underlying

configuration.

FIX- Publish Process Stefn the Neuron ESB Business Process Designer, the code teptoisdialog

would not save edited code when clos@dK S t dzof A A K &0 SL) ¢ 2 dfieRodéfarA t £ RA &
the selector mustbesetd 2 KSy GKS O2RS SRAG2NI g1 & NB2LISYSRI |y
lost.

FIX- Attempting to access theortext.Configuratiorobject from a Business Process running remotely
using the Client API or hosted by the Neuron ESB Test Client would fail with the following exception:

The type initializer for 'Neuron.Configuration.NeuronConfiguration' threw an exception

FIX- Code Process StefWhen a user adds an assembly reference to a Code Process Step, then follows
that by removing the same assembly reference, the user would be unable to re add the same assembly
reference.

FIX-ODBC Process Stepavinga?d Ay RIFGOF GKFdQa aSyd G2 SAGKSNI (K
would generate a parameter errof-or example, if an ODBC adapter endpoint was configured for

execute mode, the following statement would generat€ystem.|O.InvalidDataExceptiexception.

The adapter would misinterpret thi¢'@hat appends the data in the value clause as a parameter:

string sqglStatement = "<Statement typ&Fexd" sqlR2"INSERT INTO Customer(Name)
VALUES('Joe the guy?x/Statement>";



FIX- Code Process Stejif a userdeleted a code process step from a Business Process while the code
Process Step Editor was also opened in another tab, the tab remained open. It will now be automatically
removed.

FIX- Service Endpoint Process Stdp an associated service policy, whadacting to republish to a new
topic, custom properties would be lost.

FIX- Audit Process StepAfter several exceptions, an Audit Process Step may throw a
System.ServiceModel.CommunicationObjectAbortedExceptaption.

FIX- Code Process Stefpebugging C# Code Process steps in the Business Process Designer causes
duplicate window to appearDuring the debugging process if a user hit F10 a new duplicate window of
the current C# Code editor would open and the user would receive prompts duringdely that

changes to the underlying configuration were detected, prompting the user to save them.

FIX- Adapter Endpoint Process Steppase.namendbase.PartylQvere not being populated which
prevented adapters from reporting those values when errarsured.

FIX- When using théexecute Procegzrocess step and dynamically setting the value of the child process
to run at design time, users could experience high CPU utilization at runtime when running under load.
This was caused because Neuron wascaghing the child process that would be called. Every
execution would cause the child process to be recreated/recompiled, which could also generate
unnecessary temp files.

FIX- If a user moved an existing business process step to a different locatiam existing business
process, the Apply button would not be activated.

FIX- An unhandled exception would occur when trying to load an existing business process or workflow
that referenced a custom process step that had yet to be registered.

FIX- If auser deleted an existing Business Process, upon saving the changes they would be presented
gAGK GKS wS@ASg [/ KFry3aS [Aad RAFE23d ¢KAA g2dz R
changes for existing publishers and subscribers that were not affdnteéhe changed Business Process.

Workflow Designer

NEW- Retry Workflow Activity A new Retry workflow activity has been introduced that can contain
other workflow activities and be configured to retry their execution N (user defined) number of times if
an exception is thrown.

MOD- Service Endpoint Workflow ActivityA fault or exception did not cause an exception to occur. A
Boolean property has now been added to the activity and process step that, if set to true, will cause the
exception to be firedhllowing the user to handle the exception within the Workflow. Default value is
false.



MOD- Transform Workflow Activitiesadded option to include or exclude the xml declaration on
output.

MOD- TheSystem.Collections.Genenamespace was added to th& Code templates for the process
code steps and workflow activities. This will allow types like List<T> to be accessed without using the
fully-qualified namespace name.

FIX- Within the Neuron ESB workflow designer, a Workflow with Execute Process agtivity always
enter a "modified" state (i.eApply button would be enabled and there would be an asterisks in the tab)
when a person navigates away and then back to the workflow designer.

FIX- Code Workflow Activity When using the C# workfloactivity within the Neuron ESB Workflow
designer, compile errors would still be reported, even after the compile error had been corrected in the
code.

FIX- Code Workflow Activity When a user adds an assembly reference to a Workflow Activity, then
follows that by removing the same assembly reference, the user would be unable to re add the same
assembly reference.

FIX- A user will now be warned if the ESBService.exe is running a different configuration then what the
user is attempting to test at designrte withinthe Workflow Designer.

FIX- Service Endpoint Workflow Activityn an associated service policy, when electing to republish to a
new topic, custom properties would be lost.

FIX- C# Clasgvorkflow Activity- The message variable was not available in the Workflow C# Class
Activity. In order to retrieve the value of the argument or variable, a user must write a public property
with a getter/setter, and at runtime the activity will invoke the setter to set tladue of the property.

For example:

public ESBMessage message { get; set; }

FIX- Adapter Endpoint Workflow Activitybase.namendbase.PartylQvere not being poplated
which prevented adapterom reporting thae values when errors occurred.

FIX- Publsh Workflow Activity if an error occurred publishing to the Topic, 2 errors would be
generated rather than one and both were incorrect.

FIX- Workflow Designerg anydesign time change ta C#Workflow Activity wouldhot be reflected at
runtime when inonline mode and the user saves the changes.

FIX- Publish Workflow Activitg When the Publish Workflow Activity would fail to publish to the
assigned Topic at runtime it would not throw an error back to the running Workflow. This would cause
the Workflowto appear in Workflow Tracking with a Completed state rather than an Aborted state,
even though the error was correctly logged in the Neuron ESB Event log.



FIX- Users may experience the following error when referencing a custom assembly within the
Workflow Designer during simulation after the Neuron ESB Explorer has been closed and reopened:

Compiler error(s) encountered processing expression

FIX- When Assembly References were added or removed in Add Assembly reference dialog within the
Workflow Designer, the Apply button would not become enabled.

FIX- When browsing for types within the Workflow Designer, no types would appear in the type
browserdialog.

FIX- Adding an assembly reference to an existing workflow could generate a NumeEexception.

FIX- When adding assembly references to a workflow, duplicate references could be added if one was
added at the ode workflow activity as well.

FIX- Adding a reference at the workflow activity would work at runtime, howeveomapile time error
would occur when testing the workflow within the designer.

Workflow Runtime

FIX- Adapter Endpoint Workflow Activiswould send out duplicate messages, the number of which
would equal the number of retries associated with the Adaptaidy assigned to the underlying
adapter endpoint.

FIX- When Neuron ESB starts up, if the ESB Management objects feature were not installed, the
Availability Groups would not start up and there would be no warning as to why they would not startup
and howto correct.

FIX- Stopping ESB Service with active Availability Groups could generate the following;errors

1. Can't perform operation STOP# on Workflow Endpoint 668b&383-4175a37b
39e25ccaba8e, running under Workflow Order Process Host, because @aitedo a closed
TextWriter.

2. Can't perform operation Stop Operation on Availability Group Workflow Order Process Host,
becauseObject reference not set to an instance of an object.

FIX- Availability Group would not automatically recover/restart if tROL Server suddenly went down
(i.e. network failure) and came back on line.

FIX- In environments where more than one Neuron ESB server is running the same solution and sharing
the Neuron ESB database, users may experience the following error assodifitéd/arability Groups:

Control of the Availability group Availability Group X has been transferred to another server in
the farm. Shutting down heartbeat thread process

FIX- Availability Groups were not applying the Environment Variable value applied as the
ConnectionStringroperty onthe Neuron ESB Database.



FIX- When a persistence exception occurred in a Workflow the original message was not written to the
Failed Messageable within the Neuron ESB database.

FIX- Race condition in correlated workflowesuld occur angbrevent subsequent workflows from
starting- users could experience one of the following:

a) The user submits messages to the workflow endpoint, buivodkflows start running. The user
would see messages queueing up in the pending messages table.

b) The user submits messages to the workflow endpoint. One workflow may start, but will move
into an Unloaded state and will not resume; no other workflows wodld sNIi @ | 3 Ay X @& 2 dz
messages queueing up in the pending messages table.

FIX- Eror when attempting to start a Workflo&ndpoint- When either a user or the Neuron ESB
runtime attempts to start a Workfloiendpoint, the following errocould bereportedif the Topic
assigned to it is unavailable or disahled

System.AggregateException: One or more errors occusred.
System.Collections.Generic.KeyNotFoundException: The given key was not present in the
dictionary.
The Workflow Endpoint would also appéna a Started state within Endpoint Health. This has been
corrected.

FIX- Assigning arwvailability Grougio multiple machines could cause thESBHost.ex® constantly
recycle itself.

FIX- When using the Persistent Delay Workflow Activity, the Neui®B Echeduler for deserializing the
workflow may fire multiple times. This could result in the following entry in the Neuron ESB log file:

System.Runtime.Durablelnstancing.InstanceNotReadyException: The execution of an
InstancePersistenceCommand was intgted because the instance '831bc388e34890
b776e026d975e012' has not yet been persisted to the instance store.

FIX- Within the workflow, if a publish activity publishes a message to a Topic that is stopped, failed or in
any kind of inaccessible state, it would not throw an exception back to the workflow instance to abort it.
Instead, Workflow tracking would showat the workflow completed successfully.

FIX- Users could experience a memory leak for the Neuron ESB Workflow host when Workflow Tracking
was enabled.

FIX-1 Synchronous LINE LISNI & K I &Publi$hBefuebtiReRsSyRorkificdv Actins Its

default value is false. Previousthe PublishRequestMessaagetivity would send a request then persist

the workflow, even if the response was expected to be returned in several seconds. However, if there
were a great many instances of workflows runningpitild take much longer for the workflows to

receive the responses and continue the workflow instances since all the response messages would be
effectively queued. By setting Synchronous to true, Neuron will no longer let the workflow go idle and



persist, hstead thePublishRequestMessagetivity will now wait for the reply to be returned and
continue, keeping the workflow alive.

FIX- If a persistence error occurred when trying to resume a workflow, semaphore locks could be
released.

FIX¢ During runtime he operating system could return a null reference for a performance counter
which could cause the Workflow host environment to crash.

FIX¢ SQL Server could experience very high CPU usage (>80%) after all workflows in a batch had
completed.

Service Endpoints

NEW- CORS header support has been added as a checkbox option to the Neuron ESB Client Connector
to allow cross domain scripting for REST and HTTP based endpoints. Previously customers would need to
create a custom behavior and add that to the servindpoint.

NEW- Added support for adding/retrieving http headers from ndRESThttp based bindingsyervice

endpointsp | BA&IE HBTP Headérs OKSO1 062E KIFa 0SSy I RRSR (2 020K
connector tabs of the Service Endpoint entity. Retgssl of whether or not this is enabled, HTTP

headers are always processed for REST endpoints. Additionally, the Capture and Restore Headers
2LIiA2ya KI @S &S8eCuNB\BOAPSRaddis2 yd 602G KSNJ GKS /€t ASyd |
connector tabs of the Seice Endpoint entity. This also modifies the previous behavior of the Service

endpoints when dealing with custom SOAP Headers. Previously, if a user created 2 service endpoints

(i.e. one a client connector, the other a service connector) and wanted totwestem SOAP header

adzLILR2 NI SyR (G2 SYyRX (GKS dzaSNJ O2dz R KIFI @S G2 SylofsS
on each Client connector and Service connector tab of both endpoints, even though one tab on each

would effectively be disabled in alllotS NJ NB & LISO( a ¢ b2¢g GKS dzaSNJ 2dzail vy
{htt | SFRSNBRE¢ 2y SAGKSNI G4KS SylrofSR /ftASYyG 2N { SN

NEW- Support has been added for using Username and Password witfréimsportWithMessage
security setting foService Endpoints. Previously, only Certificates were supported.

MOD- Service Endpoints called through either the Service Endpoint Process Step or Workflow activity
no longer need to be enabled to be used at runtime.

FIX- If user called into a Neuron EEBent Connector endpoint by first adding a Proxy to the HTTP

header on the Request message that is the same proxy as the one that the message will be forwarded to
(i.e. a configured Service Connector), it would generate a multi hope cycle error fraarge¢

endpoint.

FIX- Deleting a running Client or Service connector from the Neuron ESB Explorer could generate the
following exception when the changes were saved:

G/ 2df R y2i FAYR ASNUAOS SYRLRAY(G 6AGK LRE



Monitoring/Reporting

NEW- Added WMIEndpointStateChangeEvesuent to Topics, Availability Groups and Workflow

Endpointsg Users can now use WMI to monitor all endpoints within Endpoint Health for state changes

Fa ¢Sttt a FlFAfdNBad ! &S NAtheQronftoridgitdSanycanibifadion hfdzS NB € |
properties exposed by thEndpointStateChangeEvant C2 NJ S E TypadJt SRR WE 8L & Ol y NBi
of the following values:

TcpPublishingService
AmqgpEndpoint
MsmgPublishingService
NamedPipePublishingService
ServiceConnector
AdapterEndpoint
AvailabilityGroup
WorkflowEndpoint
ClientConnector
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The WMI code that monitors only Adapter Endpoints may look like this:

using System;
using System.Globalization;
using System.Management;

namegpace WmiFailedMessageSample

{
class Program
{
static  void Main()
{
try
{
var managementScope = new ManagementScop€”\\\\.\\root \\ Neudesic_ESB_v0");
managementScope.Connect();
var eventEndpointQuery = new WqlEventQuery ( "EndpointStateChangeEvent" );
eventEndpointQuery.Condition = "Type = 'AdapterEndpoint" ;
var watcherl = new ManagementEveniVatcher (managementScope, eventEndpointQuery);
watcherl.EventArrived += EndpointChanged;
watcherl.Start();
Console .WriteLine(  “Listening for events. Press Enter to exit." );
Console .ReadLine();
watcherl.Stop();
catch (Exception ex)
{
Console .Error.WriteLine(ex);
Console .WriteLine( "\ nPress Enter to exit." );
Console .ReadLine();
}
}

static  void EndpointChanged( object sender, EventArrivedEventArgs )

{

string zone = e.NewEvent[ "Zone"] as string ;



DateTime eventDate =
ManagementDateTimeConverter .ToDateTime(e.NewEvent[ "Datetime" ] as string );
string type = e.NewEvent[ "Type"] as string ;
string name = e.NewEvent[ "Name"] as string ;
string state = e.NewEvent] "State" ] as string ;
string hostName = e.NewEvent[ "Hostname"] as string ;
string  instanceName = e.NewEvent[ "EsbinstanceName" ] as string ;

string  application = e.NewEvent] "Application” ] as string ;
string  deploymentGroup = e.NewEvent[ "DeploymentGroup" ] as string ;
string endpointld = e.NewEvent[  "Id" ] as string ;

string info = e.NewEvent] "Message"] as string ;

var message = string .Format(
Culturelnfo .InvariantCulture,
"Name={0}, Endpoint Type={1}, State={2}, Instance={3}, Zone={4}, Machine={5},
Application={6} , DeploymentGroup={7}, Info={8}, DateTime={9}" ,
name,
type,
state,
instanceName ,
zone,
hostName,
application,
deploymentGroup,
info,
eventDate.ToString());

Console .WriteLine(message);

}

NEWCc¢ Resubmission count for messages resubmitted using the Message Resubmit dialog. When users
resubmit a message, the row in the Neuron ESB Audit database for the message will be updated with an
incremented submission count value. That value is now displaged 8Fi8nisgion Coudt O2 f dzYy Ay
the Message History and Failed Message reports. Once a message has been resubmitted, users can re
guery the reports and view the number of times a message has been resubmitted.

MOD- Endpoint Health refresh interval is tanger linked to service report interval. There is a new
Refresh Interval property located on the ToglsOptions menu of the Neuron ESB Explorer.

FIX- Within Endpoint Health, the rate being reported would be inaccurate if the screen was refreshed.

FIX- Within the Message History and Failed Message reportsRiflated Messagaesontext menu
would throw exception indicating Eissing Instance colum

FIX- If an exception occurred when starting a Workflow Endpoint, Endpoint Point would reflect a
 OF NEAFAXIS Nalddg&NI GKFy | F

FIX- If an exception occurred during the connection of the underlying Party associated with a Workflow
Endpoin, Endpoint Health would incorrectly show that the Workflow Endpoint was started rather than
failed.

FIX- Within the Failed Message and Message History reports, setting the Topic Filter could sometimes
throw anindex Out of RangExceptionThiswould occur if audited records contained sub topic
references. Users could also experience the following exception:



System.Data.SqlClient.SglException (0x80131904): Ambiguous column name 'TopicRoot'

FIX- Sorting Issues with Message History and Failed Mgsseports Message Iéand Transactiond
column sorting were not returning results in the correct order.

FIX- Endpoint Healtlg Running Workflow Endpoints do not appear in Endpoint Health if a different
solution is running than that which is loadedtive Neuron ESB Explorer.

FIX- Users could not delete a workflow entry in the Workflow Tracking Ul if the Workflow Definition file
was missing. This could be because a user deleted it, or a different solution was loaded in the Neuron
ESB Explorer that rfenced the same Neuron ESB database.

FIX- Starting an aborted workflow generates a generic error processing megs&ten attempting to
start an aborted workflow that by design could not be started (i.e. there was not a persistent point
defined within he workflow) the following generic exception would be thrown:

System.Runtime.Durablelnstancing.InstanceNotReadyException

bSdzNRYy 6Aff y26 RA&ALIEIE +y SEOSWLIAz2zY tSiGdidAaAy3a (KS
did not exist in the workflow.

FIX- PendingEvents counter omépoint Health could erroneously displa¥billion records. Restarting
the Availability Group/Workflow endpoimould cause this when there were active workflows in the
database to process.

FIX- Workflow Tracking; On theMessages tab of Workflow Tracking, tieve Context Menu did not
always work.

FIX- Endpoint Healtlt Previously, if errors occurred on an endpoint, the icon representing that
endpoint would turn red. However, if the error conditions for #edpoint were resolved and successful
messages were sent, the icon would remain red. This has been resolved. The icon will turnGaento
once a subsequent successful messagietected sent over endpoint.

FIX- Cluster Support Workflow Endpoint€ When running in a Windows Cluster environment the
metricsfor Workflow Endpoints within Endpoint Health were not being incremented.

FIX- Workflow Endpoint and associated Party dependencies would fail to remain in sync. The dependent
Workflow endpoint cold enter a state where it would be unaware if the dependent Party became
disabled, disconnected or failed to successfully connect to the dependent Topic. If any of these
conditions occurred, within Endpoint Health, the Workflow Endpoint would appear @akhy, Started

state rather than move into a Failed state.

FIX- App Domainsvere not unloadingrom memory when endpoints are reconfigured stopped
within the Endpoint Health. This could result in errors reconnecting to Topics.



FIX- When using a Namedipes based Topic and attempting to restart an ODBC Adapter Endpoint
multiple times from Endpoint Health, the user may experience the following exception:

Cannot listen on pipe

FIX- Client connector would be displayed in a Stopped statendpoint Health instead of disabled when

its underlying party is disabledf the party assigned to a service endpoint (i.e. client connector/service
connector) or adapter endpoint or workflow endpoint is disabled and if a user attempts to start the
endpadnt in Endpoint Health, it shows up RED, in a stopped state, and NO errors are indicated in
endpoint health even though an error is recorded in the Neuron ESB event log. Moving forward, if any
party assigned to an endpoint is disabled, the endpoint willlisplayed as disabled within Endpoint

Health and a warning will be logged to the Neuron ESB event log indicating the reason why its disabled.

FIXOYRLERAYG 1SFHEGK OFy 3SySNIGS |y dzyKIyRft SR SEOSLI
Neuron ESBesvice from the Neuron ESB Explorer toolbar.

FIX- Restarting a Neuron ESB Topic within Endpoint Health when its assigned port is currently in use will
cause the Topic to be set to ailed state which is expected. However, it will immediately thereafter b
switched to a Stopped state. Once that happens, even if the port condition is corrected, the Topic can no
longer be restarted in Endpoint Health.

FIX- When a polling based adapter reports that it will be disconnected, its state in Endpoint Health
would remain in a Started state. This affected the following adapters:

Azure Service Bus
File
FTP/SFTP/FTPS
IBM MQseries
Microsoft Exchange
POP3

T ODBC
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FIX- Unable to stop polling based adapter in Endpoint Health. When a user attempts to stop a polling
based adapter within Endpoint Health, its state will briefly be set to Stopped and then immediately reset
to Started.

FIX- If a Service Connector or Client Connector failed to start up, specifically open a proxy for the target
URL, Neuron ESB would inceamhof the error count in Endpoint Health, but the endpoint would still
register as Started in Endpoint Health.

FIX- If an error occurs when starting or reloading a workflow, the active performance counter was not
being decremented. This would make it @ap in Endpoint Health that there were more active
workflows than there really were.



FIX- When republishing a large number of messages usind/ibesageResubmit dialog to an MSMQ

based topics, users may experience the Ul hang and high memory utiliZEtisronly occurred when

users selected to republish using a Paiititis was due to Neuron ESB waiting for .NET garbage collection
to finish. This has been fixed.

FIX- When republishing a messages users may see an error message box displayed in tloraibdckgr
with a System.AggregateExceptioressage. This only occurred when users selected to republish using a
Party. This has been fixed.

FIX- When republishing messagasing theMessageResubmit dialog, if there was an existing Action
value on the originainessage, it would not be republished with the messadgs only occurred when
users selected to republish using a Party and has been fixed.

FIX- Modified the Message Resubmit dialog so that it only displays Subscribe side adapter endpoints.
Previously his would display all adapter endpoints regardless of mode (i.e. Publish mode, etc.).

FIX- Modified the Message Resubmit dialog so that messages can be resubmitted directly to Endpoints
without the need for the Neuron ESB Service to be running.

FIX- Whenattempting to conduct an operation on a workflow record in Workflow tracking a user could
experience the following erroneous error message:

"Oneor more selectedworkflowsdo not belongto currentinstance (Iheseworkflowswill be
skipped.Doyouwantto O2 y (1 A Y dzS K ¢

This message could be displayed even though the selected Workflow item DID belong to the current
instance. This has been fixed.

FIXc User could experience@¢ KS { 9[ 9/ ¢ LIS NJY théicbjgcE Yy SEIOS LB AZYVS B KSyY
running either the Message History, Failed Message or Workflow tracking reports. This would occur if
the specific user was added to thieuronUserslatabase role.

FIX- When using Endpoint Health for monitoring workflow endpojttey could appear under the
incorrect Availability Group.

Neuron Database

NEW- SQL Azure as the Neuron ESB database can cause Network Connection and Timeout Exceptions.
Transient fault handling for components that interact with a SQL Azure database has been introduced.
We found in testing that customers that used SQL Azure as their SQL data store were experiencing
frequent faults that are common to SQL Azure. The tramdeult handling code allows Neuron to

intercept and respond to these events by applying a strategy for retrying the database operation

multiple times before failing.

Configuration Section

The configuration settings for the transient fault handling argrently configured in the following
configuration files:



1 ESBService.exe.config
1 ESBHost.exe.config

The configuration section is hameduron.transientFaultHandlind he configuration section needs to
be registered in thecconfigSectionsheader element oftte configuration file:

<configuration>
<configSections>
FaSOGA2Y YIYSTEYSAINRBYPGNI YAASYGCEHdzE G1 F yREf Ay 3E
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</configSections>
</configuration>

Theneuron.transientFaultHandlingonfiguration section is used define retry strategies that will be
executed to retry database operations when database operations fail. The specific retry strategies are
documented in the next section. In the Neuron ESB 3.5.3 release, we currently only use the default
strategy as cofigured in the configuration section. The configuration section will look like this:

<configuration>
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</neuron.transientFaultHandling>

</configuration>

This configuration section indicates that timerementalretry strategy will be usedlrheincrementd
retry strategy is configured to retry the database operation a maximum of 15 times before failing. The
retry strategy will initially wait for 1 second and will pause for 1 second between successive retries.

Retry Strategies

Incremental Strategy

The increnental retry strategy attempts to retry a failing operation for a specified maximum number of
attempts and uses an incremental time interval between retries. The incremental strategy is defined in
the configuration using theacrementalconfiguration elemat and has the following attributes:

FAYONBYSY(Glf yIFYSTIéXE
FANBGCFAGWSGENRBT ¢ G NHzS ¢
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Attribute Type Description

name String A unique identifier for the retrgtrategy.

firstFastRetry Boolean If true, the first retry attempt occurs immediately if a
failure occurs. If false, the first retry will remain
subject to the retry interval.

maxRetryCount Integer The maximum number of retry attempts to perform
beforethe operation fails.

initialinterval TimeSpan The initial interval that will apply for the first retry.

retrylncrement TimeSpan The incremental time value that will be used to

FixedIncremental Strategy

calculate the progressive delay between retries.

The fixed incremental retry strategy attempts to retry a failing operation for a specified maximum
number of attempts and uses a fixed time interval between retries. The fixed incremental strategy is
defined in the configuration using tHixedlrcrementalconfiguration element and has the following
attributes:

FFTAESRLYGSNDIE yIYSTéXxé
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Attribute Type Description

name String A unique identifier for the retry strategy.

firstFastRetry Boolean If true, the first retry attempt occurs immediately if a
failure occurs. If false, the first retry will remain
subject to the retry interval.

maxRetryCount Integer The maximum number of retry attempts to perform
before the operatia fails.

retrylnterval TimeSpan The time interval between retries.



Exponential Backoff Strategy

The exponential backoff retry uses an exponential delay between retries to attempt to complete the
failing operation. The exponential backoff strategy is defined in the configuration using the
exponentialBackof€onfiguration element and has the followiagfributes:

FSELRYSYGALE. O12FF yI YSTIéxé
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Attribute Type Description
name String A unigue identifier for the retrgtrategy.
firstFastRetry Boolean If true, the first retry attempt occurs immediately if a

failure occurs. If false, the first retry will remain
subject to the retry interval.

maxRetryCount Integer The maximum number of retry attempts to perform
before the operation fails.

minBackoff TimeSpan The minimum backoff time.
maxBackoff TimeSpan The maximum backoff time.
deltaBackoff TimeSpan The value that will be used to calculate a random de

in the exponential delay between retries.

MOD- The Update Purge and Archive Sqgl Agent job was modified so that the archive portion of job
could be optional

FIX- Workflow and using SQL Azurdransaction deadlocks could occur against the
WorkflowCorrelatedWorkfloable could occur when usingg Azure.

Logging
FIX- Availability Group logging has been corrected so that issues are now reported in the Neuron ESB
Event log. Previously they were only logged in the Neuron ESB log files. Error messages have also been

augmented with more actionable fiormation.

FIX- Cluster support Event LoggingWhen running in a Windows Cluster environmeétast name was
being recorded rather than cluster network name



FIX- Cluster SupportWhen running in a Windows Cluster environm®&FT Failover cluster even
were being captured in the Availability Group Neuron log files

FIX- The Neuron ESB Event log contains several errors on startup when completed workflow instances
existed in the Neuron ESB databasspecifically:

System.Runtime.Durablelnstancing.InstanceNotReadyException

FIX- If the Neuron logging location was changed by setting the following registry keys:

HKEY_LOCAL MACHB@E-TWARHEeudesitNeuron ESB VBSBSystemLogFolder
HKEY_LOCAL_MACHBEBEFTWAR®ow6432Mde NeudesitNeuron ESB
v3\ESBSystemLogFolder

Users would experience an excepti@yétem.ServiceModel.FaultExcep)immen they attempt to

dConnect (G2 GKS NHzyyAy3d AyaidlyoOS dzaAiAy3d GKS bSdiNRyYy
attempting to seletthe Instance to connect to within the drop down box. To correct this, the registry
key has been moved. If the Neuron logging location needs to be changed, users should now use the
following registry keys, whergystemLogFoldés a string value:

HKEY_LCAL MACHINEOFTWARHEeudesitNeuron ESB VSystemLogFolder
HKEY_LOCAL_ MACHBE-TWAR®Wow6432NodeNeudesitNeuron ESB V3ystemLogFolder

Neuron Explorer/Test Client
NEW- Added the format context menu to the xml editors located on the Neuron ESB Terdt<olithat
users can just rightlick and selectFormat @

FIX- The Neuron ESB Web Service Import would fail with WSDLs thathemhas which included ##any
elements. Although these can now be imported correctly, these WSDLs are still invalicamaise
metadata setting for client connectors

FIX- When closing Neuron ESB Explorer, saving a new configuration did not add the configuration to the

MRU list of the Neuron ESB Explorer

FIX- In the Neuron Explorer, within the Binding Expression dialogBthding Expression field would

only allow a user to scroll to the right in order to check first 75 characters of the url.

If the url was longer than 75 characters, the full length would be stored, but only 75 characters could be
viewed by scrolling to thaght in the field.

FIX¢ Within the Neuron ESB Explorer the Delete button/icon for the Process/Workflow Library did not
work for workflow objects.

FIX- The Endpoint Health toolbar button should only be enabled IF there is a solution opened in the
Neuran ESB Explorer.

9{ .
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Transport for a Topic.

FIX- The Neuron ESB Log files for Availability Groups and Workflow Endpoint logs were being misnamed
when new daily log were created

Adapters

NEWc¢ A new Adapter Wizard for generating XML Schemas and Sample XML messages has been added.
¢CKAE GATIFNR A& 00OSaarofS GKNRAAK GKS G22f oFNJabD
and Schema Repository within thleuron ESB Explorer. Using this wizard, users can select a registered
adapter that supports meta data generation, choose the operations and select to generate both the

schemas and sample messages that the adapter endpoint requires. Currently, the SAReNetS

Dynamics CRM and Salesforce adapter are all supported. Additionally, developers can use the Neuron

ESB Adapter framework to develop their own adapters that support our new meta data API. Those

adapters will automatically be supported by the Adapteizsvd.

¢ Neuron ESB Metadata Generation x|

N

Adapter Metadata Generation Wizard

Generates XSD Schemas and sample XML message documents for supported Neuron ESB Adapters

The wizard will walk you through a series of steps, prompting you to select a registered Neuron ESB adapter, connect to an
existing data source, select various operations for which XSD Schemas and sample XML messages will be generated and
stored in the Neuron ESB Repository.

Press Next to begin.

Cancel | < Back I Next = I Finish |

NEW- TCP/IP Socket Client aBdrver AdaptersThe TCP/IP Socket adapters establishdirbictional

channel for sending messages between two processes using just the TCP/IP protocol. The primary use
case for the TCP/IP Socket adapters is totivo Neuron adapters that exist in separate zones such as a
DMZ and a secure intranet. Using the adapters, the DMZ ESB service can expose WCF client connectors
to the unsecure Internet, and forward requests to be processed by the linked ESB servisehaing

in a secure intranet. The TCP/IP Socket adapters have been designed to support overcoming firewall
connection issues that typically exist when establishing a DMZ. The TCP/IP Socket adapter can also be



used to send messages to or receive messfoes external programs that can communicate using
TCP/IP Sockets.

NEWC Redis Adapter This adapter supports one way subscrével two-way, solicit response mode
Users carsend updatesinserts keys/values, or make all get Query requests agaif&disServer The
Neuron ESB Redis adapter supports all operations provided by Redis.

In order to useRedisadapter you need to configure connectiproperties

Server Name
PrimaryPort
SecurePort
SlavePort

= =4 =4 =4

The Neuron ESB Rediapterexpects the develper to pass custom properties as part of the ESB
messageéheader.Belowisthe exampé of setting custom properties (via the Neuron ESB Test Client) to
the adapter end point in order to perform@EToperation.

SET command

Custom Message Properties

Prefix Name Value

;
redis 1 rediskey
redis 2 redisvalue

As shown above, in order to use thieuron ESB Redislapter you need to pass the custom properties
onthe ESB message header. Huapter requires you to pass g K logegation you want to dand its
respective parameters. @@ need to pasthe exactOperaion name which is useth Redis. You can find
the list of commands hereitp://redis.io/commands

Whenyou send the message to an adapter endppihe Resultcudom property will be returned which
will containthe status of operation.

Custom Message Properties

Prefix Name Value
redis Operation |SET
redis 1 rediskey
redis 2 redisvalue

v redis Result oK



http://redis.io/commands

Note

a) In order to pass a parameter which is of typenespanas expeatd by the EXPIREommand
the developer needs to only pass in the value as the number of seconds.
b) In Order to pass array in the parametbe developemeeds to pass it by space valuarF

example if the developer wants performthe DELcommand for multiple keyshe parameter

would be passed as follows:

Custom Message Properties

Prefix Name Value
redis Operation  |DEL
redis 1 keyl key2 key3

body of theESBMessagas a value.

> I

c) If you do not pass a parameter which is paped tohave a specificalue, Neuron willpass the

NEWCc An SAP adapter has been added that will allow users to egsigteand query existing SAP

systems using IDOC, BAPI and RFC interfaces as well as receivimg$s&yes to be published to the

bus. This adapter also supports meta data generation in the form of XML Schemas and sample XML

messages using the new Adapter Wizard.

NEW- A new Microsoft SQL Service Broker adapter has been added. This can be usezt to@ititor

Microsoft SQL Service Broker queues or send messages to those queues.

NEWc NetSuite adapter Added & dzLJLJ2 NJi
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currently supports 2013_2, 2014 1, 2014 _2 and 2015 _1.

MOD- Adapter Endpoints called through either the Adapter Endpoint Process Step or Workflow activity

no longer need to be enabled to lised at runtime.

MOD- Dynamics CRM 2013 Subscription Adaptedded a send timeout property.

27

MOD- Salesforce Adaptey When generating XML and XSD schemas from the Meta generation tool,
those documents stored in the Neuron ESB Repositoryngilide the Salesforce version number

configured for that endpoint.

MOD- Salesforce Adaptey Now supports latest version(s) of the Salesforce SOAPA&IEEd support

for changing the Salesforce SOAP API version. This includes a new adapter propertyjtaladding

an annotation to updated schemas for which version of the SOAP API they were generated with. Also
modified the Neuron ESBchema version number to match the SOAP API version. Current support is for

versions 28.0 33.0.

FIX¢ The SharePoir2010 Plugirg referenced incorrect versions of Neuron ESB assembties correct

versions are compiled against .NET 3.5
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