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Runtime  

FIX ς Memory Leak with XSLTs - When loading Xslt Neuron Objects for the runtime's configuration. the 

test input and ouput messages would be loaded as well. This could cause a lot of memory consumption 

if the messages were large (i.e. a MB or so). Now we do not load the test messages in the runtime. 
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Messaging 

FIX ς Rabbit MQ Topic would fail to start when using SSL ς Users would receive an error indicating the 

following:  A reference to the RabbitMQ Vhost '/' could not be obtained. This has been fixed 

FIX ς Rabbit MQ Topic and Priority Header ς if using Rabbit MQ Topics, the ESB Message Priority Header 

would not be serialized to subscribers. 

Neuron ESB Explorer 

FIX ς Rabbit MQ Queue Management would fail when using SSL ς User would receive the following error 

on the top of the Queue Management screen: An error occurred connecting to RabbitMQ Management 

tƻǊǘΣ ΨмрстмΩΣ ƻƴ ΨƳŀŎƘƛƴŜ ƴŀƳŜΩΦ ¢ƘŜ ǳƴŘŜǊƭȅƛƴƎ ŎƻƴƴŜŎǘƛƻƴ ǿŀǎ ŎƭƻǎŜŘΦ ¢Ƙƛǎ Ƙŀǎ ōŜŜƴ ŦƛȄŜŘΦ 

Installation  

FIX ς Patch PowerShell Script throws hash error ς If a user ran the PowerShell script that shipped with 

the 3.6.0.1392 release to update an existing instance of 3.6.0, the error similar to below would be 

encountered. This was due to an invalid signature on the patch. 
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Messaging 

FIX ς Message Loss - If messages are being sent to a party and the ESB Service, Endpoint Host, or 

Endpoint hosting the party is shut down gracefully, messages may be lost because they may still be 

pulled off the underlying topic during shutdown (e.g., may be consumed off a RabbitMQ topic queue) 

but the handler that processes the message may do nothing with it. 

Auditing  

FIX ς Auditing may throw Null Exception - If a message needed to be audited while the Party was 

disconnecting from a topic, a null reference error may be thrown due to the audit proxy being closed 

before the channel was closed. 



Services 

FIX ς OAuth Token becomes invalid if Security Exception is thrown - Service Connectors did not refresh 

OAuth tokens when a security exception returned from a called service ς This has been changed so now 

if a Security Exception does occur, Neuron ESB will automatically refresh the OAuth Token and retry the 

service call. 

Business Processes 

NEW- Added Thread Safety to Custom Business Process Steps - Added "RequireThreadSafety" attribute 

to PipelineStep<T> with a default value of false. When set to true, it forces a new instance of the process 

step class to be created with each process instance execution. This comes at a 10-15% performance hit. 

This solves the issue where custom process steps have private variables whose values change during 

execution of the process step. Set to false (which is the existing default behavior), when a process 

executes, each process step is instantiated once and reused (this is per process/per "host"). Under heavy 

load, if a class variable can be changed during execution, it could affect other instances of the process 

steps. {ŜǘǘƛƴƎ ǘƘŜ ƴŜǿ έ wŜǉǳƛǊŜ¢ƘǊŜŀŘ{ŀŦŜǘȅέ ŀǘǘǊƛōǳǘŜ ǘƻ ǘǊǳŜ ǇǊŜǾŜƴǘǎ ǘƘƛǎΦ 

Adapters  

FIX ς Socket Adapter could throw Errors and Warnings ς The Socket Adapter could throw warnings and 

errors anytime (roughly a minute apart). These could look like the following: 

"The Client socket faulted but successfully reconnected: error code TimedOut" 

 

and/or 

"A call to Read to a server socket returned 0 while reading the message header. The client socket 

adapter still appears connected, but two more attempts to read returned 0. Attempting to 

reconnect." 

and/or: 

"The message cannot be sent to the TCP socket because the socket has been disposed." 

Installation  

FIX ς Rabbit MQ and Erlang would fail to install ς If a user chose to install Rabbit MQ or Erlang, the 

installation would fail as the URLs used to download the packages had changed. The URLs have been 

updated in the installer. The correct URLs did already exist in the existing Readme.html file. 

Memory Leaks  

FIX ς Workflow Memory Leak due to replication of configuration ς We found instances where the 

Neuron ESB Workflow Service would unnecessarily replicate the existing configuration in memory if a 

user saved the solution that the runtime was using. 

FIX ς The memory of the Operation Service hosting the REST API would grow on each API call - The 

NeuronOperationService process would consume memory and not release it for the lifetime of the 



process when API calls were made against it. This would occur when using any of the APIs available, such 

as retrieving endpoint health metrics. 

NOTE: In certain cases where the Operation Service needs to load the configuration, such as calls to the 

Client Connectors Configuration API, the memory will jump due to the configuration being loaded into 

memory. Any subsequent calls should not increase memory usage and should be released upon CLR 

Garbage Collection. 

 

KNOWN ISSUE ς Memory footprint of Client Context will double first time a solution is saved for a 

running instance ς The Client Context within a Party is reinitialized every time a solution is saved in a 

running instance. During this process the Client Context still holds on to a copy of the Configuration, so 

upon saving a running configuration for the first time, the memory footprint will double for the 

configuration object the first time but remain the same on subsequent saves. 
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Workflow  

FIX ς Execute Process Activity logs to incorrect files - If a workflow definition used the Execute Process 

activity and the desired process to execute used the PipelineContext.Instance.Trace* methods to write 

to the Neuron logs, log entries could get written to the wrong logs and/or get double logged. 

FIX ς "For" workflow activity fails to increment ς ¢ƘŜ άCƻǊέ ǿƻǊƪŦƭƻǿ !ŎǘƛǾƛǘȅ ŘƛŘƴϥǘ ŜȄŜŎǳǘŜ ǘƘŜ ƛǘŜǊŀǘƛƻƴ 

or initialization properly causing it to be unusable. Now it works, but any existing workflow definitions 

that contain the broken "For" activity must first remove the activity from the definition using the version 

of Neuron that contains the broken "For" activity. Then Neuron can be updated and the new working 

"For" activity can be re-added. 

FIX ς Workflow aborts due to Connectivity issues - Workflows might abort if there are SQL Server 

connectivity issues that persist for longer than 2 minutes, depending on the type of connection issue. 

The error would state that the Host Lock is invalid and to restart the host. 

 

FIX ς Workflow Timeout Activity may not time out - If the number of workflow instances reached the 

"Max Concurrent Workflows" setting and the workflow definition contained a "Timeout" activity, the 

activity may never actually timeout if more workflow slots did not become available. 

 

FIX ς 9ƴŘǇƻƛƴǘ Iƻǎǘ ŘƻŜǎƴΩǘ ǎǘŀǊǘǳǇ ƻƴ ƻǊƛƎƛƴŀƭ ƳŀŎƘƛƴŜ ŀŦǘŜǊ ŦŀƛƭƻǾŜǊ - For Endpoint Hosts that contain a 

Workflow Endpoint and are clustered with a Primary-Failover configuration, if the Endpoint Host failed 

on a machine, then failed on the failover machine, the original machine would not start another 

Endpoint Host instance unless the whole ESB Service was restarted on that machine since it did not 

restart monitoring for failover for that Endpoint Host. Now a user may use Endpoint Health in Neuron 

Explorer to restart monitoring for the failed Endpoint Host by clicking the "Restart Service" context 

menu action on the failed Endpoint Host. This action will restart the monitoring, but not startup an 

Endpoint Host instance unless it is not running on another machine in the configured cluster. 



 

FIX ς Endpoint Host failure retries exceed configuration - For Endpoint Host failure, the retry logic 

allowed for retry even if set to 0 for the number of retries (configured in the Endpoint Host's settings in 

Neuron Explorer). This also meant it would retry 1 more time than configured before failing. 

 

MOD ς Transient Fault Handling used to determine max time out - Neuron TransientFaultHandling is 

now used to determine the time span that the Host Lock for workflows can fail to renew for before 

expiring the host lock. Previously, the max time span was roughly 10 minutes give or take a minute, or 2 

minutes depending on the type of SQL connection failure. Now, if the tranisentFaultHandling section of 

the process' App.config is left at its default value, the default time span will be 705 seconds.  

Topics 

FIX: Rabbit MQ fails to Audit message if Failure occurs - If a RabbitMQ topic was set to publish confirm 

transaction type and there are messages still active in the RabbitMQ channel during a disconnect, an 

exception would occur when the messages were being audited to failed messages and the messages 

would not be audited. 

Adapters  

NEW ς IBM MQSeries Adapter - added ability to cache the Queue or Topic on publish mode so we don't 

connect and disconnect on every poll.  

NEW ς PublishESbMessage() in Subscribe Mode Adapters ς We now support users calling this method in 

Subscribe mode custom adapters. Previously, if used, this would silently fail as it was designed originally 

for publish mode adapters.  

FIX ς RaiseAuditFromEndpoint() fails ς Calling this method within a custom subscribe side adapter that 

was called from an adapter endpoint process step within a Business Process configured to be executed 

directly from a Client Connector would fail with the following exception: 

On Audit From Endpoint. Failed to send message. System.ArgumentNullException: Value cannot 

be null. 

Parameter name: topic 

This only affects 3.6 and 3.7 builds. 

FIX ς Rabbit MQ Adapter Publish mode exception ς When using version 3.9 or later of Rabbit MQ server 

and submitting a sample message using the Rabbit MQ management portal to a queue that the Neuron 

ESB Rabbit MQ adapter is monitoring in publish mode, the following error would be reported: 

Neuron.Esb.Adapters.AdapterPublishException: An error occurred while publishing to the bus. 

RabbitMQ delivery tag of 1. ---> System.NullReferenceException: Object reference not set to an 

instance of an object. 

   at Neuron.Esb.Adapters.RabbitMQAdapter.a(BasicDeliverEventArgs A_0, List`1 A_1) 



   at Neuron.Esb.Adapters.RabbitMQAdapter.a(Object A_0, BasicDeliverEventArgs A_1) 

This is due to a bug within the Rabbit MQ client API stack where the IsHeadersPresent() method no 

longer works. This has been compensated so that the message will publish successfully.  

Messaging 

FIX ς Rabbit MQ Topics ς If the Rabbit MQ Management Portal was configured for SSL, the Neuron ESB 

Topic would fail to connect. Now we first connect via HTTP, if that fails, we attempt an HTTPS 

connection.  

FIX ς Rabbit MQ Topics ς If a Topic is modified, multiple log files could be created. This has been 

corrected. Modified HandshakeContinuationTimeout to 30 seconds.  

Runtime  

MOD ς Determining Operating System ς Previously Neuron ESB used WMI to determine the Operating 

System information of the machine. This has been changed to use the 

System.Runtime.InteropServices.RuntimeInformation API. 

MOD ς Determine the number of Cores ς Previously we used the System.Environment.ProcessorCount 

ŦƻǊ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ƴǳƳōŜǊ ƻŦ ŎƻǊŜǎ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ƳŀŎƘƛƴŜ ƻǊ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜ ǿŀǎ ŎƻƴŦƛƎǳǊŜŘ ŦƻǊΦ ²ŜΩǾŜ 

changed this as it could provide inconsistent results. We now use WMI 

MOD ς Licensing Validation ς On startup, we used to compare the number of cores that were originally 

registered for the machine at installation vs the number of cores that exist at the moment of startup. If 

they were different, startup would abort, and the user would be prompted to deactivate the license and 

re-ŀŎǘƛǾŀǘŜ ƛǘΦ ²ŜΩǾŜ ǊŜƳƻǾŜŘ ǘƘƛǎ ǎǘŀǊǘǳǇ ǾŀƭƛŘŀǘƛƻƴ ǘƻ ǇǊŜǾŜƴǘ ǳƴŜȄǇŜŎǘŜŘ ǇǊƻŘǳŎǘƛƻƴ ǎǘƻǇǇŀƎŜǎΦ 

Services 

FIX ς Client Connector using net.msmq Binding fails ς If a Client Connector was configured to use a 

net.msmq binding, it would fail on startup but would not show errors in the Neuron ESB log file for the 

endpoint. However, if WCF tracing was activated, the following error would be recorded in the WCF 

trace log for the endpoint: 

System.NullReferenceException: Object reference not set to an instance of an object. 

   at NeuronEsb.Server.Runner.ESBClientConnector.SetClientConnectorState(Message p1) 

   at NeuronEsb.Server.Runner.ESBClientConnector.ProcessMessage1Internal(Message message) 

   at NeuronEsb.Server.Runner.ESBClientConnector.ProcessMessage1(Message p1) 

 

NEW ς Additional Authentication Modes Added - Added support for UserNameForCertificate and 

UserNameOverTransport authentication modes in custom WCF bindings to support WSE scenarios. 

Business Processes 

FIX ς HTTP Client Utility Process Step - Fixed Http Client Utility dialog so that the Neuron ESB Explorer is 

its parent and it will no longer disappear behind other windows.   



FIX ς HTTP Client Utility Process Step - When x-www-form-urlencoded is selected for the body, an extra 

'&' was being left at the end of the message body. 

FIX ς Publish to Topic fails to throw error ς When using the Execute Adapter Process Step, if publishing a 

response message to a Topic and that publish failed, the error would not be thrown back to the Business 

Process. 
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Services 

Fix ς Fixed error when a client connector hosts a WSDL with schemas that contain import directives, and 

one or more of the import directives do not include a schemaLocation attribute. The client connector 

would fail to start and show the following exception in its log file: 

Starting Client Connector <client connector name> generated the following error. 

System.NullReferenceException: Object reference not set to an instance of an object. 

at NeuronEsb.Server.Runner.ESBClientConnector.GetWsdlSchemas(XmlSchema schema, List`1& 

wsdlSchemas, Int32& xsdCounter) 

Workflow  

FIX ς Execute Process Activity generates a NullReferenceException - If a workflow has an ExecuteProcess 

Activity and the Neuron Process that it executes hits a Cancel Process Step, the workflow would abort 

with a NullReferenceException. Now the Result returned to the ExecuteProcess Activity will be null in 

the event the Cancel Process Step executes as opposed to throwing the NullReferenceException. 

Adapters  

FIX ð MSMQ Adapter generates format name error - The addition of auditing a failed message in build 3.7.0.851 

introduced a bug.  As part of that previous feature, we attempt to read the QueueName property of the queue we're 

reading the message from.  In some cases, that can throw the following error due to elevated permission 

requirements: 

Exception occurred reading the queue FormatName:Direct=OS:ITST-LLPAPPBETA\private$\masterdata. The 

specified format name does not support the request ed operation. For example, a direct queue format name 

cannot be deleted. 

System.Messaging.MessageQueueException (0x80004005): The specified format name does not support the 

requested operation. For example, a direct queue format name cannot be deleted. 

at System.Messaging.MessageQueue.GenerateQueueProperties() 

at System.Messaging.MessageQueue.get_QueuePath() 

at System.Messaging.MessageQueue.get_QueueName() 

at Neuron.Esb.Adapters.MsmqAdapter.ProcessReceivedMessage(Message msmqMessage) 
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Workflow  

FIX ς ObjectDisposed Error thrown with Execute Process Activity - If a workflow contained an 

ExecuteProcess activity, there is the possibility of a ObjectDisposed exception occurring when the 

activity is executed. The chance of this occurring is higher with more concurrent workflow instances 

(threading related). 

Security  

FIX ς SSL calls could fail ς This was a bug introduced with build 3.6.0.1349 ς when making SSL related 

calls through a REST based adapter (Salesforce) or Service Connector, the following errors may occur: 

System.IO.IOException: Unable to read data from the transport connection: A connection 

attempt failed because the connected party did not properly respond after a period of time, or 

established connection failed because connected host has failed to respond. 

   at System.Net.Security._SslStream.EndRead(IAsyncResult asyncResult) 

Or 

System.NotSupportedException: The requested security protocol is not supported. 

   at System.Net.ServicePointManager.ValidateSecurityProtocol(SecurityProtocolType value) 

Neuron 3.6.0.1349  

Business Processes 

FIX ς Audit Step throws Null Reference when Testing - When a Business Process used an Audit Step. 

during testing in the Process Designer, if a user tested the Business Process multiple times, any test after 

the first one would fail with a null reference exception. 

 

FIX ς Audit steps exceeds pool size - In the Audit Step, the Maximum Instances for Pool Management 

may sometimes be exceeded during high concurrency (i.e. when multiple threads are executing the 

same Business Process object). 

Adapters  

MOD ς File Adapter Error Header -Added the folder path information to the error header that gets 

written if an error is thrown in publish mode. 

MOD ς File Adapter multiple instances can read the same file ς The exclusive lock was ignored so the 

adapter could process duplicate files if more than one instance of the adapter was running in the 

environment. 

FIX - Salesforce Adapter timeout - Rest calls would timeout earlier than the configured timeout setting. 
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Business Processes 

FIX - Service Endpoint Process Step ς Fixed bug when dynamically setting which service connector is 

executed by the Service Endpoint Process Step using the property Context.Data.Header.Service. If the 

process step was configured with a Service Endpoint selected in the dropdown list, the value set in 

Context.Data.Header.Service would be ignored. 

Neuron ESB Explorer 

FIX - Identity Server OAuth Provider - Enabled the Test function when you are creating the OAuth 

Provider in Neuron Explorer. 

Services 

FIX - OAuth Providers ς fixed issue related with SSL upgrades to TLS 1.2.  This would cause an OAuth 

tǊƻǾƛŘŜǊ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ŜǊǊƻǊ ά¦ƴŀōƭŜ ǘƻ ƻōǘŀƛƴ ŀƴ ŀŎŎŜǎǎ ǘƻƪŜƴ ς The underlying connection was closed. 

!ƴ ǳƴŜȄǇŜŎǘŜŘ ŜǊǊƻǊ ƻŎŎǳǊǊŜŘ ƻƴ ŀ ǎŜƴŘΦέ 

Workflow  

FIX ς Unable to Cancel Workflow - Fixing issue where workflows would not cancel from Workflow 

Tracking in Neuron Explorer if they are in a running state. 

 

FIX ς Unable to Cancel Workflow - Fixing issue where Execute Process workflow activity would not 

cancel if contained within a timeout activity when the timeout occurs. 
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Services 

FIX - Azure AD/ADFS OAuth Provider - on-prem ADFS stopped working with latest updates - would 

receive "Unable to obtain an access token - Authority validation is not supported for this type of 

authority. Parameter name: validateAuthority. This was a bug introduced with build 3.6.0.1327 

Adapters  

FIX ς File Adapter ς When configured for Publish mode and Polling, Polling would not commence. This 

was a bug introduced with build 3.6.0.1337 
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Adapters  

FIX ς FTP/SFTP/FTPS/ODBC/MQSeries/File Adapters ς If a ThreadAbortException occurred during the 

Publish mode of the adapters, the exception may not trigger the disconnect and offline events of the 

endpoint. In that case, the Neuron ESB runtime would still believe the endpoint was alive even though 

the polling thread had failed. If the endpoint was configured for single instance mode, this failure would 

prevent the endpoint from starting on the next machine as the current machine would still believe its 

alive.  



MOD ς MSMQ Adapter ς If an error occurred while publishing an incoming message to a Topic when in 

publish mode and the transaction property was set to false, the original MSMQ message would not be 

preserved. This behavior has been changed so that the message is now audited to the Neuron ESB Failed 

Message database.   

Services 

FIX - Client Connectors ς An issue when trying to use a WSDL with a schema with <import> directives to 

schemas stored in the Neuron ESB repository. Previously the referenced schemas would not be ignored, 

resulting in problems when trying to import the WSDL in applications like Visual Studio or SoapUI. Now, 

when you have a WSDL that references schemas stored in the Neuron ESB repository, you need to 

ŎƘŀƴƎŜ ǘƘŜ ǎŎƘŜƳŀ[ƻŎŀǘƛƻƴ ŀǘǘǊƛōǳǘŜ ǘƻ ǳǎŜ ǘƘŜ άŜǎōΥέ ǇǊŜŦƛȄΣ Ŧƻƭƭƻǿ ōȅ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ǎŎƘŜƳŀ ƛƴ ǘƘŜ 

repository. For example, if your WSDL contains a schema that looks like this: 

 

    <wsdl:types>  

        <xsd:schema targetNamespace=" http://tempuri.org/Imports ">  

            <xsd:import schemaLocation=" https://localhost:8080/test?xsd=xsd0 " 

namespace=" http://tempuri.org/ " />  

            <xsd:import schemaLocation=" https://localhost:8080/test?xsd=xsd1 " 

namespace=" http://schemas.microsoft.com/2003/10/Serialization/ " />  

            <xsd:import schemaLocation=" https://localhost:8080/test?xsd=xsd2 " 

namespace=" http://schemas.datacontract.org/2004/07/MyDataTypes " />  

        </xsd:schema>  

    </ws dl:types>  

 

You would change it to this: 

 

    <wsdl:types>  

        <xsd:schema targetNamespace=" http://tempuri.org/Imports ">  

            <xsd:import schemaLocation=" esb:tempuri " namespace=" http://tempuri.org/ " 

/>  

            <xsd:import schemaLocation=" esb:serialization " 

namespace=" http://schemas.microsoft.com/2003/10/Serialization/ " />  

            <xsd:import schemaLocation=" esb:mydatatypes " 

namespace=" http://schemas.datacontract.org/2004/07/MyDataTypes " />  

        </xsd:schema>  

https://protect-us.mimecast.com/s/eq-wCVOr6ksl5EMqhEKATz
https://localhost:8080/test?xsd=xsd0
https://protect-us.mimecast.com/s/c50NCXDw40snqgmEfQ6S6w
https://localhost:8080/test?xsd=xsd1
https://protect-us.mimecast.com/s/k04VCZ6yjouMDwzKHRngIL
https://localhost:8080/test?xsd=xsd2
http://schemas.datacontract.org/2004/07/MyDataTypes
https://protect-us.mimecast.com/s/eq-wCVOr6ksl5EMqhEKATz
esb:tempuri
https://protect-us.mimecast.com/s/c50NCXDw40snqgmEfQ6S6w
esb:serialization
https://protect-us.mimecast.com/s/k04VCZ6yjouMDwzKHRngIL
esb:mydatatypes
http://schemas.datacontract.org/2004/07/MyDataTypes


    </wsdl:types>  

 

Where tempura, serialization and mydatatypes are the names of the schemas in the repository. 

When an application like Visual Studio or SoapUI try to import the schema, Neuron will automatically 

convert the schemaLocation attribute values to valid URLs that can be used by the application. To the 

application, the above schema will look like the firsǘ ŜȄŀƳǇƭŜ ŀōƻǾŜΣ ǊŜǇƭŀŎƛƴƎ άŜǎōΥǘŜƳǇǳǊƛέ ǿƛǘƘ 

https://localhost:8080/test?xsd=xsd0. 

You can also make similar changes inside the referenced schemas. For example, if the ESB schema 

named mydatatypes has iƴ ƛƳǇƻǊǘ ŘƛǊŜŎǘƛǾŜ ǘƻ ŀƴƻǘƘŜǊ ǎŎƘŜƳŀ ƛƴ ǘƘŜ ǊŜǇƻǎƛǘƻǊȅΣ ƳƻŘƛŦȅ ƛǘΩǎ 

ǎŎƘŜƳŀ[ƻŎŀǘƛƻƴ ŀǘǘǊƛōǳǘŜ ǘƻ ǳǎŜ ǘƘŜ άŜǎōΥέ ǇǊŜŦƛȄ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ 9{. ǎŎƘŜƳŀΩǎ ƴŀƳŜΦ 
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Business Processes 

FIX ς Audit Process Step - If Maximum Instances property is set to 1, then the very first time the Business 

Process step is run, the message will be audited twice. Subsequent executions would only result in a 

single message audit. this was a bug introduced with 3.6.0.1328. 

Neuron ESB Runtime 

FIX ς Log Entries may be written to the incorrect log file ς There was an issue where the EventInfo 

header on some warnings and errors could be incorrect. The incorrect header would be for a different 

endpoint than the one the event log entry originated from.  
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Neuron  ESB Explorer 

FIX ς Workflow with Switch Activity generates an error at design time ς The following exception would 

popup if a Workflow Definition had a "Switch<T>" activity: 

Microsoft.CSharp.RuntimeBinder.RuntimeBinderException: 'object' does not contain a definition 

for 'Count' 

FIX ς MSMQ Memory Leak ς When querying message counts within the MSMQ management screen in 

the Neuron ESB Explorer, a memory would occur if the user continually queried for messages when 

processing many MSMQ messages. This could cause MSMQ to report the following error and 

subsequently kill all client channels:  

Exception: An error occurred while sending to the queue: There are insufficient resources to 

perform this operation. (-1072824281, 0xc00e0027).Ensure that MSMQ is installed and running. 

If you are sending to a local queue, ensure the queue exists with the required access mode and 

authorization. 

https://localhost:8080/test?xsd=xsd0


Business Processes 

FIX ς Memory Leak when running ForEach Loop with Large number of records ς The follow exception 

could occur when running a large number of records through a foreach loop. This was due to internal 

tracking limitations that have been removed:  

System.OutOfMemoryException: Exception of type 'System.OutOfMemoryException' was 

thrown. 

at System.Text.StringBuilder.ToString() 

at Neuron.Esb.ESBMessageHeader.AddExecutionSegment(String name) 

at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines 

FIX ς Custom Process Steps throw Serialization Exception when referenced remotely ς The 

PipelineStepDataContractResolver did not resolve types for custom process steps when run remotely 

Messaging 

FIX ς Rabbit MQ Topic causes infinite message redelivery - If an ESBMessage contained items in the 

ESBMessage.Header.RequestHeadersToPreserve property and the ESBMessage contained the same 

items in the CustomProperties collection, and the ESBMessage was used to create a reply exception 

ESBMessage (e.g. a service connector tries to return the reply for an endpoint that does not exist), the 

following exception could occur : 

Exception has been thrown by the target of an invocation. ---> System.ArgumentException: An 

item with the same key has already been added. 

at System.ThrowHelper.ThrowArgumentException(ExceptionResource resource) 

at System.Collections.Generic.Dictionary`2.Insert(TKey key, TValue value, Boolean add) 

at Neuron.Esb.Internal.MessageConditionContext..ctor(ESBMessage message) 

at Neuron.Esb.Internal.ConditionHelper.EvaluateMessageCondition(ESBMessage message, 

Condition condition) 

at Neuron.Esb.Administration.ESBTopic.TopicMatch(String publisherTopic, Subscription[] 

subscriptions, ESBConfiguration config, ESBTopicContext topicContext, ESBMessage message, 

Boolean forReceive, Boolean forSend) 

at Neuron.Esb.Party.SendMessage(ESBMessage message, Boolean duplicateMessage) 

at Neuron.Esb.Party.SendMessage(ESBMessage message) 

at NeuronEsb.Server.Runner.ESBServiceConnector.<Receive>b__17(ESBMessage x) 

at NeuronEsb.Server.Runner.ESBServiceConnector.process(MessageEventArgs e, Action`1 reply) 

at NeuronEsb.Server.Runner.ESBServiceConnector.Receive(Object sender, MessageEventArgs e) 

OAuth Providers  

NEW ς Active Directory Provider - Added support to the Active Directory OAuth Provider to use a 

certificate for authenticating the token requestor. 

Neuron ESB Runtime 

FIX ς Neuron Endpoint Host fails to start if machine name cannot be resolved to local machine - Adding 

error logging so that if no entries listed in the Machines tab of the Deployment Group can be associated 



to the current machine trying to start Neuron, an error will be logged. Previously, if this situation 

occurred, nothing was logged even though the endpoint hosts could not start. 

Message Auditing 

FIX ς Sporadic Object Reference Exception occurs when Auditing Message ς If using the Audit Process 

Step in a Business Process with Maximum instances set to 1, the following exception could occur. The 

exception is not predictable or easily replicated and would rarely occur with or without significant load: 

System.NullReferenceException: Object reference not set to an instance of an object. at 

Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.MessageAudit.AuditReceive(String subId, 

ESBMessage message, Boolean asynchronous, Boolean includeBody, Boolean includeProps) at 

Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.CallAuditService(MessageAudit auditProxy, 

Boolean singleInstance, PipelineContext`1 state, ESBMessage messageToAudit, ESBClientContext 

clientContext, Object currentException, String failureType, String failureDetail) at 

Neuron.Esb.Pipelines.EsbMessageAuditPipelineStep.OnExecute(PipelineContext`1 state) 
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Topics 

FIX ς MSMQ Topic throws Null Reference Exception when MSMQ service is unavailable ς If the MSMQ 

Service was shut down, or the MSMQ Server became unavailable, the following error message would be 

generated when Neuron would try to reconnect:  

Exception occurred when creating the message channel. System.NullReferenceException: Object 

reference not set to an instance of an object. 

at Neuron.Esb.Channels.Msmq.MsmqChannel.GetNetMsmqQueueAddress 

Because of this, if the MSMQ server came back on line, Neuron would still fail to reconnect, forcing the 

user to restart the ESB Service. This has been corrected. 

FIX ς Rabbit MQ - Party.Connect() was not returning Topic errors ς When using the Party API, the 

Connect() function would return a collection of errors if there was an issue connecting to the Topic. 

However, if the Topic was Rabbit MQ, the errors collection would not get populated. If the user was not 

capturing the OnLine() event or had logging enabled for the Client API, the user would not know if the 

Connect() function succeeded or failed. If the user attempted to Send a message, they would get a 

ƎŜƴŜǊƛŎ ά¢ƻǇƛŎ ƛǎ ƴƻǘ /ƻƴƴŜŎǘŜŘέ ŜǊǊƻǊΦ LŦ ǘƘŜ tŀǊǘȅ ǿŀǎ Ƨǳǎǘ ƛƴǎǘŀƴǘƛŀǘŜŘ ŀƴŘ ŎƻƴƴŜŎǘŜŘ ǘƻ ǊŜŎŜƛǾŜ 

messages, the client application would never receive any messages successfully published to the Topic 

since they were never connected. This behavior has been corrected and now any connection errors will 

populate the Errors collection returned by Connect(). This only occurred when using Rabbit MQ Topics. 

Neuron ESB Explorer 

FIX ς Republishing to Rabbit MQ Topic would fail ς If a user attempted to republish a message to a 

Rabbit MQ Topic from either the Message History or Failed Message report, it would fail with a generic 



ά¢ƻǇƛŎ ƴƻǘ ŎƻƴƴŜŎǘŜŘέ ŜȄŎŜǇǘƛƻƴΦ ¢Ƙƛǎ ǿŀǎ ōŜŎŀǳǎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǊŜŘƛǊŜŎǘ ǿŀǎ ƳƛǎǎƛƴƎ ŦǊƻƳ ǘƘŜ bŜǳǊƻƴ 

9{. 9ȄǇƭƻǊŜǊΩǎ ŀǇǇΦŎƻƴŦƛƎ ŦƛƭŜΥ 

<dependentAssembly> 

<assemblyIdentity name="System.Runtime.CompilerServices.Unsafe" publicKeyToken="b03f5f7f11d50a3a" 

culture="neutral" />  

<bindingRedirect oldVersion="0.0.0.0-5.0.0.0" newVersion="5.0.0.0" /> 

</dependentAssembly> 

Additionally, the generic error message has been replaced with the correct underlying error message. 

FIX ς Solution Modified message when Solution is closed - If a user opened a solution in Neuron 

Explorer, then closed the solution using the File menu option, then modified the solution outside 

Neuron Explorer, a change was still detected for that solution even though it was closed. This would 

cause a popup to displayed stating the solution has been changed and if the solution should be 

reloaded. 

Neuron Runtime  

MOD - Added SQL Error Code 596 to list of codes we should retry the SQL connection on ς If Neuron 

previously received the following error message, it would not attempt to retry the connection to 

recover: 

Cannot continue the execution because the session is in the kill state 

FIX ς Environment Variable is not set ς This issue could occur if there are a large number of endpoints 

being hosted in a given endpoint host. The error that would occur states that an environment variable 

has not been set and would happen if bindings were being used to set properties on any type of 

endpoint that supports bindings (if the binding was using an environment variable). The issue usually 

would occur during startup of the endpoint host when all hosted endpoints were being started up. 
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Workflow  

FIX ς C# Editor throws exception - If a user tried to open a C# class code editor in workflow (i.e. right 

click on the activity and select "edit code"), they could run into an error that states that assembly 

loading has failed and that the enumeration may not execute since the collection was modified. 

FIX ς VB.NET/C# Code Editor Displays incorrect line numbers ς Incorrect line numbers would be 

displayed if a design time error occurred.  

FIX ς VB.NET Workflow Activity error ς The VB.NET Workflow Activity would through a compile error 

anytime when the editor was opened at design time.  

Business Processes 

FIX ς VB.NET/C# Code Editor Displays incorrect line numbers ς Incorrect line numbers would be 

displayed if a design time error occurred.  



FIX - JSON Schema Validation step - When an exception was thrown in the "Valid" branch, execution 

would jump to the "Invalid" branch. This was due to the step catching all exceptions and not just the 

invalid schema exception. 

FIX ς h5./ tǊƻŎŜǎǎ {ǘŜǇ ƎŜƴŜǊŀǘŜǎ ά¢ƘŜ /ƻƴƴŜŎǘƛƻƴ{ǘǊƛƴƎ ǇǊƻǇŜǊǘȅ Ƙŀǎ ƴƻǘ ōŜŜƴ ƛƴƛǘƛŀƭƛȊŜŘέ - An empty 

connection string could be used in the case that there is more than one ODBC process step running in 

the same Windows process AND one of the ODBC process steps is being called with a dynamic 

connection string (i.e. the connection string is passed in on the ESBMessage custom property 

"odbc.ConnectionString"). This would cause an exception to be thrown with the message "The 

ConnectionString property has not been initialized". The exception would appear to be thrown randomly 

from any ODBC step that did not use dynamic connection strings that ran in the same Windows process 

as the ODBC step that did use dynamic connection strings. 

Neuron Runtime  

FIX ς Endpoint Host stuck in Starting State - If an Endpoint Host started from a failover, and it contained 

a workflow endpoint, then if a user restarted the workflow endpoint from Endpoint Health in Neuron 

Explorer, the Endpoint Host would get stuck in the "Starting" state even though it is running. 

Neuron ESB Explorer 

FIX ς Neuron ESB Explorer crashes when using C# code editor ς When editing within a C# code editor 

within a Business Process, the Neuron ESB Explorer could run into a condition causing an unhandled 

exception to occur and crash the Neuron ESB Explorer. The exception that could occur is: 

System.InvalidOperationException: Collection was modified; enumeration operation may not execute. 

Neuron 3.6.0.1291  

Workflow  

FIX -  Multiple Workflow Instances started for each message - If a workflow host started to experience 

exceptions of type "InstancePersistenceException" (which includes "InstanceOwnerException" and 

"InstancePersistenceCommandException") and the workflow endpoint was restarted (e.g. from Neuron 

Explorer's endpoint health page or upon changing the Neuron configuration), the Workflow Subscriber 

would not get cleaned up. 

 

This could lead to messages being received by multiple instances of the subscriber, which could cause 

multiple workflow instances to be kicked off for each message received. 

 

An "InstancePersistenceException" is usually caused by outages in SQL Server connectivity that persist 

for longer than 10 minutes when using the default transient fault handling settings (in versions older 

than 3.6.0.1282, it could occur at around 5 minutes). 
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Environment Variables  

FIX ς Environment Variable values with Unicode characters not saved correctly ς if the values entered 

for an Environment Variable contained specific Unicode characters, they would not be persisted 

correctly. Previously, the Neuron ESB Explorer was using άISO-8859-1έ for encoding rather than Unicode. 

This has been modified to only use Unicode encoding. For instance, if a user entered the following value, 

άǘŜǎǘőǑȌŏŚšǀǖέΦ Once the solution had been saved and reopened, the value would be presented as this: 

άǘŜǎǘŎǎȊŎŘšǀǖέ 

Business Processes 

FIX ς Binding Change does not enable Apply ς If Environmental Variable Bindings were added or edited 

on a Process Step, the activity would not enable the Apply Button. The user would have to change some 

other property in the property grid before the Apply button would be enabled. This has been fixed. 

Runtime  

FIX ς Log Cleanup ς At runtime, Neuron ESB will delete log files and log folders that exceed the Log 

Retention threshold defined in the Configure Server section of the Neuron ESB Explorer. By default, this 

is 10 days. However, Neuron ESB was first deleting the directories and then iterating through and 

deleting older individual log files that remained. This could result in newer log files be deleted because 

the original log folder, though created beyond the threshold, was still the current log folder because 

Neuron ESB had not been restarted. Neuron ESB creates a new Log Folder using a Timestamp only on 

startups. The logic has been changed to first delete older individual log files in all existing Log 

directories. After which all older Log directories which exceed the threshold would be deleted provided 

that they did not contain existing log files. 

Workflow  

FIX ς Unable to update referenced assembly in designer if assembly is updated - If a workflow code 

activity referenced an assembly, then the assembly was updated, users were unable to update the 

reference using the workflow designer. An exception in Neuron Explorer would occur when trying to 

manage the assembly references. 

 

Now if the referenced assembly cannot be found or loaded, Neuron Explorer will attempt to find any 

version of the assembly in the instance's folder and any subfolders. If found, the user will have the 

option to use that assembly and update all references in any code activities. Note that although if the 

references are updated, if the assembly is located in a subfolder in the instance directory, the probe 

path must still be set in the app's config (e.g. EsbService.exe.config) for any code activity that reference 

that assembly. 

 

If no version of the assembly can be found, the user will have the option to remove all references to the 

assembly in any code activities. 

 

NOTE: This functionality is only available if the assemblies are referenced at the workflow level. 



FIX ς Endpoint Host at 100% CPU Utilization on failure of SQL Server - If an endpoint host was hosting a 

workflow endpoint and the SQL Server was not available for over 5 minutes, the endpoint host could 

start consuming a lot of CPU and Memory. Additionally, for all Endpoint Hosts that workflows are 

ŀǎǎƛƎƴŜŘ ǘƻΣ ǘƘŜ άtƻƻƭ.ƭƻŎƪƛƴƎtŜǊƛƻŘέ ŦƻǊ ǘƘŜ /ƻƴƴŜŎǘƛƻƴ {ǘǊƛƴƎ ǘƻ {v[ {ŜǊǾŜǊ ƛǎ ƴƻǿ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎŜǘ 

ǘƻ άbŜǾŜǊ.ƭƻŎƪέΦ ¢Ƙƛǎ ƛǎǎǳŜ ǿƻǳƭŘ ƻƴƭȅ ǇǊŜǎŜƴǘ ƛǘǎŜƭŦ ƛŦ ǘƘŜ {v[ ŜǊǊƻǊ ŎƻŘŜ ǊŜǘǳǊƴŜŘ ǿŀǎ ƴƻǘ ƛƴ the list of 

transient errors that is maintained within the Neuron ESB runtime. The SQL error codes that will cause 

the SQL Connection to retry using the transient fault handling mechanism are:  

40501, 10928, 10929, 10053, 10054, 10060, 10061, 40197, 40540, 40613, 40143, 1225, 1205, 

233, 64 -2, 20, 53, 983, -1, 3906 

 

Lastly, the default transientFaultHandling Incremental strategy has been changed to retry for a 

minimum of 10 minutes with a 15 max retry count (16 if firstFastRetry is true) and 5 second initial 

interval and retry increment (600 seconds at minimum). 

FIX ς Throw with Message Workflow Activity - The arguments were not marked as required so it could 

cause a null exception if no "Message" argument was supplied. This would occur when a workflow 

aborted due to the activity which caused the workflow command to not be removed from the database. 

This would cause the workflow to start a new instance after a while since the command would be 

considered "timed out" and set to be reprocessed. 

Adapters  

MOD ς The Password property is now visible when Private Key is selected. 

Neuron 3.6.0.1277  

Runtime  

MOD ς Timers ς Removed unnecessary stopping of timers within heartbeat interval routines. This could 

have had a negative impact on performance.  

MOD ς Parties would stop reconnecting to management service after 10 minutes - Previously, all 

connected parties would call the central Management Service hosted by ESB Service every 10 to 15 

seconds to update its client statistics as well as check for configuration changes. If for whatever reason, 

the connection to the management service failed, the Party would attempt to continuously reconnect 

for up to 10 minutes, logging warnings on each attempt. This has been modified so that the Party will no 

long stop attempting to reconnect after 10 minutes. However, after 10 minutes, the Party will only log a 

warning every 15 minutes thereafter, until it successfully reconnects. 

MOD ς Timers ς Changed the timer in the TCP channel and Rabbit Channel to use 

System.Threading.Timer. 

Test Client  

FIX ς Recording duplicate Event Log entries ς This would occur due to an extra Logger element in the 

¢Ŝǎǘ /ƭƛŜƴǘǎΩ ΦŎƻƴŦƛƎ ŦƛƭŜΦ 



FIX ς Null Exception after ESB Service goes down ς If the Test Client was Connected to the ESB Service 

and the ESB service went down for longer than 10 minutes, once it came back up, a null exception would 

be thrown if an attempt was made to send a message from the Test Client.  

Messaging 

MOD ς TCP Clients would stop reconnecting after 20 minutes ς Previously, if a Party was connected to a 

TCP Topic and that Topic went offline or down, the Party would attempt to continuously reconnect for 

up to 20 minutes, logging warnings every few seconds. This has been modified so that the Party will no 

long stop attempting to reconnect after 20 minutes. However, after 10 minutes, the Party will only log a 

warning every 15 minutes thereafter, until it successfully reconnects. 

FIX - Rabbit MQ Topics/ Endpoints not recovering - if Rabbit MQ was offline when Neuron ESB was 

started up, the Topics would be marked as Failed in endpoint health. However, any dependent Adapter, 

Service or Workflow Endpoints would appear green and Started in endpoint health, even though they 

had failed to start due to their inability to communicate with the Rabbit MQ Topic. If Rabbit MQ was 

later started up, the Topics did not automatically recover and return to a Started state. This was the 

same for any Party, Adapter Endpoint, Service Endpoint or Workflow Endpoint associated with the Topic 

i.e. They did not auto reconnect to the Rabbit MQ Topic. Since the underlying Topic would never have 

been connected to on the original startup, once Rabbit was started, the endpoints would not attempt to 

reconnect. Additionally, if someone attempted to send a message to the Topic, Neuron would think the 

client was connected when it was not...hence they would receive a null exception.  

FIX ς Null Exception returned on Send when Disconnected ς if a user attempted to send a message to 

Topic via a Party when the Topic was offline, a null exception would be returned. Now the user will get a 

message indicating that the Party is not currently connected to the Topic. 

Services 

FIX - Null Exception returned when sending a request to Client Connector - if a user attempted to send a 

message to the URL hosted by a client Connector when its configured Topic was offline, a null exception 

would be returned, including the entire stack trace. Now the user will get a message indicating that the 

Party is not currently connected to the Topic without the stack trace. 

Monitor ing 

FIX ς Endpoint Health not recording some Workflow Errors ς If there were errors and warnings 

generated at startup, they may not have been reflected in Endpoint Health.  

FIX ς Workflow Endpoints would not reflect issues if dependent Topic went offline ς If the dependent 

Topic for a Workflow Endpoint went offline, or the workflow failed to connect to it on startup, the 

Workflow would not register any errors or warnings in Endpoint Health and would be displayed as 

Started and Green. 
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Services 

FIX ς HTTP Status Code 422 ς If a service endpoint returned a 422, it would cause the following the 

error: 

 'Enum value '422' is invalid for type 'System.Net.HttpStatusCode' and cannot be serialized. 

We now intercept that and report it as a 400 HTTP Status code 

FIX ς HttpBasic Security Model ς This is now supported with REST endpoints when using a Username 

credential. Previously, we were not creating the necessary HTTP Authentication Header for it.  

Workflow  

FIX ς Starting aborted workflow would fail on failover server ς When using the Neuron Explorer, if a 

workflow was running on a server and it aborted, then an attempt was made to start it on a failover 

server, it would not work. Now we send the restart command to whichever server the workflow 

endpoint is currently running on (only in the case of primary-failover setup for the endpoint host that 

the workflow endpoint is assigned to). 

Adapters  

FIX ς Sales Force Adapter - Salesforce adapter was not honoring Send Timeout property. Would default 

to 2 seconds instead. 

MOD ς NetSuite Adapter ς The adapter has been updated to use the HMAC-SHA256 for all Token Based 

Authentication. Previously, the HMAC-SHA1 algorithm was used. 

Runtime  

FIX ς Environment Variable to control Enable/Disable - If an environment variable was used to control 

the enable/disable flag of an endpoint and, that endpoint was hosted within an endpoint host, the 

following error would occur:  

The <adapter name> failed to start. Error occurred attempting to set the 'Enabled' property 

using the '{$NameOfEnvironmentVariable}' Environment Variable. The environment variable 

NameOfEnvironmentVariable has not been set 

Neuron 3.6.0.1264  

Workflow  

FIX ς Workflow Performance Counters ς There were 2 performance counters that were not being 

properly disposed of. 

FIX ς Receive Message not receiving correlated message on time - The Receive Message activity would 

not receive the correlated message until the timeout period elapsed that is set in the "Timeout" 

property. This occurs if the Workflow was unloaded while waiting for the message. 



FIX ς Endless loop of Workflow Endpoint during Change event - The workflow endpoint could endlessly 

loop upon changing the running workflow definition and then saving the configuration as the updated 

configuration was not being properly retrieved for the workflow's party. 

FIX ς Missing Logging Information - The party used by a workflow endpoint would not log anything. 

Services 

FIX ς WebHttp Binding for Service Connectors ς Support has been enabled for using WebHttp binding in 

scenarios where the REST binding may fail. 
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Services 

FIX ς Dynamically setting the URL of REST endpoint using OAUTH - If using the Addressing.To property to 

dynamically change the URL of a service connector at runtime, if the Service Connector also had an 

OAUTH provider assigned to it, the user would receive an Authentication exception similar to the one 

below. 

Neuron.Esb.EsbService.RestPolicyStatusException: The REST Service call returned the HTTP 

Status Code '401' that violates the established service policy 'REST Policy' 

FIX ς Incorrect Service Policy may be executed ς If a user has more than one Service Policy defined in the 

solution and Service Endpoints are bound to the different policies, an incorrect policy may be executed 

at runtime. 

Business Processes 

FIX ς Debugging Error when using Audit Step - If a user attempted to debug a Neuron business process 

in the Neuron ESB Explorer Business Process designer and the process contained an Audit step, the audit 

step would fail due to the instance name not being set. 

FIX ς Transform XSLT Process Step honoring xsl:output Encoding attribute ς The step has been modified 

to honor the Encoding attribute of the XSL:Output element of the XSLT document. 

FIX ς Parallel Process Step throws Exception ς under uncertain conditions, the parallel step may throw a 

System.NullReferenceException after all the steps within all the branches had been executed 

successfully. This was due to a thread race condition.  

Neuron Update Patch  

FIX ς Patch update would cause failure in Runtime ς Updated the Patch to include updated Xceed 

libraries and as well as the new Neuron.ProcessRunner.exe.config file. These were missing in the 

previous patch which would cause the patch to fail. 

Neuron Database 

MOD ς Neuron ESB Database Creation ς Neuron ESB will no longer set the size of the database file or log 

file at creation time.  
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Adapters  

FIX ς Adapter Policy adding Retries ς If an Adapter Policy was set for 0 retries, at least 1 retry would be 

attempted by the runtime. This has been corrected.  

NEW ς File Adapter Query Mode ς A Query Mode property has been added to the File Adapter. This 

allows users to create an Adapter Endpoint that can be called via Messaging or directly through a 

Business Process which returns one or more files read from the folder and matching either the filename 

or file extension specifications configured for the adapter endpoint. The Query mode supports all the 

features that users find on Publish mode (when the File Detection property is set to Polling). The 

message body returned from the Adapter Endpoint is of type Neuron.Esb.Adapters.Files. This object will 

contain a collection of Neuron.Esb.Adapters.DataFile objects. Each DataFile class is defined as: 

    public  class  DataFile  
    {  
        public  DateTime CreationTimeUtc { get ; set ; }  
        public  DateTime LastWriteTimeUtc { get ; set ; }  
        public  string  Encoding { get ; set ; }  
        public  string  ArchiveFolder { get ; set ; }  
        public  Byte[] Bytes { get ; set ; }  
        public  string  Text { get ; set ; }  
        public  long  Length { get ; set ; }  
        public  string  Name { get ; set ; }  
        public  string  Path { get ; set ; }  
        public  bool  ReadOnly { get ; set ; }  
        public  bool  Binary { get ; set ; }  
        public  string  Extension { get ; set ; }  
        public  string  Fullname { get ; set ; }  
        public  string  Filename { get ; set ; }  
        public  bool  MetaDataOnly { get ; set ; }  

    }  

Using a Business Process, The DataFile objects can be iterated through using a For Each process Step. 

Below is a graphic demonstrating a simple process that iterates through each DataFile, publishing each 

to a Topic.  



 

New ς File Adapter reads for a specific file (s) ς Users could only configure the set of file extensions to 

look for when the File Adapter was configured for Publish mode. The adapter would then, either 

through polling or monitoring of folder events, read the files which matched the extension specifications 

ǇƻǇǳƭŀǘŜŘ ƛƴ ǘƘŜ άCƛƭŜ ¢ȅǇŜέ ǇǊƻǇŜǊǘȅΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǿƻǳƭŘ ōŜ ŀ ǾŀƭƛŘ ŜƴǘǊȅ ŦƻǊ άCƛƭŜ ¢ȅǇŜέΥ 
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¢ƘŜ ŀŘŀǇǘŜǊΣ ǊŜƎŀǊŘƭŜǎǎ ƻŦ ǘƘŜ άCƛƭŜ 5ŜǘŜŎǘƛƻƴέ ǇǊƻǇŜǊǘȅ ǎŜǘǘƛƴƎ όǿƘƛŎƘ ŎƻǳƭŘ ōŜ ŜƛǘƘŜǊ tƻƭƭƛƴƎ ƻǊ 

FolderEvents) would retrieve all files which matched the list of extensions. However, now the Publish 

mode and Query mode of the adapter supports retrieving one or more files (separated by a semicolon), 

that match specific full names. For Publish mode, this feature is ONLY accessible when the File Detection 

property is set to Polling, and the File Retrieval Method is set to FileName.  

MOD ς File Adapter Overwrite on Archive ς An Overwrite option has been added to the archive feature 

of the adapter. Previously, if the file name already existed in the archive folder, attempting to move the 

file with the same name would throw an error. 

MOD ς MQSeries Adapter Cipher Specs - Added the following additional cipher specs to the MQSeries 

adapter and process step: 

¶ TLS_RSA_WITH_AES_128_CBC_SHA 

¶ TLS_RSA_WITH_AES_256_CBC_SHA 

¶ TLS_RSA_WITH_AES_128_GCM_SHA256 



¶ TLS_RSA_WITH_AES_256_GCM_SHA384 

¶ ECDHE_ECDSA_AES_128_CBC_SHA256  

¶ ECDHE_ECDSA_AES_256_CBC_SHA384  

¶ ECDHE_ECDSA_AES_128_GCM_SHA256  

¶ ECDHE_ECDSA_AES_256_GCM_SHA384  

¶ ECDHE_RSA_AES_128_CBC_SHA256  

¶ ECDHE_RSA_AES_256_CBC_SHA384  

¶ ECDHE_RSA_AES_128_GCM_SHA256  

¶ ECDHE_RSA_AES_256_GCM_SHA384 

Messaging 

FIX ς Parties Not Renewing Topic Connections with changes of Topic Network Properties ς For the most 

part, parties would recycle and renew their Topic Connections if they detected that a change occurred in 

the Network Properties. However, this did not happen in all cases. Now we check each individual 

ǇǊƻǇŜǊǘȅ ǘƻ ǎŜŜ ƛŦ ƛǘ Ƙŀǎ ōŜŜƴ ŎƘŀƴƎŜŘ ŀƴŘ ƛŦ ǎƻΣ ǿŜ ǊŜŎȅŎƭŜ ǘƘŜ tŀǊǘȅΩǎ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ ¢ƻǇƛŎ ǎƻ ǘƘŀǘ ƛǘ 

can use the new Network Properties.  

NEW ς Rabbit MQ and Multi Threaded Receive ς Rabbit MQ Topics provide single threaded 

consumption of messages to subscribing Parties out of the box. This behavior also provides ordered 

delivery out of the box. Previously, the only way to increase throughput would be to create multiple 

instances of the Endpoint or Party. This would in turn create multiple consumers for each underlying 

queue. This ƘŀŘ ƭƛƳƛǘǎ ŀǎ ƛǘ ǿƻǳƭŘ ŀƭǎƻ ōŜ ŎǊŜŀǘƛƴƎ ŎƻƳǇŜǘƛƴƎ ŎƻƴǎǳƳŜǊǎΦ Lƴ ǘƘƛǎ ǊŜƭŜŀǎŜΣ ŀ άaǳƭǘƛ 

¢ƘǊŜŀŘŜŘέ ǇǊƻǇŜǊǘȅ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ wŀōōƛǘ av ¢ƻǇƛŎǎ όŘŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ CŀƭǎŜύΦ LŦ ǎŜǘ ǘƻ ǘǊǳŜΣ the 

άbǳƳōŜǊ ƻŦ ¢ƘǊŜŀŘǎέ ǇǊƻǇŜǊǘȅ ǿƛƭƭ ōŜŎƻƳŜ ǾƛǎƛōƭŜΦ Lǘ Ŏŀƴ ōŜ ǎŜǘ ŦǊƻƳ м ǘƻ ǳǇ ǘƻ нлΣ ǘƘƻǳƎƘ ǘƘŜ ŘŜŦŀǳƭǘ 

value is 5. This will indicate how many threads the Neuron ESB subscriber will use to dispatch messages 

received from the underlying consumer. Then can significantly increase subscriber throughput when 

using Rabbit MQ based Topics. 

Neuron ESB Explorer and Tools  

FIX ς ImportConfig.exe and Remote Powershell sessions ς When using the invoke-command in 

Powershell to execute the ImportConfig command on a remote computer a NativeCommandError would 

occur. This has been fixed. 

Auditing  

FIX ς Resubmitting Binary Messages fail ς Once a message has been saved in the Audit system, it can be 

retrieved and saved to disk or, resubmitted to an endpoint or publisher through the Message Viewer in 

either the History or Failed Message reporting feature of the Neuron ESB Explorer. If the message was of 

type Binary, as in the case of a message from the POP3 adapter that contains attachments, resubmits 

would fail with a System.Runtime.Serialization.SerializationException exception. This has been 

corrected. 
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Health Monitoring  

FIX ς REST API call to ClientConnectors returns 500 ς When a user made a REST API (i.e. 

http://{NeuronMachine}:51002/help/index) call to retrieve the list of Client Connectors an HTTP Status 

Code of 500 would be returned. The specific API is: 

VERB: GET  

URL: /neuronesb/api/v1/Configuration/{instance}/ClientConnectors 

NEW ς REST API for retrieving Failed and Audited Messages ς 4 new API calls have been added to the 

Activity section of the Neuron ESB REST API (Error! Hyperlink reference not valid.) that allows users to 

return either a single Failed Message or Audited Messages, or a collection of either. A database updated 

is required for one of the APIs. Users must manually run the UpdateReportingStoredProcedures.sql 

ǎŎǊƛǇǘ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ŘŜŦŀǳƭǘ ΨC:\Program Files\Neudesic\Neuron ESB v3\SqlΩ ŦƻƭŘŜǊΦ The specific APIs are 

as follows: 

VERB: GET  

URL: /neuronesb/api/v1/Activity/{instance}/FailedMessage/ID/{messageid} 

Returns one or more failed messages that match the provided message id for the given instance. 

VERB: GET  

URL: /neuronesb/api/v1/Activity/{instance}/FailedMessage/Sequence/{sequenceid} 

Returns one failed message that matches the provided sequence id for the given instance. 

VERB: GET  

URL: /neuronesb/api/v1/Activity/{instance}/Message/ID/{messageid} 

Returns one or more Audited messages that match the provided message id for the given 

instance. 

VERB: GET  

URL: /neuronesb/api/v1/Activity/{instance}/Message/Sequence/{sequenceid} 

Returns one Audited message that matches the provided sequence id for the given instance. 

NEW ς REST API Logging and Exception Shielding ς Logging has been implemented. All errors and, 

Debug, Verbose and Info statements will now be written to the NeuronOperationService-{date}.log file 

located in the logs directory of the Discovery Service (default location: C:\Program Files 

(x86)\Neudesic\Neuron ESB v3\ logs). Previously, if an error occurred the entire error and stack would be 

returned to the client. Now the client will receive a message (i.e. HTTP ReasonPhrase) as well as an HTTP 

status code of either 500, 200, 204, or 404. This has been done for the Configuration and Activity 

Sections of the REST API. 

FIX ς REST API Configuration Not reflecting current configuration ς The configuration that the REST API 

ǿŀǎ ƭƻŀŘŜŘ ŀǘ ǘƘŜ ǎǘŀǊǘ ǳǇ ƻŦ ǘƘŜ ŘƛǎŎƻǾŜǊȅ ǎŜǊǾƛŎŜΦ LŦ ŀ ǊǳƴƴƛƴƎ ƛƴǎǘŀƴŎŜΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǿŀǎ ŎƘŀƴƎŜŘ ōȅ 



restarting the instance, the REST API would still reflect the original configuration that was associated 

with the instance on the startup of the discovery service. 

MOD ς Locking in Audit and Failed Message Reports ς if using the Neuron ESB Explorer to query Audited 

or Failed Messages and the existing database has many records and the query is done at a time of active 

runtime auŘƛǘƛƴƎΣ ƭƻŎƪƛƴƎ ŜǊǊƻǊǎ ŎƻǳƭŘ ƻŎŎǳǊΦ ²ŜΩǾŜ ŀŘŘŜŘ ǘƘŜ bh [h/Y Ƙƛƴǘ ǘƻ ŀƭƭ ǊŜǇƻǊǘƛƴƎ ōŀǎŜŘ 

stored procedures to alleviate this. Users must manually run the UpdateReportingStoredProcedures.sql 

ǎŎǊƛǇǘ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ŘŜŦŀǳƭǘ ΨC:\Program Files\Neudesic\Neuron ESB v3\SqlΩ ŦƻƭŘŜǊΦ 

Auditing  

FIX ς Custom SOAP Headers Not Stored ς When a message had custom SOAP headers and the message 

was audited, the custom SOAP Headers were not being serialized correctly into the Neuron ESB Audit 

database.  

Runtime  

FIX ς Run As for Endpoint Host throws Access Denied Error ς When attempting to run an Endpoint Host 

under specific user credentials (other than LocalSystem) an access denied error would occur. This has 

been fixed. However, if ESB Service is running under something other than LocalSystem, the service 

account must be given the following permissions in the Security Policy for Windows (LocalSystem 

account should have these already). This is now documented in the Readme.html file.: 

¶ Log on as a service 

¶ Act as part of the operating system 

¶ Adjust memory quotas for a process 

¶ Replace a process level token 

 

Adapters  

FIX - Salesforce Adapter - When using the SOAP API, the first call to the API would call login to retrieve a 

session ID that would be used on subsequent calls. The session ID would have an expiration time, and 

when it expired the adapter would call login again to get a new session ID.  The expiration time was 

incorrectly being stored as the current time, causing the adapter to believe the session ID had expired 

on the next call. The adapter was calling login for every request sent to the SOAP API.  This has been 

fixed and the expiration time is being appropriately saved based on the session settings that are set in 

Salesforce-> Setup->Session Settings. 

Neuron ESB Explorer 

FIX ς Environment Variables ς If a user chooses to delete an environment variable, then the values of 

the next environment value in the list will be emptied out. 
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Adapters  

FIX - SharePoint Adapter - Addressed issue when the error 

άbŜǳǊƻƴΦ9ǎōΦ!ŘŀǇǘŜǊǎΦ{ƘŀǊŜtƻƛƴǘΦ{ƘŀǊŜtƻƛƴǘ!ŘŀǇǘŜǊ9ȄŎŜǇǘƛƻƴΥ CŀƛƭŜŘ ǳǇŘŀǘƛƴƎ ƭƛǎǘ ±ŜƴŘƻǊ tǊƻƎǊŀƳ 

Announcements, WSS returned the following error Message: Column 'xxx' does not exist. It may have 

ōŜŜƴ ŘŜƭŜǘŜŘ ōȅ ŀƴƻǘƘŜǊ ǳǎŜǊΦέ Lǎ ǊŜǘǳǊƴŜŘΦ  ¢Ƙƛǎ ŜǊǊƻǊ Ƴŀȅ Ƙŀve occurred on some SharePoint sites and 

not others (i.e. a test site vs. production site), when using the same column name.  This issue has been 

addressed by using the internal column name as set by the SharePoint site. 

Service Endpoints  

FIX ς Service Policy REST Status Codes - When a REST response with a status code that is listed in the 

"Include" list of Http Status codes in the policy contains a body with content, the following exception 

would be thrown: "This message cannot support the operation because it has been written." 
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Adapters  

FIX ς Dynamics CRM Plugins ς Adding missing άMicrosoft.Xrm.Sdk.Workflow.dllά 5ȅƴŀƳƛŎǎ CRM SDK 

assembly used by Dynamics CRM Plugins. 

NEW ς Rabbit MQ Adapter ς Added support for dynamically setting the Rabbit MQ replyto and 

replytoaddress properties on outbound messages. The specific 4 properties which can be set on the 

outbound Neuron ESB Message are όǿƘŜǊŜ άǊƳǉέ ƛǎ ǘƘŜ ŀŘŀǇǘŜǊ ǇǊŜŦƛȄ ǇǊƻǇŜǊǘȅύ: 

¶ rmq.ReplyTo 

¶ rmq.ReplyToAddress.ExchangeName 

¶ rmq.ReplyToAddress.ExchangeType 

¶ rmq.ReplyToAddress.RoutingKey 

Business Processes 

NEW ς MQSeries Process Step ς Added the ability to configure the process step using either Username 

and Password or SSL. SSL requires that the binding property be set to Client. This makes the process step 

consistent with the MQSeries Adapter. 

Service Endpoints  

FIX - Client Connectors ς when an incoming SOAP request is routed to a service connector, and the 

service called by that service connector returns a SOAP Fault that includes custom SOAP headers, the 

client connector would not return those custom SOAP headers to the client.  This issue has been fixed.  

Now, when a client connector is configured to Enable SOAP Headers, it will return SOAP headers that 

are included with a SOAP Fault that is returned by a call made by a service connector. 

FIX ς Service Policy REST Status Codes - When a Rest Service Policy was configured to exclude http status 

codes that WCF considers communication exceptions, the Rest Service Policy would not work correctly. 

Now when a status code like 404 is added to the list of excluded http status codes, responses with that 



code will be excluded from the policy's retry and failure logic. Also, the Neuron ESB Message Header 

FaultType property will now be set to None when the REST Service Policy is set to exclude a protocol or 

communication exception. 

Logging 

FIX ς Service Connector Logging Inconsistencies ς Some log entries could be written to unrelated Service 

Connector log files rather than the Service Connector log file they were targeted for. 

FIX ς Message Audit Log Entries ς Some log entries could be written to log files not related to the target 

log file. 
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Adapters  

FIX - Azure Service Bus Adapter - improved performance when using batching in publish mode. 

FIX - Azure Service Bus Adapter fix - When polling for messages from a queue that has sessions enabled, 

an exception would be thrown when there are a large number of message sessions.  The exception 

would include the text "The service was unable to process the request; please retry the operation." 

FIX - SharePoint Subscription Adapter - Fixed issue where SharePoint returned the error "Column 'xxx' 

does not exist. It may have been deleted by another user. This would occur when attempting to 

create/update a list item with custom column names. 

FIX - SharePoint Subscription Adapter - Attempting to update an existing attachment in a list may fail. 

NEW - SharePoint Subscription Adapter - Allows the addition of the Neuron ESB message body as an 

attachment when creating a list item. 

MOD - REST based Adapters - When using a REST based adapter, if an unauthorized exception was 

returned by the service being called, an error similar to the following would be reported: 

"The <adapter endpoint>, '<name of adapter>', failed to send the message. Calling the 

'https://myserver.api.crm4.dynamics.com/api/data/v9.1' url after retrieving a new Token still 

resulted in a 401: Unauthorized error. cd46265e-14f8-43c6-b4ec-c7486675a51b" 

This message has been modified to now include the error description returned by the underlying HTTP 

call. 

MOD - Dynamics XRM SDK - Upgraded From 8.2 to 9.0.2.21. 

FIX ς MQSeries Adapter ς Could throw an Object Not Found exception when listing the Queues in the 

Neuron ESB Explorer 

MOD ς MQSeries Adapter ς The .NET API for IBM MQ (i.e. amqmdnet.dll) has been updated from 

version 8.0.0.12 to 9.1 



NOTE: Starting with Version 8 of IBM MQ, MSMQ Topics with Transactions enabled are no longer 

supported when an MQSeries Adapter Endpoint (either subscribing or publishing to that topic) 

also has Transactions enabled. IBM has essentially discontinued support for this type of 

Distributed Transaction Scenario. For example, if a message is published to an MSMQ Topic with 

transactions enabled, and an MQSeries Adapter Endpoint (with Transactions set to True) is 

subscribing to the message, the following error would be generated: 

WebSphere MQ Adapter - WebSphere MQ error ', 2012 : Reason Code: 2012', occurred while trying 

to send message to Queue, 'X'. 

CompCode: 2, Reason: 2012 

 

The immediate way to correct the error would be to either turn off transactions on either the 

Topic or the Adapter Endpoint. 

Logging 

FIX ς Master Log file ignored Verbose Logging ς If Verbose logging was configured for the Neuron ESB 

Runtime, DEBUG statements would not be written to the Master log file. This has been corrected. 

Installation  

MOD ς Bootstrapper Application ς ¢ƘŜ bŜǳǊƻƴ 9{. LƴǎǘŀƭƭŜǊΩǎ ōƻƻǘǎǘǊŀǇǇŜǊ ŀǇǇƭƛŎŀǘƛƻƴΣ 

άInstallNeuronESB.exeέΣ ƛǎ ƴƻǿ ōŜƛƴƎ ŘƛƎƛǘŀƭƭȅ ǎƛƎƴŜŘΦ Previously, if a user launched it, the Windows 

Operating System would display a message stating that the publisher was unknown. Previously, we were 

only signing the MSI package. 

Configuration  

FIX ς Swagger Docs Not Accessible at Runtime ς Although the Swagger Document collection of the 

Neuron ESB Configuration object was accessible at design time, it was not accessible at runtime. An 

empty collection would always be returned. 

Business Processes 

FIX ς Compression Process Step ς When in Verbose logging mode, the Zip Encryption Password (if 

entered) would be written to the log file. 
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Business Processes 

FIX ς C# Class Process Step - When adding an assembly reference in the code editor from the GAC, it 

would throw ά±ŀƭǳŜ Ŏŀƴƴƻǘ ōŜ ƴǳƭƭέ error on the first one added. Additions from the GAC after that 

would work, but the first referenced assembly would not be accessible in the code editor. 

Neuron ESB Runtime 

FIX ς Custom Counters File View of Memory Error - Customers may encounter an error like the follow:  

Could not initialize performance counter for ΨғǎƻƳŜ ƴŀƳŜҔ'. Custom counters file view is out of 

memory. 



Auditing  

FIX ς Message Viewer Fails with Older Messages ς After upgrading the Neuron ESB Database, the 

following error may be reported if viewing messages that were Audited prior to build 3.6.0.1176. This 

was due to format changes made to the serialization of the ESB Message.  This has been corrected. 

System.Runtime.Serialization.SerializationException: There was an error deserializing the object 

of type Neuron.Esb.ESBMessage. Element 'item' was not found 

Neuron ESB Explorer 

FIX ς Connect to Remote Servers ς Previously the status displayed in Neuron ESB Explorer Toolbar was 

from the local server even if a user was connected to a remote server. Now it displays the remote 

server's status. 

FIX ς Securing Parties with ACL ς Users were unable to select an Access Control List to secure a Publisher 

or Subscriber 

Adapters  

NEW - Salesforce Adapter - Added support for setting SOAP headers when using the SOAP API.  Certain 

Salesforce objects may require SOAP headers for processing.  You can now add these SOAP headers to 

the Salesforce request message in the same manner as you would for adding SOAP headers to a Service 

Connector request.  For example, to add the AssignmentRuleHeader SOAP headers, use this code in a C# 

step in a process: 

string  headerKey = "urn:partner.soap.sforce.com"  + "/"  +                               

"AssignmentRuleHeader" ;  

string  headerValue = "<AssignmentRuleHeader 

xmlns= \ "urn:partner.soap.sforce.com \ "><useDefaultRule 

xmlns= \ "urn:partner.soap.sforce.com \ ">true</useDefaultRule></Assi

gnmentRuleHeader>" ;                      

if (!context.Data.Soap.Headers.ContainsKey(headerKey))  

        context.Data.Soap.Headers.Add(headerKey, headerValue);  

else  

        context.Data.Soap.Headers[headerKey] = headerValue;  

 

¸ƻǳ Ƴǳǎǘ ǳǎŜ ǘƘŜ ƴŀƳŜǎǇŀŎŜ άǳǊƴΥǇŀǊǘƴŜǊΦǎƻŀǇΦǎŦƻǊŎŜΦŎƻƳέ ŀǎ ǘƘŜ ōŜƎƛƴƴƛƴƎ Ǉart of the key.  Any SOAP 

ƘŜŀŘŜǊǎ ǘƘŀǘ ŀǊŜ ƛƴŎƭǳŘŜŘ ƛƴ 9{. aŜǎǎŀƎŜΩǎ {ƻŀǇΦIŜŀŘŜǊǎ ŎƻƭƭŜŎǘƛƻƴ ǘƘŀǘ Řƻ ƴƻǘ ǳǎŜ 

urn:partner.soap.sforce.com will be ignored by the adapter. 

FIX ς SFTP Adapter ς When using a Proxy that does not require user credentials, an authentication error 

would be returned.  

MOD ς Azure Service Bus Adapter ς If chunking was enabled for large message support, it would only be 

activated if Azure returned a MessageSizeException. However, in some circumstances, if Azure is mis 



configured, a QuotaExceedException could be thrown. We now check that exception and, if it is due to 

message size, Neuron will chunk and send the message as expected. 

FIX ς Rabbit MQ Adapter - Updated Rabbit MQ adapter to use same serialization logic for the ESB 

message when in Mandatory routing mode that the Neuron ESB Topic channel uses. this was done so 

that all the properties are represented. Also, the adapter has been updated reference 5.0.1 version of 

the Rabbit MQ API.  

Installation  

MOD ς Certificate Signing ς The Neuron ESB installer has been configured to use an updated code 

signing certificate. The powershell scripts shipped with Neuron ESB have also been updated with the 

new signature using the new certificate. 

Workflow  

FIX ς Audited Messages from Workflow Tracking ς Unable to audit pending messages from workflow 

tracking. The necessary parameters were not being set since the removal of the binary body from 

auditing. Now we are setting the necessary parameters. 
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This build requires a database update. To update the database, all workflows must be in a completed 

state, or a state where the workflows will never be resumed (i.e. cancelled, terminated, PURGE-

PENDING, or error processing). 

Workflow  

MOD ς Normal and Request/Reply Workflows do not automatically resume - If a user had normal 

workflows that unloaded due to stopping the ESB Service gracefully, or from persistent delays/receive 

message activities, the workflows would not automatically resume when the ESB Service and its 

associated Endpoint Hosts were restarted. Now they are restarted upon startup of the endpoint host. 

MOD ς Unable to restart Workflows - Users can now start and restart workflows with the "Instance 

Locked" state from workflow tracking. 

FIX ς Receive a message during Cancellation - The receive message activity could receive a message 

while it was being cancelled (by a Timeout activity, for example) but the message would be lost due to 

the cancellation. Now it is audited as a failed message. 

FIX ς Workflows may not resume during Failover - During endpoint host failover, if the server failed over 

back to the originally failed server, some workflows would not resume properly. 

FIX ς MultipleLockOwnersNotSupported exception - If a user cancelled, aborted, or suspended a 

workflow from workflow tracking, another workflow lock owner would be created by workflow 

foundation. This was due to the mentioned operations creating a new workflow instance store object, 

which creates the extra lock owners. This could result in a "MultipleLockOwnersNotSupported" message 

and most subsequent workflows would abort with that message if the workflow has a persistence step 

(including a persistent delay or timeout). 



To implement this fix, all workflows must be in a non-resumable state and all 

System.Activities.DurableInstancing tables must be truncated while the ESB Service is stopped. The 

following SQL Script can be run to truncate the necessary tables: 

TRUNCATE TABLE [System.Activities.DurableInstancing].[IdentityOwnerTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[InstanceMetadataChangesTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[InstancePromotedPropertiesTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[KeysTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[LockOwnersTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[RunnableInstancesTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[ServiceDeploymentsTable]; 

TRUNCATE TABLE [System.Activities.DurableInstancing].[InstancesTable];  

 

FIX ς Workflows would not automatically resume when failing over to another machine. If a user had an 

endpoint host with a workflow endpoint, with the endpoint host in a primary-failover setup, upon failing 

over, the workflows would not be resumed correctly, if at all. Now they are being resumed properly. 

Note: Users may see more warnings upon failover. Also, upon failover, users may see the endpoint host 

stay in the starting state for approx. 5 minutes. This is due to the lock mechanism implemented by 

Workflow Foundation. There is a 5 minute period where a workflow instance is still "locked" by the 

endpoint host that failed. This also means messages sent to the workflow endpoint won't be processed 

until all workflows that were running in the failed endpoint host are reloaded. Messages can still be sent 

to the workflow endpoint during the 5 minute period, but no new workflows will start until the period 

has elapsed. 

FIX ς Workflow Message Loss during Shutdown - In some scenarios, such as if there were messages 

being processed by the workflow endpoint and the ESB Service was stopped gracefully, the messages in 

memory could be lost. Now they will be audited to the failed messages table. 

FIX - In some cases, the scheduled jobs for persistent delays would not be deleted from the database 

upon execution. An example case would be if the workflow did not complete a timeout activity, which 

uses a persistent delay internally, due to an activity inside the timeout aborting. 

Neuron Runtime  

FIX ς Endpoint Host Restart Counter was not being reset after a successful restart ς If an Endpoint Host 

goes into restart mode and then eventually restarts, the restart counter was not reset. Hence, if it went 

in restart mode again, it may not retry as many times since the retry counter never got reset to zero 

after successful startup. 

FIX ς Memory Leak ς A possible memory leak could occur at runtime when we attempt to clone our 

configuration and a decryption exception occurs during the cloning process. 



Auditing  

FIX ς Message Body would always be audited when IncludeMessageBody property was set to false - 

There was an issue with Audit Process Step where we weren't honoring the "IncludeMessageBody" and 

"IncludeCustomProperties" options. They would always be audited. 

Adapters  

FIX ς SFTP Adapter ς an empty value for the name could appear when an error connecting would be 

reported. i.e..έSFtp adapter failed to send the message with file name, (), to the SFTP Server 

'xx.xx.xx.xxx'έ.  

FIX ς Adapter Policy set to 1 retry would not fire - If a policy had a retry of 1, it would not be fired. 

FIX ς SFTP Adapter ς If a load balancer is in front of the SFTP Adapter configured for Publish mode, if the 

load balancer fails and then is restored, the SFTP Adapter may not recover because it has cached some 

of the connection resources. This issue could result if an appliance like NetScaler is used. Previously we 

were only disconnecting after every poll, not we completely dispose of the SFTP resources. 

FIX - SAP Adapter ς A memory leak would occurr when receiving IDocs from SAP that contain 

namespaces as part of SAP names (i.e. segments). 

Neuron ESB Explorer 

MOD ς SetProperties Validation added - Added validation in SetPropeties() method to prevent a "." from 

being used as the prefix or start of a prefix for a custom property. 

FIX ς Message Viewer would truncate custom property names - When viewing custom message 

properties using the message viewer either from Message History or Failed Message reports, the 

"name" component of the custom property could be truncated. 
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Monitoring  

FIX - Endpoint health - Neuron Explorer would not show the correct stats for Message Rate, Messages 

Processed, Rate, and Completed for items hosted in the ESB Service and Endpoint Host.  

Runtime  

MOD ς Subscriber not found during startup ς Modified runtime to detect subscribe mode adapters and 

to start them before publish mode adapters. Subscriber not found errors could result on startup 

otherwise. 

Adapters  

NEW ς MQSeries Adapter ς Added the ability to configure the adapter using either Username and 

Password or SSL. SSL requires that the binding property be set to Client. 

NEW ς Rabbit MQ Adapter ς ¦ǎŜǊǎ Ŏŀƴ ƴƻǿ ŜƴǘŜǊ ƳǳƭǘƛǇƭŜ ƳŀŎƘƛƴŜ ƴŀƳŜǎ ƛƴ ǘƘŜ άaŀŎƘƛƴŜ bŀƳŜέ ŦƛŜƭŘ 

if using multiple rabbit mq servers configured for HA.  
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Adapters  

MOD ς IBM MQ Series Adapter ς Enclosing multiple name value data pairs within a dummy root 

element when reading MQRFH2 headers from a message retrieved from a Queue. 

FIX ς Metadata Generation Wizard ς ²ƘŜƴ ǇǊƻŘǳŎƛƴƎ ŘƻŎǳƳŜƴǘǎ ŦƻǊ ǘƘŜ {ŀƭŜǎCƻǊŎŜ ŀŘŀǇǘŜǊ ŀƴ άa 

ƻōƧŜŎǘ ǊŜŦŜǊŜƴŎŜ ƴƻǘ ǎŜǘ ǘƘŜ ƛƴǎǘŀƴŎŜ ƻŦ ŀƴ ƻōƧŜŎǘ ŜǊǊƻǊέ ŎƻǳƭŘ ǎƻƳŜǘƛƳŜǎ ōŜ ǘƘǊƻǿƴΦ 

Messaging 

FIX ς Key not found error - Key not found error that would result if a party that had different types of 

topics (i.e. different transports) associated with it were changed 

Business Processes 

FIX- Sign and Verify XML Process Steps - We were not able to retrieve the RSA key as private key. The 

following error would be generated: Invalid algorithm specified. 

Samples 

FIX ς Client Samples and Log4Net ς Many of the samples shipped with Neuron ESB did not contain the 

proper Log4Net configuration within their app.config files.  

Auditing  

MOD ς Storing of Binary ESB Message ς Neuron ESB no longer stores a compressed binary 

representation of the Neuron ESB message when auditing the message. We previously did this in 

ŀŘŘƛǘƛƻƴ ǘƻ ƻǳǊ ǘŀōƭŜ ǇǊƻǇŜǊǘƛŜǎΦ  ²ŜΩǾŜ ƴƻǘ ŜȄǇŀƴŘŜŘ ǘƘŜ ǘŀōƭŜ ǇǊƻǇŜǊǘƛŜǎ ŀƴŘ ǊŜƳƻǾŜŘ ǘƘƛǎΦ ¢Ƙƛǎ 

change requires a Database schema update. For large messages, this should reduce database size. 

Runtime  

FIX ς Failover using SQL Server Always On - In the case of a Neuron instance using an Always On SQL 

Server database, during SQL server failover the instance store used for workflow could fail to renew its 

lock in the database. This would cause an error to occur that states that an instance handle has become 

invalid. Now we have created a custom SQL workflow instance store class that utilizes our transient fault 

block so that upon failing to connect during a lock renewal, the instance store will retry. Also, the time 

between when the host lock is scheduled for renewal and the time that the lock expires has been 

increased to 1 minute. This effectively gives the database a minute to come back up in the case the 

database goes down right when the host lock is set to renew. 

Neuron 3.6.0.11 68 

Workflow  

FIX ς Error could occur when SQL Failover occurs - Occasionally, after a SQL Server Always On cluster 

database failover occurred, any persistence commands for workflow would fail and cause the workflow 

to abort.  The issue would only occur if the lock expired during the failover (i.e. the worfklow host 

couldn't renew the lock in the durable instancing table since the database was unavailable). This was 

due to the lock renewal period being too short on the workflow instance object.  This has been 



increased from 1 minute to 5 minutes.  ¢ƘŜ ŜǊǊƻǊ ǘƘǊƻǿƴ ǿƻǳƭŘ ǎǘŀǘŜ άǘƘŜ ƛƴǎǘŀƴŎŜ ƻǿƴŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴ 

ŦƻǊ ƻǿƴŜǊ L5 ΨғD¦L5ҔΩ Ƙŀǎ ōŜŎƻƳŜ ƛƴǾŀƭƛŘέΦ 

FIX ς Unloaded workflows unable to load ς This can occur when workflow activity execution tracking is 

disabled on the Workflow Endpoint. When Neuron attempts to resume an unloaded workflow, an 

exception would be thrown stating that a returned database value was null.  This was due to the activity 

data not being available to compare against the currently executing activity.  This issue would cause 

unloaded workflows to get stuck as unloaded. 

FIX ς SQL Server could not be reached if database connection pool settings were too low ς If the max 

connections in the database connection pool was too low to support the concurrent number of 

workflows running, errors could occur indicating the SQL server could not be reached. This is been 

modified to our Reliable SQL Connection pattern.  

FIX ς SQL Always On Failover would fail to failover to Secondary database - This fixes an issue where 

Neuron ESB would record continuous errors happening in workflow during an SQL server failover when 

using an Always On Availability Group. The errors would be in the format of the following:  

"Unable to access availability database '<DatabaseName>' because the database replica is not in the 

PRIMARY or SECONDARY role. Connections to an availability database is permitted only when the 

database replica is in the PRIMARY or SECONDARY role. Try the operation again later." There could also 

be an error thrown saying the secondary database is read-only in certain Always On Availability Group 

configurations. 

FIX ς SQL Deadlocks could occur when checking for messages ς Neuron ESB periodically polls the SQL 

database to see if there are previously suspended workflow endpoint messages available to be 

processed. This could cause deadlocking to occur if there was a lot of IO on the 

WorkflowQueuedMessage table. This same issue Ƴŀȅ ŀƭǎƻ ŎŀǳǎŜ ǘƘŜ άwŜŎŜƛǾŜ aŜǎǎŀƎŜέ ŀŎǘƛǾƛǘȅ ǘƻ Ŧŀƛƭ 

ǳƴŘŜǊ ƘƛƎƘ ŘŀǘŀōŀǎŜ ƭƻŀŘ ǎƛƴŎŜ ƛǘ ǿƻǳƭŘƴΩǘ ōŜ ŀōƭŜ ǘƻ ǊŜŀŘ ǘƘŜ ŎƻǊǊŜƭŀǘŜŘ ƳŜǎǎŀƎŜǎ ƻŦŦ ǘƘŜ ǘŀōƭŜΦ 

Database 

FIX ς Purge and Backup jobs could cause SQL deadlocks ς The Neuron ESB purge workflow tracking and 

purge backup database jobs have been modified to generate the SQL to execute the deletes one by one 

on the tables to reduce locking. This fixes an issue where SQL exceptions could occur when the jobs ran 

and there was a lot of database activity occurring at the time. 

Adapters  

FIX - Salesforce Adapter - The adapter includes two options for which data format to use when making 

REST calls to Salesforce.com ς XML or JSON.  Under certain circumstances the selected option would be 

ignored and only return JSON-formatted data.  This has been resolved. 

NEW - Salesforce Adapter ς !ŘŘŜŘ ǎǳǇǇƻǊǘ ŦƻǊ {{[κ¢[{ ǿƘŜƴ ǊŜŎŜƛǾƛƴƎ {ŀƭŜǎŦƻǊŎŜΦŎƻƳΩǎ ƻǳǘōƻǳƴŘ 

messages in publish mode. 



FIX - SAP Adapter - previously, the adapter would fail when receiving IDOCs from SAP that contain 

namespaces in either the IDOC or segment names. 

FIX ς Object reference not set to an instance of an object - When attempting to read custom properties 

from custom adapters, the Neuron ESB Explorer could display the following error: 

Object reference not set to an instance of an object.  

This could happen when a custom adapter exposes an object as a custom property and that object was 

never initialized with a default value. 

FIX ς Active Directory Adapter ς When attempting to clear a value from a property using the Edit 

transaction type, the following error would be thrown: 

DirectoryServicesCOMException 

The attribute syntax specified to the directory service is invalid 

NEW ς Active Directory Adapter - Modified the edit and create transaction types to support binary 

content by adding support for the binary=true attribute on the element to be edited/created. 

FIX ς IBM MQ Series Adapter ς A thread abort could be thrown when the adapter is disconnecting on 

shutdown. 

MOD ς IBM MQ Series Adapter ς Added support for multiple name value data pairs when reading 

MQRFH2 headers from a message retrieved from a Queue. 

MOD ς SFTP Adapter - Modified to only support version 3 of the protocol rather than attempt to 

negotiate with servers for the version.  

Business Process/Workflow Activities  

FIX ς Service Endpoint Step/Activity - modified the "Throw Exception On Fault" property to throw an 

exception when the service endpoint binding is REST and the exception is a communication exception. 

Otherwise the REST binding will not throw an exception on fault. 

Neuron ESB Explorer 

FIX - Samples ς fixed the issue where the Client API samples would throw an exception regarding a 

missing Log4Net configuration section in each of the Visual Studio projects. 

FIX ς Neuron ESB Test client ς when doing bulk send and receive, the msg/sent/received per second 

would not increment.  

FIX ς Import Config would fail to import Business Processes - Processes were not importing due to 

comparing the wrong values. 

Neuron ESB Runtime  

FIX ς Restarting TCP Topics from Endpoint Health results in Error ς When attempting to restart an TCP 

Topic from Endpoint Health when there are Endpoint Hosts defined and running could result in an Port 



in use exception. This occurred because the 9ƴŘǇƻƛƴǘ Iƻǎǘ ǿƻǳƭŘ ƛƴƘŜǊƛǘ ǘƘŜ ƘŀƴŘƭŜ ƻŦ ǘƘŜ ¢/t ¢ƻǇƛŎΩǎ 

server port. This has been resolved. 
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Business Processes 

FIX ς Websphere MQ Process Step ς Modified to support showing list of Queue Managers if using 

Version 8.x from design time property grid. 

FIX ς Websphere MQ Process Step ς When passing an MQRFH2.NameValueData string whose length is 

not a multiple of 4, the following error is would be returned by the application retrieving the message: 

Invalid folder size of ''67'' detected within a WebSphere MQ MQRFH2 header.  The folder size 

defined in an MQRFH2 header must be a multiple of four bytes, and must not be negative. The 

message being processed does not conform to this rule. 

NEW ς Adapter Endpoint Process Step ς Users can now dynamically set the value of Service header 

property of the ESB Message object with the name of the Adapter Endpoint to execute at runtime. If set, 

ǘƘŜ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘ tǊƻŎŜǎǎ {ǘŜǇ ǿƛƭƭ ǳǎŜ ǘƘŀǘ ǾŀƭǳŜ ŦƻǊ ǘƘŜ ά!ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘέ ǇǊƻǇŜǊǘȅΦ ¢ƻ ǿƻǊƪΣ ǘƘŜ 

Adapter EndǇƻƛƴǘ tǊƻŎŜǎǎ {ǘŜǇ Ƴǳǎǘ bh¢ ōŜ ŎƻƴŦƛƎǳǊŜŘ Ƴŀƴǳŀƭƭȅ ŀǘ ŘŜǎƛƎƴ ǘƛƳŜΦ ¢ƘŜ ά!ŘŀǇǘŜǊ 

9ƴŘǇƻƛƴǘέ ǇǊƻǇŜǊǘȅ Ƴǳǎǘ ǊŜƳŀƛƴ ōƭŀƴƪΦ .Ŝƭƻǿ ƛǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ǎŜǘǘƛƴƎ ǘƘŜ ǇǊƻǇŜǊǘȅ ŀǘ ǊǳƴǘƛƳŜ ǳǎƛƴƎ ŀ 

C# Process Step: 

 context.Data.Header.Service = "FileAdapterEndpointOut" ;  

 

MOD ς Salesforce Adapter ς SSL 3 support has been removed from the adapter. 

Adapters  

FIX ς IBM MQSeries Adapter ς Modified to support showing list of Queue Managers if using Version 8.x 

from design time property grid. 

FIX ς IBM MQSeries Adapter ς When passing an MQRFH2.NameValueData string whose length is not a 

multiple of 4, the following error is would be returned by the application retrieving the message: 

Invalid folder size of ''67'' detected within a WebSphere MQ MQRFH2 header.  The folder size 

defined in an MQRFH2 header must be a multiple of four bytes, and must not be negative. The 

message being processed does not conform to this rule. 

NEW ς NetSuite Adapter ς Added Send Timeout as a property that can be set at design time 

NEW - Salesforce Adapter ς Added support for the Salesforce Bulk API.  The Bulk API is a Rest-based API 

that can be used to asynchronously insert, upsert, update, delete or query many records from 

Salesforce. To use the Bulk API, in the Salesforce Adapter endpoint properties grid set the OAuth 

Connection property to True, and then set the Web API property to Bulk.  These settings will allow you 

to make any calls to the Bulk API as described here: https://developer.salesforce.com/docs/atlas.en-

us.218.0.api_asynch.meta/api_asynch/asynch_api_intro.htm.  You are responsible for creating and 



closing the job, adding batches to the job and any monitoring you wish to add inside your solution.  

While using the Bulk API can be done within a business process, it is recommended that you use Neuron 

ESB Workflows for creating jobs, adding batches and monitoring the progress of the batches.   

Workflow  

FIX ς Correlated Send/Receive Workflow Sample - The correlated send and receive sample did not work 

due to the removal of subtopic support for workflows.  This has been fixed by changing the topic for the 

"OrderResponder" party from "Orders.In" to "Orders" 

FIX ς Correlated Workflow Sample - The Correlated Workflow sample was wrong. The receive message 

activity was missing and there was an extra message variable. The message argument was of type string, 

which was also incorrect. 

FIX - Normal Correlated Send and Receive Workflow - These did not work the way they were intended 

when running in a parallel activity, or when there were more than one send and receives in a workflow. 

Users would see stuck messages and other undesired behavior such as extra workflows. 

FIX ς Correlated Normal Workflow Behavior - The behavior of Normal Type Correlated Send and Receive 

workflows was changed. The behavior is now as follows: Every message sent in will start a new workflow 

instance unless the message has the corresponding correlation set elements set in the message in which 

case the message will try to correlate to a running workflow instance. If a running workflow with the 

correlation Id cannot be found, a new workflow instance will be started. 

MOD ς Correlated Workflow Fails to process Correlated Message ς Inbound messages to a Correlated 

Workflow may fail with the exception below because a process before the Receive Message activity is 

taking longer than 10 seconds to execute, delaying the Workflow from entering a Wait state. This 

timeout has now been extended to 3 minutes. 

Exception Type: NeuronEsb.Server.Runner.Workflow.WorkflowException 

Exception Message: Message "596a1cbb-1d77-4b91-951c-979ae803eb25" was received on topic 

"<topic>" from party "<party>" for workflow endpoint "<endpoint>", but has failed while 

reprocessing it due to the retry count exceeding the limit. This also means the workflow state 

could not be determined possibly due to the sql server being overloaded 

Monitoring  

FIX - Workflow Endpoints Stats incorrect - The Terminated state was incorrect and would be reported as 

Completed. Suspended messages also were reported incorrectly. Active and Cancelled state also were 

not incrementing and decrementing correctly. The Neuron ESB Explorer will also now display a 

Terminated state column. 

FIX ς Logging to incorrect Log File ς Under certain circumstances, log entries generated from the 

execution of a Business Process may be recorded in the wrong Neuron log file. 



Neuron ESB Explorer 

FIX ς Register Adapter reports error - When clicking new to register an adapter, user would receive the 

following error: 

Error Loading Assembly. File: path to the adapters folder 

The system cannot find the file specified. (Exception from HRESULT: 0x80070002) 

Neuron 3.6.0.1117  

Adapters  

FIX - Dynamics AX Adapter ς Fixed issue with design-time loading of available service URLs in the AIF. 

5ŜǇŜƴŘƛƴƎ ƻƴ ȅƻǳǊ ǎŜŎǳǊƛǘȅ ǎŜǘǘƛƴƎǎΣ ȅƻǳ Ƴŀȅ ǊŜŎŜƛǾŜ ŀƴ ŜǊǊƻǊΦ ! άtǊƻǇŜǊǘȅ ±ŀƭƛŘŀǘƛƻƴ 9ǊǊƻǊέ ŘƛŀƭƻƎ 

ǿƻǳƭŘ ŀǇǇŜŀǊΣ ŀƴŘ ǿƘŜƴ ȅƻǳ ŎƭƛŎƪ ƻƴ ά{Ƙƻǿ 5ŜǘŀƛƭǎέΣ ǘƘƛǎ ƛǎ ǘƘŜ ŜǊǊƻǊ ǊŜŎŜƛǾŜŘΥ 

System.ServiceModel.Security.SecurityNegotiationException: A call to SSPI failed, see inner 

exception. ---> System.Security.Authentication.AuthenticationException: A call to SSPI failed, see 

inner exception. ---> System.ComponentModel.Win32Exception: The target principal name is 

incorrect 

This was due to the adapter only using an SPN Endpoint Identity Type when retrieving the list of 

ǎŜǊǾƛŎŜǎΦ ¢ƘŜ ŀŘŀǇǘŜǊ ƴƻǿ ǳǎŜǎ ǘƘŜ ά9ƴŘǇƻƛƴǘ LŘŜƴǘƛǘȅ ¢ȅǇŜέ ŀƴŘ ά9ƴŘǇƻƛƴǘ LŘŜƴǘƛǘȅ ±ŀƭǳŜέ ŀǘ ŘŜǎƛƎƴ 

time when retrieving the list of Service URLs. If you still receive the above error after upgrading to this 

version of Neuron ESB, then the Endpoint Identity Type and Endpoint Identity Value are 

incorrect.  hŦǘŜƴΣ ǘƘŜ ŎƻǊǊŜŎǘ ǾŀƭǳŜǎ ŀǊŜ ά5ƴǎέ ŀǎ ǘƘŜ 9ƴŘǇƻƛƴǘ LŘŜƴǘƛǘȅ ¢ȅǇŜ ŀƴŘ ƴƻ ǾŀƭǳŜ ŦƻǊ ǘƘŜ 

Endpoint Identity Value. 

FIX ς Sharepoint 2016 plugin ς Fixed UI to align text with checkboxes 

FIX - Microsoft Exchange Adapter - To work with latest Microsoft exchange office 365 online servers ς 

User may get receive the following when autodiscovery is set to true: If an Autodiscover server returns a 

redirect HTTP status code, this method will generate an AutodiscoverLocalException with the Message 

property set to a string such as "Autodiscover blocked a potentially insecure redirection 

to https://autodiscover.contoso.com/autodiscover/autodiscover.xmlέ. 

MOD - SFTP Adapter ς When Uploading a file to an SFTP server an error, similar to the one below, may 

occur: 

Xceed.SSH.SFtp.SFtpStatusResponseException was caught 

  HResult=-2146233088 

  Message=SFtp.OpenFile( "/Demo/mydoc.txt" ) got a status: SSH_FX_OP_UNSUPPORTED: 

Unsupported operation. 

https://autodiscover.contoso.com/autodiscover/autodiscover.xml


This error can occur if, when connecting to the server, the server re-negotiates the connection, 

requesting that Neuron ESB use version 6 of the SFTP protocol. Unfortunately, some SFTP Servers claim 

they support version 6 of the protocol, but in practice they fail to support even basic functionality of 

that protocol. Since the SFTP Server re-negotiated the connection to version 6, we use flags and 

parameters supported for that specific version which in turn the server does not support. Moving 

forward, the SFTP adapter will not renegotiate and will support Version 3 of the SFTP protocol by 

default. However, users can override the version and/or choose the old behavior of Negotiating the 

ǇǊƻǘƻŎƻƭ ōȅ ƳƻŘƛŦȅƛƴƎ ǘƘŜ ƴŜǿ άtǊƻǘƻŎƻƭ ±ŜǊǎƛƻƴέ ǇǊƻǇŜǊǘȅ.  

FIX - SAP Adapter - Fixed issue with sending IDOCs to SAP.  IDOCs containing multiple segments of the 

same type would fail to upload. 

FIX ς Azure Service Bus Adapter ς if the ContentType property of the BrokeredMessage object is null, a 

null exception would be thrown when receiving the message while in Publish mode. 

NEW - SharePoint Adapter ς Added support for setting multi-valued managed metadata properties for 

list and document items.  ¢ƘŜ ŦƻǊƳŀǘ ƻŦ ǘƘŜ ǇǊƻǇŜǊǘȅ ǾŀƭǳŜ ƛǎ ǘƘŜ ǇǊƻǇŜǊǘȅ ƭŀōŜƭΣ άμέΣ ŀƴŘ ǘƘŜƴ ǘƘŜ ƎǳƛŘ 

of the managed metadata item.  For multiple values these would be separated by a semicolon: 

Happy|b62f3710 - e8e0 - 40b2 - b4d6 - c844f2e74243;Blue|7e0b1e7e - d490 - 4448 -

84c4 - 7d354ec0b917  

¢ƘŜ άǿǎǎ ƛŘέ ŘƻŜǎ ƴƻǘ ƴŜŜŘ ǘƻ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ ƳŜǘŀ Řŀǘŀ ǇǊƻǇŜǊǘƛŜǎΣ ǘƘŜ ŀŘŀǇǘŜǊ ǿƛƭƭ ŀǳǘƻƳŀǘƛŎŀƭƭȅ 

add that. 

The ability to set the same list or document item managed metadata properties to a folder if that list or 

document item is saved to one has also been added.  This is controlled by a new Boolean adapter 

ŜƴŘǇƻƛƴǘ ǇǊƻǇŜǊǘȅ ŎŀƭƭŜŘ ά{Ŝǘ CƻƭŘŜǊ tǊƻǇŜǊǘƛŜǎέΦ  When set to true: 

¶ For single-value managed metadata properties, the value set on the list or document item will 
replace whatever value the folder currently has 

¶ For multi-valued managed metadata properties, the value(s) set on the list or document item 
will be added to the values the folder current has 

Business Processes 

FIX ς Custom Process Steps fail to load ς After loading custom DLLs into Pipelines folder, an error similar 

to below may appear when attempting to open a Business Process referencing a custom process step.  

The 'name of process' Business Process could not be displayed. The composition produced a 

single composition error. The root cause is provided below. Review the 

CompositionException.Errors property for more detailed information.  

1) Unable to sort because the IComparer.Compare() method returns inconsistent results. 

Either a value does not compare equal to itself, or one value repeatedly compared to 

another value yields different results. 



FIX - Split-Join Process Step ς Fixed issue where context properties being set when using code based 

splitting prior to the split-join step are not available inside the split-join step.  Now the context 

properties can access with each split message.  Be advised when setting or modifying contexts 

properties ς when the Synchronous property is set to True, the last split to change the context property 

will be the result you see in that property after the join.  If Synchronous is set to false, the result of the 

context property after the join will be unpredictable. 

FIX ς Timeout Process Step ς If used within a Split Join and the Split is set to run asynchronously, any 

process steps placed within the Timeout step will appear not to run or run just once. That is because an 

exception was being thrown internally but was not being reported by the runtime. The exception 

condition has been fixed and error reporting has been extended so that the runtime will capture all 

internal exceptions. 

FIX ς Execute Process Step ς If used within a Split Join and the Split is set to run asynchronously, any 

process steps placed within the Business Process that the Execute step is configured to run may appear 

not to run. That is because an exception was being thrown internally but was not being reported by the 

runtime. The exception condition has been fixed and error reporting has been extended so that the 

runtime will capture all internal exceptions. 

FIX - Service Endpoint Process Step ς If the Throw on Fault is set to True, and the service called is SOAP 

based, if an error is thrown, the message body contained the original request message rather than the 

error information returned from the called SOAP service.  

Workflow  

MOD - Persistent Delay Activity ς ¢ƘŜ άFromTimeoutActivity" argument in the persistent delay activity 

has been removed from the User Interface Property Grid. 

FIX ς Adapter Endpoint Activity Memory Leak ς When processing multi megabyte messages through the 

Adapter Endpoint workflow activity, memory will gradually increase overtime. The amount of time for 

the increase would be determined by the number of messages and their size. .NET Garbage collection 

was not cleaning up these messages. This is now resolved. 

Endpoint Health  

FIX ς Workflow Endpoint - When a workflow endpoint is stopped within Endpoint Health, it will stop but 

it did not update its state appropriately. 

FIX ς Endpoint Host ς If an Endpoint Host has been restarted through Endpoint Health, it would fail to 

update the statistics of the Endpoint Host like processId, lastheartbeat etc. 

Service Endpoints  

MOD ς ADP OAuth Provider ς After 60 minutes the OAuth Token would expire and not renew. This was 

due to ADP throwing a protocol exception rather than a message security exception. In previous 

versions of Neuron ESB, the Token automatically renewed when expired and would attempt the call 

again. Now, although the Token is still automatically renewed, the attempt to call again will not be 



made. The protocol exception will be thrown instead. The user will need to configure a Service Policy to 

catch the specific protocol exception and configure the policy to retry the call.  

MOD ς HTTP Query properties ς These are now case insensitive. 

FIX ς CORS Fails with Custom Header ς If a custom header is passed to a Service Endpoint, an error like 

the one below may be returned.    

!ŎŎŜǎǎ ǘƻ ŦŜǘŎƘ ŀǘ ΨƘǘǘǇΥκκǎƻƳŜǳǊƭϥ ŦǊƻƳ ƻǊƛƎƛƴ ϥƴǳƭƭϥ Ƙŀǎ ōŜŜƴ ōƭƻŎƪŜŘ ōȅ /hw{ ǇƻƭƛŎȅΥ wŜǉǳŜǎǘ 

header field client is not allowed by Access-Control-Allow-Headers in preflight response. 

Neuron 3.6.0.1094  

Service Endpoints  

FIX ς Client Connectors become disabled when in Business Process mode ς A Client Connector may 

become disabled if a previously referenced Party is disabled. This only occurred if a Client Connector was 

once previously associated with the disabled Party, but was later changed to run a Business Process 

directly. 

FIX ς Transfer-Encoding on POST throws exception ς When calling a REST service with the POST verb, the 

following error below may be recorded by the Global Exception Handler. This only occurred if using the 

Service Endpoint Process Step to call a REST service: 

Exception: The 'transfer-encoding' header must be modified using the appropriate property or 

method. 

Parameter name: name 

Method: ThrowOnRestrictedHeader 

Adapters  

NEW - SAP Adapter - Significantly improved performance when loading the list of RFC operations from 

the OTHER category. 

FIX ς SAP Adapter ς When using transactions, the connection object that was cached was never being 

closed. This could result in SAP returning an error indicating that the Maximum number of conversations 

has been exceeded. 

NEW - SharePoint Adapter - Added support for using content types when creating/updating document 

libraries or lists. 

NEW - SharePoint Adapter - Added feature to allow adding and updating items to a list or library folder.  

If the designated folder does not exist, the adapter will automatically create it.  The folder name can 

either be set as an adapter endpoint property or passed-in using the message property 

άǎǇǎΦCƻƭŘŜǊbŀƳŜέ ǿƛǘƘ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ŦƻƭŘŜǊ ȅƻǳ ǿŀƴǘ ǘƻ ŎǊŜŀǘŜΦ 



FIX  - SharePoint Adapter - Fixed problem when trying to update a list item using the adapter and an 

exception was returneŘ ǿƛǘƘ ǘƘŜ ǘŜȄǘ άCŀƛƭŜŘ ǳǇŘŀǘƛƴƎ ƭƛǎǘ bŜǳǊƻƴ [ƛǎǘΣ ²{{ ǊŜǘǳǊƴŜŘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŜǊǊƻǊ 

Message: Guid should contain 32 digits with 4 dashes (xxxxxxxx-xxxx-xxxx-xxxx-ȄȄȄȄȄȄȄȄȄȄȄȄύέΦ 

NEW - Azure Service Bus Adapter - Added the ability to send and receive messages larger than 256K or 

larger than whatever the Azure Service Bus queue limit is defined as. To support this, the Queue being 

referenced MUST have Sessions enabled. For Publish mode adapter endpoint, there is a new property 

ƴŀƳŜŘΣ άwŜŎŜƛǾŜ ŎƘǳƴƪŜŘ ƳŜǎǎŀƎŜǎέΦ LŦ ǎŜǘ ǘƻ ǘǊǳŜΣ ǘƘŜ vǳŜǳŜ ǊŜŦŜǊŜƴŎŜŘ Ƴǳǎǘ ƘŀǾŜ ǎŜǎǎƛƻƴǎ ŜƴŀōƭŜŘΦ 

All messages received will be checked to determine if they are part of a batch of messages, and if so, 

they will be aggregated into their original message. For Subscribe mode adapter endpoints, there is a 

ƴŜǿ ǇǊƻǇŜǊǘȅ ƴŀƳŜŘΣ ά/Ƙǳƴƪ ƭŀǊƎŜ ƳŜǎǎŀƎŜǎέΦ LŦ ǎŜǘ ǘƻ ǘǊǳŜΣ ƛǘ ǿƛƭƭ ŀƭƭƻǿ ǳǎŜǊǎ ǘƻ ǎŜƴŘ ƳŜǎǎŀƎŜǎ ƭŀǊƎŜǊ 

than what the target queue is configured to receive. This is done by splitting the messages into smaller 

components. 

Workflow  

FIX ς Stuck messages for Correlated Workflows - In the case that a message came in for a running 

correlated type workflow at the same time the workflow was unloading, the message could get stuck in 

the pending messages queue since the state of the workflow was detected as running, when in fact it 

was unloaded.  Now we check to see if there are any pending messages while unloading and reprocess 

them if there are. 

FIX ς Stuck messages for Correlated Workflows - In the case that a correlated workflow is running in an 

endpoint host setup to run on multiple machines with the hosts in a primary-failover configuration, and 

the originating endpoint for a message sent to the workflow is ran on more than one machine (i.e. the 

message sent to the workflow can originate on any machine), messages/workflow commands could get 

stuck in the pending messages queue.  This occurred because the machine property on the message 

would be for the originating machine and not the machine that the workflow endpoint is running on.   

FIX ς XML/Message Transformation - ¢ƘŜ ²ƻǊƪŦƭƻǿ ǘǊŀƴǎŦƻǊƳŀǘƛƻƴ ŀŎǘƛǾƛǘƛŜǎ ά¢ǊŀƴǎŦƻǊƳ ·a[έ ŀƴŘ 

ά¢ǊŀƴǎŦƻǊƳ aŜǎǎŀƎŜέ ǿƻǳƭŘ Ŧŀƛƭ ǳƴŘŜǊ ŎŜǊǘŀƛƴ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ǿƘŜƴ ǘƘŜ ƻǳǘǇǳǘ ·a[ ǿƻǳƭŘ ƴƻǘ ǊŜǎǳƭǘ ƛƴ 

valid XML (i.e. outputting HTML fragments).  The error message received would state "Token Text in 

state Start would result in an invalid XML document. Make sure that the ConformanceLevel setting is set 

to ConformanceLevel.Fragment or ConformanceLevel.Auto if you want to write an XML fragment."  

These same transformations would work with the Transform - XSLT process step. 

FIX - XML Schema Validation - in 3.6 the schema validation workflow activity would fail when the 

schemas contained an include or import directive with no error information.  This functionality 

previously worked in 3.5.4. 

FIX ς Stuck Workflow Commands when Persistent Delay exists - In the case that a solution is configured 

to run an endpoint host on multiple machines marked as primary, workflow commands could get stuck 

in the pending messages tab if the workflow definition contained a persistent delay activity set to delay 

for more than a minute.  This would cause a number of workflows to not continue after the delay 



ŀŎǘƛǾƛǘȅΦ  !ƭǎƻΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǿŀǊƴƛƴƎ ƳŜǎǎŀƎŜ ŎƻǳƭŘ ōŜ ǎŜŜƴ ƛƴ ǘƘŜ ŜǾŜƴǘ ƭƻƎ ά/ƻǳƭŘ ƴƻǘ ǊŜƳƻǾe 

ǿƻǊƪŦƭƻǿLŘ ϥғǿƻǊƪŦƭƻǿLƴǎǘŀƴŎŜL5Ҕϥ ŦǊƻƳ ŘŜƭŀȅŜŘ²ƻǊƪŦƭƻǿǎ ŎƻƭƭŜŎǘƛƻƴέΦ 

FIX - Persistent Delay takes longer under heavy workloads - In the case that the Persistent Delay activity 

was being used in the workflow, the Quartz Scheduler used to resume the workflow could start 

behaving very slowly.  This resulted in the delay activity delaying far longer than expected.  This 

occurred mostly under high workflow loads.  This fix requires a Neuron database update to version 31. 

Neuron Test Client  

FIX ς BodyType property not set ς When sending text (non xml) messages, the ESB Message Header 

property, BodyType, was not being set correctly.  

Business Processes 

FIX - XML Schema Validation - in 3.6 the schema validation process step would fail when the schemas 

contained an include or import directive with no error information.  This functionality previously worked 

in 3.5.4. 

FIX - HTTP Client Utility ς The Selected method (i.e. GET, POST... ) was not getting set during execution a  

URL value was not supplied.  

Endpoint Host  

FIX ς Restart Options for Endpoint Host - Endpoint host would ignore the retry count and retry interval 

properties if both were set to any value of less than 2. It would default both to the value of 3. Retry 

Count can now be set to 0. If Retry interval is set to any value less than 1, it will default to 3. 
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Adapters  

FIX ς SAP Adapter ς When using the Meta Data Harvesting Wizard to generate schemas, IDOC groups 

containing escaped characters would not expand to display IDOC types. 

Security  

NEW ς SalesForce OAuth Provider ς A new SalesForce OAuth Provider has been added to the list of 

OAuth providers that users can select and configure within the Neuron ESB Explorer. 

FIX ς ServiceNow OAuth Provider ς When testing the Client Login within the Neuron ESB Explorer, if the 

test was successful, the following message would be displayed, "Azure Resource Owner Password 

Credentials OAuth Test Successful". This has been corrected to read, "ServiceNow Password Credentials 

OAuth Test Successful". 

FIX ς Thinktecture OAuth Provider ς This provider would not initialize properly. This has been corrected. 

Endpoint Health  

FIX ς Neuron Endpoint Host Logging stops ς If a Neuron Endpoint Host was restarted through Endpoint 

Health, all logging that would typically occur within its respective Endpoint Manager log file would 

cease. 



FIX ς Exception thrown after restart from Endpoint Health ς If a Client Connector was restarted 

manually using Endpoint Health, it would restart successfully. However, on receipt of the next incoming 

request message, it could throw an error similar to the one below: 

Exception'. Message ID 'e38ef787-f8bc-42ce-b974-b926d280320b', Topic '', Source Party 

'System'. Object reference not set to an instance of an object.. Message is being sent to Failed 

Audit System. Party ='System', Message ID ='e38ef787-f8bc-42ce-b974-b926d280320b' 

This could only occur if a Client Connector was configured to execute a Business Process directly, rather 

than attached to a Publisher (Processing Mode set to Business Process), and the Business Process 

contained either an Adapter Endpoint, Service Endpoint, Audit or Execute Process Step. This occurred 

because on manual restart, the existing Business Process process steps were not being disposed of 

properly. 

FIX ς Neuron Endpoint Host Fails on Restart ς The Neuron Endpoint Host may fail to restart if restart is 

initiated directly from Endpoint Health. An error similar to the following may be reported: 

Unable to create the communication API for the Endpoint Host 'Neuron ESB Default Host' on 

URL 'http://localhost:51004/DEFAULT/NeuronESBDefaultHost'. 

System.Exception: Unable to create the communication API for the Endpoint Host 'Neuron ESB 

Default Host' on URL 'http://localhost:51004/DEFAULT/NeuronESBDefaultHost'. ---> 

System.NullReferenceException: Object reference not set to an instance of an object. 

This has been corrected and the Neuron Endpoint Host should restart 

FIX ς Neuron Endpoint Host does not restart on all servers - if an attempt is made to restart the Neuron 

9{. 9ƴŘǇƻƛƴǘ Iƻǎǘ ōȅ ǎŜƭŜŎǘƛƴƎ άwŜǎǘŀǊǘ {ŜǊǾƛŎŜ ƻƴ !ƭƭ aŀŎƘƛƴŜǎέ ƻƴ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳ ƻŦ 9ƴŘǇƻƛƴǘ 

Health, the Endpoint Host would only restart on one machine, regardless of how many machines were 

configured in the Deployment Settings of the Endpoint Host. Additionally, the following warning would 

be logged if more than one machine was configured in Deployment Settings: 

ά/ŀƴƴƻǘ wŜǎǘŀǊǘ 9ƴŘǇƻƛƴǘ Iƻǎǘ ōŜŎŀǳǎŜ ƛǘ ƛǎ ŀƭǊŜŀŘȅ ǊǳƴƴƛƴƎ ƻƴ ƳŀŎƘƛƴŜ Υ ғaŀŎƘƛƴŜ bŀƳŜҔέ 

FIX ς Neuron Endpoint Host does not restart server - if an attempt is made to restart the Neuron ESB 

9ƴŘǇƻƛƴǘ Iƻǎǘ ōȅ ǎŜƭŜŎǘƛƴƎ άwŜǎǘŀǊǘ {ŜǊǾƛŎŜέ ƻƴ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳ ƻŦ 9ƴŘǇƻƛƴǘ IŜŀƭǘƘΣ ǘƘŜ 9ƴŘǇƻƛƴǘ Iƻǎǘ 

may not restart on the machine and instead the following warning would be logged. 

ά/ŀƴƴƻǘ wŜǎǘŀǊǘ 9ƴŘǇƻƛƴǘ Iƻǎǘ ōŜŎŀǳǎŜ ƛǘ ƛǎ ŀƭǊŜŀŘȅ ǊǳƴƴƛƴƎ ƻƴ ƳŀŎƘƛƴŜ Υ ғaŀŎƘƛƴŜ bŀƳŜҔέ 

FIX ς Restarting Neuron Endpoint Host would fail with NON Netbios names ς If a value other than the 

NetBios name of the machine was used in the deployment groups, the Neuron Endpoint Hosts could not 

be restarted using Endpoint Health. 

FIX - KeyNotFoundException on shutdown - When stopping the Neuron ESB Service, an error similar to 

the following could be logged: 



άhǇŜǊŀǘƛƻƴ wŜǉǳŜǎǘΥ CŀƛƭŜŘ ǘƻ ŜȄŜŎǳǘŜ hǇŜǊŀǘƛƻƴ ¢ȅǇŜ ϥ{ǘƻǇϥ ŀƎŀƛƴǎǘ ϥ/ƭƛŜƴtConnector' ID of 

'b225da48-73bb-4759-891d-b91e199f737b' in Endpoint Host 'Neuron ESB Default Host'. 

System.Collections.Generic.KeyNotFoundException: The given key was not present in the 

ŘƛŎǘƛƻƴŀǊȅΦέ 
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Audit Service  

MOD ς Audit Service and missing FailureType ς When using the Audit Process Step or Workflow Activity, 

the Action can be set to Failure.  In such circumstances, the Step/Activity should always be placed in the 

Catch block of an exception handler. In those cases, the Neuron runtime will automatically capture and 

populate the Failure Type and Failure Details before the message is audited. However users can use the 

Step/Activity outside of a catch block when the action is set to Failure. However, the user MUST set the 

failure type and failure details properties. When those are not set, users will an error similar to one 

below in the Audit Service Neuron log file as well as the Neuron ESB event log: 

2019-02-18 00:20:37.782-08:00 [405] ERROR  - Neuron ESB Global Exception Handler - 

ProvideFault - Message Audit Service: The failure type is required 

Parameter name: failureType 

2019-02-18 00:20:37.797-08:00 [405] ERROR - Failed to write the message to the Neuron ESB 

Audit Database for message with 'fa04e783-373c-41c2-b46a-bd1974c2251d' Message ID. Source 

Party, <PartyID>, Source Topic, <TopicName>. The failure type is required 

Parameter name: failureType 

System.ArgumentNullException: The failure type is required 

Parameter name: failureType 

This would indicate that the properties have not been populated and the result would be that the 

message would not be audited. The Audit Service has been modified to populate the properties, if they 

are missing, rather than NOT audit the message, the properties will be provided the following value: 

άbh¢twh±L595έΣ ǎƻ ŀǎ ƴƻǘ ǘƻ ǇǊŜǾŜƴǘ ǘƘŜ ŀǳŘƛǘƛƴƎ ƻŦ ǘƘŜ ƳŜǎǎŀƎŜΦ 

Rabbit MQ Topics 

FIX ς Logging of Fault would fail - In the case where the Rabbit MQ channel faulted on startup of the 

Topic, the exception was not be logged properly, instead an index outside the bounds exception would 

occur. 

Workflow  

FIX ς Quartz Transaction Deadlock ς When running large amounts of workflows, the following error may 

be experienced: 



2019-02-21 13:01:39.020-08:00 [ESBHostScheduler_QuartzSchedulerThread] ERROR - Couldn't 

rollback ADO.NET connection. Transaction not connected, or was disconnected 

System.Data.DataException: Transaction not connected, or was disconnected 

   at 

Quartz.Impl.AdoJobStore.JobStoreSupport.CheckNotZombied(ConnectionAndTransactionHolder 

cth) 

   at 

Quartz.Impl.AdoJobStore.JobStoreSupport.RollbackConnection(ConnectionAndTransactionHold

er cth) 

2019-02-21 13:01:39.020-08:00 [ESBHostScheduler_QuartzSchedulerThread] ERROR - An error 

occurred while scanning for the next trigger to fire. 

Quartz.JobPersistenceException: Couldn't acquire next trigger: Transaction (Process ID 252) was 

deadlocked on lock resources with another process and has been chosen as the deadlock victim. 

Rerun the transaction. ---> System.Data.SqlClient.SqlException: Transaction (Process ID 252) was 

deadlocked on lock resources with another process and has been chosen as the deadlock victim. 

Rerun the transaction. 

This has been resolved. 

FIX ς Correlated Workflows not completing - In the case of a primary-primary workflow setup for load 

balancing, on high load, messages could get stuck reprocessing forever in the workflow host service with 

log entries stating the workflow state is empty.  This results in correlated workflows (or normal 

workflows that use correlated receive and send patterns) not completing and messages getting lost. 

FIX ς Correlated Workflows not completing or messages not being processed correctly - In the case of a 

primary-primary workflow setup for load balancing, on high load, workflow state could return as empty.  

This would cause undesired behavior such as correlated workflows (or normal workflows that use 

correlated receive and send patterns) not completing, messages getting stuck in pending messages, and 

messages not being processed properly. 

FIX ς Failover results in duplicate workflows or workflows not running - For endpoint hosts, when in a 

primary-failover scenario, the workflow endpoints would not properly pick up and reprocess the 

workflows that were running on the primary in the event the primary went down.  This occurred if the 

Neuron instances were not the same name.  In the case that they were the same name, old workflow 

commands from the primary would not be cleaned up on failover. This resulted in duplicate workflows. 

Neuron ESB Explorer  

MOD ς Reporting and logging ReflectionTypeLoadException - Modified how Neuron reports and display 

sReflectionTypeLoadException information to the user and logs. Previously, we were not iterating 

through the collection of loader exceptions and displaying useful information. We also were not 



recording all the information within the Application Event Log. A ReflectionTypeLoadException 

exception could occur if dependent assemblies or types were missing from the path directory when 

launching the Neuron ESB Explorer. 

FIX ς Logging ς All Errors, Warnings, and Informational and Verbose messages can now be logged to the 

Application Event Log. ¢ƘŜ ƭŜǾŜƭ ƻŦ ƭƻƎƎƛƴƎ Ŏŀƴ ōŜ ŎƻƴǘǊƻƭƭŜŘ ǘƘǊƻǳƎƘ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ ŎƻƴŦƛƎ 

file (i.e. NeuronExplorer.exe.configύΣ ǎǇŜŎƛŦƛŎŀƭƭȅ ƛƴ ǘƘŜ άconfiguration\ log4net\appender\ filter\ levelMinέ 

node. The default minimum logging level is set to WARN. Users can configure this to either INFO or 

DEBUG.  

Adapters  

NEW ς ODBC Adapter ς Added support for binary Timestamp datatypes. 

NEW ς Dynamics AX Adapter ς Added the ability to disable caching of the internal proxy used for 

communication. By default, ά/ƻƴƴŜŎǘƛƻƴ /ŀŎƘƛƴƎέ ƛǎ ǎŜǘ ǘƻ ǘǊǳŜΣ ǿƘƛŎƘ ƳŜŀƴǎ ǘƘŜ ǎŀƳŜ ǇǊƻȄȅ ǿƛƭƭ ōŜ 

used for subsequent calls. Setting the property to false will ensure a new proxy is created on every send. 

Additionally, the Security Properties have been renamed. When upgrading, users may have to reset the 

credentials on the adapter endpoint as it will fail to start up if security was previously enabled. 

Business Processes 

NEW ς ODBC Process Step ς Added support for binary Timestamp datatypes. 

Samples 

FIX ς WSDL Service Sample ς The PŀȅƳŜƴǘ {ŜǊǾƛŎŜΩǎ ŀǇǇΦŎƻƴŦƛƎ ŦƛƭŜ ǿŀǎ ƳƛǎŎƻƴŦƛƎǳǊŜŘΣ ŎƻƴǘŀƛƴƛƴƎ ŀ 

trailing slash after the payment service baseaddress. This has been corrected. 
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Adapters  

FIX ς File Adapter ς The incorrect file size could be reported for files when a Publish based file adapter is 

consuming a large batch of files submitted concurrently. 

MOD ς SharePoint Adapter - added support for setting managed metadata properties (TaxonomyFields) 

in lists and libraries.  You can set a managed metadata property the same way you would set other list 

or library properties, exception that instead of just providing a value, you need to provide the value of 

ǘƘŜ ¢ŀȄƻƴƻƳȅ ǘŜǊƳ ƭŀōŜƭ όƛΦŜΦ άaȅ tǊƻǇŜǊǘȅέύ ŀƴŘ ǘƘŜ DǳƛŘ ƻŦ ǘƘŜ ǘŀȄƻƴƻƳȅ ǘŜǊƳ ƛƴ ǘƘƛǎ ŦƻǊƳŀǘΥ 

label|Guid. 

Business Processes 

NEW ς WebSphere MQ ς This is a new process step that allows users to send messages to an MQSeries 

Queue, with all the same capabilities of the existing Neuron ESB WebSphere MQ adapter (including the 

ǎŀƳŜ άǿƳǉέ ƳŜǎǎŀƎŜ ǇǊŜŦƛȄύ. However, this process step also allows users to Query a queue to return 

either the first message in the queue or a message by its message id or correlation id property. When in 

Query mode, the message can be either read (removing the message permanently from the queue) or 

browsed (returning the message and its properties while leaving the original message on the queue i.e. 



peek). When querying by either Message Id or Correlation Id, their respective properties must be set on 

the inbound message before the query like so: 

context.Data .SetProperty( "wmq" , "MQMD.MsgId" , "323456" );  

context.Data.SetProperty( "wmq" , "MQMD.CorrelId" , "xyz323456" );  

 

FIX ς Service Endpoint Process Step - If there was a service fault or timeout exception, the proxy was not 

getting cleaned up. Normally this would not be an issue. However, if the service timeout exceeded a 

number of minutes, this could inadvertently corrupt the underlying proxy. In that case, if the service that 

was called came back up, the proxy may continue to throw timeouts. 

Workflow  

FIX ς Service Endpoint Workflow Activity - If there was a service fault or timeout exception, the proxy 

was not getting cleaned up. Normally this would not be an issue. However, if the service timeout 

exceeded a number of minutes, this could inadvertently corrupt the underlying proxy. In that case, if the 

service that was called came back up, the proxy may continue to throw timeouts. 
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Neuron Explorer   

FIX ς Import/Export ς If the Zone was chosen to export to a *.esb file, when importing, the Zone would 

not be visible in the Import dialog or present within the *.esb file. 

FIX ς Import/Export ς In the Import/Export dialog, Endpoint Hosts were labeled Availability Groups.  

FIX ς Import/Export ς Swagger Documents and Oauth Providers were previously not supported and 

visible within the UI. 

FIX ς Import/Export - ²ƘŜƴ ǿǊƛǘƛƴƎ ƻǳǘ ǊŜǎǇƻƴǎŜ ŦƛƭŜǎΣ ǘƘŜ άavailability-groupέ ǎǿƛǘŎƘ Ƙŀǎ ōŜŜƴ ŎƘŀƴƎŜŘ 

ǘƻ άŜƴŘǇƻƛƴǘ-ƘƻǎǘέΦ !ƭǎƻΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǿƛǘŎƘŜǎ ƘŀǾŜ ōŜŜƴ ŀŘŘŜŘΣ --swagger, --oauth-provider. 

FIX ς Import/Export - Added dependency support to adapter and service endpoints for endpoint hosts. If 

ŀƴ ŜƴŘǇƻƛƴǘ ƛǎ ǎŜƭŜŎǘŜŘ ǘƘŀǘΩǎ ǊǳƴƴƛƴƎ ǳƴŘŜǊ ŀƴ ŜƴŘǇƻƛƴǘ ƘƻǎǘΣ ǘƘŜ ŜƴŘǇƻƛƴǘ Ƙƻǎǘ ǿƛƭƭ ōŜ ŀǳǘƻ ǎŜƭŜŎǘŜŘΦ  

Command Line Tools  

FIX ς Import/Export - Added support for Oauth Providers and Swagger docs.  Availability Group switch 

has been changed to Endpoint Hosts. Command line switches are now:  

-- endpoint-host, --swagger, --oauth-provider 

FIX ς Import ς If a *.esb file was being imported from the command line and it did not have the default 

Neuron Host Endpoint within it, the import would fail and list the following issue: 

ImportConfig Error: 1 : Error occurred creating the metabase reference for 

'c:\ temp\SaveTest.esb'. Entity=Neuron ESB Default Host: The 'Neuron ESB Default Host' was 

added for Endpoints. 



Workflow  

FIX ς Correlated Workflows - If there is more than one instance of neuron marked as primary for the 

endpoint host running correlated workflows (the hosts can be on different machines), each instance 

should pick up and process the messages for the correlated workflows running on the given 

instance.  However, there could be a case where if a workflow was unloading due to, for example, a 

receive message activity, the state of the workflow could be corrupted causing new workflows to start 

up instead of a message correlating back to a running workflow.  The workflows expecting the message 

would also stay in the unloaded state since the receive message activity never received the message to 

allow it to continue.   

FIX ς SQL Deadlocks - If there is more than one instance of neuron marked as primary for the endpoint 

host running correlated workflows (the hosts can be on different machines), each instance should pick 

up and process the messages for the correlated workflows running on the given instance.  However, 

there could be a SQL deadlocking issue that occurred due to the SERIALIZABLE transaction level being 

used.  This has been changed to READ COMMITTED along with using exclusive row hold locks.  A 

database update is required. 

Service Endpoints  

FIX ς Swagger Documents - Added a filter to load only custom swagger documents stored in the 

repository when configuring the client connectors for metadata. Previously we were listing those 

Swagger documents which we ship with Neuron ESB. 

NEW ς SOAP Header Support - Modified SOAP header support to not require a namespace as part of the 

key in the SOAP Headers dictionary. Existing processes will not need to change. Also modified the 

headers to allow the mustUnderstand attribute to be set on the header's root element. 

Adapter Endpoints  

FIX ς Meta Data Generation Wizard ς When attempting to connect using either Dynamics CRM XRM, 

NetSuite or ServiceNow adapters, their respective proxy server configuration was not displayed/used. 

FIX ς MQSeries Adapter ς When setting MQRFH2 headers via C#, if the NameValueCCSID property was 

set to something other than 1208, it was ignored. Also, added string padding implementation to 

properties set that have a string data type to ensure the proper length before the string value is set for a 

property. 
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Neuron Explorer  

NEW ς Start with Solution ς Desktop shortcuts can now be created passing the path of the Neuron 

Solution to the Neuron Explorer executable.  This will launch the Neuron Explorer and auto open the 

designed solution. For example, the following screen shot shows the property window of the desktop 

shortcut: 



 

The value of the target property is set with the location of the Neuron ESB Explorer executable followed 

by the path of the solution to open: 

"C:\Program Files\Neudesic\Neuron ESB v3\DEFAULTDev\NeuronExplorer.exe" 

"D:\Neuron\Testing\3.5Main\DemoSolution2" 

Workflow  

FIX ς Execute Process Activity ς Would not bind to Environment Variables used within the called 

Business Process. 

FIX ς Batch of Messages to Correlated Workflows Deadlock - If a user sent in a large batch of messages 

to a correlated workflow a deadlock issue could occur resulting in workflows not receiving all the 

messages (the messages would fail to the Neuron ESB audit table). This fixes the deadlock issue. A 

database update is required. 

FIX -  Batch of Messages causes Workflow to return Null value - If a user sent in a large batch of 

messages to a workflow instance at once, the resulting collection of commands that is implemented by 

the workflow engine could potentially return a null value due to concurrency locking. 

FIX ς Subsequent changes to Workflow Definition not recognized at runtime - If a user made a change to 

a workflow definition and then saved it, the first time the workflow definition change would be reflected 

in the runtime once the changes were detected. On the second time after saving (without restarting the 

ESB Service), the changes would not get picked up.  

FIX ς Restart of Correlated and Request/Retry Workflows fail - If a user attempted to restart a correlated 

or request reply type workflow from Workflow Tracking, it would not work.  



FIX ς Subsequent Execute Process exceptions are reported incorrectly - If a user had a workflow with an 

execute process activity that throws an exception and they ran it, then changed the exception that is 

thrown in the process, then tried to restart the workflow from workflow tracking, in the workflow 

tracking item, the exceptions reported in the Tracking tab that occurred before the attempted restart 

would be overwritten with the new exception. 

Auditing  

FIX ς SQL Truncation Warnings generated with Auditing - The SQL data type length was incorrect for the 

ReplyToPartyId in the Neuron ESB database. It should be 100 instead of 36. This would cause warnings in 

the previous release when using a Party Id that is longer than 36 characters and that party is used in the 

ReplyToPartyId message header when auditing the message. 

Adapters  

FIX ς REST based Adapters - If a REST adapter returned a response that did not have a content-type 

header, it threw an Object not set exception. 

FIX - MQSeries adapter - if user selected the bindings option, they could receive the following error at 

runtime: Machine name missing. Cannot resolve to DNS entry. 

FIX ς MQSeries Adapter ς When sending a message to MQSeries, the MQRFH2 was not using the 

existing value of the CodedCharSetId of the MQMD header by default, resulting in a CCSID value of 437. 

This has been corrected. However, users can dynamically set the MQRFH2 header (overriding the 

default value) by using the syntax below: 

 context.Data.SetProperty( "wmq" , "MQHRF2.CodedCharSetId" , "1208" );  

 Neuron 3.6.0.1034  

Service Endpoints  

FIX ς JSON interpreted as XML ς If the incoming call to a REST based Client Connector had an HTTP 

content type of application/json+patch, then the following error would be reported.  

The XmlReader used for the body of the message must be positioned on an element. 

FIX ς Transfer Encoding set to Chunked ς If the Transfer Encoding was set to Chunked on the outgoing 

response message, the calling client would not receive the response. 

FIX ς Swagger Port change not applied at runtime - Changing the port for Swagger configuration in the 

appsettings.config file would not have any effect. The swagger help documentation configured on client 

connector would not redirect to the updated new port. 

Adapters  

FIX ς Rabbit MQ Adapter ς Users can now enter a number from -1 to infinite for the Time to Live value. 

This was previously restricted to a range of 0 to 1440. If -1 is entered, Neuron ESB will NOT set the Time 

to Live Value. 



NEW ς MQSeries Adapter ς Support has been added to allow users to specify IPC rather than TCP for all 

local calls to a Queue Manager. The Binding property has been expanded to support 3 options: Server, 

Client and Bindings. When Bindings is selected, the server, port and binding channel will not be passed 

to the open queue manager function, forcing the adapter to use the MQSeries IPC protocol for 

communication rather than TCP over a binding channel.  

Neuron 3.6.0.1031  

Workflow  

FIX ς Execute Process Activity ς wŜǘǳǊƴǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ŀǘ ǊǳƴǘƛƳŜΥ ά¢ƘŜ ǇǊƻŎŜǎǎ ƴŀƳŜŘ Ψ·Ω 

ǿŀǎ ƴƻǘ ŦƻǳƴŘ ƛƴ ǘƘŜ 9{. ŎƻƴŦƛƎǳǊŀǘƛƻƴΦέ ¢Ƙƛǎ ǿŀǎ ƛƴǘǊƻŘǳŎŜŘ ƛƴ ǘƘŜ млол ōǳƛƭŘΦ  

FIX ς C# Workflow Activity - When testing a workflow that contains any C# activity in the workflow 

designer, an object reference error would be thrown. This is regression from a fix in build 1030. 

Adapters  

FIX ς Rabbit MQ Adapter ς Users can now enter a number from zero to infinite for the Time to Live 

value. This was previously restricted to a range of 1 to 1440. 

MOD ς Rabbit MQ Adapter ς Users can now specify that the adapters should attempt to create the 

ǉǳŜǳŜ ƛŦ ǘƘŜ ǉǳŜǳŜ ŘƻŜǎƴΩǘ ŀƭǊŜŀŘȅ ŜȄƛǎǘ ǿƘŜƴ ƛƴ {ǳōǎŎǊƛōŜ ƳƻŘŜΦ ! ƴŜǿ ǇǊƻǇŜǊǘȅ ŎŀƭƭŜŘ ά/ǊŜŀǘŜ 

vǳŜǳŜέ ǿƛƭƭ ōŜ ǾƛǎƛōƭŜ ǿƘŜƴ ǘƘŜ ǳǎŜǊ ǎŜǘǎ ǘƘŜ άwƻǳǘƛƴƎ aƻŘŜέ ǇǊƻǇŜǊǘȅ ƻŦ ǘƘŜ ŀŘŀǇǘŜǊ ǘƻ άvǳŜǳŜέΦ LŦ ǘƘŜ 

Create Queue property is set to True (default is false), Neuron will attempt to create the queue before 

sending the message. 

Neuron 3.6.0.1030  

Neuron ESB Runtime  

MOD ς Reducing startup time for multi core machines - All Endpoints and Topics are now started in 

parallel utilizing all available cores on the machine, reducing overall CPU utilization and total time 

required for starting complex solutions on machines with multiple cores 

MOD ς Synchronization of startup ς There were conditions where the endpoints assigned to Endpoint 

Hosts could signal they are ready for processing before other Endpoint Hosts were fully up. This has 

been corrected. 

FIX ς Single Instance Not Failing over when hosted in ESB Service - If a user had a single instance 

endpoint hosted in the ESB Service rather than in an Endpoint Host, the endpoint would not failover 

upon the primary instance stopping. 

FIX ς 1. Memory Leak when Adapters set for Single Instance and misconfigured ς If a user has an adapter 

endpoint configured for Single Instance mode and set to run under the ESB Service (rather than an 

9ƴŘǇƻƛƴǘ Iƻǎǘύ ŀƴŘ ǘƘŜ ŀŘŀǇǘŜǊ ŜƴŘǇƻƛƴǘΩǎ ǇǊƻǇŜǊǘƛŜǎ ŀǊŜ ƴƻǘ ŎƻƴŦƛƎǳǊŜŘ ŀǇǇǊƻǇǊƛŀǘŜƭȅ ǘƻ ŀƭƭƻǿ ƛǘ ǘƻ 

successfully start, errors similar to the one below will be continually generated. In the example below, 



an Environmental Variable was being used to configure a port on an FTP Adapter Endpoint, but the value 

had not been set: 

The FTP_PaymentPickup failed to start. Error occurred attempting to set the 'Port' property 

using the '{$PaymentPort}' Environment Variable. The environment variable PaymentPort has 

not been set 

In this case, the start of the adapter endpoint would fail, causing control to revert to the next server, 

which would also fail to start if running the same configuration. From there the startup process would 

continually repeat itself several times a minute. If left unattended for a significant period of time (30+ 

hours), any connections to a TCP based Topic may fault, placing the adapter endpoint in an unstable 

ǎǘŀǘŜ ǿƘŜǊŜ ƛǘΩǎ ǳƴŀōƭŜ ǘƻ ǎƘǳǘ Řƻǿƴ ƛƴǘŜǊƴŀƭƭȅΣ ƭƻŎƪƛƴƎ ƛǘǎ ǊŜǎƻǳǊŎŜǎΦ ¢ƘŜ ǎȅƳǇǘƻƳ ƻŦ ǘƘƛǎ ǿƻǳƭŘ ōŜ 

continued nonstop logging of the following:  

2019-01-05 19:25:13.768-07:00 [197] INFO  - Attempting to stop... 

At this point, new instances of the party would be created on every attempted start of the adapter 

endpoint. Eventually, after several days, this could result in the exhaustion of winsock resources and 

memory for the host process. With this fix, if an error conditions results in the Adapter Endpoint failing 

to start, the adapter endpoint will clean up its resources if the connection to TCP based Topics fault. 

FIX ς 2. Memory Leak when Adapters set for Single Instance and misconfigured ς If a user has an adapter 

endpoint configured for Single Instance mode and set to run under the ESB Service (rather than an 

9ƴŘǇƻƛƴǘ Iƻǎǘύ ŀƴŘ ǘƘŜ ŀŘŀǇǘŜǊ ŜƴŘǇƻƛƴǘΩǎ ǇǊƻǇŜǊǘƛŜǎ ŀǊŜ ƴƻǘ ŎƻƴŦƛƎǳǊŜŘ ŀǇǇǊƻǇǊƛŀǘŜƭȅ ǘƻ ŀƭƭƻǿ ƛǘ ǘƻ 

successfully start, errors similar to the one below will be continually generated. In the example below, 

an Environmental Variable was being used to configure a port on an FTP Adapter Endpoint, but the value 

had not been set: 

The FTP_PaymentPickup failed to start. Error occurred attempting to set the 'Port' property 

using the '{$PaymentPort}' Environment Variable. The environment variable PaymentPort has 

not been set 

In this case, the start of the adapter endpoint would fail, causing control to revert to the next server, 

which would also fail to start if running the same configuration. From there the startup process would 

continually repeat itself several times a minute. If the error condition is left unattended and unresolved, 

the system would experience a gradually increasing memory leak.  

Logging and Monitor ing 

FIX ς Workflow Endpoints status set to Stopped in Endpoint Health ς If there are only Workflow 

Endpoints assigned to an Endpoint Host, they will always display in a Stopped state within Endpoint 

Health, even if started. This only occurred if there were no other types (i.e. Adapter or Service 

Endpoints) assigned to the same Endpoint Host. 



FIX ς Not logging correct number of Endpoints that were started under an Endpoint Host ς When set for 

informational logging, Neuron should log a message similar to the one below with the correct number of 

endpoints. Before this fix, the endpoint count was always logged as zero: 

2018-12-20 14:59:40.304-05:00 [1] INFO  - Operation Request: Operation StartAll Completed 

successfully against '7' endpoints in Endpoint Host ΨbŜǳǊƻƴ 9{. 9ƴŘǇƻƛƴǘ IƻǎǘΩ 

Workflow  

FIX ς Unloaded Workflows generating Temp Files - Code activities would be compiled again if the 

workflow came back from being unloaded causing temp files to be created at a high rate if the user had 

workflows that go unloaded then resume and hit a code activity. Now we have a collection and 

workflow extension that allows the type and method info to be stored for code activities which are 

restored upon execution of the code activity. 

FIX ς Workflows processing children of Subtopics ς Workflows would process children of sub topics that 

they did not have specific subscription to, but that the underlying Subscriber object did. For instance, if a 

ǿƻǊƪŦƭƻǿ ǿŀǎ ŎƻƴŦƛƎǳǊŜŘ ǘƻ ǊŜŎŜƛǾŜ ƳŜǎǎŀƎŜǎ ŦǊƻƳ ǘƘŜ ά¢ƻǇƛŎ!ΦhǊŘŜǊǎέ ǘƻǇƛŎΣ ƛǘ ǿƻuld also receive 

ƳŜǎǎŀƎŜǎ ŦǊƻƳ ŀƴȅ ǎǳōǘƻǇƛŎ ƻŦ hǊŘŜǊǎ ǎǳŎƘ ŀǎ ά¢ƻǇƛŎ!ΦhǊŘŜǊǎΦtǳǊŎƘŀǎŜǎέ LC ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ {ǳōǎŎǊƛōŜǊ 

object had a subscription to ά¢ƻǇƛŎ!ΦhǊŘŜǊǎΦtǳǊŎƘŀǎŜǎέ ŀǎ ǿŜƭƭ ŀǎ ά¢ƻǇƛŎ!ΦhǊŘŜǊǎέ. 

 

FIX - Semaphores errors reported - Semaphores weren't being released properly in all situations such as 

when a workflow aborted due to an unhandled exception in certain rare cases. For example, if the 

workflow aborted from an unhandled exception (e.g. the temp directory is full causing c# activities to 

not compile/execute causing some timeout exception to occur in the actual workflow application itself 

όƛƴ aƛŎǊƻǎƻŦǘΩǎ ŎƻŘŜύύΦ 

FIX ς Quartz Scheduler errors reported in log - A quartz scheduler error could occur when attempting to 

store job and trigger data. The error would state that the trigger already exists with the given name. 

Now we do a delete and add effectively updating the trigger. 

FIX ς Correlation within a Timeout within a Loop fails - If there is a workflow with a receive message 

activity within a timeout activity within a loop, if the receive message step causes the workflow to go 

unloaded, then when a message is received to resume the workflow, that message would start another 

workflow instead of correlating to the receive message. 

Adapters  

FIX ï SAP Adapter ï When configured as an IDOC listener, if the same IDOC segment was defined in two 

different IDOCs, but each one has a different customization, the second IDOC would fail during 

serialization. This has been corrected.   

Business Processes 

FIX ς Transform Process Step throws Exception when Testing ς When testing the Transform ς XSLT 

process step within the Business Process Designer, an Object reference not set to an instance of an 

object exception would be thrown. This was a regression in Transformation - XSLT that was introduced 



when we fixed the step to use the output settings from the XSLT provided in build 3.6.0.991. This did not 

affect runtime. 

Service Endpoints  

MOD ς REST Endpoints with Policy would not log response message with status code ς In some cases, if 

a Service Policy associated with a REST endpoint executed and Audited the failure, the response 

message (if any) returned from the server hosting the REST service may not be audited with the Status 

Code and Status Description. 

Neuron 3.6.0.1012  

Business Processes 

MOD ς Audit Process Step ς Support has been added to audit messages with extended HTTP Status 

Codes. If we detect that the message has an extended code not supported by .NET (i.e. 207, 422, etc.), 

we will ŎƭƻƴŜ ǘƘŜ ƳŜǎǎŀƎŜ ōŜŦƻǊŜ !ǳŘƛǘƛƴƎ ƛǘΦ .ŜŦƻǊŜ ǘƘŜ !ǳŘƛǘ όōǳǘ ŀŦǘŜǊ ǘƘŜ ŎƭƻƴŜύΣ ǿŜΩƭƭ ǊŜǎŜǘ ǘƘŜ I¢¢t 

Status Code to the nearest hundred starting with the first digit of the extended code (i.e. 207 would 

become 200). The original extended code will be prepended to the HTTP Status Description of the ESB 

Message. 

FIX ς HTTP Client Utility Process Step ς If the full URL path was set in the HTTP Client Utility, the 

subsequent call to a Service Endpoint would not use the URL but instead use the URL it was originally 

configured with. 

FIX ς HTTP Client Utility Process Step ς If the full URL path was set using either Environment Variables, 

Context Properties, Global Variables or Message Properties, the underlying properties of the ESB 

Message object would not be set correctly. This would affect LocalPath, To and the Addressing.To 

properties. 

FIX ς HTTP Client Utility Process Step ς If JSON was inserted in the Body property when set to Raw, the 

braces would be stripped out of the resulting body when passed to the service. 

MOD ς Tracing to Business Process Design window during testing ς Several steps were not doing this 

including ODBC, Audit, Service and Adapter Endpoint Process steps. Also, the Neuron ESB Explorer has 

been configured to output Debug level traces by default.  

MOD ς Service Endpoint Process Step ς If a MessageSecurityException or ProtocolException is generated 

during the sending of a message using REST, Neuron ESB will automatically attempt to retry the service 

call after recreating the underlying proxy, message and HTTP headers.  

FIX ς Adapter Endpoint Process Step ς if executed within a Process directly tied to a Client Connector 

rather than to a Publisher, a Topic Null Exception could occur: 

FIX ς Audit Process Step ς When using during design time testing, if the proxy created faulted and 

another attempt to test is made, the user may receive the following warning message: 



MAXIMUM number of Audit Proxies '1' have already been created. WAITING for an Audit Proxy 

to become available. 

Neuron ESB Runtime 

MOD ς Single Instance Failure ς When an Endpoint marked as single instance would fail over to another 

service, it could be due to a database error that would be logged in the master log file, but not in the 

actual log file of the endpoint affected.  

MOD ς Single Instance Failover - An Endpoint marked as single instance would fail to start if the 

Endpoint is assigned to run under an Endpoint Host. This has been corrected so now it starts. However, 

the single instance configuration will be ignored. Single instance behavior must now be configured using 

the Deployment Settings tab of the Endpoint Host. 

FIX ς CPU Usage Spikes and Slow startup ς When running on a machine with 2 or fewer cores with a 

configuration that included a dozen or more Endpoint hosts, the runtime may experience delays in 

starting and CPU usage of 100%.  

Neuron ESB Explorer 

FIX ς Deleting a Sub Topic ς If a user attempted to delete a sub topic that was positioned before the last 

sub topic in the grid, a System.IndexOutOfRangeException could be generated when the user attempts 

to Apply the change.  

Service Endpoints  

FIX ς Client Connector URL not matched to incoming URL ς During an incoming REST based API URL 

request, the incorrect Client Connector could be matched to the incoming request if there were more 

than one Client Connector URL that starts with the incoming URL. For example, an incoming request url 

of http://mymachine/test/v1/summary?GPID=5 could be matched with either a Client Connector URL of 

http://mymachine/test/v1/summary/benefits or one with a url of http://mymachine/test/v1/summary . 

Now, Neuron ESB will do an exact match first and, only if there is not an exact match, fall back to find a 

Client Connector url that contains the incoming url.  

MOD ς Service Endpoint ς If a MessageSecurityException or ProtocolException is generated during the 

sending of a message using REST, Neuron ESB will automatically attempt to retry the service call after 

recreating the underlying proxy, message and HTTP headers.  

Adapter Endpoints  

FIX - Dynamics AX Adapter ς Fixed issue that when a stored credential was selected in the property grid 

of the adapter endpoint, if you clicked on the dropdown list of Service URLs you would only see the list if 

the currently logged-in user has permission to call the Query Service in the Dynamics AX server. 

FIX - Dynamics AX Adapter ς Fixed issue that when running the Metadata Generation wizard, if you 

selected the Dynamics AX Adapter from the Registered Adapter dropdown list, an exception would be 

thrown stating that the AOS Server Name property could not be blank. 

http://mymachine/test/v1/summary?GPID=5
http://mymachine/test/v1/summary/benefits
http://mymachine/test/v1/summary


FIX - SAP Adapter ς fixed issue when using the Metadata Generation Wizard to create sample XML for 

customized IDOCs. 

NEW - SAP Adapter ς Added support for transactions in SAP.  When an SAP Adapter endpoint is 

configured as transactional, any message that is processed by the adapter endpoint without the 

property sap.TransactionId will create a new connection to SAP and create a transaction ID that is 

associated with that connection.  The transaction ID will be included with the response message from 

SAP as the message property sap.TransactionId.  This transaction ID must be added as the message 

property sap.TransactionId  on all following message that are part of the transaction (including commit 

and rollback).  This will ensure the calls to SAP occur over the same connection.  You can then send a 

BAPI_COMMIT_TRANSACTION or BAPI_ROLLBACK_TRANSACTION to SAP to commit or rollback all the 

previous transactional messages. The lifetime of the connection is controlled by the adapter endpoint 

property Transaction ID Expiration. 

Workflow  

FIX ς C# Workflow Activity ς When opening the C# Workflow Activity in the Workflow Designer, the 

following error may occur: 

System.InvalidOperationException: Collection was modified; enumeration operation may not 

execute.  

FIX ς Workflow Processing Message Twice - After saving a Neuron ESB solution for a running instance 

with workflow endpoints, multiple workflow host services could start up for a single endpoint. This 

would mean a single message gets processed twice (at the same time) by a given workflow 

endpoint.  This issue occurred only if the Party that the workflow endpoint is assigned to did not get 

disposed before the OnConfigurationChanged event executed in the WorkflowHostService, which could 

be the case since it runs asynchronously.  The issue had a chance to occur only when the workflow 

endpoint itself had a configuration change (e.g. changing the endpoint to run a different workflow, 

ŎƘŀƴƎƛƴƎ ǘƘŜ ŜƴŘǇƻƛƴǘΩǎ ǇŀǊǘȅΣ ŜǘŎΦύ ŀǎ ǘƘŜ ǿƻǊƪŦƭƻǿ ŜƴŘǇƻƛƴǘ ƻƴƭȅ ƎŜǘǎ ǊŜǎǘŀǊǘŜŘ ǳǇƻƴ ǎǳŎƘ ŎƘŀƴƎŜǎΦ 

MOD ς Service Endpoint Activity ς If a MessageSecurityException or ProtocolException is generated 

during the sending of a message using REST, Neuron ESB will automatically attempt to retry the service 

call after recreating the underlying proxy, message and HTTP headers.  

Monitoring  

FIX ς Endpoint Health ς Pending counter for Workflow incorrect - ¢ƘŜ άtŜƴŘƛƴƎέ counter for workflow 

endpoints in the Endpoint Health Monitor in Neuron Explorer could increment in some cases but not 

decrement when it should causing the counter to be incorrect. This issue shouldn't affect the runtime or 

the execution of workflows. This has been corrected. 

MOD ς Endpoint Health ς A Process ID column has been added to show the process id of the Endpoint 

Host. 



FIX ς Clear Errors and Warnings generates UI error ς In Endpoint Health, if a user right clicks on a row 

that has errors in it, and selects "Clear Errors and Warnings", the user will get the error below, but the 

errors are successfully cleared: 

System.ArgumentException: Key not found: 'Errors' 

Neuron 3.6.0.995  

Business Processes 

FIX - Timeout Process Step would fail with unhandled exception ς If a C# step was placed within the 

Timeout Process step block and the Configuration or Log object was accessed, an unhandled exception 

would be thrown. 

FIX ς Audit Process Step would not record Process Name ς When auditing a message, the name of the 

current Business Process was not being captured and audited with the message. This would result in the 

Process Name row of the Neuron Properties within the Audited message to be blank. 

FIX ς Excel to XML Process Step would not process mixed datatype columns ς If there were mixed 

datatype values within a column, some of the values may not get processed and outputted in the final 

xml.  

Runtime  

FIX ς Publishing a message may through a Null Exception ς Under certain circumstances, if an endpoint 

is publishing a message at the same time an underlying change to the configuration was detected, a null 

exception could occur when iterating through the Business Processes to determine what would need to 

be executed prior to the send. The following error may be recorded: 

System.NullReferenceException: Object reference not set to an instance of an object. 

   at 

Neuron.Esb.Internal.PipelineRuntimeHelper.<>c__DisplayClass3.<ApplyPipelines>b__1(ClientPip

elineItem pipeline) 

   at System.Linq.Enumerable.WhereArrayIterator`1.MoveNext() 

   at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines(ESBClientContext context, 

ESBMessage& message, Boolean applyOnPublish, Boolean applyOnReceive) 

Neuron 3.6.0.991  

Adapters  

FIX ς FTP Adapter ς When using the FTP Adapter in Subscribe mode and SSL is configured with a 

certificate, the adapter would not recognize the certificate. 

MOD ς Azure Service Bus Adapter - AuthenticationMode property has been removed. Authentication 

mode is always SAS as ACS has been deprecated. 



FIX ς Azure Service Bus Adapter ς When processing JSON messages, the following error could occur: 

Cannot access a disposed object. Object name: 'BufferedInputStream'. 

FIX - Salesforce adapter ς Fixed issue that was introduced with the release of Salesforce SOAP API 

version 43, the generation of SObject-ōŀǎŜŘ ǎŎƘŜƳŀǎ ǊŜǘǳǊƴŜŘ ǘƘŜ ŜǊǊƻǊ άέ ǿƘŜƴ ǳǎƛƴƎ ǾŜǊǎƛƻƴ по ƻǊ 

later. 

FIX - Salesforce adapter ς Metadata generation did not create XML samples for many of the core 

operations.  This has been fixed. 

NEW - Salesforce adapter ς Added support for Salesforce SOAP API version 44 

Installer  

MOD ς Bootstrap Installer .NET dependency ς The Neuron ESB installer prerequisite is now .NET 4.0, 

rather than 4.7.1.  If 4.7.1 is not installed, the setup process will prompt the user to download and 

install. 

MOD ς Event Processing Service startup ς This service will no longer be automatically started as part of 

the Neuron Installation process. 

Runtime  

MOD ς Reliability Policy added to SQL Operations ς Retry policies have been added to all SQL Reader 

and Command operations to accommodate occasional network disruptions between the Neuron ESB 

Server and the Microsoft SQL Server 

FIX ς Single Instance prematurely Fails Over ς If an adapter endpoint is marked as single instance, it 

could prematurely fail over to the secondary node, even though there is no failure, if there was a SQL 

server network disruption. 

Business Processes 

FIX ς Audit Process Step ς When attempting to audit a message that contains an extended HTTP Status 

code not natively supported by .NET, a serialization would occur. Now if Neuron detects an extended 

HTTP status code, it is set to NULL before the auditing process.  

FIX ς XSLT Transform Process Step ς The xsl:output element would not be processed by the 

transformation step. 

Workflow  

FIX ς Adding Workflow Assembly References ς If a user added an assembly reference to the workflow 

ǳǎƛƴƎ ǘƘŜ άҌέ ōǳǘǘƻƴ ƻƴ ǘƘŜ ǿƻǊƪŦƭƻǿ ŘŜǎƛƎƴŜǊΣ ǘƘŜƴ ŀŘŘŜŘ ŀ ŎІ Ŏƭŀǎǎ ƻǊ ŦǊŀƎƳŜƴǘ ŀƴŘ ǊŜƳƻǾŜŘ ǘƘŜ 

reference from the code editor for the class/fragment, then tried to add another workflow reference 

ǳǎƛƴƎ ǘƘŜ άҌέ ōǳǘǘƻƴΣ ŀƴ ŀǊǊŀȅ ƻǳǘ ƻŦ ōƻǳƴŘǎ ŜȄŎŜǇǘƛƻƴ ǿƻuld occur. 

FIX ς Adding a Variable to a Workflow ς If a user added a variable that was a generic that contained a 

non-serializable type (e.g. having a List of a non-serializable type), when running the workflow they 



would see exceptions in the log stating that a serialization exception occurred.  This would happen if the 

generic itself was serializable, but the containing type was not. 

FIX ς Adding an Assembly to a Workflow from the GAC ς If a user added an assembly reference from the 

GAC to a workflow or c# activity, the workflow designer would throw an exception stating the 

referenced assembly could not be found when attempting to apply the workflow changes.   

FIX ς Adding a reference to the Microsoft.CSharp Assembly ς If a user had a workflow with a code 

activity that referenced the Microsoft.CSharp assembly, the compiler for the code activity would throw 

an exception stating the assembly could not be found when reaching the code that depends on the 

assembly. 

FIX ς Persistent Delay Activity does not Resume when used in a Correlated Type Workflow ς If a user had 

a correlated type workflow that contained a Delay activity with a delay greater than a minute, the 

workflow would not resume after the delay had elapsed. 

FIX ς Persistent Delay before a Receive Message Activity would cause Messages to not be Queued for 

the Receive Message Activity ς If a user had a Persistent Delay somewhere before a Receive Message 

Activity, any messages sent to that correlated workflow during the delay and before the Receive 

Message Activity was executed would not be queued for the receive. 

FIX ς Workflow Resuming from a Persistent Delay would not clear the Needed Database Tables ς If a 

user had a Persistent Delay, when the workflow resumed from the delay and completed or aborted, the 

necessary database tables and in-memory collections would not be cleaned up. 

Topics 

FIX ς Rabbit MQ Topic Dead Letter Queue Infinite loop ς LŦ ŀ ƳŜǎǎŀƎŜ ǿŀǎ ǊƻǳǘŜŘ ǘƻ bŜǳǊƻƴΩǎ ƛƴǘŜǊƴŀƭ 

Rabbit MQ Dead Letter Queue and it was missing required properties, specifically the Topic name, 

Neuron would return a negative acknowledgment and re-queue the bad message. This could result in an 

infinite loop causing considerable CPU usage. Moving forward, a negative acknowledgment is still 

returned, however an attempt will be made to audit the message to the failed message table. Otherwise 

it will be written to the endpoint log rather than returned to the queue.  If the Topic property is missing, 

ǘƘŜ ǾŀƭǳŜ ά¦bYbh²bέ ǿƛƭƭ ōŜ ǊŜǇƻǊǘŜŘ ƛƴ ƛǘǎ ǇƭŀŎŜΦ 

FIX ς Rabbit MQ Topics ς If error occurred during the receipt of a message from the dead letter queue, 

the error count would not be incremented in Endpoint Health. 

FIX ς Rabbit MQ Topic Subscriber Queue Infinite loop ς LŦ ŀ ƳŜǎǎŀƎŜ ǿŀǎ ǊƻǳǘŜŘ ǘƻ bŜǳǊƻƴΩǎ ƛƴǘŜǊƴŀƭ 

Rabbit MQ Subscriber Queue (representing the Neuron Subscriber) and it was missing required 

properties, Neuron would return a negative acknowledgment and re-queue the bad message. This could 

result in an infinite loop causing considerable CPU usage for the duration of the Time to Live period 

specified on the Topic (which by default is 1 day). Moving forward, a negative acknowledgment is still 

returned, however an attempt will be made to audit the message to the failed message table. Otherwise 



it will be written to the endpoint log rather than returned to the queue.  If the Topic property is missing, 

ǘƘŜ ǾŀƭǳŜ ά¦bYbh²bέ will be reported in its place. 

Neuron 3.6.0.975  

Installer  

MOD ς WS-Discovery port disabled by default ς the WS-Discovery announcements on port 9021 has 

been disabled by default. Previously, during installation, the Discovery Service could fail start during the 

install because of the WS-Discovery service port being blocked. This seems to be introduced recently on 

Windows 10. This can be manually enabled by settiƴƎ άWSDiscoveryEnabledέ ŦƭŀƎ ƭƻŎŀǘŜŘ ƛƴ !ǇǇ{ŜǘǘƛƴƎǎ 

in the DiscoveryService.exe.config file to true.  

MOD ς MSI package is now digitally signed. 

Workflow  

FIX ς Namespace parsing error at design time for custom assembly references ς This could occur in the 

designer within a C# workflow activity if referencing an external custom assembly.  This bug was 

introduced in build 3.6.0.937. 

Neuron 3.6.0.96 8 

Logging 

FIX ς Client API Logging ς All logging functions in Neuron ESB 3.6 were moved to Log4Net. When using 

the Neuron ESB Client API hosted in external .NET applications, logging can be enabled by adding the 

ŀǇǇǊƻǇǊƛŀǘŜ ƭƻƎпƴŜǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǘƘŜ άŎƻƴŦƛƎǳǊŀǘƛƻƴέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ŀǇǇΦŎƻƴŦƛƎ ŦƛƭŜΦ ¢ƘŜ 

following is an example of log4net configuration that can be added to the app.config file to enable the 

Neuron ESB Client API to log to a text log file using the log4net Rolling File Appender: 

  <configSections > 
    <section  name=" log4net "  type =" log4net.Config.Log4NetConfigurationSectionHandler, 
l og4net " />  
  </ configSections > 
 
  <log4net > 
    <appender  name=" File1Appender "  type =" log4net.Appender.RollingFileAppender " > 
      <file  value =" log - file - 1.txt "  />  
      <appendToFile  value =" true "  />  
      <ImmediateFlush  value =" true "  />  
      <PreserveLogFileNameExtension  value =" true "  />  
      <StaticLogFileName  value =" false "  />  
      <rollingStyle  value =" Composite "  />  
      <datePattern  value =" - yyyy - MM- dd"  />  
      <maxSizeRollBackups  value =" 10"  />  
      <maximumFileSize  value =" 100MB"  />  
      <layout  type =" log4net.Layout.PatternLayout " > 
        <conversionPattern  value =" %date{yyyy - MM- dd HH:mm:ss.fffzzz} [%thread] % - 5level -  
%message%newline%exception" />  
      </ layout > 
    </ appender > 
    <root > 



      <level  value =" INFO" />  
    </ root > 
    <logger  name=" NeuronEventLog " > 
      <level  value =" ALL" />  
      <appender - ref  ref =" File1Appender " />  
    </ logger > 
  </ log4net > 

FIX ς Adapter Endpoint Logging ς If Adapter Endpoints were configured to run in an Endpoint Host, 

logging levels were not honored. Changes in the logging level via the Configure Server dialog were not 

reflected in the Endpoint Host. This has been corrected. 

Workflow  

FIX ς Execute Process Workflow Activity ς Calling a Business Process from a Workflow using the Execute 

Process Workflow Activity would succeed during design time testing but would fail at runtime with the 

following error reported in Workflow Tracking:  

¢ƘŜ tǊƻŎŜǎǎ ƴŀƳŜŘ ά·έ ǿŀǎ ƴƻǘ ŦƻǳƴŘ ƛƴ ǘƘŜ 9{. /ƻƴŦƛƎǳǊŀǘƛƻƴΦ  

FIX - C# Code/Class Workflow Activity - If referencing a dll that wasn't in the GAC in a workflow C# 

code/class activity (i.e. a custom reference where user placed the dll in the Neuron Instance Folder and 

added the reference to the workflow), an error would be displayed anytime the code was recompiled or 

saved. 

FIX - C# Class Workflow Activity - After initially dragging on a C# class activity, if a user opens the activity 

in the code designer, the generated code block would be missing. Closing and reopening the editor 

would display the correct generated code block. 

FIX ς Adapter Endpoint Activity ς A key not found exception could occur when a user changes the 

adapter endpoint properties for an adapter selected in an adapter endpoint workflow activity while the 

service is running. 

FIX ς Renaming Referenced Entities in Workflows - If a user had an execute process, service endpoint, 

adapter endpoint, or publish activity in a workflow, renaming the referenced business process, service 

endpoint, adapter endpoint, or topic would not automatically update their name property within the 

workflow activity. 

FIX ς Renaming Business Process in Workflows - Renaming any business process or service endpoint 

would result in any workflow definition that had an execute process or service endpoint activity to lose 

the defined process or service in the workflow designer.  This only happened at the designer level and 

did not affect the running workflow definition unless the user applied and saved the changes. 

FIX - Workflow Designer closes with unsaved changes when referenced object is renamed - If a user has 

an adapter/service/topic or Business Process referenced in a corresponding activity (i.e. adapter 

endpoint activity), and the user has multiple workflow designers open that reference the same adapter, 

the non-active workflow designers would close if the adapter was renamed. This could cause users to 

lose any changes that haven't been applied in the workflows that close.  The activity must be in view for 



this to happen. Now we will display a prompt telling the user to manually update the references in the 

non-active designers with pending changes.  

FIX - Workflow Designer Apply button becomes enabled when unmodified - If a user had an adapter 

endpoint referenced in a corresponding adapter endpoint activity in multiple workflow designers, 

switching between them after renaming the endpoint would cause the apply button to become enabled 

on unmodified workflows. 

Adapters  

FIX ς Dynamics CRM Web API Adapter ς Users may receive the following error message due to a missing 

Content-Type header: 

The Microsoft Dynamics CRM ²Ŝō !tL ŜƴŘǇƻƛƴǘΣ ΨaȅŀŘŀǇǘŜǊbŀƳŜ', failed to send the message. 

The value cannot be null or empty. 

Parameter name: mediaType 

FIX ς Dynamics CRM Web API Adapter ς If the Adapter received a message from a Client Connector, the 

following warning could be written to the Neuron ESB log file:  

"Bytes to be written to the stream exceed the Content-Length bytes size specified" 

FIX ς Dynamics CRM Web API Adapter ς If the Token expired, it would not refresh as expected and 

would throw the following error: 

The request message was already sent. Cannot send the same request message multiple times. 

FIX - Dynamics CRM Online Plugin - changed target framework to 4.5.2 to match Dynamics 365 online 

.NET framework requirements. 

MOD ς Salesforce Adapter - Added support for latest versions of the Salesforce SOAP API through 

version 43 

MOD ς NetSuite Adapter - Added support for latest versions of the NetSuite API through version 2018.2 

FIX - SAP Adapter ς RFC and BAPI requests that contain table data as input parameters would throw the 

following exception:  

Sequence contains more than one matching element 

FIX - MQSeries Adapter - Using the adapter in Publish mode to read messages that include RFH2 headers 

and custom properties, the length of the RFH2 header would be appended to the the body of the 

message. 

FIX - MQSeries Adapter - Using the adapter in Subscribe mode to send messages that include RFH2 

NameValueData headers, a Memory stream is not expandable exception may occur. 



Service Endpoints  

MOD - BasicHttpRelay ς Binding now provides appropriate security options and the ability to not require 

clients to send the relay an access token with each request. 

FIX ς Client Connector Fails to start ς If the Client Connector was configured to run a Business Process 

rather than interact directly with the Messaging sub system and the Endpoint Host property was left 

blank, the Client Connector would fail to start.  

MOD - Webhttprelay ς Binding now provides the ability to not require clients to send the relay an access 

token with each request. 

FIX ς Webhttp and Webhttprelay ς Responses were always encoded as ASCII. Now responses are 

encoded based on the incoming request. 

FIX ς HTTP Headers not case insensitive ς HTTP Headers were not accounting for headers that were not 

properly cased. This could result in errors similar the following: 

Exception: The 'transfer-encoding' header must be modified using the appropriate property or 

method. 

Parameter name: name 

Method: ThrowOnRestrictedHeader 

FIX ς Policy for REST Codes not firing ς If a service policy was configured to fire for any selected HTTP 

Status code that does not result in a runtime exception being thrown (such as 500), the policy would not 

fire.  

Neuron 3.6.0.945 

Business Processes 

FIX ς Debugger throws ArgumentNullException ς When launching the Business Process Debugger with a 

Business Process that does NOT have any 3rd party external .NET assemblies referenced, the debugger 

would throw an ArgumentNullException. 

Adapters  

FIX ς NetSuite Adapter - production and sandbox accounts require an account-specific URL when making 

Web service calls.  Previously, calls made with production or sandbox accounts would fail unless the 

correct URL was set in the NetSuite Service URL property in the adapter endpoint properties.  Now the 

adapter will retrieve the correct URL for every account type through a call to NetSuite's data center URL 

rest service. 

FIX ς FTP Adapter ς When using ImplicitSSL mode set to TLS, the following error may be reported: 

System.ArgumentNullException: Value cannot be null. 

Parameter name: cert 



Services 

FIX ς Client Connector URL throws Fault when called ς Under very specific circumstances, specifically if 

the incoming URL is resolved to a different case then the client connector URL, the client connector may 

throw a fault back to the calling client with an error message similar to the following: The current service 

instance for the 'https://machine/myurl' url could not be found.   

Configuration  

FIX ς Exporting Client Connector Endpoint generates Error ς When exporting a Client Connector 

Endpoint that has Messaging disabled, a Topic not found error would be generated. 

Neuron 3.6.0.937  

Services 

FIX ς Service Connector using Windows Credentials Authentication ς When hosting a Service Connector 

in an Endpoint Host where the Service Connector is configured to use a Windows Credentials using 

either the Transport:Basic or HttpBasic Security Model, the credential information would not be 

forwarded to the service. 

MOD ς Swagger Support ς Support for Swagger UI has been upgraded to version 3.0 

FIX ς ADP OAuth Provider ς After 60 minutes the OAuth Token would expire and not renew. This was 

due to ADP throwing a protocol exception rather than a message security exception. The Token now 

automatically renews when expired. 

FIX ς Service Connector obfuscating true Exception ς If a user received a message security exception on 

a SOAP service connector, they would receive the following error instead of the actual error: 

Service connector X' received an exception attempting to pass on a received message. This 

message cannot support the operation because it has been written. 

Adapters  

FIX ς FTP Adapter Explicit Mode and TLS - When using Explicit mode only SSL 3.1 was supported. A new 

property has been added so that users can select either SSL or TLS protocol when using either Explicit or 

Implicit mode for FTP. TLS is the default. 

MOD ς FTP Adapter ς Remove BOM property has been added to publish mode. 

MOD ς FTPS Adapter ς Remove BOM property has been added to publish mode. 

FIX - NetSuite Adapter - Fixed issue with metadata generation in the 2018_1 version that results in 

"Object reference not set to instance of an object." 

FIX - CRM XRM Adapter - Fix for setting objectid proprerty to the correct entity type. One example is the 

regardingobjectid in activities like emails. Instead of setting the typename property to "Lookup", set it to 

the entity type of the lookup (i.e. "contact"). Also, users can now pass-in a reference ID as a value 



instead of a lookup and have it converted to the correct type of entity. When passing the GUID, use the 

"reference" attribute to set the correct entity type (i.e. "contact") 

Business Processes 

FIX - JSON Validation Process Step - fixed issue where it would validate a JSON document if the 

document itself is an array. 

FIX - Business Process Designer ς When using the process debugger with additional assembly references 

registered at the process level (NOT at the code-step level), if a breakpoint was set in a C# Class step the 

debugger would throw an exception when starting.  This issue only occurred with a C# Class step and 

not with a regular C# step. 

Workflow  

FIX ς Workflow Designer crashes Neuron ESB Explorer ς This could happen if we retrieved incorrect 

coordinates when laying out the designer within the window. 

FIX ς Correlated Workflows - When running two or more primary workflow hosts on separate machines 

with correlated type workflows, messages received on one machine that correlate to a running 

workflow instance on other machines would not be received by the correct machine.  Rather, a new 

workflow instance would start as this scenario was not supported. 

FIX - C# Editor within Workflow fails to identify compile errors at design time - Design Time compile 

errors would be reported if editing C# or C# Class workflow activities in their dedicated editor tabs (i.e. 

right click to display context menu and select "Edit Code"). However, if a user opens the editor within 

the workflow designer as an activity window, then design time compile errors would not be reported. 

This has been fixed so that they are always reported regardless of where they are being edited. 

Neuron ESB Explorer 

FIX ς Neuron ESB Explorer crashes if NO SQL Servers found on local network - The Neuron ESB Explorer 

could crash with a null exception if the user was attempting to retrieve a list of SQL servers in one of the 

SQL server specific Business Process steps or in View/Manage databases. 

FIX ς About Form displaying incorrect version ς In the Neuron ESB Explorer, the Help -> About form was 

showing the incorrect version (i.e. 3.5) instead of 3.6. 

FIX ς ImportConfig Command Line tool ς When using the ImportConfig command line tool to import a 

Business Process by name, defined in an RSP file, the command line tool would report the error that the 

Process could not be found. 

FIX ς Connecting Online Mode Fails ς Attempting to use the Neuron ESB Explorer to Connect to an 

LƴǎǘŀƴŎŜ ƻŦ bŜǳǊƻƴ 9{. ƛƴ άhƴƭƛƴŜέ ƳƻŘŜ όǾƛŀ ǘƘŜ CƛƭŜ ->Connect menu) would fail if the Neuron ESB 

instance was not configured to use port sharing. The following Error would be displayed showing an 

attempt to connect to the control service port rather than the boostrap port: 



Operation failed: Neuron ESB Explorer was unable to connect to the ESB Bootstrap Service at 

net.tcp://localhost:5004/ESBConfigurationService/ 

Installation  

MOD - CreateManagementObjects.ps1 PowerShell script - Sometimes the 

PerformanceCounterCategory.Exists() method would return true even though the passed in 

performance counter didn't exist. To fix this, PerformanceCounter.CloseSharedResources() is called to 

flush the cache before we execute the rest of the creation script. 

FIX ς Rabbit MQ Management Plugin ς This was not being activated automatically if a user choose to 

install RabbitMQ as part of the Neuron ESB installation.  

Neuron 3.6.0.920  

Services 

FIX ς WebHttpRelay Binding throws XmlReader exception ς When using the WebHttpRelay binding with 

JSON messages, an XmlReader exception would be thrown. 

Business Processes 

FIX ς Copying Business Processes creates reference rather than clone - When copying a Business 

Process, editing a step's properties in the copy would be reflected in the original. Opening and closing 

the Neuron ESB Explorer would previously solve the issue. This has now been corrected. 

FIX ς Process Step Caching at Design Time ς When conducting design time testing of either the Execute 

Process, Service Endpoint or Adapter Endpoint process step if, after the first test, the dependency that 

they called was change (i.e. Adapter or Service Endpoint or child Business Process), subsequent tests 

would not reflect the changes as the original entity would be cached with the designer.  

Runtime  

FIX ς Maximum Log File Size ς This value was not being honored for Workflow Endpoints. Also, we 

removed the daily/weekly rollover option and disk size threshold for logging. 

FIX - CreateManagementObject.ps1 PowerShell script ς Modified to create performance counters for 

Neuron Endpoint Hosts. 

FIX ς Logging in Authentication Validators ς When in verbose or info mode, logging statements were not 

reflected correctly in the respective endpoint log file. 

FIX - RaiseAdapterError not logging custom messages - When using RaiseAdapterError from custom 

adapters, if custom messages were passed, they were not being logged in the endpoint log file. 

MOD ς WMI Failed Message Event ς EndpointName and EndpointType have been added to the event 

properties that users can retrieve when subscribing to the Failed Message Event.  

FIX ς Null Exception on Shut down - On shutdown, sometimes a null exception may be thrown when 

attempting to unwind the events of the party, even though the party is not null.  



Adapters  

FIX ς Azure Service Bus Adapter ς Logging was added and an unhandled exception when in Publish mode 

has been corrected. 

Configuration  

FIX ς Exporting Adapter Endpoint generates Error ς When exporting an Adapter Endpoint that has 

Messaging disabled, a Party not found error would be generated. 

Samples 

FIX ς REST to SQL - ¢ƘŜǊŜ ǿŀǎ ŀ ǇǊƻŎŜǎǎ ǎǘŜǇ ǘƘŀǘ ŘƛŘƴΩǘ ƴŜŜŘ ǘƻ ōŜ ƛƴ ǘƘŜ w9{¢ ǘƻ {v[ ǇǊƻŎŜǎǎ ǿƘƛŎƘ 

caused it to always go down the error path in the process.  Also, when we were getting a response we 

ǿŜǊŜ ǊŜŀŘƛƴƎ ǘƘŜ ǿǊƻƴƎ ȄƳƭ ŜƭŜƳŜƴǘ όƛΦŜΦ ά9Ƴŀƛƭ!ŘŘǊŜǎǎέ ǿƘŜƴ ƛǘ ǎƘƻǳƭŘ ƘŀǾŜ ōŜŜƴ ά9ƳŀƛƭέύΦ  

Neuron 3.6.0.900 (3.6) Features  
The Neuron ESB 3.6 release represents a significant next step toward the evolution of the Neuron 

Platform. Much of the infrastructure has been refactored to facilitate our near-term vision of cloud 

hosting, as well as make independently hosted and deployable services, adapter and workflow 

endpoints a reality for our customers today. More organizations are seeking the agility to quickly 

develop, test, deploy and update business capabilities encapsulated using a Microservices architecture.  

Neuron ESB 3.6 has been built on the principal of SOA and Microservices, hence it is the natural choice 

to build Microservice based APIs. In previous versions of Neuron ESB, organizations could easily create 

REST APIs or SOAP based services. However, in this release, they can now control the deployment aspect 

of it as well. Using Neuron ESB 3.6, organizations can now choose to run a service, (or group of services), 

as a fully independent service that can be scaled in or out based on consumption using platform services 

like Docker.  

LŦ ȅƻǳΩǊŜ ǳǎƛƴƎ bŜǳǊƻƴ 9{. оΦр ǘƻŘŀȅΣ ǇƭŜŀǎŜ ŘƻǿƴƭƻŀŘ the Neuron ESB 3.6 setup to update your existing 
installation. Current customers can obtain either the Patch or the full installation from the Neuron ESB 
Support website. If you are new to Neuron ESB, you can download the full installation from the Neuron 
ESB website.  

Neuron ESB 3.6 provides dozens of new features, enhancements, and connectors, some of which 
include: 

¶ Endpoint level Hosting  
¶ Self-registration of Adapters/Connectors 
¶ Messaging free Service and Adapter Endpoints 
¶ Environment sensitive enabling/disabling of Endpoints 
¶ ServiceNow Adapter 
¶ New OAuth Providers 
¶ Custom OAuth Providers 
¶ JSON Schema Validation  
¶ New Monitoring REST APIs 
¶ 100+ Product Enhancements 

http://support.neuronesb.com/
http://support.neuronesb.com/
http://pages3.neudesic.com/Neuron-Free-Trial.html
http://pages3.neudesic.com/Neuron-Free-Trial.html


All the changes included in the Neuron ESB 3.6 release can be found in the Neuron ESB Change 

Log which gets installed with Neuron ESB.  In this blog post, I thought I would elaborate on some of the 

ƴŜǿ ŜƴƘŀƴŎŜƳŜƴǘǎ ŀƴŘ ŦŜŀǘǳǊŜǎ ǿŜΩǾŜ ŀŘŘŜŘ ǘƻ ǘƘe update.   

Endpoint Level Hosting  

Previous Hosting Model 

In previous versions of Neuron ESB, the Neuron ESB Runtime Windows Service (esbservice.exe) was 

used to host all Adapter and Service Endpoints, as well as all Messaging Publishing Services and all 

internal Services. These services were isolated in their own .NET AppDomains within the Neuron ESB 

Runtime service.  However, a fault tolerant hosting environment was provided for the Neuron ESB 

Workflow Engine. The hosting was embodied by Neuron ESB Availability Groups. Availability Groups 

were used to load balance the execution of Workflow Instances across multiple servers in 

dedicated/isolated host processes.  

 

Neuron ESB 3.5 Hosting Model ς ²ƻǊƪŦƭƻǿ 9ƴŘǇƻƛƴǘǎ ŀǊŜ ƘƻǎǘŜŘ ƛƴ ŘŜŘƛŎŀǘŜŘ Ƙƻǎǘǎ ƴŀƳŜŘ ά!Ǿŀƛƭŀōƛƭƛǘȅ DǊƻǳǇǎέ όƛΦŜΦ 

esbhost.exe). Any number of Availability Groups can be created. All internal services, Messaging services, Service Endpoints and 

Adapters Endpoints are isolated in .NET App Domains and hosted in the Neuron ESB runtime (i.e. esbservice.exe). Parties and 

Business Processes run in the host process of their respective Endpoint.  

These Availability Groups were designed with built in clustering to achieve high availability and fault 

tolerance without the need to deploy Microsoft Windows Failover Cluster Services. Servers within a 

Neuron ESB Deployment Group could be assigned either Primary or Failover roles which allowed failed 

workflows to automatically rollover onto available servers and start where they left off, providing both 

resiliency and reliability for mission critical functions. 

http://www.neuronesb.com/support/downloads/neuron36/NeuronChangeLog.pdf
http://www.neuronesb.com/support/downloads/neuron36/NeuronChangeLog.pdf


 

Neuron ESB Availability Groups ς In Neuron ESB 3.5, Availability Groups provide isolated high availability clustered hosting for 
Neuron ESB Workflows. Servers can be defined for load balancing Workflow execution as well as dedicated failover. 

Users could create any number of Availability Groups which in turn would be assigned to any number of 

Workflow Endpoints. Availability Groups were isolated into their own process space and executed as 

child processes (hosts) of the Neuron ESB Runtime service. If a fatal error occurred that caused an 

Availability Group host to fail, the Neuron ESB Runtime service could restart the Availability Group on 

the same server, or on a different server assigned the Failover role.  

Endpoint Hosts 

Lƴ bŜǳǊƻƴ 9{. оΦсΣ ǿŜΩǾŜ ǊŜŦŀŎǘƻǊŜŘ ŀƴŘ ŜȄǘŜƴŘŜŘ !Ǿŀƛƭŀōƛƭƛǘȅ DǊƻǳǇǎ ǘƻ ŀƭƭƻǿ ǘƘŜƳ ǘƻ Ƙƻǎǘ !ŘŀǇǘŜǊ 

and Service Endpoints. As a result, Availability Groups have been renamed to Endpoint Hosts and have 

taken on a new and expanded role within Neuron ESB. 

Endpoint Hosts can be used to: 

¶ Host a single endpoint 

¶ Facilitate Microservice deployment 

¶ Host multiple endpoints of the same type (i.e. Adapter, Service or Workflow)  

¶ Host multiple endpoint of different types (i.e. Adapter, Service or Workflow)  

¶ Host endpoints under a unique service account (different from that of the Neuron ESB Runtime 

service) 

¶ Isolate endpoints for system wide fault tolerance 

¶ Reduce memory utilization 



¶ Scale processing power 

In previous versions of Neuron ESB, every Adapter and Service endpoint competed for the CPU 

processing of a single executable (i.e. esbservice.exe). Other competitors for those processing cycles and 

ǘƘǊŜŀŘǎ ƛƴŎƭǳŘŜŘ bŜǳǊƻƴ 9{.Ωǎ ƻǿƴ internal services, which would sometimes take precedent. In some 

cases, either an internal service or a specific endpoint could consume the majority of processing cycles, 

leaving other endpoints waiting for available threads to be returned to the pool before being allowed to 

service requests. Additionally, even though all endpoints and internal services were encapsulated in 

their own .NET AppDomain, it did not preclude the possibility that one misbehaving Business Process, 

Adapter Endpoint or, custom code writing by a customer could crash the Neuron ESB Runtime process 

(i.e. esbsevice.exe). 

Endpoint Hosts relieves these issues as each runs as an isolated process (i.e. NeuronEndpointHost.exe), 

with its own allocation of resources and threads. Using Endpoint Hosts, endpoints can be isolated into 

discreet, lightweight processes and deployed across multiple machines. 

 

Neuron ESB 3.6 Hosting Model ς All Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named 

ά9ƴŘǇƻƛƴǘ Iƻǎǘέ όƛΦŜΦ bŜǳǊƻƴ9ƴŘǇƻƛƴǘIƻǎǘΦŜȄŜύΦ !ƭƭ ƛƴǘŜǊƴŀƭ ǎŜǊǾƛŎŜǎ ŀƴŘ aŜǎǎŀƎƛƴƎ ǎŜǊǾƛŎŜǎ ŀǊŜ ƛǎƻƭŀǘŜŘ ƛƴ Φb9¢ !ǇǇ 5ƻƳŀƛƴǎ 

and hosted in the Neuron ESB runtime (i.e. esbservice.exe).  

In Neuron ESB 3.6, Endpoint Hosts are more lightweight than their immediate predecessor, Availability 

Groups. Their executable has renamed and the communication mechanism and been changed to use an 

HTTP based API (default port 51004 can be changed in appSettings). Additionally, endpoints using this 

hosting model are no longer encapsulated in .NET AppDomains.  



NOTE: By default, all new endpoints will run in the Neuron ESB Runtime service unless they are specifically 

ŀǎǎƛƎƴŜŘ ǘƻ ŀƴ 9ƴŘǇƻƛƴǘ Iƻǎǘ ǳǎƛƴƎ ǘƘŜ ά9ƴŘǇƻƛƴǘ Iƻǎǘέ ǇǊƻǇŜǊǘȅ ƭƻŎŀǘŜŘ ƻƴ ǘƘŜƛǊ ǊŜǎǇŜŎǘƛǾŜ ¦L 

configuration screens. However, if migrating a solution saved in a previous version of Neuron ESB, those 

endpoints will automatically be assigned to run in the new Endpoint Host environment.  

Monitoring  

Neuron ESB Endpoint Health has been refactored to accommodate real time activity monitoring for the 

Endpoint Host environment as well as the different endpoints that they host. The new user interface 

provides users the ability to group and sort, and now lists all machines in the selected deployment 

group.  

 

Neuron ESB Endpoint Health ς Real time monitoring of both Neuron ESB Messaging and Workflow. Endpoint Hosts (child 

process) and their Endpoints can be stopped and started from here. Real time activity of Endpoints can be monitored. 

The Neuron ESB Endpoint Health interface has a scalable horizontal divider, separating Neuron ESB 

Messaging entities such as Topics, Adapter and Service Endpoints that are hosted in the Neuron ESB 

Runtime service from those hosted in the Endpoint Host environment. A context menu is exposed at the 

entity level that allows users to restart any selected endpoint or Endpoint Host.  

Security 

Neuron ESB has always provided options for managing runtime security. In previous versions of Neuron 

ESB, the Neuron ESB Runtime could be set to run under the context of a specific Windows local user or 

ŘƻƳŀƛƴ ŀŎŎƻǳƴǘΣ ǇǊƻǾƛŘƛƴƎ ƛǘ ƘŀŘ ǘƘŜ ƴŜŎŜǎǎŀǊȅ ǇŜǊƳƛǎǎƛƻƴǎ ŀƴŘ ǿŀǎ ƎǊŀƴǘŜŘ ǘƘŜ ά[ƻƎ ƻƴ ŀǎ ŀ {ŜǊǾƛŎŜέ 

right. Any service or endpoint hosted by the Neuron ESB Runtime would essentially inherit that security 

context during execution. If an Availability Group was created, it would inherit those same credentials. 

Unfortunately, this meant that there was no way to run a given Workflow Endpoint under a set of 



ŎǊŜŘŜƴǘƛŀƭǎ ƻǘƘŜǊ ǘƘƻǎŜ ǎŜǘ ŀǘ ǘƘŜ bŜǳǊƻƴ 9{. wǳƴǘƛƳŜ ƭŜǾŜƭΦ hƴƭȅ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘǎ ƘŀŘ ŀ άwǳƴ !ǎέ 

option which allowed users to specify an alternate set of credentials for an Adapter Endpoint to use at 

runtime.  

bh¢9Υ wŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ŎƘŀƴƎƛƴƎ ǘƘŜ bŜǳǊƻƴ 9{. wǳƴǘƛƳŜ ǎŜǊǾƛŎŜ ŀŎŎƻǳƴǘ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ άNeuron 

ESB Runtime - Running under User Accountέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ wŜŀŘƳŜΦƘǘƳƭ ŘƻŎǳƳŜƴǘ ƛƴǎǘŀƭƭŜŘ ƛƴ ǘƘŜ 

default location of the Neuron ESB installation folder. 

 

 
Microsoft Windows Service Control Manager ς Displays the Neuron ESB Runtime service set to use the Local System Account 

credentials. 

We modified this capability in Neuron ESB 3.6, introducing a Run As option at the Endpoint Host level. 

Unlike the service account used for the Neuron ESB Runtime service, these credentials do not require 

ǘƘŜ ά[ƻƎ ƻƴ ŀǎ ŀ {ŜǊǾƛŎŜέ ǊƛƎƘǘΦ IƻǿŜǾŜǊΣ ŀƭƭ ƻǘƘŜǊ ŎŀǾŜŀǘǎ ǘƘŀǘ ŀǇǇƭȅ ǘƻ ǘƘŜ bŜǳǊƻƴ 9{. ǊǳƴǘƛƳŜ ǎŜǊǾƛŎŜ 

account apply to the Endpoint Host credentials as well. Using Neuron ESB 3.6, users can create the 

appropriate Windows Credential by navigating to Security->Authentication->Credentials within the 

Neuron ESB Explorer. Once created, this credential will appear as an account that can be assigned to an 

Endpoint Host via its Run As property. 



 
Neuron ESB Explorer ς Endpoint Host ς Run As property can be set with a Windows Credential stored in the Security repository of 

the Neuron ESB solution. The Endpoint Host will run under the credentials context at runtime. 

The Run As capability for Endpoint Hosts functions much like the Run As for Adapter Endpoints. 

Everything executing in the Endpoint Host process space will execute under the context of the Run As 

credential. That means any resource that the endpoint, its underlying Party or Business Processes access 

will be under the context of the assigned credential. Essentially this provides the ability to change the 

security context at the endpoint level or for a group of endpoints, regardless of their type (i.e. Adapter, 

Service or Workflow). 

Memory Consumption 

While developing the new hosting model for Neuron ESB 3.6, we took the opportunity to reevaluate the 

memory utilization footprint of both the Neuron ESB Runtime and Endpoint Host. Historically, the 

Neuron ESB Runtime made liberal use of memory to enhance execution time. It also provided the 

configuration and document repositories as in memory objects that could be retrieved and manipulated 

at runtime, by developers as well as internal Neuron ESB services. But there was a price, especially due 

ǘƻ ƻǳǊ ǳǎŀƎŜ ƻŦ Φb9¢ !ǇǇ5ƻƳŀƛƴǎΦ Lǘ ǿŀǎƴΩǘ ǳƴǳǎǳŀƭ ǿƘŜǊŜ ƭŀǊƎŜ ǎƻƭǳǘƛƻƴǎ ǿƛǘƘ мллΩǎ ƻŦ .ǳǎƛƴŜǎǎ 

Processes, 100s of Service Endpoints and 100s of Adapter Endpoints could easily consume 10+ Gigabytes 

of Working Set memory on startup.   

In Neuron ESB 3.6, we completely changed how we manage and share configuration objects internally as 

well as shared resources. Users will find that solutions which required 10+ gigabytes of memory on 

startup, will consume anywhere from 2X to 5X less memory.  



We tested this with a large solution, containing almost 200 Adapter Endpoints. We chose Adapter 

Endpoints as they tend to consume more memory than Service or Workflow Endpoints due to the 

proprietary assemblies that must be loaded with each one. Additionally, the solution contained a couple 

of hundred large Business Processes, 50 Topics, several Service Endpoints and other Neuron specific 

entities. When this solution was loaded and started in Neuron ESB 3.5.4, it consumed over 11 gigabytes 

of Working Set memory and took several minutes to startup. 

We migrated the solution to Neuron ESB 3.6. We assigned all the Service and Adapter Endpoints to a 

single Endpoint Host. The Neuron ESB Runtime was relegated to Messaging Publishing Services (i.e. 

Topics) and our internal services. A noted observation was the startup time. The entire solution took less 

than 1 minute to startup, whereas under Neuron ESB 3.5, several minutes was required. 

 

Neuron ESB Explorer ς Endpoint Health in 3.6 ς Endpoint Health screen showing 52 started Topics, 176 started Adapter 

Endpoints, 6 started Client Connectors, 3 started Service Connectors and 1 started Workflow. This solution also included 212 

Business Processes. Total startup time was approximately 1 minute. 

Once the solution was completely started in Neuron ESB 3.6, we noticed a significant reduction in the 

Working Set memory. By default, an Endpoint Host startup memory footprint is just under 200 MB of 

memory (no endpoints assigned). The total combined Working Set memory of the Neuron ESB Runtime 

and Endpoint Host was under 2.3 gigabytes. This represents about a 5X improvement in memory 

utilization. 



 

 

Windows Resource Monitor ς Displays CUP and Memory statistics of the Neuron ESB Runtime (ESBService.exe) and the Endpoint 

Host (NeuronEndpointHost.exe) after startup.  

Adapters/Connectors  

Adapters are a key piece of capability in the world of an integration broker. They serve as the bridge to 

and from the bus between applications, databases, transports and protocols.  The completeness of 

άǿƘŀǘέ ȅƻǳ ǎƘƛǇ ŀǎ ǿŜƭƭ ŀǎ Ƙƻǿ Ŝŀǎȅ ƛǘ ƛǎ ŦƻǊ ƻǘƘŜǊǎ ǘƻ ōǳƛƭŘ ǘƘŜƛǊ ƻǿƴ ŀŘŀǇǘŜǊǎ ƛǎ ŎǊƛǘƛŎŀƭ ƛƴ ŀŎŎŜƭŜǊŀǘƛƴƎ 

the development of any solution. Not only is Neuron ESB one of the easiest adapter frameworks to learn 

in the industry, it also has pre-built adapters for most commodity transports, queuing technologies, 

databases and on-premise/cloud applications. Staying true to our roots, several changes have been 

introduced in this release to make connectivity easier, more intuitive as well as performant. 

Self-Registration  

In previous versions of Neuron ESB, users had to go through multiple steps before they could use an 

adapter. The first step was to manually register the adapter followed by creating an Adapter Endpoint 

that could be used to interact with their system of choice. Starting with version 3.6 of Neuron ESB, all 

.NET based adapters, either shipped with or custom developed, are dynamically registered. There is no 

longer a need to register individual adapters before creating Adapter Endpoints. As part of this effort, 

we took the opportunity to rename the adapters shipped with Neuron ESB to more closely align them 

with their respective technologies. When migrating from previous versions, users must open their 

existing solution using the 3.6 version of the Neuron ESB Explorer. The Neuron ESB Explorer will 

automatically update the adapter names used in any existing Adapter Endpoints. Any existing registered 

adapters will be removed from the solution, as they are no longer needed. For reference, names of the 

Adapters prior to the 3.6 release, as well as their corresponding updated names are listed in the table 

below. 



Renamed Adapters 

Previous Names Version 3.6 

Active Directory Adapter Microsoft Active Directory 

AWS SQS Adapter Amazon Simple Queue Service 

ActiveMQ Adapter Apache ActiveMQ 

Apple Push Notification Service Adapter Apple Push Notification Service 

CertainSafe Adapter CertainSafe 

Client Socket Adapter Client TCP Socket 

File Adapter File 

Ftp Adapter FTP/FTPS 

WebSphere MQ Adapter IBM MQ 

Marketo Adapter Marketo 

Azure Service Bus Adapter Microsoft Azure Service Bus 

Dynamics AX Adapter Microsoft Dynamics AX 

Dynamics CRM 4.0 Adapter Microsoft Dynamics CRM 4.0 

Dynamics CRM Web API Adapter Microsoft Dynamics CRM Web API 

Dynamics CRM XRM Adapter Microsoft Dynamics CRM XRM 

Dynamics GP eConnect Adapter Microsoft Dynamics GP 

Microsoft Exchange Adapter Microsoft Exchange 

MSMQ Adapter Microsoft MSMQ 

SharePoint Subscription Adapter Microsoft SharePoint 

SQL Service Broker Adapter Microsoft SQL Service Broker 

NetSuite Adapter NetSuite 

Neuron.Crm2011.Workflow.Setup64 Neuron.Crm.Workflow.Setup64 

Neuron.Crm2011.Workflow.Setup64Lite Neuron.Crm.Workflow.Setup64Lite 

Odbc Adapter ODBC 

POP3 Adapter POP3 

RabbitMQ Adapter RabbitMQ 

Redis Adapter Redis 

Salesforce.com Adapter Salesforce 

SAP Adapter SAP 

Server Socket Adapter Server TCP Socket 

SFtp Adapter SFTP 

Smtp Adapter SMTP 

Twilio Adapter Twilio 

Zuora Adapter Zuora 



Messaging Configuration  

Historically, Neuron ESB used its powerful messaging sub system to abstract and decouple service and 

adapter endpoints from one another. In essence, endpoints would adopt either a publisher or subscriber 

role, where neither would have to know about the other and, where modifying one would not affect the 

other. This model remains incredibly beneficial for those systems requiring a loosely coupled design. 

New subscribing or publishing endpoints could be added without impacting the processing of the other 

endpoints. However, those designs usually employ one way, multicast patterns. There are other 

scenarios (request/response patterns for example) though where inserting messaging as a decoupling 

agent makes little sense. In those scenarios it imposes unnecessary overhead, configuration and 

ǊŜǎǘǊƛŎǘƛƻƴǎΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛǘΩǎ ǳƴǳǎǳŀƭ ƛƴ ǊŜǉǳŜǎǘκǊŜǎǇƻƴǎŜ ǇŀǘǘŜǊƴǎ ǘƘŀǘ ǘƘŜǊŜ ǿƻǳƭŘ ŜǾŜǊ ōŜ ƳƻǊŜ ǘƘŀƴ 

one subscribing endpoint at a time fulfilling a request.  

 

This depicts Messaging being used to decouple Service and Adapter Endpoints. Prior to the 3.5 release all endpoint 

communication was brokered by using the Neuron ESB Messaging sub system.  

In Neuron ESB 3.5, we introduced the capability for users to call Adapter and Service Endpoints directly 

(without the messaging sub system) using either the Business Process engine or the Workflow engine. 

However, messaging elements would still need to be created, even though those elements were not 

used at runtime. For example, to create an Adapter Endpoint that could be used in the Business Process 

or Workflow Designer users were still required to first create a Topic, Publisher and Subscriber, and then 

associate those elements with the Adapter Endpoint using the Neuron ESB Explorer user interface.  



 

In Neuron ESB 3.5, Adapter and Service Endpoints can be executed directly by a Neuron ESB Business Process rather than having 

the original request forwarded across the Neuron ESB Messaging sub system.  

Lƴ ǘƘƛǎ ǊŜƭŜŀǎŜ ǿŜΩǾŜ ƳŀŘŜ ƛǘ ŀ ƭƻǘ ŜŀǎƛŜǊ ŦƻǊ ŘŜǾŜƭƻǇŜǊǎ ǘƻ ŎǊŜŀǘŜ !ŘŀǇǘŜǊ Endpoints that they intend to 

execute directly within our Business Process or Workflow engines. Starting with Neuron ESB 3.6, users 

can choose to simply disable the Messaging option located on the General tab of an Adapter Endpoint 

for all subscribe mode type of Adapter Endpoints. This allows the developer to create an Adapter 

Endpoint without needing to first create a Topic or Subscriber. At runtime, the Adapter Endpoint can be 

called directly within the Business Process or Workflow Engine but will not be ŀ άƭƛǾŜέ ǎǳōǎŎǊƛōŜǊ ǘƻ 

messages published by other systems. Some immediate benefits this provides are: 

¶ Reduced Complexity 

o No need to create a Topic or Subscriber before configuring an Adapter Endpoint.  

¶ Reduced Runtime Utilization 

o The Adapter Endpoint does not need to be loaded in memory with its own resources. 

o The Topic Publishing Service is never created. 

¶ Faster Startup Time 

o Since there is no subscribing Adapter Endpoint, the master runtime does not attempt to 

start it as a manageable endpoint.  

o The Topic is also not created and loaded by the master runtime. 



 

Neuron ESB Explorer ς Adapter Endpoint User Interface. This has been refactored in 3.6. This now has a Message option which 

Ŏŀƴ ōŜ ŜƴŀōƭŜŘ ƻǊ ŘƛǎŀōƭŜŘ ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ άtǳōƭƛǎƘκ{ǳōǎŎǊƛōŜέ ŎƘŜŎƪōƻȄ ŜƴŎƛǊŎƭŜŘ ƛƴ wŜŘΦ 

Hosting Model 

The Neuron ESB 3.6 release introduces a new hosting model that allows Adapter Endpoints (and all 

endpoints) to be hosted either independently or with other endpoints in a configured Endpoint Host. 

This is in contrast to previous releases where, although each Adapter Endpoint was isolated in their own 

.NET App Domain, they were hosted within the main Neuron ESB runtime process (i.e. esbservice.exe) 

with all other internal services, Messaging Publishing services and Service Endpoints.  

Using this new model, one or more Adapter Endpoints can be assigned to a dedicated Endpoint Host to 

provide resiliency, failover, and scale as well as process isolation. The latter becomes important in the 

case of a misbehaving endpoint or, Business Processes associated with that endpoint, which have the 

potential to crash a process/host. If isolated to an Endpoint Host, the misbehaving endpoint or Business 

tǊƻŎŜǎǎŜǎ ŎŀƴΩǘ ŀŦŦŜŎǘ ŀƴȅ ƻǘƘŜǊ ǊǳƴƴƛƴƎ ŜƴŘǇƻƛƴǘǎ ƻǊ ǘƘŜ ŎƻǊŜ bŜǳǊƻƴ 9{. ǊǳƴǘƛƳŜ process.  



 

Neuron ESB 3.6 Hosting Model ς All Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named 

ά9ƴŘǇƻƛƴǘ Iƻǎǘέ όƛΦŜΦ bŜǳǊƻƴ9ƴŘǇƻƛƴǘIƻǎǘΦŜȄŜύΦ !ƭƭ ƛƴǘŜǊƴŀƭ ǎŜǊǾƛŎŜǎ ŀƴŘ aŜǎǎŀƎƛƴƎ ǎŜǊǾƛŎŜǎ ŀǊŜ ƛǎƻƭŀǘŜŘ ƛƴ Φb9¢ !ǇǇ 5ƻƳŀƛƴǎ 

and hosted in the Neuron ESB runtime (i.e. esbservice.exe).  

In the Neuron ESB 3.6 release, users can configure an Adapter Endpoint to run in either the existing 

Neuron ESB runtime host (as in previous versions) or the new Neuron Endpoint Host. The default 

behavior is for new Adapter Endpoints to run in the existing Neuron ESB runtime host. Users can change 

the hosting model by selecting a configured Neuron Endpoint Host in the Endpoint Host property 

dropdown box located on the General tab of the Adapter Endpoint.  

 

Neuron ESB Explorer ς Adapter Endpoint User Interface. This has been refactored in 3.6. This now has an Endpoint Host 

dropdown box property that lists all available Endpoint Hosts. When none is selected, the original Neuron ESB Runtime Host (i.e. 

esbservice.exe) will be used. 

Environment Variables  

To make deployments easier and more configurable at the environment level, all Adapter Endpoints 

now support the use of Environment Variables to disable/enable an Adapter Endpoint. The property 

exposed Ǿƛŀ ǘƘŜ .ƛƴŘƛƴƎǎ 9ȄǇǊŜǎǎƛƻƴǎ ŘƛŀƭƻƎ ƛǎ ά9ƴŀōƭŜ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘέΦ 



 

Binding Expressions dialog ς Used to map Environment Variables to Adapter Endpoint properties. This is displayed by selecting 

the Bindings toolbar button on the Adapter Endpoint. 

ServiceNow Adapter  

Neuron ESB 3.6 includes a new ServiceNow Adapter that provides access to an instance of ServiceNow.  

Using this adapter, organizations can easily integrate their business applications such as SAP, NetSuite or 

Marketo with ServiceNow.  This adapter operates in both subscribe as well as solicit/response (or query) 

mode. The adapter utilizes the ServiceNow OAuth Provider to manage access to ServiceNow 

instances. Organizations can use the adapter to query for data, create, update, retrieve and delete 

entities and execute ServiceNow Functions and Actions.  The adapter can be used to access the entire 

ServiceNow API. When developing applications that utilize this adapter, developers will be able to use 

the Adapter Metadata Generation Wizard to generate JSON samples that describe the request and/or 

response documents that are exchanged with ServiceNow. The Wizard can also generate Swagger 

documents, describing the APIs, which can be hosted by Neuron ESB Service Endpoints.  Developers can 

also use the new Http Utility process step in our process designer to very easily define the calls to 

ServiceNow. 

More information about the ServiceNow adapter can be found in the article posted here: 

https://www.neuronesb.com/resources/?post  

Several other important modifications have been made to Neuron ESB Adapters that help simplify the 

configuration and deployment of secure solutions. The entire list of changes can be found in the change 

log section of this document. 

Services and OAuth 

Neuron ESB includes a Service Broker that enables organizations to deploy Neuron ESB as a Service 

Gateway, providing mediation, security, hosting and a number of other services. Service Connectors are 

essentially registrations within Neuron ESB that point to existing services (i.e. REST or SOAP APIs) hosted 

https://www.neuronesb.com/resources/?post


within an organization, partner or cloud domain. Client Connectors on the other hand are REST or SOAP 

APIs created using the Neuron ESB toolset and hosted by Neuron ESB. These are live services that can 

accept external requests, initiate business processing logic and/or broker to external services or 

applications. 

Messaging Configuration  

In this release, Service Endpoints have been redesigned to use the same Messaging option as introduced 

to Adapter Endpoints. Users can choose to simply disable the Messaging option located on the 

respective tab of the Client Connector (i.e. publisher role) and Service Connector (i.e. subscriber role) of 

the Service Endpoint. Unlike Adapter Endpoints though, this is not limited to subscribe mode Service 

Endpoints (i.e. Service Connectors). Messaging can be disabled on Client Connectors as well. 

Service Connectors 

Just as with Adapter Endpoints, subscribe side Service Endpoints (i.e. Service Connectors) can be 

executed directly within a Business Process or Workflow.  

 

In Neuron ESB 3.5, Adapter and Service Endpoints can be executed directly by a Neuron ESB Business Process rather than having 

the original request forwarded across the Neuron ESB Messaging sub system.  

Because of their similarity with subscribe mode Adapter Endpoints, in Neuron ESB 3.6 we made it just as 

easy for developers to create Service Connectors that they intend to execute directly within our 

Business Process or Workflow. Users can now specifically choose to disable the Messaging option 

located on the Service Connector tab of the Service Endpoint. This allows the developer to create a 

Service Connector without needing to first create a Topic or Subscriber. At runtime, the Service Endpoint 

Ŏŀƴ ōŜ ŎŀƭƭŜŘ ŘƛǊŜŎǘƭȅ ǿƛǘƘƛƴ ǘƘŜ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎ ƻǊ ²ƻǊƪŦƭƻǿ ōǳǘ ǿƛƭƭ ƴƻǘ ōŜ ŀ άƭƛǾŜέ ǎǳōǎŎǊƛōŜǊ ǘƻ 

messages published by other systems. The immediate benefits to this approach are identical to Adapter 

Endpoints: 

¶ Reduced Complexity 



o No need to create a Topic or Subscriber before configuring a Service Connector.  

¶ Reduced Runtime Utilization 

o The Service Connector does not need to be loaded in memory with its own resources. 

The Topic Publishing Service is never created. 

¶ Faster Startup Time 

o Since there is no subscribing Service Connector, the master runtime does not attempt to 

start it as a manageable endpoint.  

o The Topic is also not created and loaded by the master runtime. 

 

Neuron ESB Explorer ς Service Connector User Interface. This has been refactored in 3.6. This now has a Messaging option which 

Ŏŀƴ ōŜ ŜƴŀōƭŜŘ ƻǊ ŘƛǎŀōƭŜŘ ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ ά{ǳōǎŎǊƛōŜέ ŎƘŜŎkbox encircled in Red. 

Client Connectors 

In this release, although Messaging can also be disabled for Client Connectors, it is for a different 

purpose than that of Service Connectors. Rather than disabling live hosting of the Service Endpoint, 

disabling Messaging allows the user to configure a Client Connector to call and execute Business 

Processes directly, without the need to configure the Client Connector with a Publisher and Topic.  

In previous releases, users could always expose a Business Process as a web service (REST or SOAP) 

indirectly. The steps were simple, but like everything with multiple parts, complexity introduces itself. 

For example: 



1. Create a Topic 

2. Create a Publisher 

3. Create a Business Process 

4. Configure the Publisher to call the Business Process 

5. Create a Client Connector 

6. Configure the Client Connector to send the inbound message to the Publisher, which executes 

the Business Process and forwards to the Topic 

Using Neuron ESB 3.6, we can reduce this to a 3 step task and eliminate unnecessary dependencies i.e. 

1. Create a Business Process 

2. Create a Client Connector 

3. Configure the Client Connector to call the Business Process 

Selecting the Business Process option of the Processing Mode section of the Client Connector effectively 

disables the Messaging option and allows users to select one or more Business Processes to execute 

directly from the Service Endpoint UI. 

 

Neuron ESB Explorer ς Client Connector User Interface. This has been refactored in 3.6. This now has a Processing Mode group 

box which contains a Messaging and Business Process mode option. If Messaging is selected, controls appear to allow users to 

select a Publisher and Topic. If Business Process is selected, users can select the Edit Processes toolbar button to select Business 

Processes to execute (encircled in Red). 



Selecting the ά9Řƛǘ tǊƻŎŜǎǎŜǎέ ǘƻƻƭōŀǊ ōǳǘǘƻƴΣ ŘƛǎǇƭŀȅǎ ǘƘŜ ǎŀƳŜ tǊƻŎŜǎǎŜǎ ŘƛŀƭƻƎ ǳǎŜŘ ǘƻ ǎŜƭŜŎǘ .ǳǎƛƴŜǎǎ 

Processes for Publishers and Subscribers. 

 

Processes dialog ς Launched from the Edit Processes toolbar button of the Client Connector. Allows user to select one or more 

Business Processes for the Client Connector to directly execute. 

Once a Client Connector is configured to execute Business Processes directly through the new 

Processing Mode option, developers will no longer need to create a Publisher or Topic as part of the 

configuration process. Additionally, when creating Business Processes, users can forego the placement 

of the Cancel Process Step as the last step in the Business Process when dealing with request/reply 

patterns. Client Connectors directly executing Business Processes incur other benefits as well including 

¶ Reduced Complexity  

o No need to create a Topic or Publisher before configuring a Client Connector.  

o No mapping of Business Process to Publisher and Publisher to Client Connector 

o No need to use a Cancel Process Step in Business Processes to return the reply message 

to the calling client or prevent a message from being forwarded to a Topic. 

¶ Reduced Runtime Utilization 

o The Topic Publishing Service is never created. 

o Less processing and memory consumed by the Client Connector  

¶ Faster Startup Time 

o The Topic is not created and loaded by the master runtime. 

¶ Better Performance 

o All requests are no longer being brokered by a Publisher object 



 

In Neuron ESB 3.6, Client Connectors can execute Business Processes directly, without an intermediate Publisher brokering 

messages across the Neuron ESB Messaging sub system.  

Limitations 

Client Connectors configured for direct execution of Business Processes should be the preferred mode 

of operation for users. This will generally provide simpler and more efficient execution of messages and 

Business Processes. Even though in this configuration there is no Publisher or Topic associated with an 

endpoint, messages received by the Client Connector can still be published to topics using the Publish 

tǊƻŎŜǎǎ {ǘŜǇ ǿƛǘƘƛƴ ǘƘŜ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎŜǎ ƛǘΩǎ ŜȄŜŎǳǘƛƴƎΦ !ƭƭ ¢ƻǇƛŎ ǘǊŀƴǎǇƻǊǘǎ ŀǊŜ ǎǳǇǇƻǊǘŜŘΦ ¢ƘŜ ƻƴƭȅ 

use case that is not supported is using MSMQ based topics when the Publish Step is configured with the 

Request Semantic.  

Hosting Model  

Just as with Adapter Endpoints, in previous releases each Service Connector and Client Connector were 

isolated in their own .NET App Domain. They were hosted within the main Neuron ESB runtime process 

(i.e. esbservice.exe) with all other internal services, Messaging Publishing services and Adapter 

Endpoints.  

 



Neuron ESB 3.5 Hosting Model ς ²ƻǊƪŦƭƻǿ 9ƴŘǇƻƛƴǘǎ ŀǊŜ ƘƻǎǘŜŘ ƛƴ ŘŜŘƛŎŀǘŜŘ Ƙƻǎǘǎ ƴŀƳŜŘ ά!Ǿŀƛƭŀōƛƭƛǘȅ DǊƻǳǇǎέ όƛΦŜΦ 

esbhost.exe). All internal services, Messaging services, Service Endpoints and Adapters Endpoints are isolated in .NET App 

Domains and hosted in the Neuron ESB runtime (i.e. esbservice.exe).  

In this release, Service Endpoints have been redesigned to use the new Neuron Endpoint Host model 

that Adapter Endpoints can now use. In Neuron ESB 3.6, all endpoints (Workflow, Service and Adapter) 

share the same hosting model. That means that both Client Connectors and Service Connectors can be 

configured to run using either the existing Neuron ESB runtime host (esbservice.exe) or the newer 

Endpoint Host for process isolation.  

 

Neuron ESB 3.6 Hosting Model ς All Adapter, Service and Workflow Endpoints can now be hosted in dedicated hosts named 

ά9ƴŘǇƻƛƴǘ Iƻǎǘέ όƛΦŜΦ bŜǳǊƻƴ9ƴŘǇƻƛƴǘIƻǎǘΦŜȄŜύΦ !ƭƭ ƛƴǘŜǊƴŀƭ ǎŜǊǾƛŎŜǎ ŀƴŘ aŜǎǎŀƎƛƴƎ ǎŜǊǾƛŎŜǎ ŀǊŜ ƛǎƻlated in .NET App Domains 

and hosted in the Neuron ESB runtime (i.e. esbservice.exe).  

In the Neuron ESB 3.6 release, users can configure a Service Endpoint to run in either the existing 

Neuron ESB runtime host (as in previous versions) or the new Neuron Endpoint Host. The default 

behavior is for new Service Endpoints to run in the existing Neuron ESB runtime host. Users can change 

the hosting model by selecting a configured Neuron Endpoint Host in the Endpoint Host property 

dropdown box located on the General tab of the Service Endpoint.  

 



Neuron ESB Explorer ς Service Endpoint User Interface. This has been refactored in 3.6. This now has an Endpoint Host 

dropdown box property that lists all available Endpoint Hosts. When none is selected, the original Neuron ESB Runtime Host (i.e. 

esbservice.exe) will be used. 

OAuth 2.0 

The Neuron ESB 3.5 CU4 release introduced OAuth 2.0 support for authorizing web service invocations 

using Service Connectors (i.e. HTTP/REST API service endpoints) and supported Adapters. Using OAuth, 

Neuron ESB can obtain access tokens that can be passed to REST services to authorize protected 

resource invocations. In CU4, OAuth bearer tokens based on RFC 6750 are supported. 

Lƴ ǘƘŜ оΦс ǊŜƭŜŀǎŜΣ ǿŜΩǾŜ ŜȄǘŜƴŘŜŘ ǘƘƛǎ ǎǳǇǇƻǊǘΣ ŀŘŘƛƴƎ ǘƘǊŜŜ ƴŜǿ ǇǊƻǾƛŘŜǊǎ ό!DP, ServiceNow and 

Thinktecture Identity Server) as well as the ability for users to create their own custom OAuth provider 

that can be re-used within the Neuron ESB Explorer. Below are the OAuth providers currently 

configurable within the Neuron ESB Explorer: 

 

Custom OAuth Providers 

Using Neuron ESB 3.6 users can develop their own OAuth providers to use with Neuron ESB endpoints.  

four different Grant Types are supported and several sample custom OAuth providers are now included 

within the Neuron ESB Sample Browser which can be modified and used as templates. 

 

https://tools.ietf.org/html/rfc6750


OAuth 2.0 Grant Types 

When developing custom OAuth providers, the first step is to determine which grant type(s) must be 

supported.  There are five grants for obtaining an access token: 

¶ Authorization Code Grant 

¶ Implicit Grant 

¶ Client Credentials Grant 

¶ Resource Owner Credentials Grant 

¶ Refresh Token Grant 

Each of these except for the Implicit Grant type can be used by Neuron ESB.  The Implicit Grant type is 

intended to be used by user-agent-based clients, like single page web apps that are unable to keep a 

client secret.  Below are descriptions of the other four grants and how Neuron ESB utilizes them. 

Developing Custom OAuth Providers 

To develop a custom OAuth provider, either two or three classes must be implemented, depending on 

which OAuth grant type required: 

¶ A Provider class which inherits from Neuron.Esb.OAuth.OAuthProvider 

¶ An OAuth Client class, which inherits from either Nemiro.OAuth.OAuth2Client (OAuth 2.0) or 

Nemiro.OAuth.OAuthClient (OAuth 1.0) 

¶ An optional Login class, which inherits from Nemiro.OAuth.LoginForms.Login.  This is only 

needed for the Authorization Code grant type. 

These are the steps for creating an OAuth provider: 

1. Determine which grant type is needed to use with the OAuth provider.   

2. Determine provider-specific requirements for the grant type that must be used 

3. Build the OAuth Provider solution using Microsoft Visual Studio 

Compile and Deploy 

Once the custom OAuth provider solution is compiled, the .NET assembly must be copied/deployed to 

the following folder: 

<Neuron Install Location>\<Instance>\OAuthProviders 

 

To configure the custom OAuth provider, close and reopen the Neuron ESB Explorer and navigate to 

Security->Authentication-Ҕh!ǳǘƘ tǊƻǾƛŘŜǊǎΦ  /ƭƛŎƪ ƻƴ ǘƘŜ άbŜǿέ ōǳtton and select the custom OAuth 

provider from the Provider drop-down list. 

More information about creating custom OAuth providers can be found in the article posted here: 

https://www.neuronesb.com/resources/?post  

https://www.neuronesb.com/resources/?post


Environment Variables  

To make deployments easier and more configurable at the environment level, all Service Endpoint, 

Client Connectors and Service Connectors now support the use of Environment Variables to 

disable/enable their respective function. The properties exposed via the Bindings Expressions dialog are: 

¶ Enable Service Endpoint 

¶ Enable Service Connector 

¶ Enable Client Connector 

 

Binding Expressions dialog ς Used to map Environment Variables to Service Endpoint properties. This is displayed by selecting 

the Bindings toolbar button on the Service Endpoint. 

Migration from 3.5  

¢Ƙƛǎ ǊŜƭŜŀǎŜ ƛƴǘǊƻŘǳŎŜǎ ǎƛƎƴƛŦƛŎŀƴǘ ŎƘŀƴƎŜǎ ƛƴ bŜǳǊƻƴ 9{.Ωǎ ǊǳƴǘƛƳŜ ŜƴǾƛǊƻƴƳŜƴǘ ŀƴŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ Lƴ 

consideration of this, users must upgrade elements of any existing solutions before attempting to run 

them using Neuron ESB 3.6. Other changes may be necessary if users have modified or introduced 

ŎǳǎǘƻƳ ǎŜǘǘƛƴƎǎ ƛƴ bŜǳǊƻƴ 9{.Ωǎ ƴŀǘƛǾŜ ΦŎƻƴŦƛƎ ŦƛƭŜǎΣ ǎǇŜŎƛŦƛŎŀƭƭȅ ƛƴ ǘƘŜ !ǇǇ{ŜǘǘƛƴƎǎ ǎŜŎǘƛƻƴΦ hǾŜǊŀƭƭΣ ǘƘŜ 

migration should be straight forward for most users. One of the first things a user must do is update any 

existing solutions by opening them directly in the new version of the Neuron ESB Explorer. 

Existing Solutions 

When migrating from previous versions, users must open their existing solution using the 3.6 version of 

the Neuron ESB Explorer. The Neuron ESB Explorer will automatically update their solution by doing the 

following: 

¶ /ǊŜŀǘŜ ŀ ƴŜǿ 9ƴŘǇƻƛƴǘ Iƻǎǘ ƴŀƳŜŘ άbŜǳǊƻƴ 9{. 5ŜŦŀǳƭǘ Iƻǎǘέ 

¶ Assign new Endpoint Host to all existing Deployment Groups.  



¶ Assign all existing Adapter Endpoints to new Endpoint Host. 

¶ Assign all existing Service Endpoints to new Endpoint Host. 

¶ Update the internal Adapter Name property (not the Adapter Endpoint Name) of all existing 

Adapter Endpoints so that they properly map to all previously registered Adapters 

¶ Remove all previously registered Adapters from the Adapter Registration section of the Neuron 

ESB Explorer 

¶ !ƴȅ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘǎ ǿƘƻǎŜ ǇǊƻǇŜǊǘȅ ƴŀƳŜǎ ƳŀǘŎƘ ŜƛǘƘŜǊ άtŀǎǎǿƻǊŘέΣ ά/ƻƴƴŜŎǘƛƻƴǎǘǊƛƴƎέΣ 

άƪŜȅέ ƻǊ άǇŀǎǎǇƘǊŀǎŜέ ǿƛƭƭ ƘŀǾŜ ǘƘŜƛǊ ǊŜǎǇŜŎǘƛǾŜ ǾŀƭǳŜǎ ŜƴŎǊȅǇǘŜŘΦ 

Once the updates are made, the user will be prompted with the Review Changes dialog similar to the 

one shown below, but specific to their solution. 

 

The changes should be accepted and the solution should be saved for the changes to take affect and be 

committed. 

Database 

Every Neuron ESB solution requires a Microsoft SQL Server database to be associated with each 

Deployment Group. These databases can be created and configured by opening the solution within the 

Neuron ESB Explorer and navigating to Deployment->Manage->Databases.  

In this release, the data type for the Sequence ID associated with the Audit tables has been changed 

from an int to a long. This requires users to update any existing databases used in Neuron ESB solutions. 

¢Ƙƛǎ Ŏŀƴ ōŜ ŘƻƴŜ ōȅ ǎƛƳǇƭȅ ŎƭƛŎƪƛƴƎ ǘƘŜ ά¢Ŝǎǘκ/ǊŜŀǘŜέ ƭƻŎŀǘŜŘ ƻƴ ǘƘŜ ŘŀǘŀōŀǎŜ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ǿƛǘƘƛƴ ǘƘŜ 

Neuron ESB Explorer. Users can optionally run the SQL update scripts using the PowerShell script located 

in the installation folder of Neuron ESB. More information on updating the database can be found under 



ǘƘŜ άUpgrading an Existing Databaseέ ǎŜŎǘƛƻƴ ǿƛǘƘƛƴ ƛƴ ǘƘŜ wŜŀŘƳŜΦƘǘƳƭ ŦƛƭŜ ƭƻŎŀǘŜŘ ŀǘ ǘƘŜ Ǌƻƻǘ ƻŦ ǘƘŜ 

Neuron ESB installation folder. 

If there are a large amount of records in the Audit tables, this update could take a significant amount of 

ǘƛƳŜΦ LǘΩǎ ǎǘǊƻƴƎƭȅ ǊŜŎƻƳƳŜƴŘŜŘ ǘƘŀǘ ǳǎŜǊǎ ŦƛǊǎǘ ōŀŎƪǳǇ ŀƴŘ ǇǳǊƎŜ ǘƘŜ !ǳŘƛǘ ¢ŀōƭŜǎΦ ¢Ƙƛǎ Ŏŀƴ ōŜ ŘƻƴŜ 

either manually or by using the PurgeArchiveNeuron Microsoft SQL Agent Job. More information on 

ǳǇŘŀǘƛƴƎ ǘƘŜ ŘŀǘŀōŀǎŜ Ŏŀƴ ōŜ ŦƻǳƴŘ ǳƴŘŜǊ ǘƘŜ άArchive and Purge Neuron Database Jobέ ǎŜŎǘƛƻƴ ǿƛǘƘƛƴ 

in the Readme.html file located at the root of the Neuron ESB installation folder. 

Monitoring  

In Neuron ESB, many of the monitoring and server management functions were exposed through REST 

API based interfaces. These interfaces can be used to extend and build custom monitoring and 

management solutions for Neuron ESB Deployments. The Neuron ESB REST interfaces are hosted by the 

Neuron ESB Discovery service (DiscoveryService.exe) which is installed with the Neuron ESB Server 

Runtime. The default port (51002) for the REST interfaces is configurable through the Neuron ESB 

5ƛǎŎƻǾŜǊȅ ǎŜǊǾƛŎŜΩǎ ŀǇǇΦŎƻƴŦƛƎΦ ¢ƘŜ ŘŜŦŀǳƭǘ ƛƴǎǘŀƭƭŀǘƛƻn location of the Neuron ESB Discovery service is: 

άC:\Program Files (x86)\Neudesic\Neuron ESB v3έΦ  

In previous versions, the Swagger documentation for the REST API could be browsed at the default URL: 

http://localhost:51002/help/ui/index.html . In Neuron ESB 3.6 the default URL has been changed to: 

http://localhost:51002/help/index .  

 

Neuron ESB REST Documentation Web Site ς The Neuron ESB REST interface documentation is hosted on the local Neuron ESB 

server. 

The REST interfaces are self-documenting, providing detailed instructions on how to call each specific 

ŦǳƴŎǘƛƻƴ ŀƴŘ ŀǊŜ ǎŜǇŀǊŀǘŜŘ ƛƴǘƻ ǎŜǾŜǊŀƭ ŎŀǘŜƎƻǊƛŜǎΦ Lƴ bŜǳǊƻƴ 9{. оΦс ŀ ƴŜǿ ŎŀǘŜƎƻǊȅΣ ά/ƻƴŦƛƎǳǊŀǘƛƻƴέΣ 

http://localhost:51002/help/ui/index.html
http://localhost:51002/help/index


was added to support its integration with the future platforms. The following categories of REST APIs are 

listed below: 

¶ Runtime 

¶ Deployment 

¶ Endpoint Health 

¶ Activity  

¶ Configuration 

AppSettings 

Neuron ESB is essentially a .NET application and as such uses its associated .config file to maintain 

runtime configuration settings. In previous versions, these settings were maintained in the appSettings 

section within the following two files 

¶ ESBService.exe.config 

¶ ESBHost.exe.config 

These files are installed in the following default location: C:\Program Files\Neudesic\Neuron ESB 

v3\<Instance>. 

Many of the settings are maintained and modified by using the Configure Server dialog launched from 

the Neuron ESB Explorer, while others can be set manually by editing the respective .config files. 

 

Configure Server dialog ς !ŎŎŜǎǎƛōƭŜ ŦǊƻƳ ŜƛǘƘŜǊ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ ǘƻƻƭōŀǊΣ ƻǊ ōȅ ƴŀǾƛƎŀǘƛƴƎ ǘƻ 5ŜǇƭƻȅƳŜƴǘ->Manager-

>Servers within the Neuron ESB Explorer. 

In the Neuron 9{. оΦс ǊŜƭŜŀǎŜΣ ǿŜΩǾŜ ŎƻƴǎƻƭƛŘŀǘŜŘ ǘƘŜ ŀǇǇ{ŜǘǘƛƴƎ ŜƴǘǊƛŜǎ ƛƴǘƻ ŀ ŘŜŘƛŎŀǘŜŘ ΦŎƻƴŦƛƎ ŦƛƭŜ 

ƴŀƳŜŘ άŀǇǇ{ŜǘǘƛƴƎǎΦŎƻƴŦƛƎέ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ǎŀƳŜ ŘŜŦŀǳƭǘ ƭƻŎŀǘƛƻƴ ŀǎ ŀƭƭ ǘƘŜ ƻǘƘŜǊ ΦŎƻƴŦƛƎ ŦƛƭŜǎΦ ¢ƘŜ 

following .config files now contain a reference to this new file.  

¶ ESBService.exe.config 

¶ NeuronEndpointHost.exe.config 



Additionally, several new key entries were added to facilitate integration with our future platforms. If 

users have added their own custom key/values to the existing Neuron ESB .config files, these will need 

to be migrated to the new appSettings.config file. 

The table below lists all the appSetting key/values used in Neuron ESB 3.6 

Name 3.6 Default Value UI Description 

esbInstanceName  

 

 

Name of 

Neuron ESB 

runtime 

Instance 

 This is the name of the Neuron ESB 

runtime instance set by the installer and 

visible within the Service Control Manager 

esbEnvironment  Full path of 

solution 

folder 

X Set by the Configure Server dialog. Full 

path of solution folder 

esbZone  Enterprise X Set by the Configure Server dialog. Should 

always be Enterprise. 

esbDeploymentGroup  Active 

Deployment 

Group 

X Set by the Configure Server dialog. Active 

Deployment Group that the runtime 

should load on startup 

overrideDotNetThreadPoolSize  False X Set by the Configure Server dialog. 

Performance tab. Whether or not to 

override .NET thread pool for Neuron ESB 

runtime. 

dotNetMaxWorkerThreads  500 X Set by the Configure Server dialog. 

Performance tab. Used only if Override is 

enabled. 

dotNetMaxIOThreads  1000 X Set by the Configure Server dialog. 

Performance tab. Used only if Override is 

enabled. 

dotNetMinWorkerThreads  50 X Set by the Configure Server dialog. 

Performance tab. Used only if Override is 

enabled. 

dotNetMinIOThreads  100 X Set by the Configure Server dialog. 

Performance tab. Used only if Override is 

enabled. 

MaximumLogFileSize  104857600 X Set by the Configure Server dialog. 

Logging tab. Default is 100 MB 

MinimumDiskSpaceThreshold  10485760 X Set by the Configure Server dialog. 

Logging tab. Default is 10 MB 

LogFileSchedule  Daily X Set by the Configure Server dialog. 

Logging tab. Default is Daily. Can be set to 



Weekly or None. Determines when a new 

Log file will be created for an endpoint. 

StartupTimeout  00:10:00  Maximum amount of time the Neuron ESB 

runtime is allowed to take to start up all 

internal services and endpoints. Timespan 

value 

ConfigurationReloadDelay  00:01:00  The time between the detection and 

processing of Configuration change 

events. Timespan value 

WSDiscoveryEnabled  true  Enables WS-Discovery on all Client 

Connectors, Neuron ESB Runtime as well 

as hosted Parties. When enabled, WS-

Discovery can accept/respond to probe 

request, returning information and status 

of these endpoints. 

WSDiscoveryBroadcast  true  Enables the Neuron ESB Runtime to 

broadcast WS-Discovery Hello/Goodbye 

messages. WSDiscoveryEnabled must also 

be set to true for broadcasting to be 

enabled. 

WSDiscoveryAnnouncementInterval  00:00:10  Determines interval for WS-Discovery 

broadcasts. Timespan value. 

WSDiscoveryApplicationScope  default  WS-Discovery scope used in 

announcements. Recommended that is 

should be the value of the 

esbInstanceName key. 

DiscoverySwaggerPort  51003  Default Port used to host Swagger 

documents when Swagger is configured 

for a REST based Client Connector 

DefaultHttpConnectionLimit  100  Used to set the value for the 

ServicePointManager.DefaultConnectionLi

mit property. Used for all HTTP service 

calls. 

ClusterNetworkName  Empty String  This is set by the Neuron ESB runtime at 

startup. If Neuron ESB is installed on a 

Windows Failover Cluster as resource, this 

value will be the network name 

associated with the cluster resource. 

Otherwise it will be the machine name 

MaxHeartbeatFailures  2  Max number of heartbeat failures against 

the Neuron ESB runtime master control 

service allowed before a Client Connector, 



Service Connector or Adapter Endpoint 

will shut down.  

esbUseMachineEnvironmentVars  false  If set to true, allows users to use Windows 

Operating System Environment Variables 

ǿƛǘƘƛƴ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ .ƛƴŘƛƴƎ 

Expressions dialog. 

XsltFilesLocation X Empty String  Used by the Transform-XSLT Process step 

and the Transform Message/XML 

Workflow Activities. Defines a global 

location to retrieve XSLT files, rather than 

using the Neuron ESB repository location. 

This is a Global override. 

XsdFilesLocation X Empty String  Used by the Validate-Schema Process step 

and Validate XML Workflow Activity. 

Defines a global location to retrieve XSD 

files, rather than using the Neuron ESB 

repository location. This is a Global 

override. 

LogFolderCleanupSchedule X 10  Number of days of log files that Neuron 

should not delete/remove at startup. Any 

log file older than the value will be 

deleted. Must be greater than 1. 

SavedHistoryCleanupSchedule X 0  Number of history files to retain in the 

ǎƻƭǳǘƛƻƴΩǎ IƛǎǘƻǊȅ ŦƻƭŘŜǊΦ 9ȄŜŎǳǘŜǎ 

whenever a save is committed on 

configuration. A value of Zero means 

unlimited. 

TempDirectory X Empty String  If a dedicated TEMP directory is not 

provided, the default TEMP directory of 

the service account will be used, 

consistent with 3.5 behavior. 

DisableGlobalExceptionHandler X true  Enables/Disables the Neuron ESB Global 

Exception handler. When troubleshooting 

an issue, this should be set to false. 

NeuronEndpointHostPort X 51004  Communication port used by the Neuron 

Endpoint Host REST API. Commands 

between the Neuron ESB runtime and 

Endpoint Host are brokered across this 

port.  

NeuronHybridFeaturesEnabled X false X Set by the Configure Server dialog. Server 

tab. This value represŜƴǘǎ ǘƘŜ ά9ƴŀōƭŜ 

bŜǳǊƻƴ 9ǾŜƴǘ tǊƻŎŜǎǎƻǊέ ǇǊƻǇŜǊǘȅΦ /ŀƴ 

only be enabled if the Neuron ESB 



Instance has been registered within the 

Neuron Management Suite Portal. 

NeuronHybridManagementSuiteHost X localhost  Location of the Neuron Management 

Suite Portal. Set by the portal during 

registration process 

NeuronEventProcessorMachine X localhost  Location of the Neuron Event Processor. 

Set by the portal during registration 

process 

NeuronEventProcessorPort X 51005  Port configured for the Neuron Event 

Processor API. Set by the portal during 

registration process 

NeuronServiceRateFlushInterval X 5  Configuration specific to the Neuron 

Event Processor. Set by the portal during 

registration process 

NeuronServiceRateCacheSize X 10000  Configuration specific to the Neuron 

Event Processor. Set by the portal during 

registration process 

NeuronEventConsumerLevel X 1  Configuration specific to the Neuron 

Event Processor. Set by the portal during 

registration process 

NeuronEventTimeToLive X 1440  Configuration specific to the Neuron 

Event Processor. Set by the portal during 

registration process 

NeuronEventPoolSizeInit X 0  Configuration specific to the Neuron 

Event Processor. Set by the portal during 

registration process 

NeuronEventPoolSizeMax X 200  Configuration specific to the Neuron 

Event Processor. Set by the portal during 

registration process 

Dependencies 

Neuron ESB is entirely built on the Microsoft .NET Framework. This makes it very easy for .NET 

developers to learn and extend the product using common C# skills. With the release of Neuron ESB 3.6 

we took the opportunity to upgrade our support for version 4.7.1 of the Microsoft .NET Framework. This 

allows developers to take advantage of the new features included in the framework when building any 

extensibility as part of their Neuron ESB solution such as adapters, workflow activities, process steps and 

OAuth providers. This support is also provided through our own C# editors within the Business Process 

and Workflow designers.  

Additionally, we upgraded our support for a number of other dependent libraries, including the 

following: 



¶ Log4Net from version 2.0.3 to 2.0.8 

¶ RabbitMQ Client version 4.1.3 to 5.0.1 

¶ Newtonsoft Json .NET version 8.0.2 to 11.0.1 

Lastly, Neuron ESB 3.6 has been upgraded to support Erlang version 20.2 and Rabbit MQ version 3.7.1. 

Installation of RabbitMQ Server is optional and is not required to use Neuron ESB 3.6. If RabbitMQ 

Server is not installed, the Neuron ESB 3.6 installer will provide users the option of automatically 

downloading and installing Erlang and RabbitMQ Server. If a developer wants to use RabbitMQ based 

Topics, but the computer does not have Internet access, the following software packages can be 

downloaded and installed either before or after installing Neuron ESB 3.6.  

¶ Erlang  
¶ RabbitMQ Server 

Temp Folder 

One of the great things about Neuron ESB is its ability to auto detect changes and, based on those 

changes, re-configure itself. Part of that process involves dynamically compiling .NET assemblies from 

the changes detected. For instance, if a Business Process is modified, Neuron ESB will auto compile that 

Business Process and its respective C# code (if any) into a .NET assembly before it can be executed. This 

process also happens after the Neuron ESB runtime is initially started. Before the first execution of any 

Business Process, it is dynamically compiled. All other consecutive executions then run from the 

compiled assembly. Dynamic compilation only happens before the first execution of a Business Process 

or modified Business Process. 

For this to happen, heavy use is made of the Windows TEMP directory of the service account assigned to 

the Neuron ESB runtime service (esbservice.exe) within the Service Control Manager. For instance, given 

ŀ ǎŜǊǾƛŎŜ ŀŎŎƻǳƴǘ ƴŀƳŜŘ άbŜǳǊƻƴ{ǾŎέΣ ǘƘŜ ²ƛƴŘƻǿǎ ¢9at ŘƛǊŜŎǘƻǊȅ ƭƻŎŀǘƛƻƴ ǿƻǳƭŘ ōŜΥ 

άC:\Users\NeuronSvc\AppData\Local\Tempέ. Due to our heavy use of this directory, Neuron ESB 

attempts to delete all the temporary files it generates during the startup of the Neuron ESB runtime 

service. Because Windows directories can only hold up to сррор ŦƛƭŜǎΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƘŀǘ ǘƘŜ ¢9at 

directory location be maintained and regularly cleared out. 

However, outside processes (other than the Neuron ESB runtime) can negatively affect a running 

Neuron ESB solution by either placing locks on the temporary files Neuron ESB generates or, deleting 

those files. In other cases third party processes may also be using the same TEMP directory that Neuron 

ESB is configured to use (i.e. where a dedicated account is not used), generating files that exceed the 

maximum limit of the directory. Lastly, anti-virus programs are notorious for scanning the TEMP 

directories of user accounts as they are commonly exploited by viruses. Unfortunately, many tend to 

lock files as they scan.  

To avoid these issues, Neuron ESB 3.6 can be configured to use any Windows directory as a TEMP 

directory. The location can be specified in a new appSettings key (i.e. TempDirectory) located within the 

appSettings.config file, the default location of which is: C:\Program Files\Neudesic\Neuron ESB 

v3\<Instance>. If a dedicated TEMP directory is not configured in the appSettings section, the default 

http://www.neuronesb.com/support/downloads/neuron30/prereqs/otp_win64_20.2.exe
http://www.neuronesb.com/support/downloads/neuron30/prereqs/rabbitmq-server-3.7.1.exe


TEMP directory of the service account will be used as in previous versions of Neuron ESB. In all cases, 

the service account must be given full rights to the TEMP directory. 

Using a dedicated TEMP directory can assist to eliminate the ability for third party processes to generate 

temporary files in the location that Neuron ESB uses. Also, Security protocols will usually allow the 

exclusion of an application specific folder from Anti-Virus scanning.  

Environment Variables  

Neuron ESB provides the ability to use Environment Variables for configuration of any adapter or service 

endpoint, database connection string or process step. By using the Bindings Expression editor, users can 

bind Environment Variables directly to the properties exposed by those entities. Many developers 

access the values of Environment Variables directly in Code Process steps within processes or workflow. 

An Environment Variable is defined at the Deployment Group level and can contain a unique value for 

each Deployment Group. On startup, the Neuron ESB service runtime replaces the Environment Variable 

with the value associated with the Deployment Group the service is configured for. To learn more about 

Environment Variables please review the Using Environment Variables section within the Neuron ESB 

Business Process documentation.  

By default, all Environment Variable values are stored encrypted within the solution. However, those 

ǎŀƳŜ ǾŀƭǳŜǎ ǊŜƳŀƛƴ ƘǳƳŀƴ ǊŜŀŘŀōƭŜ ƛƴ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΦ Lƴ ǘƘƛǎ ǊŜƭŜŀǎŜΣ ǿŜΩǾŜ ƛƴǘǊƻŘǳŎŜŘ ǘƘŜ 

ŀōƛƭƛǘȅ ǘƻ άƳŀǎƪέ ŀƭƭ ǘƘŜ ǾŀƭǳŜǎ ƻŦ ŀƴ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜΦ ! ŎƘŜŎƪ ōƻȄΣ άaŀǎƪ ±ŀƭǳŜǎέ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ 

to the General Tab of the Environment Variable user interface and is disabled by default. If enabled, all 

the values (current and future) for that specific Environment Variable will no longer be visible. Each 

character will be maskŜŘ ōȅ ŀƴ ŀǎǘŜǊƛǎƪ όάϝέύΦ hƴŎŜ ŜƴŀōƭŜŘΣ ƛǘ Ŏŀƴƴƻǘ ōŜ ŘƛǎŀōƭŜŘΦ  

https://www.neuronesb.com/neuron/Help3/Development/Developing_Neuron_Applications/Developing_Processes/Neuron_Business_Processes.htm#_Using_Environmental_Variablesbc-31


 

Neuron ESB Explorer ς Masking Environment Variables ς hƴŎŜ ǘƘŜ άaŀǎƪ ±ŀƭǳŜǎέ ŎƘŜŎƪ ōƻȄ ƛǎ ŎƘŜŎƪŜŘΣ ŀƭƭ ǾŀƭǳŜǎ ǿƛƭƭ ōŜ ƳŀǎƪŜŘ 

with an asterisk. 

Windows OS level Environment Variables 

One last thing was modified regarding the use of Windows OS level Environment Variables. In Neuron 

ESB 3.5, support was added for using Windows Operating System Environment Variables within the 

bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ .ƛƴŘƛƴƎ 9ȄǇǊŜǎǎƛƻƴǎ ŘƛŀƭƻƎΦ tǊŜǾƛƻǳǎƭȅΣ ǳǎŜǊǎ Ŏƻǳld create Neuron ESB based 

Environment Variables to set most any property of most any Neuron ESB Entity, like Service Connectors, 

Client Connectors and Adapter Endpoints. The specific values of the Environment Variables are linked to 

Deployment Groups within the Neuron ESB Explorer. Hence the values used in one Deployment Group 

could be different than those used in another. The Neuron ESB runtime resolves these values 

dynamically at runtime on startup.  

This new feature allowed users to enter the name of enǾƛǊƻƴƳŜƴǘ ǾŀǊƛŀōƭŜǎ ŎǊŜŀǘŜŘ ŀǘ ǘƘŜ ƳŀŎƘƛƴŜΩǎ 

hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ƭŜǾŜƭ ǿƛǘƘƛƴ ǘƘŜ .ƛƴŘƛƴƎ 9ȄǇǊŜǎǎƛƻƴǎ ŘƛŀƭƻƎΣ ǊŀǘƘŜǊ ǘƘŀƴ ǳǎŜ bŜǳǊƻƴ 9{.Ωǎ ōǳƛƭǘ ƛƴ 

Environment Variables. There are a few requirements to use this: 

1. Environment Variables had to be set at the System level. This could be done using the Windows 

hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳΩǎ ¦L ǘƻƻƭΣ ƻǊ ǳǎƛƴƎ ǘƘŜ ²ƛƴŘƻǿǎ ŎƻƳƳŀƴŘ ƭƛƴŜ ǘƻƻƭΣ ά{9¢·έ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ 

άκaέ ǎǿƛǘŎƘ 

2. Operating System level Environment Variables that are used within Neuron ESB must be 

ǇǊŜŎŜŘŜŘ ǿƛǘƘ άbŜǳǊƻƴψέΦ CƻǊ ŜȄŀƳǇƭŜΣ ǳǎŜǊǎ ŎƻǳƭŘ ŎǊŜŀǘŜ ŀƴ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜ ƴŀƳŜŘ 

άbŜǳǊƻƴψƳȅ¦Ǌƭέ ǳǎƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ƭƛƴŜΥ 



 

 
3. ²ƛǘƘƛƴ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ .ƛƴŘƛƴƎ 9ȄǇǊŜǎǎƛƻƴ ŘƛŀƭƻƎΣ ǘƘŜ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜ Ƴǳǎǘ ōŜ 

enclosed in the Neuron ESB bracket notation as shown below: 

 

 
4. Lastly, the following flag must be added the AppSettings group within the esbservice.exe.config 

file:  <add key="esbUseMachineEnvironmentVars" value="true"/> 

However, because these were at the system level, this required that the Environment Variables had to 

be created AFTER the process is started. This was problematic when hosting Neuron ESB within Docker 

containers. In Neuron ESB 3.6, this has been changed to retrieve values stored at the Machine level.  

Additional Changes  

Adapter Endpoints  

MOD ς Azure Service Bus Adapter ς The Asynchronous Subscribe option has been removed 

MOD ς Azure Service Bus Adapter ς The following dependent libraries have been updated: 

WindowsAzure.ServiceBus from version 2.4.2.0 to 4.1.5 

Microsoft.WindowsAzure.ConfigurationManager from version 2.0.3 to 323 



MOD ς Dropbox Adapter - The following dependent libraries have been updated: 

Dropbox.Api from version 3.0.5 to 3.5.0 

MOD ς RabbitMQ Adapter - The following dependent libraries have been updated: 

RabbitMQ.Client from version 4.1.3 to 5.0.1 

MOD ς FTP/FTPS Adapter - The following dependent libraries have been updated: 

Xceed libraries updated from version 5.8 to 6.5 

MOD ς SFTP Adapter - The following dependent libraries have been updated: 

Xceed libraries updated from version 5.8 to 6.5 

NEW ς Proxy Server Support ς This has been added as a configurable set of properties to the following 

adapters: 

¶ Microsoft Dynamics AX 

¶ NetSuite 

¶ Salesforce 

NEW ς Microsoft Dynamics AX ς The Transfer Mode property has been added allowing the user to 

choose between buffered or streamed. 

NEW ς NetSuite ς Support for 2018_1 SOAP Version of NetSuite API has been added 

NEW ς ODBC Adapter ς The proper message samples and schemas can now be obtained using the 

Adapter Metadata Generation Wizard. 

NEW ς SalesForce Adapter ς Support for versions 39 through 41 of the SOAP API has been added 

MOD ς SAP Adapter - The following dependent libraries have been updated: 

ERPConnect45 from version 4.22.14.1 to 5.5.4.2 

NEW ς SharePoint Adapter ς Site Collections and Lists can now be dynamically set at runtime using the 

following Neuron ESB Message Context Properties: 

¶ sps.SiteCollection 

¶ sps.ListName 

NEW ς Encrypted Storage of Sensitive Properties ς The following property values will always be stored 
encrypted: 

¶ Password 

¶ ConnectionString 

¶ Key 

¶ Passphrase 



Business Processes 

MOD ς Compression Process Step - The following dependent libraries have been updated: 

Xceed libraries updated from version 5.8 to 6.5 

NEW ς Validate ς JSON Process Step ς This is a new Business Process Step that uses the Newtonsoft 

JSON Schema library for validation of JSON formatted messages. JSON schemas can be entered directly 

into the Process Step, or retrieved from the new JSON Schema repository (similar to the Validateς

Schema Process Step). Like the ValidateςSchema Process Step, it has a Valid and Invalid branch. This 

uses version 3.0.3 of the Newtonsoft.Json.Schema library. Additionally, like the Validate-Schema Process 

Step, the JSON Schema or the name of the Schema to retrieve from the JSON Schema repository can be 

dynamically configured at runtime by setting the following custom Neuron ESB Message properties: 

¶ neuron.jsonSchema 

¶ neuron.jsonSchemaName 

MOD ς Business Process Designer ς The JavaScript Process Step is no longer supported and has been 

removed. 

FIX ς Business Process Test Client - When selecting the Load File option and an XML file is selected with a 

BOM character, the BOM would be loaded as well. This is now being removed. 

FIX ς Business Process Test Client ς This only occurred when testing with a JSON body and the bodytype 

property is changed to something other than 'text/xml'. After the user opened the Test Client after the 

first test run, the text editor where the JSON message should be would be empty.  

FIX ς HTTP Client Utility - If a URL was not resolvable or could not be parsed, we would throw a null 

exception 

MOD ς JSON Process Step ς Has been moved to the JSON folder within the Business Process Step 

Toolbox 

MOD ς Flat File Parser, Excel to Xml ς These have been moved to the XML folder within the Business  

MOD ς Audit Process Step - If pools size equals 1, we reuse an instance of the audit proxy object, rather 

than retrieve from pool.  

MOD - Service Endpoint Process Step ς If pools size equals 1, we reuse an instance of the service proxy, 

rather than retrieve from pool.  

NEW ς Validate-Schema Process Step ς ! ƴŜǿ ǇǊƻǇŜǊǘȅΣ άReferenced Schema Locationέ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ 

that allow users to configure the Process Step to retrieve schemas from an external file share. If a 

schema contains any import or include directives, this is the location they will be searched for, if only a 

filename or a relative path is provided as the SchemaLocation in the schema.  If this is left blank, the 

schema location will be resolved based on the Neuron ESB Instance that is hosting this solution as in 



previous solutions. This property can be overridden globally by setting the appSetting key, 

άXsdFilesLocationέΣ ǘƻ ǘƘŜ ƭƻŎŀǘƛƻƴΦ 

NEW ς Transform XSLT Process Step ς ! ƴŜǿ ǇǊƻǇŜǊǘȅΣ άReferenced Schema Locationέ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ 

that allow users to configure the Process Step to retrieve XSLTs from an external file share. If this xslt 

contains any import directives, this is the location they will be searched for when only a filename or a 

relative path is provided as the SchemaLocation in the xslt.  If this is left blank, the xslt location will be 

resolved based on the Neuron ESB Instance that is hosting this solution as in previous solutions. This 

ǇǊƻǇŜǊǘȅ Ŏŀƴ ōŜ ƻǾŜǊǊƛŘŘŜƴ Ǝƭƻōŀƭƭȅ ōȅ ǎŜǘǘƛƴƎ ǘƘŜ ŀǇǇ{ŜǘǘƛƴƎ ƪŜȅΣ ά·ǎƭǘCƛƭŜǎ[ƻŎŀǘƛƻƴέΣ ǘƻ ǘƘŜ ƭƻŎŀǘƛƻƴΦ 

Workflow  

MOD ς Workflow Designer ς The JavaScript Workflow Activity is no longer supported and has been 

removed. 

MOD ς Audit Workflow Activity ς When used within the Catch Block of a Try/Catch and the Action 

property is set to Failure, the Audit step will automatically get the Exception object in the catch block 

rather than requiring it to be manually entered in the Exception property. 

NEW ς Validate XML Workflow Activity ς ! ƴŜǿ ǇǊƻǇŜǊǘȅΣ άReferenced Schema Locationέ Ƙŀǎ ōŜŜƴ 

added that allow users to configure the Workflow Activity to retrieve schemas from an external file 

share. If a schema contains any import or include directives, this is the location they will be searched for, 

if only a filename or a relative path is provided as the SchemaLocation in the schema.  If this is left blank, 

the schema location will be resolved based on the Neuron ESB Instance that is hosting this solution as in 

previous solutions. This property can be overridden globally by setting the appSetting key, 

άXsdFilesLocationέΣ ǘƻ ǘƘŜ ƭƻŎŀǘƛƻƴ. 

NEW ς Transform Message/XML Workflow Activities ς ! ƴŜǿ ǇǊƻǇŜǊǘȅΣ άReferenced Schema Locationέ 

has been added that allow users to configure the Workflow Activity to retrieve XSLTs from an external 

file share. If this xslt contains any import directives, this is the location they will be searched for when 

only a filename or a relative path is provided as the SchemaLocation in the xslt.  If this is left blank, the 

xslt location will be resolved based on the Neuron ESB Instance that is hosting this solution as in 

previous solutions. This property can be overridden globally by setting the appSetting key, 

ά·ǎƭǘCƛƭŜǎ[ƻŎŀǘƛƻƴέΣ ǘƻ ǘƘŜ ƭƻŎŀǘƛƻƴΦ 

Developer Tools  

MOD - Import program ς This was modified to work with Endpoint Hosts 

FIX ς Decryption Error on Load - If a decryption error occurred during a user attempt to load a solution in 

Neuron ESB explorer, a second attempt to load the same solution would cause the Neuron ESB Explorer 

to hang. 

MOD ς Neuron ESB Explorer making unnecessary network calls ς The Neuron ESB Explorer was calling 

the Discovery service to retrieve status as well as the entire solution configuration twice a second. This is 

no longer a service call and it is no longer retrieving the solution configuration. 



MOD ς Certificates ς When selecting and ǎŀǾƛƴƎ /ŜǊǘƛŦƛŎŀǘŜǎΣ ǳǎŜǊǎ Ŏŀƴ ƴƻ ƭƻƴƎŜǊ ǎŜŀǊŎƘ ōȅ άŦƛƴŘ ǎǳōƧŜŎǘ 

ōȅ ƴŀƳŜέΦ ¢Ƙƛǎ ŎƻǳƭŘ ƴƻǘ ƎǳŀǊŀƴǘŜŜ ǳƴƛǉǳŜƴŜǎǎ ǿƘŜƴ ǘƘŜ ǊǳƴǘƛƳŜ Ƴǳǎǘ ǳǎŜ ǘƘŜ ŎǊƛǘŜǊƛŀ ǘƻ ǊŜǘǊƛŜǾŜ ǘƘŜ 

ŎƻǊǊŜŎǘ ŎǊƛǘŜǊƛŀΦ ¦ǎŜǊǎ ǎƘƻǳƭŘ ǳǎŜ άŦƛƴŘ ōȅ ǘƘǳƳōǇǊƛƴǘέΦ 

MOD ς Bindings Expression Dialog ς All binding properties are now displayed alpha sorted. 

FIX ς JSON Document Repository ς If a document was modified or changed, the Apply button would not 

become enabled. 

Neuron ESB Runtime 

MOD ς Environment Variables ς Previously, when the Windows OS Environment Variables were enabled 

(by setting the esbUseMachineEnvironmentVars appSettings flag to true), Neuron would use user level 

Environment Variables. This has been changed to Machine level. 

MOD ς Global Exception Handling ς This is now turned off by default using the 

DisableGlobalExceptionHandler appSettings flag. Users should turn this on when troubleshooting issues 

to ensure all exceptions are recorded. 

Neuron 3.5.4.1297 Change History  

Endpoint Health  

FIX ς REST API POST fails with Object reference not set to an instance of an object ς If multiple instances 

are installed on a machine and a user runs a POST request against the following API, 

/help/ui/index.html#!/Runtime/Runtime_Post , for a specific instance, one may succeed while other 

ǊŜǉǳŜǎǘǎ ŦƻǊ ƻǘƘŜǊ ƛƴǎǘŀƴŎŜ ƴŀƳŜǎ ǿƛƭƭ ǘƘǊƻǿ ŀƴ άhōƧŜŎǘ ǊŜŦŜǊŜƴŎŜ ƴƻǘ ǎŜǘ ǘƻ ŀƴ ƛƴǎǘŀƴŎŜ ƻŦ ŀƴ ƻōƧŜŎǘέ 

error. This has been fixed. 

Service Endpoints  

FIX ς REST Policy for Status Codes ς If a user configured a Service Policy to trigger based on a specific 

HTTP Status Code for a REST Service Endpoint, the policy may not fire because HTTP Status Code was 

not being resolved. This has been corrected. 

Workflow  

FIX ς Workflow Host startup fails with Key Not Found Error ς A key not found error may occur when 

starting workflow hosts. We found this to be a random occurrence related to how our configuration is 

loaded at startup. This has been fixed. 

Neuron 3.5.4.12 90 Change History  

Workflow  

FIX ς Environment Variables - The Environment variables were not being updated in the Workflow 

Runtime except upon restarting the runtime. This would cause an issue if a user started the Workflow 

Runtime then changed the environment variables as the new variables would not be sent to any new 

workflows. The workflows would instead get the old environment variables that the Workflow Runtime 

originally started with. 



FIX ς Adapter Endpoint Workflow Activity ς If more than one Adapter Endpoint Workflow Activity is 

executed within the same workflow instance and each one is configured to use the same adapter 

endpoint, the following error could occur: 

Exception: Exception Type: System.ObjectDisposedException 

Exception Message: An ActivityContext can only be accessed within the scope of the function it 

was passed into. 

Adapters  

MOD ς Dynamics XRM Adapter ς Added support for South America, Canada, Australia, Japan, India, 

North America 2 and United Kingdom regions. 

MOD ς SharePoint Adapter - Added support for subfolders in document libraries. 

Neuron 3.5.4.12 85 Change History  

Services  

FIX - Rabbit MQ Topics with Service Policies ς We were incorrectly evaluating the expires date on the 

request message brokered by Rabbit MQ Topics which would cause the policy to think all retries have 

been exhausted. 

MOD ς Message Duration ς The total time for a Service Call to complete will now be written to the 

Neuron ESB log files when Info level logging is enabled. This has been added to Client Connectors, 

Service Connectors and the Service Endpoint Process Step. 

FIX ς Security Context ς Attempting to access the 

System.ServiceModel.ServiceSecurityContext.Current.WindowsIdentity object within a Business Process 

attached to a Client Connector would generate a null exception as the object was previously disposed. 

MOD ς REST Service Policy - Previously, when a Service Policy was configured for a REST endpoint and 

the policy was configured to include specific HTTP Status Codes as thrown exceptions, the original 

request message would be logged, rather than the body of the Reply message regardless of whether or 

not a Reply message was received which may contain more specific endpoint error info. Moving 

forward, if a Reply message is received, that Reply body will be audited and forwarded rather than the 

original request message. 

Adapters  

FIX ς Salesforce Adapter ς Fixed issue introduced by the added support for calling Apex SOAP services. 

When NOT calling Apex SOAP services, if the LocalPath property was not null or empty, the adapter 

adjusted the URL as if it were an Apex SOAP service. When calling an Apex Service, customers can now 

ǎŜǘ ŀ ŎǳǎǘƻƳ ǇǊƻǇŜǊǘȅ ƻƴ ǘƘŜ bŜǳǊƻƴ 9{. aŜǎǎŀƎŜΣ άǎŦƻǊŎŜΦŀǇŜȄ{ŜǊǾƛŎŜέΣ ǘƻ ǘǊǳŜΦ  

NEW ς MQSeries Adapter - Support has been added for publishing and subscribing to Topics. There is 

also a new Durable Subscription property for supporting this feature. If set to True (default is false), the 

subscription will remain in MQSeries server across Neuron ESB restarts. This ensures that if messages 



are published to a Topic when Neuron ESB is shut down, the adapter endpoint will get them when it 

starts back up again. 

MOD ς NetSuite Adapter ς Added TLS 1.2 support. 

NEW ς Adapter Framework ς We are now exposing a new event within the Adapter Framework. This 

allows customers building custom adapters to call the event within their custom code to send messages 

to the Neuron ESB Audit System. The examples are: 

//Sends message to Neuron Audit system (i.e. Message History) with direction  

RaiseAuditFromEndpoint(message, Internal. ESBHelper. Direction .Receive);  

//Sends message to Neuron Failed Messages  

RaiseReceiveFailedFromEndpoint(message, new Exception ( "something bad happened" ));  

FIX ς SQL Service Broker Adapter ς When in Publish mode the adapter may throw the following error: 

System.Data.SqlClient.SqlException: The conversation handle "F61A6CC9-CE2E-E811-80FC-

0050569677E4" is not found. 

FIX ς Dynamics AX Adapter - Some of the Dynamics AX services utilize message contracts that support 

any data format.  Previously, the XML samples generated for these services did not reflect that <any> 

data format can be utilized.  This have been fixed to more properly reflect the use of <any>. 

FIX ς Metadata Generation - When using the metadata generation wizard, if a user unchecked the 

option to generate XML samples, the wizard would generate them anyways. This has been fixed. 

FIX ς Metadata Generation - When using the metadata generation to generate XML samples for a 

schema containing the <any> element, the previous behavior of the wizard was to use a random schema 

as the format for the XML output.  This has been updated so that an <any> element will be used instead. 

MOD ς FTP Adapter ς When attempting to connect to port 990 using Implicit SSL (TLS 1.2) the adapter 

connect method would time out. 

MOD ς FTP/SFTP Adapters - Added "Detect Encoding" property, true by default. If false, the adapter will 

not attempt to retrieve an encoder and encode the contents of the file. It will be passed through as byte 

array. 

MOD ς FTP/SFTP Adapters - has been updated to use the Xceed 6.5 libraries. 

MOD ς SFTP Adapter ς Connecting to some servers may through the following exception. This was 

corrected by updating to the Xceed 6.5 libraries. We are also now negotiating the Diffie-Hellman key 

exchange group size to 2048. Previously we were using 4096 as the maximum size.  

Inner Exception Type: System.ArithmeticException 

Inner Exception Message: Multiplication overflow. 



Business Processes 

MOD ς Compression Process Step ς has been updated to use the Xceed 6.5 libraries.  Cleo's Harmony 

products (VL trader & VL Proxy server) version 3.6.1.0. 

FIX ς Business Process Designer - When testing a Business Process, if a user selected the Load File option 

within the Edit Test Message dialog and an XML file is selected with a BOM character, the BOM 

character would be loaded into the editor along with the data. This is now being removed. 

FIX ς Input String Error when in Debug logging mode ς The following exception could be generated when 

using the Service Endpoint Process Step at runtime within a Business Process. 

Input string was not in a correct format. 

Exception Trace:    at Neuron.Esb.Internal.PipelineRuntimeHelper.ApplyPipelines 

Tools 

FIX - Test Client - if a reply had the same message id as the original request message, a message box 

would be displayed indicating that it could not insert the response message into message history tab. 

This could occur if the Party being tested was attached to a Business Process using the OnPublish event 

and the last executed process step is a Cancel step. 

FIX ς Exporting Processes ς The ExportConfig.EXE Tool would generate an error at the processes export 

step when exporting the whole solution.  The tool would report that a process could not be found.  This 

was due to the tool expecting the name of the process rather than the Id GUID of the process in our 

internal collection. 

FIX ς Exporting Processes ς The ExportConfig.EXE Tool would generate an error on a few Neuron ESB 

objects (examples of Neuron ESB objects are: parties, topics, endpoints, etc.) if explicitly defining the 

objects to export using their name.  The list of objects that were fixed are: Databases, Processes, Keys, 

and Adapter and Service Endpoints. The tool now looks up the correct dictionary key to pass to the 

export functions so that the Neuron ESB objects in question can be explicitly defined for export by 

name. 

Workflow  

FIX ς Runtime Correlation Error - Under certain conditions an ESB message could be enqueued for an 

aborted workflow which might cause errors to occur. The error would be similar to "ProcessMessage - 

The ResumeCorrelatedWorkflowCommand command is NULL AND the The workflow Host Topic 

'MyTopic' does NOT match the message topic 'MessageTopic'. The message will not be processed". This 

error would also not appear in the Neuron Log file for the respected endpoint.  

Messaging  

MOD ς TCP and Named Pipes ς Buffer size is now dynamically set to size of expected message size. 

Neuron 3.5.4.124 2 Change History  



Service Endpoints  

FIX ς ά¦ƴŜȄǇŜŎǘŜŘ ŜƴŘ ƻŦ ŦƛƭŜέ 9ȄŎŜǇǘƛƻƴ - Sending an empty message body to REST endpoint would 

ƎŜƴŜǊŀǘŜ άǳƴŜȄǇŜŎǘŜŘ ŜƴŘ ƻŦ ŦƛƭŜέΦ ¢Ƙƛǎ ǿƻǳƭŘ ǘȅǇƛŎŀƭƭȅ ƻŎŎǳǊ ǿƘŜƴ ǎŜƴŘƛƴƎ ŀ D9¢ ǊŜǉǳŜǎǘ ǿƛǘƘ ŀƴ 

empty body to a REST service. This was due to the addition of the WCF message tracing option which 

was added in build 1178. 

Workflow  

FIX ς Workflow Tracking - If the workflow was in the "Waiting" state for more than the workflow 

command timeout, the command would execute again starting up another workflow instance. Now if 

we see that the command has timed out but is still active, we extend the timeout by 5 minutes. We also 

log an informational message informing users that the workflow it is still executing and that they should 

make sure that the desired behavior is that it stays in the executing state. 

Neuron 3.5.4.1238  Change History  

Endpoint Health  

FIX ς Endpoints not reflecting state of underlying topic/party ς if the Party associated with a Client 

Connector, Service Connector or Adapter Endpoint went offline due to a problem with a Topic or, it 

became disabled, the endpoints would not report the error in the Endpoint Health monitor nor would it 

change its state from Started to Failed. This has been corrected. 

Business Processes 

MOD ς Table Query, XML Query and Store Process Steps ς The Command property of these steps can 

now be dynamically configureŘ ŀǘ ǊǳƴǘƛƳŜ ǳǎƛƴƎ ǘƘŜ ΨǎǉƭΦ/ƻƳƳŀƴŘΩ ŎǳǎǘƻƳ ƳŜǎǎŀƎŜ ǇǊƻǇŜǊǘȅΦ 

MOD ς Disable Property of Process Steps and Environment Variables ς Environment Variables can now 

be used to toggle the Disable property of Process Steps 

Messaging 

MOD ς Automatic Reconnect of Parties ς Previously, if there was a disruption that prevented a Party 

from communicating with the main Neuron Server or TCP/Named Pipes based Topics, the underlying 

Party would attempt to reconnect indefinitely. If left in that state for several hours, it could cause spikes 

in CPU utilization. This has been changed so that the Party will only attempt to reconnect for a period of 

10 minutes. After that period, the party will shut down and will require manual reconnection after the 

disruption has been corrected. 

Service Endpoints  

FIX ς Swagger Endpoint not reachable on remote machine ς if a user attempts to browse the swagger 

endpoint exposed on a client connector from a remote machine it would fail. This was because of a 

configuration setting in the DiscoveryService.exe.config. Specifically, the appSettings key: 

<add key="SwaggerSelfHostingUrl" value="http://localhost:51003" /> 

Has been changed to this: 



<add key="SwaggerSelfHostingUrl" value="http://*:51003" /> 

Neuron 3.5.4.1232 Change History  

Install ation  

FIX ς Broken Rabbit MQ and Erlang download links ς These installers have been moved and the URLs 

have been corrected in the installer and readme file. 

Neuron ESB Explorer  

FIX ς OAUTH Test in Neuron ESB Explorer ς If there were properties missing, the test would throw an 

unhandled exception. 

FIX ς Unit Testing Sample throws Error - The TestingProcessesWithVisualStudio VS solution would throw 

an error when compiling it.  This was due to the MSMQ process step being refactored in a previous 

version. 

Workflow  

FIX ς Workflow Persistence and refreshing of Environment Variables ς This affects the Persist and Reload 

workflow activity. The EnivronmentVariableService was returning the environment variables from the 

workflow context object, which did not contain the newest environment variables. 

Adapters  

MOD - Salesforce adapter - Added support for calling custom SOAP services exposed via APEX code. The 

adapter will set the body of the ESB message in the same way it currently does with standard SOAP 

services, but instead will set the local path to the custom service, starting at /services/. 

FIX ς Dynamics 2013 CRM Adapter - Fixed an issue where a lookup returned an Entity 

Reference.  Previously the value returned by the lookup in the adapter would be an empty string.  Now 

the lookup will return the GUID of the referenced entity. 

Business Processes 

FIX ς Audit, Service Endpoint, Adapter Endpoint, Execute Process Step ς There were several lifetime 

issues that were addressed in these steps when pooling was enabled.  

Neuron 3.5.4.12 20 Change History  

Samples 

FIX ς Excel to XML Sample ς Running this would generate a key not found exception. This was due to an 

incorrect property being accessed at runtime. This has been corrected 

Runtime  

FIX ς SetProperty() and Existing Key Error ς Under error conditions, calling this method could generate 

an error indicating that the key already exists. 

MOD ς Clearing TEMP directory ς On start up, if Neuron could not clear the temp directory, this was 

logged as an Error. This is now logged as a warning. At runtime (every hour), Neuron used to attempt to 



clear out files in the temp directory. It no longer performs an hourly cleanup. Neuron now only attempts 

to delete temp files if it can obtain an exclusive lock on them. 

Workflow  

FIX ς Workflow using incorrect Workflow Definition on Resume ς If a Workflow was unloaded into the 

database and its definition was later changed, followed by an attempt to resume the unloaded 

workflow, the Workflow would attempt to resume with the new definition rather than the one it started 

with.  

Database 

FIX ς Purge and Archive SQL Agent Job - This could cause deadlocking to occur when there are many 

workflows running and the SQL Agent Job to purge deleted workflows is executed.  This is because the 

ǘŀōƭŜ ŎƻǳƭŘ ǎǘƛƭƭ ōŜ ƭƻŎƪŜŘ ōȅ ǘƘŜ ǎǘƻǊŜŘ ǇǊƻŎŜŘǳǊŜ ŘŜǎǇƛǘŜ ǘƘŜ άbh[h/Yέ ǘŀōƭŜ Ƙƛƴǘ ōŜƛƴƎ ǳǎŜŘΦ This has 

been resolved. The Neuron ESB Database must be updated for the fix to be applied. 

Adapters  

MOD ς Microsoft Exchange Adapter ς Added a Reuse Connection property. By default, the adapter 

reuses the connection to Microsoft Exchange on every poll. If set to true, a new connection will be used 

for each poll. 

FIX - Dynamics CRM XRM Adapter - Would fail when trying to perform an update or upsert on a custom 

entity. Also resolved an issue when a lookup returned multiple rows and the ignoreFailedLookup = 

"true". Additionally, added support for a proxy server to the adapter. 

FIX ς Metadata Generation and Object Reference Error - In the Metadata Generation Wizard, using a 

credential from the repository for the adapter properties grid would result in an Object Reference error 

when testing a connection. 

FIX ς TCP Socket Adapter - In the Server Socket Adapter, if there were connected Client Socket Adapters 

and the connection dropped then reconnected, it could be the case where the Server Socket Adapter 

would not detect that the Client Socket Adapter had reconnected.  This was due to a timing/threading 

issue on a collection that contained the list of connected Client Socket Adapters.   

FIX - Dynamics CRM XRM Adapter - Lookups that referenced previous lookup results in the search 

criteria would fail. Also, when there are multiple SaveCrmRecords in the same XML request, if one 

SaveCrmCommand referenced the result of a previous SaveCrmCommand as a lookup, it would fail. 

NEW ς Dynamics AX Adapter ς Added support for new Identity types, specifically for DNS, SPN and UPN. 

NEW ς SharePoint Subscription Adapter - Added support for SharePoint Online. Also added support for 

configuring a proxy server. 

FIX ς FTP Adapter - SSL connect could fail in Explicit SSL mode.  

FIX ς Salesforce Adapter ς When using the SOAP interface, the following exception could occur: 



UNSUPPORTED_CLIENT: TLS 1.0 has been disabled in this organization. Please use TLS 1.1 or 

higher when connecting to Salesforce using https. 

Business Processes 

NEW ς ODBC Process Step - Added "Throw Error on Exception" property which can be used when the 

Semantic is set to Request.  

Logging 

NEW ς WCF Tracing - When enabling WCF Tracing, the messages that are sent and received by 

endpoints were not traced. This has been added. 

Neuron 3.5.4.1162 Change History  

Security  

FIX ς Active Directory OAUTH Provider - When using the client credentials flow the following error will 

be generated: 

Value cannot be null. 

Parameter name: authorizeU 

Workflow  

FIX ς Correlated Workflow ς If a workflow is in an unloaded state due to Receive Message Workflow 

Activity correlated wait for an incoming event and IF the Receive Message WorkŦƭƻǿ !ŎǘƛǾƛǘȅΩǎ ƴŀƳŜ ǿŀǎ 

ŎƘŀƴƎŜŘ ǘƻ ŀƴȅǘƘƛƴƎ ōŜǎƛŘŜǎ άwŜŎŜƛǾŜaŜǎǎŀƎŜέΣ ǘƘŜ ǿƻǊƪŦƭƻǿ ǿƻǳƭŘ ƴƻǘ ǊŜǎǳƳŜ ƛŦ ǘƘŜ ƛƴŎƻƳƛƴƎ ŜǾŜƴǘ 

is received. 

FIX ς Workflow Tracking ς Republishing a message from workflow tracking would generate the following 

error: 

Failed to resubmit message due to the following error: 

Unable to cast object of type 'Neuron.Explorer.Models.MessageItem' to type 

'Neuron.Esb.ESBMessage'." 

Adapters  

FIX ς MQSeries Adapter ς A MQRC_OPTION_NOT_VALID_FOR_TYPE error can occur when in 

request/reply mode if the Request Queue is defined as a local Queue and the Response Queue is 

defined as a remote Queue. 

FIX - Dynamics CRM Web API adapter ς An incorrect URL was used as the Access Token Url for the Azure 

Active Directory. 

NEW - Dynamics CRM Web API adapter ς Proxy support has been added. 

MOD ς FTP/SFTP Adapters ς File Mask ς The current behavior has been changed. Now each adapter 

ǎǳǇǇƻǊǘǎ ƳǳƭǘƛǇƭŜ ŦƛƭŜ ƳŀǎƪǎΣ ǎŜǇŀǊŀǘŜŘ ōȅ ǎŜƳƛŎƻƭƻƴǎ όƛΦŜΦ άΤέύΦ !ŘŘƛǘƛƻƴŀƭƭȅΣ ǿƛƭŘŎŀǊŘ ŎƘŀǊŀŎǘŜǊǎ όƛΦŜΦ 



άϝέΣ άΚέΣ άІέύ Ŏŀƴ ōŜ ǳǎed for both filtering the name and extension of the file to monitor for. For 

example, the following would be valid file masks to use: 

*.txt;*.xlsx;1*W#.p?f;*.p?g 

The File Mask feature allow you to match each character in the file name against a specific character, a 

wildcard character, a character list, or a character range. The following table shows the characters 

allowed in the File Mask and what they match. 

Characters in File Mask Matches in string 

? Any single character 

*  Zero or more characters 

# Any single digit (0ς9) 

[charlist] Any single character in charlist 

[!charlist] Any single character not in charlist 

 

MOD ς SFTP Adapters ς Now supports setting the following properties dynamically for subscribe side 

adapter endpoints: 

¶ sftp.Server 

¶ sftp.Port 

¶ sftp.Filename 

¶ sftp.Folder 

¶ sftp.UserName 

¶ sftp.Password 

These properties can be set via the Set Property Process Step or through a Code Editor using the 

SetProperty() method. 

MOD ς FTP Adapters ς Now supports setting the following properties dynamically for subscribe side 

adapter endpoints: 

¶ ftp.Server 

¶ ftp.Port 

¶ ftp.SecureConnection 

¶ ftp.SecureDataChannel 

¶ ftp.Certificate 

¶ ftp.PassiveFTP 

¶ ftp.Filename 



These properties can be set via the Set Property Process Step or through a Code Editor using the 

{ŜǘtǊƻǇŜǊǘȅόύ ƳŜǘƘƻŘΦ !ƭƭ ǾŀƭǳŜǎ ŀǊŜ ǘŜȄǘ ōŀǎŜŘΦ tŀǎǎƛǾŜC¢t ŀƴŘ {ŜŎǳǊŜ5ŀǘŀ/ƘŀƴƴŜƭ ŀǊŜ άǘǊǳŜέ ƻǊ άŦŀƭǎŜέ 

values. SecureDataChannel iǎ ŜƛǘƘŜǊ ά0έ ŦƻǊ noneΣ άмέ ŦƻǊ Explicit SSL ƻǊ άнέ ŦƻǊ Implicit SSL. 

FIX ς MQSeries Adapter ς Poison Message Handling ς If monitoring NON local queues (i.e. Alias or 

Remote, etc), the adapter may report the following error: 

WebSphere MQ Adapter - WebSphere MQ error ', MQRC_SELECTOR_NOT_FOR_TYPE : Reason 

Code: 2068', occurred while trying to send message to Queue 

The adapter now only implements poison message handling for local queues and alias queues that 

resolve to local queues. 

FIX ς Rabbit MQ Adapter ς Dynamically setting the following message properties would not override 

overwrite the design time properties: CorrelationId, ContentType, Exchange, Queue, RoutingKey, 

Expiration. This has been corrected. 

NEW ς SQL Service Broker Adapter ς Added tƘŜ Ψ/ƻƴǾŜǊǎŀǘƛƻƴIŀƴŘƭŜΩ ŎǳǎǘƻƳ ƳŜǎǎŀƎŜ ǇǊƻǇŜǊǘȅΦ ¢Ƙƛǎ 

will contain the Dialog/Conversation handle at the time that the message is retrieved and published. 

FIX ς MQSeries Adapter - When receiving RFH2 messages, the size of the RFH2 header would be 

appended to the Neuron ESB Message body as null bytes. 

Runtime  

FIX - WS-Discovery - Non-US Cultures could generate the following warning: 

  "String was not recognized as a valid DateTime" 

Neuron 3.5.4.1136 Change History  

Service Endpoints  

FIX ς CORS Anonymous support ς This was accidentally broken when adding NTLM authentication 

support for CORS Swagger access. This is now working for all scenarios. 

Adapters  

MOD ς FTP/SFTP/FTPS ς Xceed libraries has been updated to 6.3 to support TLS 1.2. TLS version is auto 

negotiated with the server. 

MOD ς Socket Adapters - Now the client socket adapter will attempt to reconnect on any socket error. 

FIX ς SQL Service Broker Adapter ς When in Publish Mode, the adapter was not sending END 

Conversation messages back to the broker after every successful retrieval of information. 

Deployment  

NEW ς Environment Variables at OS Level ς Support has been added for using Windows Operating 

{ȅǎǘŜƳ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜǎ ǿƛǘƘƛƴ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ .ƛƴŘƛƴƎ 9ȄǇǊŜǎǎƛƻƴǎ ŘƛŀƭƻƎΦ tǊeviously, 

users could create Neuron ESB based Environment Variables to set most any property of most any 



Neuron ESB Entity, like Service Connectors, Client Connectors and Adapter Endpoints. The specific 

values of the Environment Variables are linked to Deployment Groups within the Neuron ESB Explorer. 

Hence the values used in one Deployment Group could be different than those used in another. The 

Neuron ESB runtime resolves these values dynamically at runtime on startup.  

This new feature allows users to enǘŜǊ ǘƘŜ ƴŀƳŜ ƻŦ ŜƴǾƛǊƻƴƳŜƴǘ ǾŀǊƛŀōƭŜǎ ŎǊŜŀǘŜŘ ŀǘ ǘƘŜ ƳŀŎƘƛƴŜΩǎ 

hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ƭŜǾŜƭ ǿƛǘƘƛƴ ǘƘŜ .ƛƴŘƛƴƎ 9ȄǇǊŜǎǎƛƻƴǎ ŘƛŀƭƻƎΣ ǊŀǘƘŜǊ ǘƘŀƴ ǳǎŜ bŜǳǊƻƴ 9{.Ωǎ ōǳƛƭǘ ƛƴ 

Environment Variables. There are a few requirements to use this: 

5. Environment Variables must be set at the System level. This can be done using the Windows 

hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳΩǎ ¦L ǘƻƻƭΣ ƻǊ ǳǎƛƴƎ ǘƘŜ ²ƛƴŘƻǿǎ ŎƻƳƳŀƴŘ ƭƛƴŜ ǘƻƻƭΣ ά{9¢·έ ŦƻƭƭƻǿŜŘ ōȅ ǘƘŜ 

άκaέ ǎǿƛǘŎƘ 

6. Operating System level Environment Variables that are used within Neuron ESB must be 

preceded ǿƛǘƘ άbŜǳǊƻƴψέΦ CƻǊ ŜȄŀƳǇƭŜΣ ǳǎŜǊǎ ŎƻǳƭŘ ŎǊŜŀǘŜ ŀƴ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜ ƴŀƳŜŘ 

άbŜǳǊƻƴψƳȅ¦Ǌƭέ ǳǎƛƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŎƻƳƳŀƴŘ ƭƛƴŜΥ 

 

 
7. ²ƛǘƘƛƴ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΩǎ .ƛƴŘƛƴƎ 9ȄǇǊŜǎǎƛƻƴ ŘƛŀƭƻƎΣ ǘƘŜ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜ Ƴǳǎǘ ōŜ 

enclosed in the Neuron ESB bracket notation as shown below: 

 

 



8. Lastly, the following flag must be added the AppSettings group within the esbservice.exe.config 

file:  <add key="esbUseMachineEnvironmentVars" value="true"/> 

Neuron 3.5.4.1130  Change History  

Workflow  

FIX ς Correlated Workflows Not Restarting ς The following error could occur when workflows with a 

publish and receive workflow activity would not continue execution after the workflow transitioned to 

an "Unloaded" state. This was because the ResumeCorrelatedWorkflowCommand would error out and 

not resume the workflow at the workflow activity. This required a database stored procedure fix that 

requires users to update the Neuron ESB database: 

"'System.Data.SqlClient.SqlException (0x80131904): The COMMIT TRANSACTION request has no 

corresponding BEGIN TRANSACTION." 

FIX ς Workflows not restarting when ESBHost is restarted ς Under some circumstances, if workflows are 

in the unloaded state when the ESBHost shuts down, they may not restart once the ESBHost is restarted. 

FIX ς Correlated Workflows/message remains in Pending State - Addresses the issue when sending an 

initial message to a correlated type workflow, the workflow engine would not pick up the message. This 

resulted in the message being stuck in the Pending Messages queue (Messages tab in workflow tracking 

in Neuron Explorer) and caused the workflow to never execute.  

FIX ς Correlated Workflows/Delay Activity - When a correlated workflow uses a persistent delay activity 

(delay longer than a minute so that it does persist), the workflow would not resume correctly if the 

service is restarted and the workflow was in the unloaded state. When the ESBHost started back up, the 

workflows would transition to an aborted state due to this issue instead of resuming from the persist 

point.  This would most likely affect any correlated type workflow (as opposed to a Normal type with 

receive message activities) with persist activities. 

FIX ς Correlated Workflows/Not Restarting - There was an issue with the ESBHost.exe where we were 

not correctly loading the correlation sets on starting the ESBHost. This would cause workflows in the 

unloaded state to not start back up upon restarting the esbhost.exe.  This applies to Normal type 

workflows with publish and receive message activities that effectively make it a correlated workflow. 

Adapters  

MOD ς Salesforce Adapter ς The adapter has been updated support versions 35-39 of Salesforce. 

Installation  

FIX - RegisterWmiEvent.ps1 ς The powershell script did not attempt to detect the drive that Neuron ESB 

was running from. It was hard coded for the C:\  drive, which caused the script to fail. The script so now it 

detects the drive where the needed exe is located. 



Messaging 

FIX ς CreateReplyMessage ς When the CreateReplyMessage() was called, it did not correctly copy the 

existing LocalPath property value to the new Neuron ESB Reply Message.  

Business Processes 

FIX ς Service Endpoint Process Step ς If the service endpoint the process step calls throws exceptions, it 

could prevent the service proxy from being placed back into the pool. This could eventually result in 

warning messages being written to the log stating that the maximum number of instances have been 

reached. This has been corrected. 

Neuron 3.5.4.1119  Change History  

Service Endpoints  

MOD ς Swagger Support ς Adding Authentication headers for Swagger to enable security models. 

MOD ς Credential Type ς The Credential Type property if the Client Connector can now be configured 

using Environment Variables. The values are NOT case sensitive. 

Business Processes 

FIX ς Retry Process Step ς Setting the Retry to 1 would effectively abort any retries. This has been 

corrected. 

Configuration  

FIX ς Database Environment Variables ς If using an Environment Variable for the Neuron ESB Database 

/ƻƴƴŜŎǘƛƻƴ {ǘǊƛƴƎΣ ƻƴ ǎǘŀǊǘǳǇ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŜǊǊƻǊ Ƴŀȅ ōŜ ǊŜǇƻǊǘŜŘΥ  ά¢ƘŜ ŜƴǾƛǊƻƴƳŜƴǘ ǾŀǊƛŀōƭŜ ғƴŀƳŜҔ 

ƛǎ ƴƻǘ ŘŜŦƛƴŜŘ ŦƻǊ ǘƘŜ ŘŜǇƭƻȅƳŜƴǘ ƎǊƻǳǇέΦ  

Adapters  

MOD ς NetSuite Adapter ς Now supports versions 2016.2, 2017.1, 2017.2 

MOD ς Socket Adapter - Connection/socket failure handling has been greatly improved in both the 

adapters.  The Client Socket Adapter will now attempt to reconnect to the server socket on recoverable 

socket exceptions.   

Error/Warning logging has been greatly improved to allow the user to easily identify any socket 

problems that may occur.   

Solicit Response mode has been disabled in both adapters when the adapter property "Message Body 

Only?" is true.  This was due to the fact that there needs to be some metadata added to the TCP 

message in order to facilitate correlation between requests received from the bus and the reply 

received back from the TCP endpoint.  Adding metadata would defeat the purpose of being able to send 

the body only.  This does not affect Request Reply mode or the non-query modes (Publish and Subscribe 

modes) when "Message Body Only?" is set to "True".  If either Socket Adapter attempts to start up with 

ϦaŜǎǎŀƎŜ .ƻŘȅ hƴƭȅΚϦ ǎŜǘ ǘƻ Ϧ¢ǊǳŜϦ ǿƘŜƴ ƛƴ ά{ƻƭƛŎƛǘ wŜǎǇƻƴǎŜέ ƳƻŘŜΣ ŀƴ ŜǊǊƻǊ ǿƛƭƭ ōŜ ƭƻƎƎŜŘ ƛƴ ǘƘŜ 

Neuron Event Log and the adapter will not start.   



A bug was fixed where CPU usage would spike when a client socket unexpectedly disconnected from the 

Server Socket Adapter. 
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Monitoring  

FIX ς REST API ς If WMI on the machine was corrupted, the Endpoint Health REST API would not be able 

to return results. A COM Exception could be returned because of the WMI corruption. The REST runtime 

controller has been modified to handle WMI corruption and resolve the underlying network name 

regardless. 

Adapters  

MOD ς Sharepoint 2007 Plugin ς The file has been renamed from άbŜǳǊƻƴtǳōƭƛǎƘƛƴƎ{tнллтΦǿǎǇέ ǘƻ 

άbŜǳǊƻƴtǳōƭƛǎƘƛƴƎΦǿǎǇέΦ  

MOD ς SharePoint Plugin ς The current 2013 plugin has been modified to support SharePoint 2013 and 

SharePoint 2016. The plugin folder has been renamed from ά{ƘŀǊŜtƻƛƴǘ нлмо bŜǳǊƻƴ tǳōƭƛŎŀǘƛƻƴέ ǘƻ 

ά{ƘŀǊŜtƻƛƴǘ нлмо-нлмс bŜǳǊƻƴ tǳōƭƛŎŀǘƛƻƴέΦ ¢ƘŜ ǇƭǳƎƛƴ ŦƛƭŜ Ƙŀǎ ōŜŜƴ ǊŜƴŀƳŜŘ ǘƻ 

άbŜǳǊƻƴtǳōƭƛǎƘƛƴƎΦǿǎǇέΦ 

Deployment  

FIX ς ExportConfig Command Line - if an attempt was made to export a Business Process, the following 

error would be reported:  

 

ExportConfig Error: 1 : The process named "Order Process" was not found. 

ERROR: The process named "Order Process" was not found. 

 

FIX ς ImportConfig Command Line - Fixed issue where if a Business Process was getting overwritten due 

to an import, all text messages would list the GUID ID as the name of the Business Process, rather than 

the friendly name.  

FIX ς ImportConfig Command Line - Fixed issue where any import would always import Administrator 

roles, regardless of whether or not they were selected in the import. 

Service Endpoints  

MOD ς /ƭƛŜƴǘ /ƻƴƴŜŎǘƻǊ ǊŜǇƻǊǘǎ ά!ƴ ƻǇŜǊŀǘƛƻƴ ǿŀǎ ŀǘǘŜƳǇǘŜŘ ƻƴ ŀ ƴƻƴŜȄƛǎǘŜƴǘ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴέ ς 

This may be reported as an error through the global exception handler. This would be reported due to 

an existing bug with WCF and rarely occurs. Although the error is reported, it did not affect the service 

response. However, changes have been made to report this as an Informational message instead of an 

error message 

Documentation  

NEW ς Neuron.CHM ς the Neuron ESB Documentation (Neuron.CHM file) has been updated with new 

Business Process Documentation.  



Neuron 3.5.4.1100 Change History  

Neuron Explorer  

MOD ς OAUTH Providers ς The Access Token and Client Secret properties were not appropriately 

masked, making them visible at design time. 

Adapters  

FIX ς MQSeries Adapter - If connection is broken or host not available, Neuron will now try to detect and 

recreate rather than throw an exception. In addition, on error could throw a null exception preventing 

the connection to the MQ Manager from being cleaned up. In some cases adapters that reported errors 

or warnings would throw a null exception if executed using the execute adapter process step only if an 

Exception object was not being passed in. 

FIX - .NET Debugging ς Adapter Execute process would throw an object exception when launching the 

.NET debugger (in contrast to just running a test) in the Process Designer. 

MOD - FTP Adapter - Added new CertificateValidation property so that users could turn off Certificate 

Verification. When set to false, the Verification flag will be set to none and, in the receive event, the 

action will be set to Accept. If true (default) the previous verification process will be used. 

 

NEW ς MQSeries Adapter ς The adapter now supports poison message handling when publishing 

messages from an MQSeries Queue to Neuron ESB. This is only in effect if the Transactional property is 

set to true. The following poison message handling is implemented: 

1. The Backout count of the MQSeries Queue is checked, and if it is nonzero, it is compared to the 

Backout threshold that is defined on the message queue.  

2. If the Backout count is less than the Backout threshold, the message is sent to Neuron ESB to be 

processed. If, for some reason, the transaction is not committed, the message is rolled back, and 

the MQ Manager increments the message Backout count. Additionally, the cycle continues until 

the message is committed successfully or until the Backout count becomes greater than the 

Backout threshold.  

3. If the Backout count is greater than the Backout threshold, the message is written to the queue 

ǘƘŀǘ ƛǎ ǎǇŜŎƛŦƛŜŘ ƛƴ ǘƘŜ .hvb!a9 ǇŀǊŀƳŜǘŜǊ όǘƘŜ ά.ŀŎƪƻǳǘ ǊŜǉǳŜǳŜ ǉǳŜǳŜέ ǇǊƻǇŜǊǘȅύΣ ƻŦ ǘƘŜ 

queue and then the message is committed. A warning (similar to below) will be written in the 

Neuron ESB log files and the Neuron ESB event log: 

Event Info: Adapter Endpoint 'MQSeriesSolicitResponse' reporting information. 

There has been '13' attempts to read the Message with the ID of 'AMQ 

a²!{½bL/Y¸лрȵ/v¸Ηψƛψϥ ŦǊƻƳ ǘƘŜ ϥ¢9{¢ϥ ǉǳŜǳŜΦ ¢Ƙƛǎ ŜȄŎŜŜŘǎ ǘƘŜ .ŀŎƪƻǳǘ ¢ƘǊŜǎƘƻƭŘ ŘŜŦƛƴŜŘ ƻƴ 

the queue. The message will be moved to the 'POISONQ' backout queue.  

4. If there is no Backout queue defined for the queue, then Neuron ESB will attempt to use the 

dead letter queue defined for the MQ Manager.  If that is not defined, then Neuron ESB will log 



an error to the Neuron ESB event log and the Neuron ESB log files similar to the one below.  The 

message will continue to Neuron ESB for ǇǊƻŎŜǎǎƛƴƎΧΦŀƴŘ ŜǾŜƴǘǳŀƭƭȅ ŎȅŎƭŜ ōŀŎƪ ƛƴǘƻ ǘƘŜ ǉǳŜǳŜ 

if the transaction is rolled back: 

Event Info: Adapter Endpoint 'MQSeriesSolicitResponse' reporting information. 

¢ƘŜǊŜ Ƙŀǎ ōŜŜƴ ϥпϥ ŀǘǘŜƳǇǘǎ ǘƻ ǊŜŀŘ ǘƘŜ aŜǎǎŀƎŜ ǿƛǘƘ ǘƘŜ L5 ƻŦ ϥ!av a²!{½bL/Y¸лрȵ/v¸ΗψŘψϥ 

from the 'TEST' queue. This exceeds the Backout Threshold defined on the queue. However, there 

is neither a Backout queue defined for the queue or a Dead Letter Queue defined for the Queue 

Manager so the message cannot be forwarded and must be manually cleared from the source 

queue.  

Installer  

MOD - Modified the installer to accept a blank license key. Validation still occurs if there is anything in 

the license key field. This allows users to install Neuron ESB using the command line without the need 

for a license key as shown in the example below: 

msiexec /i NeuronESB_v3_x64_Release.msi INSTALLFOLDER="C: \ Program Files \ Neudesic \ Neur

on ESB v3 \ " /qb /lvx* install.log  

Work flow  

FIX ς The ƴŜǿ άDŜǘ/ǳǊǊŜƴǘ²ƻǊƪŦƭƻǿ!ŎǘƛǾƛǘȅLŘέ ǇǊƻŎŜŘǳǊŜ was not assigned the appropriate 

permissions. 
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Workflow Tracking  

FIX ς Messages return null ς The Messages Tab of Workflow Tracking could return a Null Exception when 

clicked. 

Endpoint Health  

FIX ς Rabbit MQ - If a user stops a Rabbit MQ based Topic from endpoint health, the status would always 

reset back to "Started".  

FIX ς Sequence not found Exception ς This could be reported in the Neuron Log as a Warning when an 

Endpoint attempts to start after a change has been recorded. 

Workflow  

FIX ς Semaphore Timeout ς There were several issues that could cause this. The symptom of which is 

after a certain amount of time workflows stop being processed and the following will continuously be 

reported in the Neuron ESB log files: 

semaphore timed out... 

The conditions, which caused this, were: 



¶ If Timeout shape is used in the workflow, and Workflow completes before timeout completes, it 

did not release the thread which causes thread exhaustion and the workflow gets halted. 

¶ If using multiple receive shapes in a workflow, when a correlated message is received, the 

workflow does not pick up the correct receive shape to resume, causing a corrupted state, 

which prevented the thread from being released 

¶ If the executing workflow goes into a corrupted state, it would fail to release the processing 

thread. 

FIX ς Memory Leak with Correlated Workflows ς Under certain conditions correlated workflow could 

cause memory usage to climb over time, preventing the runtime from releasing resources every time a 

workflow completes or aborts. 

FIX ς Request/Reply Workflows ς When submitting Requests to a Neuron environment that contains 

more than one Neuron server, if the processor for the request is a Request/Reply type of Workflow 

endpoint, the user may experience random timeouts while receiving the responses. This was due to the 

lack of affinity when the workflow hosts query for workflow records to execute. This required a 

modification to the underlying stored procedure and requires users to update the Neuron ESB database 

using the Neuron ESB Explorer or provided scripts. 

FIX ς Workflow Instances Fail to Start ς The Max Concurrent Workflow counter could be incremented to 

its maximum limit if a SQL Server failure occurs, preventing new workflow instances from starting once 

SQL Server connectivity is re established. 

FIX ςWorkflow Instances Fail to Start ς An orphaned record within the Neuron ESB database could occur 

when a Workflow instance aborts due to an exception, or when a Correlated Workflow instance 

completes. This will cause the Workflow runtime to believe that the Workflow instance is still running. 

¢ƘŜ άaŀȄ /ƻƴŎǳǊǊŜƴǘ ²ƻǊƪŦƭƻǿέ ǇǊƻǇŜǊǘȅ ƻŦ ǘƘŜ ²ƻrkflow Endpoint controls how many concurrent 

instances of the Workflow the runtime will allow. The orphaned record will appear as a running instance 

to the Workflow runtime. If orphaned records continue to be generated, the Max Concurrent Workflow 

limit will be reached; no new Workflow instances will be created and messages will start accumulating in 

the database queue. In the Messages Tab of Workflow Tracking, users will see the message count grow. 

The Neuron ESB log file for the Workflow Endpoint will record entries similar to those below: 

2017-05-11 23:16:57.198-07:00 [Workflow Endpoint 1 Runner] DEBUG - The semaphore timed out 

2017-05-11 23:16:57.198-07:00 [Workflow Endpoint 1 Runner] DEBUG - Waiting on the semaphore for 

capacity to execute a command. 

This condition could take several days to become visible. 

FIX ς Service Endpoint Activity - LŦ ŀ {h!t Ŏŀƭƭ ǿŀǎ ƳŀŘŜ ǿƛǘƘ ǘƘŜ ά9ƴŀōƭŜ I¢¢t IŜŀŘŜǊǎέ ǇǊƻǇŜǊǘȅ 

enabled on the Service Connector, the following warning would be written to the Neuron log file:  

ñcaptureHttpResponseProperties arguments: Method = null. This could happen if the old text properties are 

being used to set the Method on the ESB Message object. Please use ESBMessage.Http.Method instead." 



The warning is now only raised if the call is to a REST based service and the Method is not set. 

FIX ς Publish Request Message ς Would throw an exception if Synchronous = false. Also changed default 

value for Synchronous property = true. 

Neuron Runtime  

FIX ς Failure to start on misconfigured Windows Failover Servers ς Neuron ESB would throw the 

following errors and fail to start if the server that Neuron ESB was installed on has Windows Failover 

Server installed on it and it has yet to be configured or is misconfigured in some way: 

System.Exception: Cluster Network Name: Neuron ESB Service is unable to determine if Failover 

cluster is installed. -2147023143: There are no more endpoints available from the endpoint 

mapper. 

This would be followed by the following error: 

The configuration service failed to startup. Value cannot be null. 

Parameter name: machine 

Installation  

FIX - RegisterWmiEvent.ps1 ς The powershell script did not check for the OS architecture (32-bit vs. 64-

ōƛǘύ ǿƘƛŎƘ ƳŜŀƴǘ ǘƘŀǘ ǘƘŜ ΦbŜǘ CǊŀƳŜǿƻǊƪΩǎ Lƴǎǘŀƭƭ¦ǘƛƭΦŜȄŜ ǘƘŀǘ Ǌŀƴ ǿŀǎ ŀƭǿŀȅǎ ǘƘŜ 32-bit version.  This 

would cause the InstallUtil.exe that is ran from the powershell script to fail finding the path to the .mof 

file used by InstallUtil.exe in some 64-bit systems.  The error will be shown in the console/powershell 

window that the script is ran in, giving a System.IO.DirectoryNotFoundException, even though the 

directory and file exist that InstallUtil.exe is looking for (which can be verified by navigating to the 

displayed path in Windows Explorer).  The displayed error would be similar to the following:  

System.IO.DirectoryNotFoundException: Could not find a part of the 

path  Ψ/Υ\Windows\System32\wbem\Framework\root\Neudesic_ESB_v0\ 

bŜǳǊƻƴΦ9ǎōψ{bψŜŘтспōсŜŎŎōнŦсŎŎψ±ŜǊǎƛƻƴψоΦлΦлΦлΦƳƻŦΩ 

Neuron Configuration  

FIX ς Encoding/Decoding non-ASCII Character Setsς Neuron ESB encrypts certain content (i.e. 

passwords, connection strings, etc.) for storage and decrypts this content at runtime using an ASCII 

encoder. For example, if an extended character (i.e. "Ø") is used in the name of a database within the 

bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΣ ƛǘ ǿƻǳƭŘ ŜƴŘ ǳǇ ǎǘƻǊŜŘ ŀƴŘ ŎƻƴǾŜǊǘŜŘ ǘƻ άΚέΦ ¢ƻ ǊŜǎƻƭǾŜ ǘƘŜ ƛǎǎǳŜ bŜǳǊƻƴ 9{. ƴƻǿ 

uses an ISO-8859-1 encoder. 

Service Endpoints  

MOD ς Message Security Exception ς When using Windows:Message security on a service connector, 

the underlying Kerberos ticket may timeout after 10 minutes generating the following exceptions: 

Exception sending request message 



Neuron.Esb.Channels.ChannelSendException: Server error. Exception Type: 

System.ServiceModel.Security.SessionKeyExpiredException 

Exception Message: Cannot renew the security session key. 

 

System.ServiceModel.Security.MessageSecurityException 

Exception Message: An unsecured or incorrectly secured fault was received from the other party 

 

Inner Exception Type: System.ServiceModel.FaultException 

Inner Exception Message: The security context token is expired or is not valid. The message was 

not processed. 

If either the SessionKeyExpiredException or FaultException occurs, the underlying proxy will be disposed 

and the next call will renew the Kerberos ticket. If a MessageSecurityException is generated, Neuron ESB 

will automatically attempt to retry the service call after recreating the underlying proxy, renewing the 

underling Kerberos ticket. Service Policies can be used use to ensure failed service calls automatically 

retry.  

FIX ς Service Connectors fail to preserve property ς When creating the reply message the 

RequestHeadersToPreserve header property value was not getting copied to the new reply message. 

FIX - Service Connector ς LŦ ŀ {h!t Ŏŀƭƭ ǿŀǎ ƳŀŘŜ ǿƛǘƘ ǘƘŜ ά9ƴŀōƭŜ I¢¢t IŜŀŘŜǊǎέ ǇǊƻǇŜǊǘȅ ŜƴŀōƭŜŘ ƻƴ 

the Service Connector, the following warning would be written to the Neuron log file:  

ñcaptureHttpResponseProperties arguments: Method = null. This could happen if the old text properties are 

being used to set the Method on the ESB Message object. Please use ESBMessage.Http.Method instead." 

The warning is now only raised if the call is to a REST based service and the Method is not set. 

Adapters  

FIX ς MQSeries ς If the Translation Option was set to None, whether or not the MQSeries Format 

property was populated, the message bytes were published to Neuron  ESB as a binary message. This 

has been corrected. If the Format property is populated, the message type will be set to non binary. 

FIX ς MQSeries ς MQMDE Format property (if present) was not being evaluated against Translation 

Options. 

MOD ς MQSeries ς The Remove BOM property has been removed. If a BOM is present, it is now always 

removed. 

MOD ς MQSeries ς Translation and Conversion has been modified to ensure consistency with MQSeries. 

If ǘƘŜ άav /ƻƴǾŜǊǘέ ǇǊƻǇŜǊǘȅ is set to true, the MQGMO CONVERT flag will be added to the 



MQGMO options before the MQGET, directing MQSeries to do the encoding translation. If the άav 

Translation Optionǎέ property is set to NONE, the message will be converted to CodedCharSetId of the 

queue manager. If the άav Translation Optionǎέ property is set to UTF8, Unicode or ASCII or, where 

άav Translation Optionǎέ ƛǎ ǎŜǘ ǘƻ /ƘŀǊŀŎǘŜǊ{Ŝǘ ŀƴŘ ŀ //{L5 ƛǎ ŜƴǘŜǊŜŘΣ ǘƘŜ avaŜǎǎŀƎŜΩǎ 

MQMD.CharacterSet property will be set to the CCSID (or appropriate CCSID that represents UTF8, ASCII 

or Unicode), directing MQSeries to do the translation. If ǘƘŜ άav /ƻƴǾŜǊǘέ ǇǊƻǇŜǊǘȅ is set to False, the 

selected άav Translation Optionǎέ ƻǇǘƛƻƴ ƛǎ ŘƻƴŜ by the Neuron ESB runtime. 

FIX ς MQSeries ς If the Unicode option is selected for the "MQ Translation Options" property, the 

following error could be thrown:   

Translation of message body to unicode failed. Attempting default translation by CCSID. Unable 

to read beyond the end of the stream. 

NEW - SharePoint 2013 plugin ς A new SharePoint 2013 plugin for event-based publishing has been 

added. 

NEW ς Dynamics AX 2012 ς A new Dynamics AX 2012 Adapter has been added. This will work with AX 

2012, 2012 R2 and 2012 R3. 

MOD ς Dynamics CRM XRM Adapter - Microsoft has issued a notice that all applications using the 

Microsoft Dynamics XRM SDK for connecting to Dynamics 365 must be upgraded prior to June 30, 

2017.  To support this requirement, Neuron ESB now ships with the necessary assemblies from version 

8.2.1.1 of the Microsoft Dynamics 365 Software Development Kit.  The new assemblies are backwards 

compatible with Dynamics CRM 2011 and later.  This change requires you to install version 4.5.2 of the 

.NET Framework.  This is only required if you are using the Dynamics CRM XRM Adapter.  The previous 

version of the Microsoft Dynamics XRM SDK assemblies was 6.0.1.219. 

NEW ς SFTP Adapter ς Support has been added for HTTP, SOCKS4 and SOCKS5 proxies. 

Business Processes 

NEW - Flat File Process Step ς Supports converting flat file to JSON as well as XML.  

MOD - Flat File Process Step ς Users can double-click process step to launch Flat File Wizard. 

MOD - Set Property Process Step ς Users can double-click process step to launch Expression Editor. 

MOD - Set Property Process Step ς All Neuron ESB Process Step properties and all constants have been 

added to the drop down list.  

MOD - Trace Step ς Will only trace if Trace Level is set to Info. 

MOD ς Workflow Process Step ς This has been removed. 

MOD ς JavaScript Process Step ς This has been removed. 

MOD ς Rules ς WF ς wŜƴŀƳŜŘ ǘƻ άwǳƭŜǎ 9ƴƎƛƴŜέΦ \  



MOD ς Rules Engine - Users can double-click process step to launch Rules Editor. 

MOD ς Http Client Utility - Users can double-click process step to launch HTTP Form. 

MOD ς Xml Query, Table Query ς Neither was returning a Neuron ESB Message with the Reply semantic 

set. 

FIX - Parallel ς This would throw the following exception if a Branch of a Parallel Step contained another 

Parallel Step: 

System.ArgumentException: An item with the same key has already been added.  

NEW ς Flat File to Xml ς The option to apply W3C XML Schema data types to fields has been added to 

the column definition page of the wizard. The datatypes will be reflected in the XSD Schema generated 

(if enabled) and will be used to validate the parsing of the flat file at runtime.  

MOD ς Flat File to Xml ς Engine caching has been disabled when testing in the Business Process 

Designer. Previously, if a user made a change and retested, the change would not be reflected in the test 

due to caching. They only way to clear the cache was to change the name of the process step or close 

and re-open the Neuron ESB Explorer.  

MOD - Flat File to Xml ς Drop down box listing Text documents from the repository is now listed 

alphabetically. 

FIX - Flat File to Xml ς ƛŦ ǘƘŜ άCƛǊǎǘ wƻǿ /ƻƴǘŀƛƴǎ /ƻƭǳƳƴ bŀƳŜǎέ ƻǇǘƛƻƴ ǿŀǎ ǎŜƭŜŎǘŜŘΣ ǘƘŜ ǇǊŜǾƛƻǳǎƭȅ 

saved flat file definition would not properly load within the wizard. The Delimited/Comma option would 

always be selected instead. 

FIX ς Flat File to Xml ς After making changes and closing the Wizard the Business Process Designer 

would not be notified of the change. Consequently, the Apply button would not be enabled. 

 NEW ς Flat File to Xml ς Include Schema property has been added that functions identically to the 

existing Include Schema feature in the Excel To Xml Process Step. When set to True, the XML output of 

the Flat File to Xml Process Step will be prepended with an XSD Schema. 

MOD - Flat File to Xml - If a process step does not have a name assigned to it, the following warning will 

be written to log files:  

ά¢ƘŜ Cƭŀǘ CƛƭŜ tŀǊǎŜǊ ǳǎŜǎ ŀ /ŀŎƘŜ ƻŦ ǇŀǊǎƛƴƎ engines based on the Name property of the Process 

Step. The current Flat File Parser Process Step does not have a value for its name property. If 

there is only one Flat File Parser process Step on the <Name of Process>' Business Process then 

the correct parsing engine will be used. If there are more than one, and they are configured to 

use different Flat File Parsing definitions, the wrong engine will be used to parse incoming files. 

Please ensure that each Flat File Parser Process Step is assigneŘ ŀ ǳƴƛǉǳŜ ƴŀƳŜέ 



FIX - Flat File to Xml - would throw ArgumentOutOfRangeException exception if there were more fields 

in a row then there were defined columns due to missing Quoted Character. Multiple delimiters within a 

defined Quoted Character were not supported. Now a custom error is thrown telling the user exactly 

what field is affected and how to correct. 

FIX - Flat File to Xml ς An object null exception would occur when the User defined option was selected, 

followed by navigating to the page to create columns. After which if the Back button was selected 

followed by selecting the Next button to navigate to the page to create columns again.  

MOD ς Excel to Xml ς Root Element Name, Row Element Name and Namespace properties are now all 

optional. 

MOD ς Excel to Xml ς When generating an XSD Schema by setting the Include Schema property to True, 

msdata based attributes are now removed from all elements. 

FIX ς Execute Process Step causes runtime crash ς If an endpoint referenced a Business Process that 

contained an Execute Process Step and the process that called, contained another Execute Process Step, 

if the endpoint was later recycled due to a change deployed that affected it, the Neuron ESB runtime 

may unexpectedly terminate.  

FIX ς Timeout Process Step ς An additional 30 seconds would always be added to the value of the 

Timeout property due to an internal wait interval.  

FIX - Service Endpoint Process Step ς LŦ ŀ {h!t Ŏŀƭƭ ǿŀǎ ƳŀŘŜ ǿƛǘƘ ǘƘŜ ά9ƴŀōƭŜ I¢¢t IŜŀŘŜǊǎέ ǇǊƻǇŜǊǘȅ 

enabled on the Service Connector, the following warning would be written to the Neuron log file:  

ñcaptureHttpResponseProperties arguments: Method = null. This could happen if the old text properties are 

being used to set the Method on the ESB Message object. Please use ESBMessage.Http.Method instead." 

The warning is now only raised if the call is to a REST based service and the Method is not set. 

MOD ς Compression Step ς ContentType and ContentEncoding custom Neuron ESB Message properties 

have been added. These have also been added to the Neuron.Esb.Zip.Attachment class. 

FIX ς Service Endpoint Process Step - If the service endpoint step is configured to use a service policy, 

and that service policy has the option "Do not apply policy if the failure is a service fault", that option 

will override the Service Endpoint Step property "Throw Exception on Fault".  With this combination of 

options an Exception would never be thrown by the Service Endpoint Step when a fault occurs. This has 

been corrected. 

Transports  

FIX - Rabbit MQ - If topic is disabled at server, the parties that are connected to a Rabbit MQ based 

Topic, would not receive the Neuron ESB OffLine event and would remain connected to the underlying 

Rabbit MQ server. 



FIX ς Rabbit MQ ς The UncompressedBodySize Neuron ESB Message Header property was not properly 

serialized to subscribing clients. The property would always have a value of zero. 

Messaging 

FIX ς Party Dispose- ²ƘŜƴ ŘƛǎǇƻǎƛƴƎ ŀ ǇŀǊǘȅ ŦǊƻƳ ǿƛǘƘƛƴ ǘƘŜ ǇŀǊǘȅΩǎ ƻŦŦƭƛƴŜ ŜǾŜƴǘΣ ŀ 

LockRecursionException could be thrown. 

Neuron 3.5.4.1017  Change History  

Transports  

FIX ς Rabbit MQ Dead Letter Processing ς If a message expired, the Neuron ESB dead letter processor 

would attempt to move it to the Neuron ESB Failed Message table, generating a 

System.NullReferenceException and spiking CPU utilization to 100%. 

Neuron 3.5.4.1013  Change History  

Neuron ESB Samples 

FIX ς Custom Process Steps ς Several resource files were missing from the samples shipped in CU4 which 

prevented the samples from working. These have been added back in. 

Neuron ESB Solution Storage 

MOD ς Save Configuration ς In previous releases, Neuron ESB would store the contents of the repository 

files as both xml files in their respective sub directories within the solution folder structure, as well as 

raw data in the esb_configuration.xml file, essentially duplicating the data storage. Neuron ESB was also 

duplicating the Zone data within the esb_configuration.xml file as well as in its respective Zone xml file 

within the solution folder structure. This would cause issues when editing Zone settings as sometimes 

they would not overwrite the settings in the esb_configuration.xml file. At runtime the Zone settings in 

the esb_configuration.xml file would be used, rather than those in the Zone xml file. Lastly, we were also 

storing the Administrator Role credentials (encrypted) in the esb_configuration.xml, rather than as 

ŜƴŎǊȅǇǘŜŘ ·a[ ŦƛƭŜǎ ƛƴ ŀ άAdministratorsέ ǎǳō ŦƻƭŘŜǊ. With this release, once a user saves a change in an 

existing solution, Neuron ESB will move all the Administrator Role accounts from the 

ŜǎōψŎƻƴŦƛƎǳǊŀǘƛƻƴΦȄƳƭ ǘƻ ǘƘŜ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎέ ǎǳō ŦƻƭŘŜǊΦ ¢ƘŜ ǎŀǾŜ ǇǊƻŎŜǎǎ ǿƛƭƭ ŀƭǎƻ ǊŜƳƻǾŜ ŀƭƭ ǘƘŜ 

redundant repository document data from the esb_configuration.xml, leaving only the repository 

metadata. Lastly, the save process will also remove the Zone data from the esb_configuration.xml. 

FIX ς Save Configuration ς Unhandled Exception could occur when clicking the Save button on the 

Neuron ESB Explorer Toolbar. This has been corrected. 

FIX - XSLT Document Load Issue - When Loading the XSLT document from the Neuron ESB Repository, 

special Markup characters like carriage returns, etc., are not rendered in the final displayed XSLT or 

executed XSLT. 

FIX ð Swagger Document Load Issue ð If a Swagger document was opened in a previous solution, it would 

not close correctly when opening a different solution and would remain visible if a user navigated back to 

the Swagger Document Repository.  



Business Processes 

FIX ς Service Endpoint Process Step ς The Service Endpoint could fail to throw an exception if a Fault 

aŜǎǎŀƎŜ ǿŀǎ ǊŜŎŜƛǾŜŘ ŀƴŘ ǘƘŜ ǇǊƻŎŜǎǎ ǎǘŜǇΩǎ ά¢ƘǊƻǿ ŜȄŎŜǇǘƛƻƴ ƻƴ Ŧŀǳƭǘέ ǇǊƻǇŜǊǘȅ ǿŀǎ ǎŜǘ ǘƻ ǘǊǳŜΣ ƛŦ ŀ 

previous execution of the process step threw an exception.  

FIX ς Execute Process Process Step ς if using the Context.State dictionary within a process called by the 

Execute Process Process Step to maintain state between executions of the called process, the state 

would not be maintained between executions. 

MOD ς Execute Process Process Step ς ²ƘŜƴ ŘŜŎƭŀǊƛƴƎ ŀ ǾŀƭǳŜ ŦƻǊ ǘƘŜ ά9{. {ƻƭǳǘƛƻƴ {ƻǳǊŎŜέ ǇǊƻǇŜǊǘȅ 

(used to tell Neuron that the process to execute is located in a different solution other than the existing 

one open), Neuron was making a full copy of the remote configuration for each process instance in the 

pool. Now it only reads the Business Processes from the remote configuration, rather than reading and 

decrypting ALL Neuron ESB entities, like Topics, Endpoints, Workflows, etc. 

FIX ς Execute Process Process Step - ²ƘŜƴ ŘŜŎƭŀǊƛƴƎ ŀ ǾŀƭǳŜ ŦƻǊ ǘƘŜ ά9{. {ƻƭǳǘƛƻƴ {ƻǳǊŎŜέ ǇǊƻǇŜǊǘȅ 

(used to tell Neuron that the process to execute is located in a different solution other than the existing 

one open), under high concurrent load, Neuron ESB would report at least one of the following 

exceptions: 

System.NullReferenceException: Object reference not set to an instance of an object 

This would be followed by many Pool Timeout exceptions. This was because we could have competing 

threads all trying to create copies of the remote configuration, which entailed file deadlocking. This has 

been corrected. Only one global remote configuration object is created now for all process instances to 

be created from. 

FIX ς Execute Process Process Step ς This could throw the following exception during concurrent 

execution as in the case of being hosted in a Client Connector when processing many concurrent calls: 

Exception Type: System.ArgumentException 

Exception Message: The key already existed in the dictionary 

NEW ς Execute Process Process Step ς This has been modified to use a Blocking pool of processes to 

allow better scale out for concurrency and to eliminate all calls being serialized through one process. 

¢ƘŜǊŜ ŀǊŜ ƴƻǿ н ƴŜǿ ǇǊƻǇŜǊǘƛŜǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ άtƻƻƭ aŀƴŀƎŜƳŜƴǘέ ǇǊƻǇŜǊǘȅ ŎŀǘŜƎƻǊȅΦ Maximum 

Instances (defaults to 100) and Pool Timeout (defaults to 1 minute).  Once the maximum number of 

pipeline instances have been created, the Pool Timeout determines the amount of time to wait for an 

existing pipeline instance to become available before throwing a timeout exception.  

 



 

NEW ς Event Source access ς within a Business Process users can check the direction of execution they 

are within. For example, users may want to do something specific if a Business Process is running on the 

On Publish event of a message versus the On Receive event. This can be accessed using the following C# 

within a Process Step: 

if(context.EventSource == ExecuteEvent.OnReceive)  

{  

// if receiving ...do something  

}  

 

FIX ς Adapter Endpoint Process Step - A null exception could occur due to a race condition.  

FIX ς Referencing External Assemblies - If there is a custom assembly referenced at the process level, but 

that assembly is later deleted from the machine, the code step referencing that assembly will still 

άǘƘƛƴƪέ ƛǘ ŜȄƛǎǘǎ ŀƴŘ ƴƻǘ ǘƘǊƻǿ ŀƴȅ ŎƻƳǇƛƭŀǘƛƻƴ ŜǊǊƻǊǎ ŘǳǊƛƴƎ ŜŘƛǘƛƴƎΦ  If the assembly reference is 

removed from the process level assembly reference collection, the code editor will start throwing 

compilation errors again (users have to get the editor to recompile the code after removing the 

reference, which can be done by changing anything in the code for the step). This has been corrected so 

that the code editor will detect the missing assembly and display the appropriate compilation errors 

FIX - Adapter Endpoint Process Step ς this can now be tested at design time within the Business Process 

Designer. 

MOD ς We finally removed all references to the old text based properties we used to use to access SOAP 

and HTTP context properties before we added the HTTP and SOAP API on ESB Message.  Specifically, the 

"MessageHeader", "MessageProperty_HttpRequest" and "MessageProperty_HttpResponse" property 

prefixes have all been removed. These were deprecated several years ago. Typical uses for these would 

be within a C# Process Step.  Here is an example of how they were used: 



context.Data.SetProperty( "MessageProperty_HttpRequest" , "Method" , "POST" )

;  

context.Data.SetProperty( "MessageProperty_HttpRequest" , "Content -

Type" , "application/xml" );  

context.Data.SetProperty( "MessageProperty_HttpResponse" , "Location" , 

"" );  

context.Data.SetProperty( "MessageProperty_HttpResponse" , 

"StatusCode" , "200" );  

context.Data.SetProperty( "MessageProperty_HttpResponse" , 

"StatusDescription" , "great" );  

context.Data.SetP roperty( "MessageHeader" , "LocalPath" , "/path" );  

     

IŜǊŜΩǎ Ƙƻǿ ǘƘƛǎ ǎŀƳŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎƘƻǳƭŘ ōŜ ǎŜǘκǊŜǘǊƛŜǾŜŘ ǳǎƛƴƎ ǘƘŜ I¢¢t ŀƴŘ {h!t !tLΥ 

context.Data.Http.Method = "POST" ;  

context.Data.Http.Headers.ContentType = "application/xml" ;  

context.Data.Http.Header s.Location = "" ;  

context.Data.Http.StatusCode = System.Net.HttpStatusCode.OK;  

context.Data.Http.StatusDescription = "great" ;  

context.Data.LocalPath = "/path" ;  

 

Developers should use something like Notepad++ to search the Processes directory of their solution for 

all places where either the "MessageHeader", "MessageProperty_HttpRequest" or 

"MessageProperty_HttpResponse" text properties are being referenced and replace them with the 

appropriate API. 

NEW - Audit Process step - This has been modified to use a Blocking pool of proxies to allow better scale 

out for concurrency and to eliminate all calls being serialized through one proxy. There are now 2 new 

ǇǊƻǇŜǊǘƛŜǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ άtƻƻƭ aŀƴŀƎŜƳŜƴǘέ ǇǊƻǇŜǊǘȅ ŎŀǘŜƎƻǊȅΦ aŀȄƛƳǳƳ LƴǎǘŀƴŎŜǎ όŘŜŦŀǳƭǘǎ ǘƻ 1) and 

Pool Timeout (defaults to 1 minute).  When set to 1, the Audit Process Step will operate as in previous 

versions, using the default Audit Proxy at the Topic level. Once the maximum number of instances have 

been created, the Pool Timeout determines the amount of time to wait for an existing proxy to become 

available before throwing a timeout exception. 



 

MOD - Adapter Endpoint Process Step - ¢ƘŜǊŜ ŀǊŜ ƴƻǿ н ƴŜǿ ǇǊƻǇŜǊǘƛŜǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ άtƻƻƭ 

aŀƴŀƎŜƳŜƴǘέ ǇǊƻǇŜǊǘȅ ŎŀǘŜƎƻǊȅΦ aŀȄƛƳǳƳ LƴǎǘŀƴŎŜǎ όŘŜŦŀǳƭǘǎ ǘƻ 100) and Pool Timeout (defaults to 1 

minute).  Once the maximum number of instances have been created, the Pool Timeout determines the 

amount of time to wait for an existing proxy to become available before throwing a timeout exception. 

 

NEW - Logging ς A new logging level flag has been added to the Process Designer. This allows 

developers, if writing custom tracing statements, to first check the runtime logging level so that the 

ŎƻƳǇƛƭŜǊ ŘƻŜǎƴΩǘ ǳƴƴŜŎŜǎǎŀǊƛƭȅ ŎǊŜŀǘŜ ǎǘǊƛƴƎǎ ŀǘ ǊǳƴǘƛƳŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛƴ ǘƘŜ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎ 5ŜǎƛƎƴŜǊ 

within a C# activity custom logging could look like this now: 

if (context .Instance.IsDebugEnabled)  

 context.Instance.TraceInformation( "only run this statement if 

'Verbose' logging is enabled" );  

if (context.Instance.IsInfoEnabled)  

 context.Instance.TraceInformation( "only run this statement if 'Info' 

logging is enabled" );  



if (conte xt.Instance.IsWarningEnabled)  

 context.Instance.TraceInformation( "only run this statement if 

'Warning' logging is enabled" );  

if (context.Instance.IsErrorEnabled)  

 context.Instance.TraceInformation( "only run this statement if 'Errors' 

logging is enabled" );  

 

All logging statements will be written to the Neuron ESB log files.  

MOD - Adapter Endpoint Process Step ς Removed the internal retries based on policy that we previously 

did.  This makes it consistent with the Adapter Endpoint Workflow Activity. If users require retries, this 

can be easily accomplished by enclosing the process step within the Retry Process Step.  

NEW - Service Endpoint Process Step ς This has been modified to use a Blocking pool of proxies to allow 

better scale out for concurrency and to eliminate all calls being serialized through one proxy. There are 

ƴƻǿ н ƴŜǿ ǇǊƻǇŜǊǘƛŜǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ άtƻƻƭ aŀƴŀƎŜƳŜƴǘέ ǇǊƻǇŜǊǘȅ ŎŀǘŜƎƻǊȅΦ aŀȄƛƳǳƳ LƴǎǘŀƴŎŜǎ 

(defaults to 100) and Pool Timeout (defaults to 1 minute).  Once the maximum number of instances 

have been created, the Pool Timeout determines the amount of time to wait for an existing proxy to 

become available before throwing a timeout exception.  

 

FIX ς Audit Process Step - ŦƛȄŜŘ ƛǎǎǳŜ ǿƘŜǊŜ ŀǳŘƛǘ ǎŜǊǾƛŎŜ ǿƻǳƭŘ ǊŜǇƻǊǘ {ǉƭ5ŀǘŜ¢ƛƳŜ ƻǾŜǊŦƭƻǿ ƛΦŜΦ άaǳǎǘ 

ōŜ ōŜǘǿŜŜƴ мκмκмтро мнΥллΥлл !a ŀƴŘ мнκомκфффф ммΥрфΥрф taέΣ ƛŦ ǘŜǎǘƛƴƎ ǘƘŜ !ǳŘƛǘ tǊƻŎŜǎǎ {ǘŜǇ ŦƻǊ 

first time in designer. Subsequent tests would succeed.  

NEW - Service Endpoint Process Step ς Users can dynamically set the name of the Service Connector to 

execute at runtime by modifying the Service header of the ESB message like so: 

 context.Data.Header.Service = "myServiceConnector" ;  

 

FIX - ODBC Process Step - when running in a for loop under stress the following error may occur:  



Exception Type: System.NullReferenceException 

Exception Message: Object reference not set to an instance of an object. 

Adapters  

FIX ς SQL Service Broker - When and ά9b5 /hb±9w{!¢Lhbέ ƳŜǎǎŀƎŜ ƛǎ ōŜƛƴƎ ǇǊƻŎŜǎǎŜŘ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ 

error could be thrown if multiple result sets was not enabled on the connection string:  

Exception: The SQL Service Broker adapter endpoint, óNô, encountered an error while publishing 

to the bus. There is already an open DataReader associated with this Command which must be 

closed first. 

 

Inner Exception: There is already an open DataReader associated with this Command which 

must be closed first. 

 

Method: ValidateConnectionForExecute 

FIX ς MQSeries Adapter ς ²ƘŜƴ ǎŜǘǘƛƴƎ ǘƘŜ av CƻǊƳŀǘ ǇǊƻǇŜǊǘȅ ǘƻ άbhb9έΣ ǘƘŜ ǇǊƻǇŜǊǘȅ ǿƻǳƭŘ ǎƘƻǿ 

an empty string. This has been corrected.  

 

FIX - SMTP Adapter ς When sending file attachments, the name of the file in the email received would 

display the full file path and name of the attachment. Now it will just display the original filename minus 

the original path. Also, when sending non XML messages as the body, an invalid root error could be 

thrown when attempting to resolve custom properties via XPATH. 

NEW - MQSeries Adapter ς Extended logging has been added. Also, if a publish fails, the adapter will 

attempt to log the message to the Neuron Audit database. 

NEW - Adapter Framework ς Added logging levels to the Adapter Framework base class so that adapter 

writers can check the logging level before creating their strings i.e. 

if  ( base.IsDebugEnabled)  
                    RaiseAdapterInfo( ErrorLevel .Verbose, "hi there" );  

FIX - NetSuite Adapter ς Fixed memory leak detected under concurrent load. 



FIX - Salesforce Adapter ς Fixed memory leak detected under concurrent load. 

FIX ς ODBC Adapter ς Fixed memory leak detected under concurrent load when executed from an 

Adapter Endpoint Process Step. 

Workflow  

FIX ς Service Endpoint Workflow Activity ς The Service Endpoint could fail to throw an exception if a 

Cŀǳƭǘ aŜǎǎŀƎŜ ǿŀǎ ǊŜŎŜƛǾŜŘ ŀƴŘ ǘƘŜ ŀŎǘƛǾƛǘȅΩǎ ά¢ƘǊƻǿ ŜȄŎŜǇǘƛƻƴ ƻƴ Ŧŀǳƭǘέ ǇǊƻǇŜǊǘȅ ǿŀǎ ǎŜǘ ǘƻ ǘǊǳŜΣ ƛŦ ŀ 

previous execution of the activity threw an exception.  

FIX ς Deserialize Workflow Activities ς If a user entered a value for a property in the designer, rather 

ǘƘŀƴ ŘƛǊŜŎǘƭȅ ƛƴ ǘƘŜ ²ƻǊƪŦƭƻǿ !ŎǘƛǾƛǘȅΩǎ ǇǊƻǇŜǊǘȅ ƎǊƛŘΣ ǘƘŜ ²ƻǊƪŦƭƻǿ !ŎǘƛǾƛǘȅ ǿƻǳƭŘ ƴƻǘ ǇƛŎƪ ǳǇ ŀƴŘ ǳǎŜǊ 

ǘƘŜ ǾŀƭǳŜΦ ¢Ƙƛǎ ƻƴƭȅ ŀŦŦŜŎǘŜŘ ǘƘŜ ά5ŜǎŜǊƛŀƭƛȊŜ ŦǊƻƳ 5ŀǘŀ/ƻƴǘǊŀŎǘέ ŀƴŘ ά5ŜǎŜǊƛŀƭƛȊŜ ŦǊƻƳ W{hbέ ²ƻǊƪŦƭƻǿ 

Activities. 

MOD ς Empty Referenced Assemblies element generates Null Exception on startup ς if the 

ReferencedAssemblies element within the XML file that represents a Workflow Definition contains 

empty string elements (i.e. <string></string>), a null exception would be generated on startup. An 

empty string element could occur if the XML files are manually edited. If this occurs, users can open the 

Neuron Solution within the Neuron ESB Explorer. If empty elements are detected, they will be removed 

and the user will be notified of the modification via the Changes dialog box. To persist the changes, the 

user must accept them and save the solution using the Neuron ESB Explorer. 

NEW - Service Endpoint Workflow Activity ς Users can dynamically set the name of the Service 

Connector to execute at runtime by modifying the Service header of the ESB message like so: 

 message.Header.Service = "myServiceConnector" ;  

 

FIX - Workflow Endpoints ς if a workflow endpoint was disabled but still assigned to an Availability 

Group, it would still attempt to start and generate a System.ArgumentNullException exeption. 

NEW - Logging ς A new logging level flag has been added to the Workflow Designer. This allows 

developers, if writing custom tracing statements, to first check the runtime logging level so that the 

ŎƻƳǇƛƭŜǊ ŘƻŜǎƴΩǘ ǳƴƴŜŎŜǎǎŀǊƛƭȅ ŎǊŜŀǘŜ ǎǘǊƛƴƎǎ ŀǘ ǊǳƴǘƛƳŜΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛƴ ǘƘŜ ²ƻǊƪŦƭƻǿ 5ŜǎƛƎƴŜǊ ǿƛǘƘƛƴ 

a C# activity custom logging could look like this now: 

if (Log.I sDebugEnabled)  

 Log.Debug( "only run this statement if 'Verbose' logging is enabled" );  

if (Log.IsInfoEnabled)  

 Log.Info( "only run this statement if 'Info' logging is enabled" );  

if (Log.IsWarningEnabled)  

 Log.Warning( "only run this statement if 'Warning' logging is 

enabled" );  

if (Log.IsErrorEnabled)  

 Log.Error( "only run this statement if 'Errors' logging is enabled" );  

 

All logging statements will be written to the Neuron ESB log files.  



FIX - Workflow Persistence Delay Activity ς When a persistent delay workflow activity completes, 

Quartz.Net could throw the following exception: 

ά!ƴ ŜǊǊƻǊ ƻŎŎǳǊǊŜŘ ǿƘƛƭŜ ŀǘǘŜƳǇǘƛƴƎ ǘƻ ŘŜƭŜǘŜ ŀ Ƨƻō ǿƘŜƴ ǘƘŜ tŜǊǎƛǎǘŜƴǘ5Ŝƭŀȅ ŀŎǘƛǾƛǘȅ 

ŎƻƳǇƭŜǘŜŘΥ ¦ƴŀōƭŜ ǘƻ ǳƴǎŎƘŜŘǳƭŜ ǘǊƛƎƎŜǊέ 

Service Endpoints  

FIX - Client Connectors ς for SOAP messages, the message would not always be set to non-binary. This 

has been corrected. 

FIX - REST Service endpoints ς Buffer Size and Max Buffer Pool Size are not being set to their default 

properties internally. Previously these were being set to too high a value which could result in leaked 

memory over time. Also, REST service endpoints will now use the Maximum Message Size parameter 

from the UI. 

NEW ς Service Endpoints ς Added support for users who want to use the Microsoft WCF 

WebHttpBinding with Neuron Client and Service Connectors. If a custom binding is created with that 

name, Neuron ESB will recognize it and use it. This can be used as an alternative to the built in Neuron 

ESB REST binding. 

MOD - Client Connector - Changed from Single to PerCAll mode. Also fixed issues with service endpoints 

that route to SOAP where endpoint has capture http headers enabled. When they received a message 

that came from a REST call where HTTP headers were enabled, content type and get methods would kill 

the call.  Lastly, faulted events with the host are captured and logged appropriately. 

Neuron ESB Runtime  

MOD ς Zone Internal Binding Settings ς These settings located on the Server tab of the Zone are used by 

all of the internal Neuron ESB services such as the Configuration, Control, Management and Auditing 

services. The default values for new solutions have been changed to: 

 

MOD ς Internal Session Management ς In previous versions, Neuron ESB Parties and Endpoints 

ƳŀƛƴǘŀƛƴŜŘ ǇŜǊǎƛǎǘŜƴǘ ŎƻƴƴŜŎǘƛƻƴǎ ǘƻ bŜǳǊƻƴΩǎ ƛƴǘŜǊƴŀƭ /ƻƴǘǊƻƭΣ aŀƴŀƎŜƳŜƴǘ ŀƴŘ /ƻƴŦƛƎǳǊŀǘƛƻƴ 



services.  Increasing numbers of endpoints added to a solution could substantially increase the number 

of sessions required to be configured at the Zone level (i.e. Max Concurrent Sessions). In very large 

ǎƻƭǳǘƛƻƴǎ ǿŜΩǾŜ ǎŜŜƴ ǘƘƛǎ ƴǳƳōŜǊ ŀǇǇǊƻŀŎƘ ǎŜǾŜǊŀƭ ǘƘƻǳǎŀƴŘΦ LŦ ǘƘƛǎ ƴǳƳōŜǊ ǿŀǎ ƴƻǘ ŎƻƴŦƛƎǳǊŜŘ ƘƛƎƘ 

enough, endpoints would time out attempting to connect at startup or new endpoints could be blocked 

from connecting. Moving forward this has been changed so that these are no longer persistent sessions. 

This will result in a significant decrease in the number of sessions created against Neuron ESB internal 

services and should dramatically reduce the incidences of blocking or timeouts when starting up or 

connecting to the Neuron ESB server. 

MOD ς Adapter/Service Policy Retries ς When using Transactional MSMQ as a Topic Transport, the 

following error could be reported in the Neuron ESB log file and Event log: 

System.ServiceModel.FaultException: The transaction under which this method call was executing was 

asynchronously aborted. 

This was happening within our Global Exception Handler for WCF and occurred when Neuron ESB rolled 

back the underlying Transaction in the course of the Policy execution. This error was erroneous and has 

now been suppressed. 

MOD ς Configure Server - Added the ability to view the default .NET thread values when opening 

configure server dialog within the Neuron ESB Explorer. This dialog allows the user to override the 

existing .NET thread pool values to accommodate burst load scenarios. The default values are listed in 

greyed out text to the right of the editable text boxes as shown in the figure below: 

 

MOD ς Startup time ς Solutions that have hundreds of endpoints should start up significantly faster 

now, anywhere from 50% or more. 

MOD ς Adapter Endpoint Performance Enhancements ς In previous releases of Neuron ESB, message 

traffic received by Adapter Endpoints was always serialized to support ordered delivery.  In this release, 

ǿŜΩǾŜ ŀŘŘŜŘ ŀ ƴŜǿ άtƻƻƭ {ƛȊŜέ ǇǊƻǇŜǊǘȅ ƭƻŎŀǘŜŘ ƻƴ ǘƘŜ ƎŜƴŜǊŀƭ ǘŀō ƻŦ ǘƘŜ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘǎ ǎŎǊŜŜƴ 

within the Neuron ESB Explorer (see below) 



 

If this property is set to a default of 1, the behavior will be consistent with previous builds of Neuron 

ESB, essentially serializing all calls to the Adapter Endpoint. The pool size number indicates the 

maximum number of adapter instances that Neuron ESB άŎƻǳƭŘέ ŎǊŜŀǘŜ ǳƴŘŜǊ ǘƘŜ ŎƻǾŜǊǎ ǘƻ ǇǊƻŎŜǎǎ 

messages.  For example, if the Pool Size was set to 250, but Neuron ESB was only sending in a few 

hundred request/sec, more than likely only a handful of adapter instances would need to be created to 

handle the throughput.  In previous builds, normal throughput for an Adapter endpoint was generally 

limited to a couple of hundred messages per second processed (depending on the adapter). By 

increasing the Pool Size property, that number can be increased to several thousand messages per 

second processed. If a Neuron ESB Adapter Endpoint is receiving more messages than the configured 

Pool Size can service, Neuron ESB will write out warnings in the Neuron Log file of the endpoint alerting 

users that Neuron ESB is occasionally waiting for an instance to become free to use i.e.  

2017-03-26 20:29:24.822-07:00 [4] ALWAYS - ESB Trace Log - Machine:  - Trace level: 

Error+Warning 

2017-03-26 20:29:37.204-07:00 [168] WARN  - Waiting to retrieve 'OdbcQueryEndPoint' adapter 

endpoint from collection because we've hit our pool size limit. 

This is a good indicator that the Pool Size should be raised, or the Adapter Endpoint itself is too long 

running in its processing of a message.  



For example, using a SOAP Client Connector, TCP Topic and an ODBC Adapter in Query mode, (basic 

Request/Response scenario), a pool size of 50 to 100 allowed the service endpoint to achieve 10+ times 

the throughput of previous releases, while decreasing the average request/response times. 

In a multicast scenario, publishing to a TCP Topic to an ODBC Adapter in Execute mode (inserting a 

record into a table), using a pool size of 250, we saw up to a 40 times increase in throughput/inserts into 

the table. 

An important note though. This setting will have marginal if any performance impact when messages are 

received by the Adapter Endpoint either over a Rabbit MQ topic or an MSMQ Topic where the MSMQ 

Transport is configured for Ordered Delivery.  

MOD ς Adapter Endpoint Performance Enhancements ς ! άtǊƻŎŜǎǎƛƴƎ ¢ƘǊŜŀŘǎέ ǇǊƻǇŜǊǘȅ Ƙŀǎ ōŜŜƴ 

added to Adapter Endpoints and accessible either by using an Environmental Variable to set the 

property (as shown below) 

 

Or by manually editing the underlying XML file: 

<?xml version="1.0"?> 
<ESBEndpoint xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 
  <Id>07dfa54f-a1d1-4405-8063-3a5c17f218cb</Id> 
    Χ 
  <PoolSize>250</PoolSize> 
  <ProessingThreads>30</ProessingThreads> 



</ESBEndpoint> 

 
¢ƘŜ άtǊƻŎŜǎǎƛƴƎ ¢ƘǊŜŀŘǎέ ǾŀƭǳŜ ƛǎ м ōȅ default. This provides the behavior found in previous builds. 

However, where throughput could not be increased by using the Pool Size property for Ordered Delivery 

Queued Topics (i.e. Rabbit MQ or MSMQ set for Ordered Delivery), throughput can be substantially 

increased for these Topics (similar to using the Pool Size property for non-Queued Topics) by raising the 

value of this property. This property should NOT be used if receiving messages from non-Queued Topics 

like TCP, Peer or Named Pipes, or if Ordered Delivery of the messages to the adapter endpoint is a 

requirement. A good example where users may want to set this property to a high value is when 

receiving messages from a Rabbit MQ Topic as Rabbit MQ only supports ordered delivery of messages. 

FIX - Auditing Service ς Previously in our debug tracing, we were not logging the action date. 

FIX ς ESB Message Cloning ς When an ESB message was cloned, the LocalPath property was not being 

copied to the new message 

FIX - Runtime Optimizations ς Several resource optimizations around string creation and memory usage 

have been implemented. 

FIX ς Management Thread ς The management thread at the Party level could be aborted by an 

exception from an asynchronous thread. If the management thread, it could also create an orphan lock 

that could prevent either the Neuron ESB runtime and the Workflow engine from shutting down. The 

orphan lock has been corrected and management routine has been moved to a timer. 

FIX ς Audit Service ς Added new locking mechanisms to increase throughput and concurrency and to 

eliminate deadlocking that could occur under high concurrency load.  

FIX - Memory Leaks ς While under sustained load, there were several memory leaks discovered using 

Service endpoints and some adapters, specifically the ODBC adapter. There were also some detected 

when using the Service Endpoint and Adapter Endpoint process steps. These have been fixed. 

MOD ς Master Service, refactored the GetMachineName() so that issues with it can be logged to neuron 

log files and that it raises exceptions that can be caught and logged. Added the logging of additional 

information to the master log on startup, regardless of the log level now. Specifically, whether or not the 

MSMQ and MSDTC were installed, what the service account is set to, port sharing, Neuron ESB Instance 

name, computer memory, # of CPUs, OS, whether neuron or OS is 64 bit and what the true NETBIOS 

name is. 

MOD ς Master Service ς We no longer are writing out the whole stack trace if we can't delete a temp 

file.  Now just writing our error message. 

FIX ς Unable to Assign Port when Port Sharing is enabled - Previously, users could see errors like the 

following even if Port Sharing was enabled:   

Availability Group: Workflow Order Process Host 



Message: 

Workflow Endpoint id 'bffe743c-6a9f-4a9f-80c0-30969eefd2e7' could not be started. 

System.Exception: Unable to assign the '50011' port to the 'Adapters' TCP based Topic. The 

given key was not present in the dictionary. ---> 

System.Collections.Generic.KeyNotFoundException: The given key was not present in the 

dictionary. 

MOD - Configuration Service ς Enabled a configuration read lock when reading the configuration. 

MOD - Control Service -  Removed unnecessary locks when parties are retrieving the configuration from 

the service. 

MOD ς Zone ς Server Bindings - Reset the defaults for Max Concurrent Sessions and Max Concurrent 

Instances to 100. These settings were changed for the MSMQ, TCP, Named Pipes Publishing services as 

well as for the Server Bindings.  We also reset the Listen Backlog default property from 1000 to 10. As a 

ǊǳƭŜ ƻŦ ǘƘǳƳōΣ bŜǳǊƻƴ 9{. ŘƻŜǎƴΩǘ ǳǘƛƭƛȊŜ ǎŜǎǎƛƻƴǎ ǳƴƭŜǎǎ wŜƭƛŀōƭŜ {Ŝǎǎƛƻƴǎ ƛǎ ǎŜǘ ǘƻ ǘǊǳŜ ƻƴ ǘƘŜ ¢ƻǇƛŎ 

Publishing services that support Reliable sessions or on the Bindings tab of Zone settings. The Binding 

tab of Zone settings only affects the Neuron ESB internal NON publishing services like Auditing, Control, 

Configuration and Management services. Out of these, ONLY the Auditing Services is affected by the 

Max Concurrent Instances and should not be raised above 200 without thorough load testing as this will 

control how many Instances remain in memory and will consume resources. 

FIX ς Audit Service ς This was hard coded with a 5-minute command time out. Now this will use the 

command timeout configured for the Neuron Audit database. 

MOD - Audit Service - Changed from Single to PerCAll mode to better handle concurrency and scale. This 

effectively uses the Max Concurrent Instances setting located in the Zone settings on the Bindings tab. 

This setting should not be raised above 200 without thorough load testing spanning several hours.  

Monitoring  and Logging 

FIX ς Logging JSON Messages ς If running with Verbose logging level enabled, some JSON formatted 

messages could generate the following error when Neuron ESB attempts to write the message bodies to 

their respective endpoint log file, as in the case of Client and Service Connectors: 

System.FormatException 

Exception Message: Input string was not in a correct format. 

FIX - Logging ς Logging has been modified. Now, All Warnings and Errors will be reported in both the 

Neuron ESB log files and the Neuron ESB Windows Event Log. ONLY Verbose and Info logging will be 

recorded in the Neuron ESB log files. Also, all logging formats have been normalized. An example of the 

format follows: 

string.Format( 

CultureInfo.CurrentCulture, 



"{0:yyyy-MM-dd HH:mm:ss.fffzzz} [{1}] {2} - {3}", 

DateTime.Now, 

Thread.CurrentThread.Name ?? 
Thread.CurrentThread.ManagedThreadId.ToString(CultureInfo.InvariantCulture), 

InfoLevel, 

message); 

In previously releases, this was inconsistently applied. In some areas we would be writing errors and 

warning to either the Event log or the Neuron ESB log files, but not to both. 

FIX ς Logging ς Reset the ESBHost.exe.config file to only log warning and errors to the event log via 

log4net filter. 

FIX ς Adapter/Service Policy Retries ς Logging has been enhanced and standardized. 

FIX ς Logging under Run As ς ²ƘŜƴ ǳǎƛƴƎ ǘƘŜ άwǳƴ !ǎέ ŦŜŀǘǳǊŜ ǘƻ Ǌǳƴ ŀƴ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘ ǳƴŘŜǊ ŀ 

specific set of credentials, if the Adapter Endpoint generated errors and warnings may fail to write to 

the Event Log, though they would be recorded to the underlying Neuron ESB Log file. This has been 

corrected. 

FIX - Endpoint Health Reporting ς Fixed some issues found where the WMI counter was not getting 

incremented properly under certain conditions when errors and warning detected. This was also 

happening in the Rabbit MQ publishing service. 

FIX ς Recycling Endpoints during Shutdown causes error ς If an Endpoint was changed and saved and the 

ESB Service was shut down at nearly the same time, the following exception could occur: 

Exception: Value cannot be null. 

Parameter name: The Adapter endpoint 'OdbcQueryEndPoint' could not be found in the endpoint tracking 

collection. 

Transports  

MOD ς MSMQ Transport ς Previously the Neuron ESB Dead Letter and Poison Queue handlers were 

configured as singletons. They have been changed to Per Call. 

FIX ς MSMQ Transport Network Properties ς LŦ ǘƘŜ ά¦ǎŜ tƻƭƛŎȅ ŦƻǊ wŜǘǊƛŜǎέ ǇǊƻǇŜǊǘȅ ǿŀǎ ŎƻƴŦƛƎǳǊŜŘΣ ǘƘŜ 

"Receive Error Handling" and "Enable Poison Message Processing" properties were still visible. Also, if a 

policy was selected, the Time to Live property could be reset to an incorrect minimal value. This has 

been corrected so that it will be set to 100 * the expiration period defined in the policy. This can be 

overridden by the user. 

FIX ς Rabbit MQ - If the same party instance is used across multiple client connectors, the instances 

could randomly receive the wrong reply destined for a different party instance. For example, if there 

were 2 client connectors using the same party, the user would experience a timeout on every other 



request call. This is due to the fact that there is only one physical queue representing a Party. Additional 

correlation has been added to prevent this behavior.  

FIX ς Rabbit MQ ς Under load, Rabbit MQ could fault with an exception reported similar to the 

following: 

Unexpected Shutdown event from Rabbit MQ consumer for 'PlayaPub' Party. Initiating source = 

Library; Reply Code = 541; Reason = Unexpected Exception 

This was due to a bug in the Rabbit MQ client verǎƛƻƴ оΦрΦс ǎǘŀŎƪΦ  Lƴ ǘƘŜ wŀōōƛǘ av ǎŜǊǾŜǊΩǎ ƭƻƎ ŦƛƭŜΣ ǘƘŜ 

following would be noted related to heart beat failures: 

ERROR REPORT==== 6-Mar-2017::17:35:43 === 

closing AMQP connection <0.16885.134> ([::1]:59819 -> [::1]:5672): 

missed heartbeats from client, timeout: 60s 

Rabbit MQ fixed this in later releases of their client API. Neuron ESB has been updated to use the 4.1.3 

Rabbit MQ Client Library. 

FIX - Rabbit MQ Topic Transport ς An error would be reported if a change was made and saved in the 

Neuron ESB Explorer indicating that the active deployment group could not be found. Although, 

harmless, this has been fixed. 

MOD ς TCP channel ς When a party which is associated with a TCP topic starts up, it will look for an 

available client side port that the TCP publishing service can use to send it messages. Previously we 

would write out the stack trace for search when we called the FindAvailablePort() method. Now we will 

only write out the message in the Neuron ESB log files. Users will see this in any endpoint log when in 

Verbose mode. 

FIX ς Rabbit MQ channel ς this would throw an asynchronous thread error when being disconnected, 

which in turn would abort the management back thread routine and cause an orphaned lock. Locking 

has been refactored to eliminate a deadlock that could occur when using the underlying connection 

ƻōƧŜŎǘΦ [ŀǎǘƭȅΣ ǿŜ ǿŜǊŜ ƴƻǘ ǎŜǊƛŀƭƛȊƛƴƎ ǘƘŜ 9{. aŜǎǎŀƎŜΩǎ [ƻŎŀƭǇŀǘƘ ǇǊƻǇŜǊǘȅΦ 

FIX ς MSMQ Channel ς Refactored this to be thread safe when used via a Publish Process Step within a 

Client Connector under high concurrent load. Previously, this could fail with Null exceptions and 

blocking. Also, several performance optimizations were made. 

FIX ς TCP/Named Pipes channel ς Refactored locking to eliminate an Object Disposed exception that 

could occur when under high load. 



Neuron 3.5.4.920  Change History  

Neuron ESB Runtime  

MOD ς Clear Temp Files ς On startup, the ESB Service will attempt to clear out temp files. If an error 

occurs, a warning will be logged indicating that a file within the temp directory could not be deleted. 

This has been modified to record the error message that was encountered during the delete attempt 

FIX ς Runtime Memory Fixes ς At runtime memory could gradually increase when endpoints are 

recycled within Endpoint Health if those endpoints were hosting specific Process Steps. 

MOD ς Active Sessions/Connections to Database ς Optimization have been made to reduce the number 

of active sessions/connections that Neuron ESB maintains against its database when connection pooling 

is enabled. Previously we were maintaining a separate connection pool, and hence a connection in that 

pool for every endpoint that was configured for Single Instance mode. This has been changed to use the 

ŎƻƴƴŜŎǘƛƻƴ Ǉƻƻƭ ƻŦ ǘƘŜ ŎŜƴǘǊŀƭ ǎŜǊǾŜǊΦ !ƭǎƻΣ ǿŜ ǊŜŎƻƳƳŜƴŘ ǘƘŀǘ ǘƘŜ ά[ƻŀŘ .ŀƭŀƴŎŜ ¢ƛƳŜƻǳǘέ ŎƻƴƴŜŎǘƛƻƴ 

string setting for the Neuron ESB database be changed from the default of 0 to 120 seconds to ensure 

that connections that have not been used are removed from the pool.  

FIX ς Adapter Endpoint Process Step ς Timeout Exceptions and Inconsistent reply messages received 

when processing concurrent requests under load ς When using the Adapter Endpoint Process Step 

within a Process assigned to a Client Connector, Timeout Exceptions may occur as well as delivery of the 

wrong reply message to the calling thread if the Client Connector is processing concurrent requests 

under load. This was due to how the Adapter Endpoint managed the synchronization context for the 

reply messages it would return to the hosted Business Process.  This has been corrected. 

FIX ς Availability Group would fail to Start ς if Port Sharing was enabled, the Availability Group could fail 

to startup with an Instance is Null exception. 

Service Endpoints  

MOD ς Client Connector Logging ς Regardless of the logging level selected, Neuron ESB would always 

log the following informational message in the Neuron ESB log file for the Client Connector for every 

message processed: 

ESBService.exe Information 0 SecureResponseDispatcher.BeforeSendReply - Setting 

the httpResponse header to 'Server' 2017-02-02 23:06:51Z 

This behavior has been modified to only log when the logging level is set to Verbose. 

Business Process Designer 

FIX ς Business Process Designer Disable Indicators ς Within the Business Process Designer users can 

disable/enable every Process Step. When disabled, the process step would change color to a gradient 

grey. However, this did not previously work for the Exception, For, ForEach, While, Retry and 

Transaction Process Steps. If these steps were previously disabled, there would be no visual indicator. 

Also, disabling/enabling the individual Try/Catch/Finally blocks within the Exception block was not 

supported. These have been corrected. 



FIX ς Business Process Designer Memory Leak ς if using the Business Process Designer to continually test 

in design mode, some of the process steps could leak memory. This has been corrected.  

MOD ς ODBC Process Step - Added support for setting parameters to NULL in the ODBC Process Step. 

This is accomplished with a new attribute on the Parameter element (query and execute) or Field 

element (batch) called nillable. When you set this to true and then set the value to "null", the column 

will be set to null. Also added support for setting DBNull or String.Empty as the default value in the 

parameter mapper. 

FIX ς Service Endpoint Process Step- Previously when an exception/fault occurred, the response 

message was set to the original request message. This has been modified so that the response message 

will contain the exception/fault information. 

FIX ς Service Endpoint Process Step ς SOAP and REST and Policy Compliance ς When using policy with 

the Process Step, the "Throw Exception on Fault" property will only work with SOAP-based services. 

REST-based services will only throw an exception when the REST tab configuration in the service policy is 

violated. 

Adapters  

FIX ς FTP/STP Adapter ς Timestamp Comparison feature - The following error: "Error converting data 

type varchar to datetime" could occur in certain localized environments because we were passing a 

datetime value in an ambiguous format to SQL server. Also, if more than one adapter endpoint was 

configured to use this feature, either one could return the others files. 

FIX ς Publish Mode Adapters ς Lƴ ǇǳōƭƛǎƘ ƳƻŘŜΣ ƛŦ ά9ǊǊƻǊ hƴ tƻƭƭƛƴƎέ ǇǊƻǇŜǊǘȅ ǿŀǎ ǎŜǘ to 

άStopPollingOnErrorέΣ for any of the listed adapters, the adapter instance was not cleaning up its 

resources correctly. The affected adapters were the following: 

¶ SQL Service Broker 

¶ Active Directory 

¶ Azure Service Bus 

¶ File 

¶ FTP/SFTP 

¶ MqSeries 

¶ Microsoft Exchange 

¶ MSMQ 

¶ ODBC 

¶ POP3 

¶ Salesforce 

FIX - File adapter ς An out of memory exception could occur if the file adapter, in publish mode, is 

continually called against a network share that is unavailable. Eventually an out of memory exception 

occurs as described in the following support article: https://support.microsoft.com/en-us/kb/3152158  

https://support.microsoft.com/en-us/kb/3152158


FIX ς Salesforce Adapter - The following error "adapter endpoint faulted. An invalid request URI was 

provided. The request URI must either be an absolute URI or BaseAddress must be set." May occur.  

MOD ς TCP Socket Adapter ς A timer has been added to the socket adapters, configured for one-minute 

intervals, that will send ping messages across the socket. This is intended to make the socket appear to 

be alive during low-traffic periods so that the socket connection will not dropped by intermediaries 

between the two servers. This is used to support Neuron ESB-to-Neuron ESB scenarios with a DMZ 

between the servers. 

Neuron ESB Explorer 

MOD ς Updated Neuron ESB Help CHM and Samples ς The Neuron ESB shipped samples have been 

updated as well as the Neuron ESB Help CHM documentation has been updated to included augmented 

Adapter and sample documentation. 

Workflow Designer  

FIX ς Service Endpoint Workflow Activity- Previously when an exception/fault occurred, the response 

message was set to the original request message. This has been modified so that the response message 

will contain the exception/fault information. 

FIX ς Service Endpoint Workflow Activity ς SOAP and REST and Policy Compliance ς When using policy 

with the Process Step, the "Throw Exception on Fault" property will only work with SOAP-based services. 

REST-based services will only throw an exception when the REST tab configuration in the service policy is 

violated. 

Neuron 3.5.4.875 Change History  

Neuron ESB Service 

MOD ς Clearing of Temp Files ς Neuron ESB generates temp files on start up. On startup, Neuron ESB 

would attempt to cƭŜŀǊ ƻǳǘ ǘƘŜ ǎŜǊǾƛŎŜ ŀŎŎƻǳƴǘΩǎ ¢9at ŘƛǊŜŎǘƻǊȅ ƻŦ ŦƛƭŜǎ ǇǊŜǾƛƻǳǎƭȅ ƎŜƴŜǊŀǘŜŘ ōȅ bŜǳǊƻƴ 

ESB. If this failed, Neuron ESB would continue to startup but would not report why the TEMP directory 

clean up failed. If the TEMP directory was filled, preventing Neuron ESB service from starting, there 

would be an indication in the Event log only. This behavior has been modified to write a warning to the 

Neuron logs if clearing the TEMP directory failed. Also, if the TEMP directory is filled, preventing from 

starting up, ǿŜΩƭƭ ŀǘǘŜƳǇǘ ǘƻ ǿǊƛǘŜ ǘƘŜ ǊŜŀǎƻƴ ǿƛǘƘƛƴ ǘƘŜ bŜǳǊƻƴ 9{. ƳŀǎǘŜǊ ƭƻƎ ŦƛƭŜΦ [ŀǎǘƭȅΣ bŜǳǊƻƴ 9{. 

will attempt to clear out its temp files every hour during runtime operation. 

Adapters  

MOD ς MQSeries Adapter ς Added 3 new custom properties that are populated on Publish mode. 

Specifically, we now capture the inbound server name, Queue Manager name and Queue name, i.e.  

var  serverName = context.Data.GetProperty( "wmq" , "ServerName" );  

var  qManagerName = context.Data.GetProperty( "wmq" , "QueueManager" );  

var  queueName = context.Data.GetProperty( "wmq" , "Queue" );  

 



FIX ς Socket Adapter ς SSL would not correctly after Microsoft released the following patch: 

https://support.microsoft.com/en-us/kb/3155464 to address an existing vulnerability in the Microsoft 

implementation of SSL/TLS 

FIX ς Socket Adapter ς When managing communication between internal and DMZ traffic using the 

Client and Server Socket adapter, the following error may be encountered:  

¢ƘŜ {ŜǊǾŜǊ {ƻŎƪŜǘ ŀŘŀǇǘŜǊ ŜƴŘǇƻƛƴǘΣ ΨbΩΣ ŜƴŎƻǳƴǘŜǊŜŘ ŀƴ ŜǊǊƻr while sending message to client socket: 

The message cannot be sent to the TCP socket because the socket has been closed. ---> 

NeuronEsb.Adapters.Socket.SocketClosedException: The message cannot be sent to the TCP socket 

because the socket has been closed.  

MOD ς SMTP Adapter - When attaching files via file path, the full path and file name would be used as 

the visible attachment name (with non-valid chars replaced by underscores) rather than the filename 

minus the path. 

MOD ς SFTP Adapter ς If the SFTP server was configured to auto delete downloaded files, the adapter 

would fail to publish the message. It would instead log the message to the Failed Message database and 

throw a file does not exist error. The behavior has been modified to accommodate servers that are 

configured to auto delete.  

MOD ς CRM 2011 Plugin ς The plugin would throw an error if the FETCHXML activity returned an empty 

result set. This has been modified. Now the empty result set will be returned. 

MOD ς ODBC Adapter - Added support for setting parameters to NULL in the ODBC adapter. This is 

accomplished with a new attribute on the Parameter element (query and execute) or Field element 

(batch) called nillable. When you set this to true and then set the value to "null", the column will be set 

to null. 

Neuron 3.5.4.860  Change History  

Neuron ESB Explorer 

FIX- Database Update ς Neuron ESB would only present the user with the message that the database 

needed to be updated, it did not present and log what version it found in the database, and what 

version the installation required though. 

Monitoring  

FIX ς Endpoint Health ς In some circumstances if a failure occurred within the heartbeat of an endpoint, 

the endpoint may still be reported as Started in endpoint health, even though the heartbeat timestamp 

would remain unchanged. 

Workflow Activities  

MOD ς Service Endpoint - Fixed issue for service endpoint step/activity where it wouldn't throw an 

ŜȄŎŜǇǘƛƻƴ ǿƘŜƴ ŀ {h!t Ŧŀǳƭǘ ƛǎ ǊŜǘǳǊƴŜŘ ŀǎ ǘƘŜ ōƻŘȅ ƻŦ ǘƘŜ ƳŜǎǎŀƎŜ ƛŦ ǘƘŜ ά¢ƘǊƻǿ 9ȄŎŜǇǘƛƻƴ ƻƴ Cŀǳƭǘέ 

was set to true. Previously it only threw an exception if the outbound call threw a Fault Exception. 

https://support.microsoft.com/en-us/kb/3155464


Neuron ESB Service 

FIX ς Single Instance Support - If an endpoint was marked as single instance, on startup Neuron ESB 

would not log either way whether the endpoint would be started or not started. Now, if the endpoint is 

eligible to start, Neuron ESB will log a verbose message. If the endpoint will not be started because 

another endpoint is active on another machine, a warning message will now be logged. 

There could be a case where another machine could start up an Active Instance, however, the previously 

active machine would still register as Started in Endpoint Health. If Heartbeat failures occurred, the 

failing active instance may not have been stopped correctly.  

If the secondary server detected that the current active instance on another server became stale, it may 

not take ownership and start up an active instance if the endpoint was a Service Connector. 

FIX ς Logging on Startup ς Extra logging has been added to capture exceptions in the Neuron log file if an 

error occurred on startup. 

FIX - Availability Group - High Availability/Failover - When Running an Availability Group on more than 

one machine, and using the Failover feature of Availability Group, the Availability Group could at times 

run on both Primary and Failover Machine both. 

 FIX - Availability Group - High Availability/Failover - When running an Availability Group on more than 

two Machines, where MachineX and MachineY are Marked as Primary and MachineZ is marked as 

failover, MachineZ would only monitor one of the primary machines for failover. If the other Machine 

which was not monitored failed, MachineZ would fail to detect the event. 

FIX - Availability Group - High Availability/Failover ς If after an Availability Group starts up on a Failover 

machine a user tried to manually restart the Availability Group on a primary server, the Availability 

Group would end up running on both primary and failover server. 

 Business Processes 

FIX ς Auditing ς When testing the Audit Process Step within the Business Process on a machine that is 

NON US localized, a SqlDateTime overflow exception could occur, preventing the message from being 

audited 

MOD ς JSON - Modified the remove namespace function so that the JSON Newtonsoft namespaces and 

attributes are not removed so that they can be used to further control serialization. For example, this 

allows users to embed Newtonsoft directives to control the serialization of elements into arrays i.e. 

<person xmlns:json='http://james.newtonking.com/projects/json' id='1'> 

<name>John</name> 

<url>http://www.google.com</url> 

<role json:Array='true'>Admin</role> 

</person> 



MOD ς Service Endpoint - Fixed issue for service endpoint step/activity where it wouldn't throw an 

ŜȄŎŜǇǘƛƻƴ ǿƘŜƴ ŀ {h!t Ŧŀǳƭǘ ƛǎ ǊŜǘǳǊƴŜŘ ŀǎ ǘƘŜ ōƻŘȅ ƻŦ ǘƘŜ ƳŜǎǎŀƎŜ ƛŦ ǘƘŜ ά¢ƘǊƻǿ 9ȄŎŜǇǘƛƻƴ ƻƴ Cŀǳƭǘέ 

was set to true. Previously it only threw an exception if the outbound call threw a Fault Exception. 

FIX ς Split/Join Process Step ς !ŘŘŜŘ ǊƛƎƘǘ ŎƭƛŎƪ ά9Řƛǘ /ƻŘŜέ ŎƻƴǘŜȄǘ ƳŜƴǳ ŦƻǊ Wƻƛƴ ǎŜŎǘƛƻƴ ǿƘƛŎƘ ǿƛƭƭ 

bring up code editor. 

FIX ς Code Editors ς If uses opened the Code Editors exposed by some Process Steps via the Ellipsis 

Button in the property grid, any code entered would not be saved appropriately. 

FIX ς Split/Join Process Step ς When setting the Split section to Code and setting the Async property to 

True, a cast object exception would be generated. This was a bug introduced with the new parallelism 

features introduced in build 3.5.4.811 

Topics 

FIX ς TCP Topics - Fix for using TCP topics with port sharing and the Client API when hosted in Windows 

applications.  Previously, this worked when the client API was hosted in non Windows applications (i.e. 

console applications for example). In Windows applications, like the Neuron ESB Test Client, a delay 

would be incurred when connecting. The Test Client would later show it was disconnected and then 

would turn to a Connected state.  

Neuron 3.5.4.839  Change History  

Business Processes 

FIX ς Routing failure - when either a XSLT transform, JSON, Call service, Table or XML Query or Excel or 

Property Setter process steps are used on the subscribe side BEFORE the resulting message is published 

back to the bus, if the originating message was a request, the reply message would not get properly 

routed back to calling client. This was a breaking change introduced in 12/5/2015. 

FIX ς Parallel Step - Could throw KeyNotFoundException if any branch had a condition that returned false 

FIX ς Execute Process Step ς If using the Execute Process step in a Client Connector where concurrent 

users could be executing and the Execute Process step is being set dynamically, the incorrect Process 

could be executed. Added verbose tracing as well. 

FIX ς Flat File Parser ς When multiple definitions are used by the same party, only the first one if 

applied. If a publisher has one or more processes with multiple flat file parser steps defined with 

different column mappings, the engine would only use the first mapping executed. All other instances of 

the process step will try to use the first mapping, regardless of how they are defined in the UI. Now 

Neuron ESB will use the name of the Process Step to identify the name of the flat file mapping definition 

to be executed. 

Neuron ESB Explorer 

FIX ς Rabbit MQ Management - Purge messages in the Neuron ESB Explorer's Rabbit MQ management 

screen would return an HTTP error if something other than the default '/" was used as the vHost. 



Database 

FIX ς Updated Database Scripts ς There were some stored procedures that were being created in the 

ŎǳǊǊŜƴǘ ǳǎŜǊΩǎ ǎŎƘŜƳŀ ǊŀǘƘŜǊ ǘƘŀƴ ƛƴ ǘƘŜ ŘōƻΦǎŎƘŜƳŀ 

Service Endpoints  

FIX - Client Connector ς The default timeout for a request/reply call would default to 397 seconds. This 

has been reset so that it now uses the Request/reply send timeout on the service policy multiplied by 

the retry factor. 

FIX ς Null Exception when Shutting down Client Connector ς A null exception could occur if shutting 

down a publishing endpoint while it was still waiting for a reply message. Modified and enhanced 

logging. When shutting down client connector a null exception could also occur if Neuron attempted to 

audit the original request message. A null exception could also occur when attempting to resubmit a 

message directly to a service endpoint. 

MOD - HTTP Basic authentication - When a Service Connector makes an initial call to Java-based REST 

services using Basic Authentication, the Service Connector could return a failure. This could occur 

because the service being called did not conform to the HTTP Basic Authentication RFC which requires 

the service to first return a negotiate header which tells the client what type of credentials to send. 

Now, Neuron ESB will send the Authorization header to the service on the initial call when the REST 

binding is configured with Transport:Basic. 

MOD ς Authentication Behaviors ς Added verbose tracing output when Client Connectors are 

configured using either Username, NTLM or Credential based authentication options. 

FIX ς Swagger Support - If a user switches from SOAP (which exposed WSDL) to REST and chooses to 

apply Swagger the following error would result:  

Could not find a base address that matches scheme http for the endpoint with binding 

MetadataExchangeHttpBinding. Registered base address schemes are []. 

MOD ς Policies - Modified the availability timer that controls activating an endpoint based on Policy, so 

ǘƘŀǘ ƛŦ ŀƴ ŜǊǊƻǊ ƻŎŎǳǊǎ ŀǘǘŜƳǇǘƛƴƎ ǘƻ ǎǘŀǊǘ ƛǘ ǳǇ ōŀǎŜŘ ƻƴ ǘƘŜ ǎŎƘŜŘǳƭŜΣ bŜǳǊƻƴ 9{. ŘƻŜǎƴΩǘ continually 

attempt to start it in an endless loop. if it fails to start, the state will be set to Failed. 

ESB Service 

FIX ς INFO level Logging ς In some cases INFO level tracing would be outputting in the Neuron ESB log 

files whether or not INFO level logging was configured. 

FIX ς Memory Leaks ς Fixed several memory leaks that could occur on shut down of endpoints or 

reconfiguration of endpoints and Parties 



Adapters  

FIX ς Socket Adapter ς Fix for a performance delay between each message being read from the socket. 

Also added better exception handling to report that a message could not be sent because the underlying 

socket was closed. 

FIX ς Socket Adapter -  When using the Client and Server socket adapters to facilitate cross zone (i.e. 

DMZ to internal network) communication, any custom properties, HTTP and SOAP properties were not 

getting forwarded back to the original caller in a request/reply message scenario. 

FIX ς Metadata Generation with Salesforce Adapter ς Oauth properties could be displayed after 

unchecking Oauth as an option. 

MOD ς Dynamics XRM Adapter ς This now supports Bulk Upload of the SaveCrmRecord. This 

significantly reduces the number of round trips when sending multiple records to CRM. 

FIX ς SQL Adapter - An object disposed error would occur when shutting down a non-publish mode SQL 

Adapter Endpoint. 

MOD ς Policies - Modified the availability timer that controls activating an endpoint based on Policy, so 

that if an error occurs attempting to start it up based on the schedulŜΣ bŜǳǊƻƴ 9{. ŘƻŜǎƴΩǘ Ŏƻƴǘƛƴǳŀƭƭȅ 

attempt to start it in an endless loop. if it fails to start, the state will be set to Failed. 

Topic Transports  

FIX - Named pipes and TCP channel - If an error occurred creating the host and that error was NOT an 

AddressAlreadyInUseException, then the connect process to a TOPIC could end up in an infinite loop. 

FIX ς TCP Topics - CƛȄŜŘ ŀ ōŀŘ ŜǊǊƻǊ ƳŜǎǎŀƎŜ ǘƘŀǘΩǎ ǊŜŎƻǊŘŜŘ ǿƘŜƴ bŜǳǊƻƴ 9{. Ŏŀƴϥǘ ŀǎǎƛƎƴ ŀ ǇƻǊǘ ǿƘŜƴ 

the Topic starts. The topic ID rather than the Topic name was being reported. i.e. System.Exception: 

Unable to assign the '50011' port to the '8cd30384-fb30-43d9-a50d-6eaea4f050d8' TCP based Topic. 

The given key was not present in the dictionary. 

Neuron 3.5.4.811  Change History  

Business Processes 

NEW ς Cancelling a Test in Business Process Designer ς This feature has been added. If a user starts a 

test withƛƴ ǘƘŜ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎ 5ŜǎƛƎƴŜǊΣ ǘƘŜ ǘŜǎǘ Ŏŀƴ ƴƻǿ ōŜ ǎǘƻǇǇŜŘ ōȅ ŎƭƛŎƪƛƴƎ ǘƘŜ ά{ǘƻǇ 5ŜōǳƎƎƛƴƎέ 

red button on the toolbar. This will work even when using the Split Process Step. 

FIX ς Split Process Step ς Running load through a multi-threaded publisher could cause a null object 

exception. 

FIX ς Flat File Wizard ς Fixed crash when setting fixed width column width value to a non-integer value. 

FIX ς Flat File Wizard ς When fixed width sample file is smaller than the preview grid - user couldn't set 

width markers. 



FIX ς Flat File Wizard - fixed issue with optional field checkbox change on last column not being saved if 

Finish button clicked after changing value. 

NEW -  JSON Process Step - !ŘŘŜŘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǊŜǇǊŜǎŜƴǘ ŜƭŜƳŜƴǘǎ ǘƘŀǘ ƘŀǾŜ άƴƛƭ Ґ ǘǊǳŜέ ŜƭŜƳŜƴǘǎ ŀǎ 

null or empty string outputs. The JSON Process Step also now exposes the JsonSerializerSettings settings, 

DefaultValueHandling and NullValueHandling. 

Services 

FIX ς HTTP Client Utility ς Did not support HTTPS based Urls.  

FIX ς Service Connector Endpoints - Fixed how we resolve local address and To addresses when 

dynamically setting the ά!ŘŘǊŜǎǎƛƴƎΦ¢ƻέ property and Localpath property. If the hard coded service 

address of the service connector URL had a trailing backslash AND both the ά!ŘŘǊŜǎǎƛƴƎΦ¢ƻέ and 

Localpath were being set dynamically, their values would be placed together without a slash separating 

them to form the URL. 

NEW ς Multiple Instance support for dedicated IP addresses ς Support has been added for running 

multiple instances on the same machine, while dedicated unique IP addresses to each instance. There is 

ƴƻǿ ŀ ƴŜǿ ǇǊƻǇŜǊǘȅ ƻƴ ǘƘŜ .ƛƴŘƛƴƎ ǘŀō ƻŦ ǘƘŜ {ŜǊǾƛŎŜ 9ƴŘǇƻƛƴǘ ƴŀƳŜŘΣ ά/ƘŜŎƪ IƻǎǘbŀƳŜ /ƻƳǇŀǊƛǎƻƴ 

aƻŘŜέΦ {ǳǇǇƻǊǘ ƛǎ ŘƛǎŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘΦ 

Topic Transports  

MOD ς Rabbit MQ ς The Rabbit MQ Topic transport has been modified to use background rather than 

foreground threads for IO. 

FIX ς Rabbit MQ ς Fixed concurrency issues that could cause null object exceptions when publishing load 

from multi-threaded publishers.  

FIX ς TCP/Named Pipes ς An ObjectDisposedException could be reported when shutting down 

TCP/Named Pipes based topics. 

Neuron ESB Workflow  

FIX ς Port Sharing - If port sharing was enabled and the instance name for Neuron ESB runtime was not 

"Default", any workflow endpoints would fail to start up with the following error:  

Workflow Endpoint '<nameOfEndpoint>' confƛƎǳǊŜŘ ǳǎƛƴƎ ǘƘŜ ΨғƴŀƳŜhŦ²ƻǊƪŦƭƻǿҔΩ ²ƻǊƪŦƭƻǿ 

Definition could not be started. Neuron.Esb.ESBException: The Party object failed to connect to 

the ESB service. The "<nameOfEndpoint>" service could not be started. ---> 

System.ServiceModel.CommunicationException: Unable to connect to the Neuron Configuration 

Service at localhost:50000. There was no endpoint listening at 

net.tcp://localhost:50000/DEFAULT/ESBConfigurationService/ that could accept the message 

FIX ς Logging Error - Fixed a bad format string error when logging that the workflow host is queuing a 

workflow commands to the database queue.  



FIX ς Logging Issues - If a workflow was terminated using the Terminate Workflow Activity, only the 

reason property would be reported in Neuron logs. Added logging to the Retry step so that the specific 

failure is written to the Neuron log file. Previously this was only logging a generic message that a child 

process failed or faulted. Logging for the Publish, Publish Request and Execute Process Workflow 

Activities were not logging to the Neuron log. If a workflow was aborted the error information was not 

being logged the Neuron log files. 

FIX ς Adapter Endpoint Workflow Activity ς This was updated to output log messages from the adapter. 

NEW ς Workflow Tracking - implemented Select All for context menu. 

FIX ς Workflow Tracking ς When querying workflow records and if an error occurred due to database 

contention, a random error dialog may appear after the primary error dialog gets displayed.  

Neuron ESB Service  

FIX ς Failure to Shutdown ς Under certain circumstances, specifically heavy load, when the Neuron ESB 

Service is being shut down, the Neuron ESB Service and Workflow runtime service may appear to fail to 

shutdown.  

FIX ς Memory Leak ς LŦ ά¦ǎŜ wŜƳƻǘŜ ¢/t /ƭƛŜƴǘǎέ ǿŀǎ ŜƴŀōƭŜŘ ƛƴ ǘƘŜ ŀŎǘƛǾŜ 5ŜǇƭƻȅƳŜƴǘ ƎǊƻǳǇΣ {v[ 

Connections could be leaked, causing memory for the Neuron ESB Service to escalate. 

FIX ς Memory Leak ς Fixed a possible memory leak when Auditing Service is used. 

FIX ς Activity Sessions Reporting - Under heavy load the following error could be reported: 

 "Failed to restore session activity state" - SqlError in - 233 Severity 20 - A transport-level error 

Ƙŀǎ ƻŎŎǳǊǊŜŘ ǿƘŜƴ ǊŜŎŜƛǾƛƴƎ ǊŜǎǳƭǘǎ ŦǊƻƳ ǘƘŜ ǎŜǊǾŜǊέ 

Neuron ESB Explorer 

FIX ς Rabbit MQ Management ς A null object exception could be reported in the header of the screen. 

MOD ς Message Viewer ς When viewing the individual messages within the Message History or Failed 

Message reports using the Message Viewer, the messages will be automatically formatted as the user 

navigates from one message to the next. 

Adapters  

NEW ς Rabbit MQ Adapter - Added correlation id and content type as configurable properties in 

subscribe mode. 

FIX ς Socket Adapter ς If invalid data was sent to the adapter by an outside program that maintain a 

connection to the socket, the adapter would stay in an endless loop waiting for more data. Now, if data 

stops arriving over the socket, the receive loop will terminate and close the client socket 



FIX ς Salesforce Adapter -  Fixed error that could occur if multiple threads are attempting to 

authenticate and return a token at the same time. When this happens occasionally the following error 

could be reported: 

Exception: Exception Type: System.Exception 

 

Exception Message: There was an error while obtaining an OAuth token from Salesforce.com - 

{"error":"invalid_grant","error_description":"authentication failure"} 

MOD ς Salesforce Adapter ς modified logging 

FIX ς Salesforce Adapter Timeouts ς When using the Salesforce adapter from the Adapter Endpoint 

Workflow Activity moderate load, Timeout exceptions could occur due to internal deadlocks. Also, if an 

ŜǊǊƻǊ ŘƛŘ ƻŎŎǳǊΣ ǘƘŜ 9{. aŜǎǎŀƎŜΩǎ I¢¢t {ǘŀǘǳǎ/ƻŘŜΣ {ǘŀǘǳǎ5ŜǎŎǊƛǇǘƛƻƴΣ /ƻƴǘŜƴǘ-Length and Content-

Type properties were not being properly set. 

FIX ς Dynamics XRM Adapter - When executing a SetCrmState command, a KeyNotFound error would 

occur. This is because the underlying response did not contain the ID of the changed entity. Regression 

error introduced in 3.5.4. 

Neuron 3.5.4.777  Change History  

Workflow  

FIX ς Availability Group Failover ς If an Availability Group has a primary and failover node configured and 

the primary node fails, the workflow endpoints would start up and continue processing on the failover 

node as expected. However, when the primary node was restored, workflow endpoints would begin 

executing on both nodes, rather than only on the primary node. This has been corrected.  

Reporting  

FIX ς Using Neuron ESB Auditing causes SqlDateTime overflow exception ς When attempting to store a 

date time value in Australian format (e.g. 13/09/2016), the Neuron ESB Auditing service could throw the 

following exception: 

SqlDateTime overflow. Must be between 1/1/1753 12:00:00 AM and 12/31/9999 11:59:59 PM. 

Neuron ESB Explorer 

MOD ς ODBC Connection Manager ς Users can now select an individual ODBC driver from a dropdown 

list. When selected, this will enable a load button which can be used to query and load the specific 

connection string keywords from the selected driver. 

Services 

FIX - HTTP Client utility in Workflow and Business Process Designers. ς If the base path was included in 

the address entered into the Address bar of the HTTP Client utility, the service endpoint would report an 

endpoint not found exception, effectively it would be appending the localpath value to the entire 



service address. Also, spaces either before or after the addresses would cause the service endpoint to be 

set with an address that appeared to be duplicate appended to one another. 

FIX ς Datagram Client Connectors ς A System.NullReferenceException exception could occur from our 

dispatcher. 

Adapters  

FIX ς MQSeries Adapter ς If an exception occurred during the initial connection to MQSeries, the errors 

were not being properly propagated to the monitoring system. Also, there could be circumstances 

where the original invalid state of the MQSeries connection would not be properly reset, causing the 

same connection error to be reported even though a successful connection could be made. 

FIX ς NetSuite Adapter ς In some cases, if multiple NetSuite adapter endpoint steps are used within the 

same Business Process all subsequent NetSuite adapter endpoints would inherit the properties of the 

first adapter endpoint. 

FIX ς SMTP Adapter ς When attempting to use a code step to attach 4 or more files, the SMTP adapter 

could throw the following exception: 

System.ObjectDisposedException: Cannot access a closed file 

Topic Transports  

FIX - Rabbit MQ monitoring ς Under the Deployment- Manage - Rabbitmq section of the Neuron ESB 

Explorer, the message stats for publishers were not being reported. Also, reporting always assumed the 

default vhost was configured. If a different vhost was configured this could result in a duplicate key 

exception being reported. Lastly, incorrect metrics were being reported for subscribers.  

FIX - Rabbit MQ monitoring ς Under the Endpoint Health monitoring section of the Neuron ESB Explorer, 

reporting always assumed the default vhost was configured. If a different vhost was configured and 

used, only the metrics for the default would appear.  

Business Processes 

NEW ς Flat File Wizard ς Users can now mark a column as optional within the flat file wizard. 

NEW ς Flat File Wizard ς A new feature has been added that allows users to create flat file definitions 

without requiring a sample flat file.  This feature is useful when creating definitions for flat files with 

optional fields or when creating definitions for delimited flat files with quoted fields and the quoted field 

will contain the delimiter.  For example, using a comma-separated flat file with these three 

fields:  мнопΣbŜǳǊƻƴΣέbŜǳŘŜǎƛŎΣ [[/έ.  If you use a sample file with this data, the parser will read that as 

four fields.  You will insǘŜŀŘ ƴŜŜŘ ǘƻ ǎŜƭŜŎǘ ǘƘŜ ƴŜǿ ά¦ǎŜǊ 5ŜŦƛƴŜŘέ ƻǇǘƛƻƴ ŀƴŘ Ƴŀƴǳŀƭƭȅ ŀŘŘ ǘƘŜ ŦƛŜƭŘǎΥ 



 

After clicking Next, you can right-ŎƭƛŎƪ ƛƴ ǘƘŜ /ƻƭǳƳƴǎ ōƻȄ ŀƴŘ ǎŜƭŜŎǘ ά!ŘŘέ ǘƻ ŀŘŘ ǘƘŜ ŦƛǊǎǘ ŎƻƭǳƳƴΥ 

 

 

After adding the first column, you can right-click and ά5ŜƭŜǘŜέΣ ά!ŘŘ .ŜŦƻǊŜ {ŜƭŜŎǘŜŘ wƻǿέ ƻǊ ά!ŘŘ !ŦǘŜǊ 

{ŜƭŜŎǘŜŘ wƻǿέΥ 

 



 

 

FIX ς TableQuery Process Step returns XmlException ς When querying a table that has column names 

that include spaces, the TableQuery Process step could generate the following exception when 

attempting to serialize the results. Neuron will now replace any spaces in column names with 

underscores. 

System.Xml.XmlException: '>' is an unexpected token. The expected token is '='. 

Neuron 3.5.4.762  Change History  

Adapters  

MOD ς SFTP Adapter ς ¦ǎƛƴƎ ŀ ǊŜƭŀǘƛǾŜ ǇŀǘƘ ǎǳŎƘ ŀǎ ά../../another/home/inputέ was not previously 

supported when the Adapter Endpoint was placed in Publish mode. This is now supported for both the 

Archive folder and SFTP folder paths. 

MOD ς ODBC Adapter ς Previously, when setting the FORXML property to true in publish mode, the 

ODBC driver used had to be the SQL Server Native Client 11.0. This feature has been extended to now 

support any ODBC driver for SQL Server. 

MOD ς ODBC Adapter ς ODBC Database Connection Dialog ς Drop down box would take a very long 

time to populate the list of ODBC drivers because we were previously querying each driver for their 

connection string keyword values that they supported. We no longer do that, hence populating the list 

of drivers to use is instantaneous now. 

Business Processes 

NEW ς Flat File Wizard ς Support to mark columns/fields as optional has been added 



Neuron 3.5.4.757 Change History  

Adapters  

FIX ς SFTP Adapter ς When configured to poll against some non-compliant SFTP servers, the adapter 

endpoint may report an error similar to the one below in the Event Log which would stop the adapter: 

The current app domain for the '<Name of Endpoint>' endpoint threw an Unhandled Exception. 

Exception: Thread was being aborted. Method: ReadThread Stack: at 

Xceed.SSH.Core.SSHIOManager.ReadThread() 

To correct this, the Xceed libraries have been updated from 5.8 to 6.0. 

Neuron 3.5.4.75 6 Change History  

Business Processes 

FIX - Flat File Parser Wizard ς The flat file parser could not parse a semicolon-delimited file. 

Furthermore, if the file had headers in the first row and there were repeating header name values, they 

were not supported. Support has been added for semicolon-delimited files. Also, repeating header 

names will be processed by taking the subsequent occurrences of headers and appending an underscore 

and a number. i.e. name, name_1, name_2, etc. 

FIX - Flat File Parser Wizard ς Column names were not being populated correctly if the user navigated 

backwards in the wizard, checked the "First Row Contains Column Name" box, and then navigated 

forward to the next screen the preview pane would list the correct column names, but the actual names 

of the columns would be "Field1", "Field2", etc. 

FIX - Flat File Parser Wizard ς The column names sometimes do not match up to the actual name of the 

column if underscores are present in the column name. In "Set the column details" page of the Flat File 

Parser Wizard, sometimes the name column name in the preview pane does not match up with the 

actual column name that the user enters in the "Name:" text box. The wizard would remove the first 

underscore in a column name unless it's at the end of the name 

FIX - Flat File Parser Wizard ς An expected exception could occur at design time, causing the Neuron ESB 

Explorer to crash if both the Vertical Bar delimiter for a flat file type and "First Row Contains Column 

Name" check box was selected before loading a sample file to parse. 

FIX ς Flat File Parser Wizard - The flat file parser was recreating the engine with every call. To improve 

the performance while using the parser within a split step we now reuse the engine during execution. 

FIX ς HTTP Client Utility ς ¢ƘŜ ǾŀƭǳŜ ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ άwŜǉǳŜǎǘ ¦w[έ ǘŜȄǘ ōƻȄ ǿŀǎ ƴƻǘ ōŜƛƴƎ ǳǎŜŘ ŎƻǊǊŜŎǘƭȅ 

to set the Full URL address of the Service Connector that would eventually be called. If only a local path 

value was given, that would correctly. Now both work. 

FIX ς HTTP Client Utility ς !ǘǘŜƳǇǘƛƴƎ ǘƻ ǳǎŜ ŀƴ 9ƴǾƛǊƻƴƳŜƴǘ ±ŀǊƛŀōƭŜ ǘƻ ǎŜǘ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ άwŜǉǳŜǎǘ 

¦w[έ ǘŜȄǘ ōƻȄ ǿƻǳƭŘ ǊŜǎǳƭǘ ƛƴ ŀ άYŜȅ ƴƻǘ ŦƻǳƴŘέ ŜȄŎŜǇǘƛƻƴΦ ¢Ƙƛǎ Ƙŀǎ ōŜŜƴ ŦƛȄŜŘ 



FIX - When Using ellipses to edit the code in Process Steps such as the For, For Each, While, Split/Join, 

Decision, Publish, or Parallel, the code entered would always revert to the previous saved version. 

FIX ς JSON Process Step - When converting from JSON to XML, if a root was specified and there was only 

one element in the JSON, the root would not be applied. Also, if an xml declaration was set to be added 

on the conversion (JSON to XML) it would not be applied. 

Repository  

FIX ς Text Documents - When importing a text document with extended ascii characters, the characters 

display as invalid in the UI. However, if copying and pasting the same characters from Notepad++ into 

the text repository they would display correctly. 

Services 

FIX ς Swagger ς When using the meta data dialog of the Client Connector to assign a Swagger document 

to the Client Connector endpoint, if the user later disables it, the setting would remain enabled. 

FIX ς Swagger ς When moving a Neuron Solution from one environment to another (e.g. QA to 

Production), the Swagger documentation that was previously accessible from the Client Connector url in 

the first environment would be inaccessible in the new environment.  

FIX ς Swagger ς if a Swagger enabled Client Connector URL was configured to use a port, the Swagger 

documentation would be inaccessible.  

FIX ς TLS Security Support - When attempting to resubmit a message to a service endpoint that only 

supports TLS 1.1 or higher, or to a Salesforce adapter endpoint, or when testing within the Neuron ESB 

Explorer or Test Client, the user could receive the following exception: 

System.ServiceModel.FaultException: Unsupported_Client:TLS1.0 has been disabled in this organization 

Monitoring  

MOD - When availability groups or workflow endpoints are stopped, no messages were written to the 

Neuron ESB log file indicating that the availability group or endpoint was being stopped or has stopped.  

Workflow  

MOD ς Code Editor - When editing a workflow code activity, the "SourceCode" property was displayed 

in the property grid with an edit button. Clicking on the edit button would open the editor tab, but the 

source code would be erased. This property has been removed. Users can use either the inline workflow 

editing or the right-click context menu's "Edit Code" menu option to open the Code Editor for editing. 

FIX ς C# Class Workflow Activity -  Customers upgrading existing workflows that use the C# Class 

ǿƻǊƪŦƭƻǿ ŀŎǘƛǾƛǘȅ ǘƻ /¦п ǿƛƭƭ ŜƴŎƻǳƴǘŜǊ άtŀǊŀƳŜǘŜǊ ƳƛǎƳŀǘŎƘέ ŜȄŎŜǇǘƛƻƴǎ ŀǘ ǊǳƴǘƛƳŜΦ Lƴ /¦пΣ ǿŜ ŀŘŘŜŘ 

an additional parameter to the template to allow for logging which broke backwards compatibility. This 

has been corrected. 

FIX ς Workflow Endpoints Not Starting after Database failure - During the execution of workflows, if the 

Neuron ESB Database became unavailable due to a SQL Server or Network issue, the workflows would 



remain in a reported Executing state. Once the Neuron ESB database became available again, the 

workflows would continue to remain in an Executing state within the Workflow Tracking system, 

appearing as if they were "stuck" and never completing. New messages would not be processed. Instead 

they would build up in the pending messages queue. This occurred because the system believed that the 

max concurrent workflows limit had been reached because the terminated workflows were left in an 

Executing state. The only way to resolve this would be to restart the Neuron ESB Service. This has been 

resolved. The Neuron ESB service no longer needs to be restarted for the new messages to be 

processed. 

Neuron Explorer  

FIX ς Generation of MSMQ PowerShell Scripts - When this script was generated, ALL the lines were 

commented out. Now the script will check for the existence of the Queue before creating it and 

assigning permissions. Also, verbose and warnings are logged to the console. 

Adapters  

FIX ς Salesforce Adapter ς Once an Oauth token expired, the adapter would not attempt to renew the 

token and instead would log the following error: 

The received status code, "Unauthorized", is not a success status code.  The reason phrase is 

"Unauthorized".  The response message is: 

 

[{"message":"Session expired or invalid","errorCode":"INVALID_SESSION_ID"}] 

This was a regression bug introduced by CU4 and has been corrected. 

FIX ς Salesforce Adapter ς Any HTTP non-success code would result in an exception getting thrown back 

from the adapter. This was a regression bug introduced by CU4 and has been corrected. 

FIX ς Salesforce Adapter ς If the REST method was not set, the adapter would only report a Null 

Exception rather than reporting what was missing and must be fixed. 

FIX ς Salesforce Adapter ς Users could experience the following exception if non-compliant HTTP 

Headers were forwarded as part of the request message to the Salesforce Adapter Endpoint: 

The underlying connection was closed: Could not establish trust relationship for the SSL/TLS 

secure channel. 

hǘƘŜǊ ŜȄŎŜǇǘƛƻƴǎΣ ǎǳŎƘ ŀǎ άMisused header nameó could also occur. This could happen if the request 

message sent to the Salesforce adapter originated from a REST client sending a request to a Neuron ESB 

Client Connector and that request contained non-compliant HTTP headers.  The Salesforce adapter has 

been updated to automatically remove these headers before forwarding the request: 

¶ Accept-Encoding 

¶ Accept-Language 



¶ Accept 

¶ Host 

¶ Cache-Control 

¶ Origin 

¶ User-Agent 

¶ Content-Length 

¶ Location 

¶ Sforce-Limit-Info 

Neuron 3.5.4.730 Change History  

Workflow  

FIX ς WMI Performance Counter memory leak ς When starting up Workflow endpoints, the following 

error may be reported: 

ά²ƻǊƪŦƭƻǿ 5ŜŦƛƴƛǘƛƻƴ ŎƻǳƭŘ ƴƻǘ be started. System.InvalidOperationException: Custom counters 

ŦƛƭŜ ǾƛŜǿ ƛǎ ƻǳǘ ƻŦ ƳŜƳƻǊȅΦέ 

Business Processes 

FIX ς Audit Process Step ς When running in Design mode, user may encounter the following error: 

Unable to cast object of type 'Neuron.Esb.EsbService.MessageAuditProxy' to type 

'System.ServiceModel.ICommunicationObject' 

This was a bug introduced in CU4 

FIX ς JSON Process Step ς When attempting to convert an Array into an XML document, the following 

error may occur: 

XmlNodeConverter can only convert JSON that begins with an object. 

This was a bug introduced in CU4 

Neuron 3.5.4.727 Change History  

Business Processes 

MOD ς Transform, Set Property, Call Service, XML Query, Table Query, Excel to Xml and Json Process 

Steps ς Previously, these steps would maintain the current Message ID on the message that resulted 

from their execution. This has been changed so that they will now generate a new Message ID, while 

setting the Parent Message ID property with the value of the original Message ID.  

FIX ς Transaction ID ς When creating an ESB Messsage, the Transaction ID would only be sent once a 

message was published. If a user audited the message before it was published, this value would be 

blank. The property is now being initialized during the creation of the message. 



FIX ς Adapter Endpoint Process Step - If an adapter endpoint called by the Process Step is in subscribe 

mode and has its adapter policy configured to "<None>", the message would not get processed by the 

adapter. This has been corrected 

FIX ς HTTP Utility - The Clear Message Body check box was not getting saved if checked. 

Service Endpoints  

FIX ς REST based Client Connector ς When receiving messages published through a REST based Client 

Connector, the uncompressed message size header property would not be set.  

Adapters  

FIX ς Azure Service Bus Adapter - The Azure SB adapter restricted the message size to be greater than 0 

(no empty messages) and less than 256 KB. These were the original limits from Azure Service Bus. Now 

Azure SB Adapter supports empty messages and has different size allowances based on subscription tier.  

Neuron 3.5.4.71 9 Change History  

Business Processes 

FIX ς Audit Process Step ς When testing a process within the Neuron ESB Explorer Process Designer, if 

the Audit Process Step generated a fault to the Audit Service, it would not be recreated. 

FIX ς Compression Process Step ς When attempting to use this the following error would be generated: 

Aborted: Could not load file or assembly 'Xceed.Zip.v5.8, Version=5.8.16152.0, Culture=neutral, 

PublicKeyToken=ba83ff368b7563c6' or one of its dependencies. 

Service Broker  

FIX ς Swagger Support ς If a Client Connector was enabled to expose Swagger, the Swagger URL hosted 

by Neuron ESB would not be available from a remote machine. For example, if the Neuron ESB Client 

Connector URL was http://mymachinename:9192/Users, then the 

http://mymachinename:9192/Users/Help URL that would normally redirect users to the Swagger 

documentation, would generate a 404 error. 

FIX ς HTTP.Query ς When receiving inbound REST calls, the HTTP.Query object would not contain query 

elements in the inbound URL if present. This was a bug introduced with 3.5.4.700 (i.e. CU4). 

Workflow  

FIX ς Cluster Failover Support ς ²ƘŜƴ ǳǎƛƴƎ !Ǿŀƛƭŀōƛƭƛǘȅ DǊƻǳǇǎΣ ǘƘŜ ǎŜǊǾŜǊ ŘŜǎƛƎƴŀǘŜŘ ŀǎ ŀ άCŀƛƭƻǾŜǊέ 

ǎŜǊǾŜǊ ǿƻǳƭŘ Ƙƻǎǘ ŀƴŘ Ǌǳƴ ǿƻǊƪŦƭƻǿ ŜƴŘǇƻƛƴǘǎ ŜǾŜƴ ƛŦ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ άtǊƛƳŀǊȅέ ǎŜǊǾŜǊǎ ƘŀǾŜ ƴƻǘ ŦŀƛƭŜŘΦ 

FIX ς Cluster Failover Support ς When a primary server would fail, any dehydrated workflows would not 

ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎǘŀǊǘǳǇ ƻƴ ǘƘŜ ŘŜǎƛƎƴŀǘŜŘ άCŀƛƭƻǾŜǊέ ƳŀŎƘƛƴŜΦ 

FIX ς Referenced Assemblies ς if Assemblies were added as a reference at the Workflow designer level, 

they would not be inherited and used by the Code Workflow Activities such as C# or C# Class.  The user 

could receive a compile error when trying to use them. This bug was introduced with CU4. 

http://mymachinename:9192/Users
http://mymachinename:9192/Users/Help


Neuron Explorer  

FIX ς Neuron Explorer ς File Open Dialog - If either the Configuration Server dialog was set with a folder 

(either local or UNC path) that was no longer available, or the last solution opened pointed the folder 

that was no longer available, a user would see the error dialog indicating that the "Network Name 

Cannot be Found" error. However, the open file dialog box would never be displayed, functionally 

preventing the user from either opening a new solution using the File Open menu, or changing the 

runtime configuration by using the Configure Server dialog box. If the folder is no longer available, the 

open folder dialog box will now be displayed using the My Documents folder location as the default. 

Also, upon closing the Explorer, the old path will be removed from the MRU list. 

FIX ς Endpoint Health ς Workflow - If a user had a primary server and a failover server defined in the 

Availability Group, the endpoint health would say that both the primary server and failover server were 

started. The primary server column for the failover server would also wrongly state that the failover 

server is the primary server for the failover server (i.e. the failover server listed itself as the primary 

server).   

Adapters  

NEW ς ActiveMQ Adapter ς !ŘŘŜŘ ǘƘŜ ά¢ƛƳŜ ǘƻ [ƛǾŜέ ǇǊƻǇŜǊǘȅ ŦƻǊ {ǳōǎŎǊƛōŜ ƳƻŘŜ ŜƴŘǇƻƛƴǘǎ ǘƻ ŎƻƴǘǊol 

when a message sent by Neuron ESB to an ActiveMQ queue will be moved to the ActiveMQ dead letter 

queue. 

FIX ς SFTP/FTP Adapter ς Warnings could be generated stating that the log file could not be deleted 

when adapter starts up. This can be ignored. 

FIX ς Adapter Policies ς If an Availability Window was activated for an adapter while the adapter was in 

the process of processing a message, the message maybe discarded rather than rolled back.  

Database 

FIX ς Updating database causes error ς When attempting to update an existing database to use Neuron 

ESB 3.5.4 (CU4) the following error could be generated: 

Event Info: Message Audit Service 

Exception: Violation of PRIMARY KEY constraint 'PK_MessageAudit_AllTopics'. Cannot insert 

duplicate key in object 'dbo.MessageAudit_AllTopics'. The duplicate key value is (835380). 

The statement has been terminated. 

This was due to a bug introduced into the PurgeAndBAckUpNeuronDatabase database sql agent job.  

Neuron 3.5.4.700 (CU4)  Features 

Adapters/Connectors  

The Neuron ESB CU4 includes a number of new adapters/connectors. Adapters are key piece of 

capability in the world of an integration broker. They serve as the bridge to and from the bus between 



ŀǇǇƭƛŎŀǘƛƻƴǎΣ ŘŀǘŀōŀǎŜǎΣ ǘǊŀƴǎǇƻǊǘǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎΦ  ¢ƘŜ ŎƻƳǇƭŜǘŜƴŜǎǎ ƻŦ άǿƘŀǘέ ȅƻǳ ǎƘƛǇ ŀǎ ǿŜƭƭ ŀǎ Ƙƻǿ 

easy it is for others to build their own adapters is critical in accelerating the development of any 

solution. Not only is Neuron ESB hands down one of the easiest adapter frameworks to learn in the 

industry, it also has pre built adapters for most commodity transports, queuing technologies, databases 

and on premise/cloud applications. However, we continue to deliver a more complete and richer set of 

connector with every release. This update is no exception. 

Certainsafe  

bŜǳǊƻƴ 9{.Ωǎ /ŜǊǘŀƛƴ{ŀŦŜ !ŘŀǇǘŜǊ ƛǎ ǘƘŜ ŎǳƭƳƛƴŀǘƛƻƴ ƻŦ ŀ ǇŀǊǘƴŜǊǎƘƛǇ ōŜǘǿŜŜƴ ǘƘŜ ǘǿƻ ŎƻƳǇŀƴƛŜǎΦ ¢ƘŜ 

adapter enhances your efforts to securely store and transmit encrypted secret data while leaving 

mundane information in clear text form. It does so by simplifying the steps you employ to interact with 

your CertainSafe Digital Vault from your Neuron ESB based integration infrastructure. Together Neuron 

ESB and CertainSafe enable automated data security for databases, files, processes, messages and API 

communications.  

The Neuron ESB CertainSafe adapter functions in a Solicit/Response pattern in that the adapter listens 

for messages published to the bus based on its Topic. Those messages can contain data bound for 

secure storage and encryption by the CertainSafe service or tokens that map to previously secured data. 

The response from the CertainSafe Digital Vault service is a new token in the former case and the 

returned data in the latter. For more information about CertainSafe can be found here: 

https://certainsafe.com/. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Zuora  

Zuora is an enterprise software company that designs and sells SaaS applications for companies with a 

subscription business model. The new Neuron ESB Zuora adapter enables you to easily embed any or all 

ƻŦ ½ǳƻǊŀΩǎ ŎƻƳƳŜǊŎŜΣ ōƛƭƭƛƴƎ ŀƴŘ ŦƛƴŀƴŎŜ {ƻŦǘǿŀǊŜ ŀǎ a Service products into your own subscription-

based services. The adapter turns your Neuron ESB integration infrastructure and all of your connected 

services into relationship business management dynamos that provide you the information you need to 

design, iterate and understand your subscription revenue streams.  

The Neuron Zuora adapter functions as either a publish or subscribe endpoint to the bus. Using 

Publisher or Subscriber model, the Zuora adapter enables connectivity with the Zuora Rest API, through 

which businesses can perform operations such as managing subscriptions from a web storefront, 

retrieving user information, and synchronizing catalogs with ERP systems. Using the Zuora adapter users 

can easily configure integration with popular third party applications and systems such as NetSuite, 

Dynamics CRM and SalesForce. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Marketo  

Marketing in the brave new services world is different. Marketo excels at Lead Management, email, 

consumer, customer base and mobile marketing processes for your service based products. The Neuron 

https://certainsafe.com/
http://www.neuronesb.com/resources/?article
http://www.neuronesb.com/resources/?article


9{. aŀǊƪŜǘƻ ŀŘŀǇǘŜǊ ŜƴŀōƭŜǎ ȅƻǳ ǘƻ ŎƻƴƴŜŎǘ ŀƭƭ ƻŦ aŀǊƪŜǘƻΩǎ {ƻŦǘǿŀǊŜ ŀǎ ŀ {ŜǊǾƛŎŜ ǇǊƻŘǳŎǘ ǘƘǊough 

your Neuron ESB integration infrastructure to your own services and backend systems. Modernizing 

ȅƻǳǊ ƻǿƴ ƳŀǊƪŜǘƛƴƎ ŜŦŦƻǊǘǎ ŎƻǳƭŘƴΩǘ ōŜ ŜŀǎƛŜǊ ǘƘŀƴ ǿƛǘƘ aŀǊƪŜǘƻ ŀƴŘ ǘƘŜ bŜǳǊƻƴ 9{. aŀǊƪŜǘƻ ŀŘŀǇǘŜǊΦ  

The Neuron ESB Marketo adapter can function as either a publishing or subscribing endpoint to the bus. 

Using the subscriber model, the Marketo adapter enables connectivity with the Marketo API, allowing 

users to interface with marketing data through API calls to add/update leads, manage campaigns, run 

analytics, and track opportunities. Marketo can also Interact directly with the Neuron ESB Marketo 

Adapter via its WebHook feature (i.e. Publish mode). Using the WebHook feature, Marketo can send a 

Notification to Neuron ESB. Examples would be Customer Inactivity, Duplicate prevention and Sending 

Reminders for meetings prior to demo. 

The Neuron ESB Marketo adapter allows your businesses to integrate Marketo with existing ERP, 

eCommerce, and CRM applications such as NetSuite, Salesforce and Dynamics CRM. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Twilio  

¢ǿƛƭƛƻΩǎ ǇƻǇǳƭŀǊƛǘȅ ŀǎ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ LƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀǎ ŀ {ŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ƳŀƪŜǎ ƛǘ ŀƴ Ŝŀǎȅ ŎƘƻƛŎŜ ŦƻǊ 

any customer interaction scenario that includes in-app VOIP/Telephony or text/picture messaging. The 

new Neuron ESB Twilio adapter and your Neuron ESB integration infrastructure enables you to quickly 

add these feature sets to your own services and products. 

¢ƘŜ !ŘŀǇǘŜǊ ǇǊƻǾƛŘŜǎ Ŝŀǎȅ ŀŎŎŜǎǎƛōƛƭƛǘȅ ǘƻ ¢ǿƛƭƛƻΩǎ w9{¢ !tL ŀƴŘ ƛǘ ǎǳǇǇƻǊǘǎ ōƻǘƘ publish and subscribe 

modes. Solicit/response and request/reply patterns are also supported. This enables you to build 

customer communication scenarios that include you own internal processes in the communications 

patterns that your customers expect. For example, you can fire off processes that are initiated from 

customer phone calls or text messages or respond to any event with direct phone calls or texts out to 

your customers. Neuron ESB and Twilio turn your business systems into customer retention tools. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Apple Push Notification Service 

The Apple Push Notification Service adapter allows your Neuron ESB solutions to interact with iOS 

mobile devices (iPhone, iPad). Using the adapter, Neuron ESB solutions can send alerts and notifications 

to iOS devices, set application icon badges, and play sounds. The adapter can also be used to receive 

notifications from the Apple Feedback Service when messages cannot be delivered to iOS devices. This is 

typically a result of the user unsubscribing from receiving notifications for an application. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Amazon Web Services Simple Queueing Service 

Amazon Web Services is the leading cloud hosting provider, and the SQS service lets Neuron ESB 

integrate with solutions running in the AWS cloud. The adapter supports publishing messages to an SQS 

queue or receiving messages from an SQS queue. The adapter can be used to pass work to batch 

http://www.neuronesb.com/resources/?article
http://www.neuronesb.com/resources/?article
http://www.neuronesb.com/resources/?article


processes running in EC2 or Lambda, or to publish events and notifications from your AWS applications 

to other services that are integrated using Neuron ESB. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Dropbox 

Dropbox is a leader in cloud storage and now you can use Neuron ESB to upload files to Dropbox or 

download files from Dropbox. The Neuron ESB Dropbox adapter wraps the Dropbox REST API and 

exposes several operations around file management in Dropbox accounts. You can use the Dropbox 

adapter to archive messages safely to Dropbox for backup, syndicate documents to subscriber accounts, 

or import documents from subscriber accounts. You can also use the Dropbox adapter to copy files, 

move or rename files, delete files, or create folders in user Dropbox accounts. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Rabbit MQ 

The Neuron ESB Rabbit MQ Adapter allows Neuron ESB to interact with Rabbit MQ in a variety of ways, 

with configurable levels of Transaction support and Quality of Service. Organizations can use the 

adapter to monitor Rabbit MQ Topics or Queues for new messages, forwarding those (i.e. publishing) to 

a Neuron ESB Topic where other subscribing parties (e.g. Adapter, Service or Workflow Endpoints) can 

receive the information. Conversely, the adapter can also be used to forward information published to 

or generated by Neuron ESB to either a Rabbit MQ Queue or Topic, essentially making Rabbit MQ a 

Neuron ESB subscriber. Both types of Rabbit MQ Transactions are supported (e.g. Transaction and 

Publish Confirms) as are Virtual Hosts, SSL and all the latest features of Rabbit MQ.  

More information can be found here: http://www.neuronesb.com/resources/?article 

Active Directory  

bŜǳǊƻƴ 9{.Ωǎ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ό!5ύ !ŘŀǇǘŜǊ ǎƛƳǇƭƛŦƛŜǎ ŜŦŦƻǊǘǎ ǘƻ ƳŀƪŜ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ !5 {ŜǊǾŜǊόǎύ 

part of a Neuron ESB-based integration infrastructure. Using the Neuron ESB Active Directory adapter, 

organizations can incorporate AD into their Business Process automation and management solutions to 

automate tasks involved in new hire and user/group provisioning scenarios. The Neuron ESB Active 

Directory adapter can function as either a publishing or subscribing endpoint to the bus. In Publish 

ƳƻŘŜΣ ǘƘŜ ŀŘŀǇǘŜǊ Ŏŀƴ ƳƻƴƛǘƻǊ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ !5 ǎŜǊǾŜǊ ŦƻǊ ǎǇŜŎƛŦƛŎ ŎƘŀƴƎŜǎκŜǾŜƴǘǎ όƛΦŜΦ ǇŀǎǎǿƻǊŘ 

change, deleted user, etc.), publish those changes to bus where they would be routed to all interested 

subscribing users or Business Processes/Workflows. In Query mode, the AD server can be queried for 

information, or existing users and groups can be updated, added or deleted. Users and Groups can also 

be enabled/disabled and passwords can be reset. 

More information can be found here: http://www.neuronesb.com/resources/?article 

Neuron ESB Microsoft Project Connector for NetSuite 

With NetSuite's cloud-based project management solution, stakeholders can see, monitor and manage 

project status anytime, anywhere. By delivering complete visibility and control, NetSuite's project 

http://www.neuronesb.com/resources/?article
http://www.neuronesb.com/resources/?article
http://www.neuronesb.com/resources/?article
http://www.neuronesb.com/resources/?article


management solution gives you real-time access to all of your project information. The result is a 

significantly improved project completion record, more satisfied clients and reduced non-billable work. 

Microsoft Project makes project management easy. With tools designed specifically for team members, 

project managers, executives and the PMO, it enables collaboration from virtually anywhere with the 

right tools for any role. 

The Neuron ESB Microsoft Project Connector for NetSuite enables you to sync projects and resources 

ŀŎǊƻǎǎ ōƻǘƘ ǘƻƻƭǎŜǘǎ ǘƘǊƻǳƎƘ ȅƻǳǊ bŜǳǊƻƴ 9{. ƛƴǘŜƎǊŀǘƛƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ ²ƘŜƴ ȅƻǳΩǾŜ Ǝƻǘ bŜǘ{ǳƛǘŜ ŀǎ 

your project managemenǘ ǎȅǎǘŜƳ ƻŦ ǊŜŎƻǊŘ ŀƴŘ aƛŎǊƻǎƻŦǘ tǊƻƧŜŎǘΩǎ ǊƻƭŜ ŦƻŎǳǎŜŘ ŜŘƛǘƛƻƴǎ ƛƴ ǘƘŜ ƘŀƴŘǎ ƻŦ 

your stakeholders, synchronized with Neuron ESB, your business will provide instant access to critical 

project data anytime, anywhere for anyone. 

More information can be found here: http://www.neuronesb.com/why-neuron-esb/netsuite-

integration/ 

Dynamics CRM WEB API 

The Neuron ESB Dynamics CRM Web API Adapter provides direct access to Microsoft Dynamics CRM 

2016 Web API.  Using this adapter, organizations can easily integrate their business applications such as 

SAP, NetSuite or Marketo with Dynamics CRM 2016, both on-premises and online.  The adapter utilizes 

the new Azure Active Directory/ADFS OAuth Provider to manage access to Dynamics CRM.  This adapter 

operates in both subscribe as well as solicit/response (or query) mode.  Organizations can use the 

adapter to query for data, create, update, retrieve and delete entities and execute CRM Functions and 

Actions.  The adapter can be used to access the entire Dynamics CRM Web API.  When developing 

applications that utilize this adapter, developers will be able to use the Adapter Metadata Generation 

Wizard to generate JSON samples that describe the request and/or response documents that are 

exchanged with Dynamics CRM.  Developers can also use the new Http Utility process step in our 

process designer to very easily define the calls to Dynamics CRM. 

More information can be found here: http://www.neuronesb.com/resources/?article 

OAuth Providers  

The Neuron ESB 3.5 CU4 release introduces OAuth support for authorizing web service invocations using 

Service Connectors (i.e. HTTP/REST service endpoints) and supported Adapters. Using OAuth, Neuron 

ESB can obtain access tokens that can be passed to REST services to authorize protected resource 

invocations. In CU4, OAuth bearer tokens based on RFC 6750 are supported. 

Neuron ESB supports obtaining OAuth access tokens using the following authorization services: 

¶ Amazon 

¶ Azure Active Directory/ADFS 

¶ Dropbox 

¶ Facebook 

¶ Foursquare 

¶ GitHub 

http://www.neuronesb.com/why-neuron-esb/netsuite-integration/
http://www.neuronesb.com/why-neuron-esb/netsuite-integration/
http://www.neuronesb.com/resources/?article
https://tools.ietf.org/html/rfc6750


¶ Google 

¶ Instagram 

¶ LinkedIn 

¶ Microsoft Live 

¶ SoundCloud 

¶ SourceForge 

¶ Tumblr 

¶ Twitter 

¶ Yahoo! 

Registering an OAuth Provider  

Configuring an OAuth provider for web services is very simple, but will require you to coordinate with 

the authorization service. Most authorization services will require you to register your application with 

them in order to obtain an identifier and secret value that is used to identify your application and 

ŀǳǘƘƻǊƛȊŜ ȅƻǳǊ ŀǇǇƭƛŎŀǘƛƻƴ ǘƻ ŀŎǘ ƻƴ ōŜƘŀƭŦ ƻŦ ȅƻǳ ƻǊ ȅƻǳǊ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǳǎŜǊǎΦ 

 

To begin, navigate to the Security tab in Neuron ESB Explorer and select the OAuth Providers node in the 

tree. Create a new OAuth provider and enter in a name. At the bottom of the details view is a list of 

providers. Select the authorization service provider that you want to use to obtain an access token for 

your application to use. 

You will next need to register your application with the authorization service. For example, to use 

Facebook to obtain an access token to authorize access to remote web services, you will need to create 

an application at the Facebook Developer website. 

https://developer.facebook.com/


 

After creating your application, you will be able to access the client identifier and client secret. These 

values are used to identify your application to the authorization service and to authenticate the access 

tokens and codes from the authorization service. When you have these values, you should register them 

ƛƴ ǘƘŜ h!ǳǘƘ ǇǊƻǾƛŘŜǊΩǎ ǇǊƻǇŜǊǘƛŜǎ ƛƴ bŜǳǊƻƴ 9ȄǇƭƻǊŜǊΥ 

 



You will typically also need to register a callback URI with the authorization service when you register 

your application. The callback URI is used as part of the OAuth 2.0 protocol to redirect the user back to 

your application after signing into the authorization service. You can use any URL. During the OAuth 

authentication process, Neuron 9{.Ωǎ h!ǳǘƘ ǇǊƻǾƛŘŜǊǎ ǿƛƭƭ ǳǎŜ ǘƘŜ ¦wL ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜƴ ǘƘŜ 

authorization process has completed successfully in order to obtain the access token from the 

authorization service for the OAuth provider. 

After your OAuth provider is configured, you can test the provider within Neuron ESB Explorer using the 

web-based flows. By clicking on the Test button in the toolbar for the detail view, a web browser will be 

opened and you will be able to validate that the client identifier, secret value, and redirect URI are 

correct by authenticating with the authorization service and obtaining an access token. 

Using an OAuth Provider in a Service Connector 

Once an OAuth provider has been configured, it can be used by a RESTful service connector to invoke 

web services from a remote web service. All that is necessary is to associate your OAuth provider with 

the service connector using a new drop-down list that has been added to the service connector detail 

tab: 

 

Once the service connector has been configured with an OAuth provider, the service connector will use 

ǘƘŜ h!ǳǘƘ ǇǊƻǾƛŘŜǊΩǎ ŀŎŎŜǎǎ ǘƻƪŜƴ ǘƻ ƛƴǾƻƪŜ ǘƘŜ ǊŜƳƻǘŜ ǿŜō ǎŜǊǾƛŎŜΦ ¢ƘŜ ŀŎŎŜǎǎ ǘƻƪŜƴ ǿƛƭƭ ōŜ ǇŀǎǎŜŘ ǘƻ 

the remote web service as a bearer token using RFC 6750. 

Flat File Parser  

In Neuron ESB CU4 there is a flat file parser that can be used to convert single record format flat files 

into XML.  The supported flat files must have the following attributes: 

¶ Fixed-width or delimited.  The following delimiters are supported: 

o Comma 

o Tab 

o Vertical Bar (otherwise known as άtƛǇŜ-5ŜƭƛƳƛǘŜŘέύ 

o Semicolon 

o Custom string (any combination of characters) 



¶ All records in the flat file must conform to the same definition.  The only exception to this are 

leading records and trailing records which can be ignored. 

Using the Flat File Parser  

Process Definition 

The flat file parser is included as a Business Process step in Neuron ESB Explorer.  To use the flat file 

parser, create a new Business Process (or use an existing one) and drag the Flat File Process step from 

the Process Steps toolbox onto the Business Process Designer: 

 

Creating a Flat File Definition 

The flat file parser includes a wizard that will assist users in creating the flat file definition. The flat file 

definition cannot be created without using the wizard.  The Flat File Wizard requires a sample flat file in 

order to create the definition.  This sample flat file can either be imported into the new Neuron ESB Text 

Repository located by navigating to Repository->Documents->Text Documents within the Neuron ESB 

Explorer or, it can be retrieved directly from the file system. 

1. To start the wizard, right-click on the Flat File Parser step in the process designer and select Flat 

CƛƭŜ ²ƛȊŀǊŘΧ 



 

2. On the Welcome page, click Next: 

 

3. On the File Type page, select the type of file to process ς Fixed Width or Delimited.  If Delimited 

is selected, the appropriate delimiter must also be supplied.  If something other than the 

provided options are needed, select Custom String and enter the character(s) to be used as a 

delimiter.  Click Next: 



 

If Fixed Width is selected, continue with step 4.  If Delimited is selected, skip to step 8. 

4. On the Fixed-Width Flat File page, either select a sample flat file from the repository or the file 

system.  To select a sample from the repository, select the Repository radio button and select 

from one of the files listed.  To select a file from the repository it must be imported before 

running the wizard.  To select a sample from the file system, select the File System radio button 

and click the ellipsis button to browse for a file from the file system.  Some flat files include 

column header names in the first line.  If your flat file includes column headers, check the box 

for First Row Contains Column Names.  Also, if you want the Flat File Parser to ignore any of the 

leading or trailing rows, indicate how many of each row to ignore: 



 

5. Once you have selected a fixed-width document the preview pane will display the first 10 rows: 

 

6. When parsing a fixed-width file you need to set the column breaks.  To set a column break, click 

anywhere in the preview pane and a vertical line will appear.  Click the line again and it will 

disappear.  Note ς ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ŎƭƛŎƪ ƻƴ ǘƘŜ ǊǳƭŜǊ ŀōƻǾŜ ǘƘŜ ǇǊŜǾƛŜǿ ǇŀƴŜΣ Ƨǳǎǘ ŎƭƛŎƪ ƛƴǎƛŘŜ 

the preview pane: 



 

7. After selecting all the column breaks, click Next.  Skip to step 10. 

 

8. If you selected Delimited in step 3, the Comma-Delimited Flat File page will appear.  On this 

page, either select a sample flat file from the repository or the file system.  To select a sample 

from the repository, select the Repository radio button and select from one of the files listed.  

To select a file from the repository it must be imported before running the wizard.  To select a 

sample from the file system, select the File System radio button and click the ellipsis button to 

browse for a file from the file system.  Some flat files include column header names in the first 

line.  If your flat file includes column headers, check the box for First Row Contains Column 

Names.  Also, if you want the Flat File Parser to ignore any of the leading or trailing rows, 

indicate how many of each row to ignore: 



 

9. Unlike the preview pane for fixed-width files you do not need to set column breaks.  This file 

includes headers in the first row.  Click Next: 

 

1. ²ƘŜƴ ȅƻǳ ŎƘŜŎƪ ǘƘŜ άCƛǊǎǘ wƻǿ /ƻƴǘŀƛƴǎ /ƻƭǳƳƴ bŀƳŜǎέ ŎƘŜŎƪōƻȄΣ ǘƘŜ ŎƻƭǳƳƴ ƴŀƳŜǎ ŀǊŜ 

automatically populated.  However, you can still change these names on the Column Details 

page.  After confirming the column details, click Finish to close the wizard. 



 

 

After finishing the wizard, the flat file definition is stored as a process property.  You can re-run the 

wizard and see the same values you selected the previous time you ran it. 

To test the Flat File Parser, use the Process Tester and use the same sample data you used when running 

the Wizard. 

Swagger Support for REST APIs 

Swagger is a simple yet powerful representation of any RESTful API. With one of the largest ecosystems 

of API tooling, thousands of developers are supporting Swagger in almost every modern programming 

language and deployment environment. With a Swagger-enabled API, organizations get interactive 

documentation, client SDK generation and discoverability. 

LǘΩǎ ƴŀǘǳǊŀƭ ǘƘŀǘ ǘƘŜ bŜǳǊƻƴ 9{. /ƭƛŜƴǘ /ƻƴƴŜŎǘƻǊ όƛΦŜΦ {h!tκw9{¢ !tL ǎŜǊǾƛŎŜǎ ƘƻǎǘŜŘ ōȅ bŜǳǊƻƴ 9{.ύ 

should also create Swagger-enabled APIs. Starting with Neuron ESB 3.5 CU4 the Client Connector does 

exactly that. 

Creating Swagger Documentation   

The CU4 release includes a new section in the Neuron ESB Explorer Repository called Swagger 

Documents (see figure 1). This is where Swagger API documentation can be stored and managed. Users 

can create a new Swagger document in the Repository by either copying or entering the content of an 

existing Swagger document or by importing an existing Swagger document from any External URI. 



 

(Figure 1) 

Once a Swagger document is stored in the Repository, the document will automatically be hosted by 

Neuron ESB at http://localhost:51003/docs/<newlycreatedswaggerdoc>. All Neuron ESB managed 

Swagger Repository documents are hosted on Port 51003. However, the port can be changed by editing 

ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ άSwaggerSelfHostingUrlέ ƪŜȅ ƛƴ ǘƘŜ appSettings section of the  

discoveryservice.exe.config ŎƻƴŦƛƎǳǊŀǘƛƻƴ ŦƛƭŜ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ άC:\Program Files (x86)\Neudesic\Neuron 

ESB v3έ ŦƻƭŘŜǊΦ 

To create Swagger documents from scratch, the Swagger Editor (http://editor.swagger.io ), an online 

tool, can be used as shown in Figure 2 below. 

 

(Figure 2) 

http://localhost:51003/docs/%3cnewlycreatedswaggerdoc
http://editor.swagger.io/


Using Swagger Documents  

In order to assign a Swagger document to the Neuron ESB Client Connector, navigate to the Client 

/ƻƴƴŜŎǘƻǊ ¢ŀō ǘƘŜƴ ǎŜƭŜŎǘ ǘƘŜ aŜǘŀŘŀǘŀ .ǳǘǘƻƴΣ ǿƘƛŎƘ ǿƛƭƭ ǇǊŜǎŜƴǘ ȅƻǳ ŀ ά/ƻƴŦƛƎǳǊŜ /ƭƛŜƴǘ /ƻƴƴŜŎǘƻǊ 

Metadataέ ŘƛŀƭƻƎ box. Here either an external Swagger document URI can be provided or a static 

{ǿŀƎƎŜǊ ŘƻŎǳƳŜƴǘ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ά{ǿŀƎƎŜǊ 5ƻŎǳƳŜƴǘǎέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ bŜǳǊƻƴ 9ȄǇƭƻǊŜǊ 9{. wŜǇƻǎƛǘƻǊȅ 

can be chosen as shown in Figure 3. 

 

(Figure 3) 

Once a Swagger document is selected from the dropdown selection, or an external Document URI is 

provided, the Client connector will have Swagger documentation associated with its endpoint. Pointing a 

web browser to the Client Connector URL along with /help will expose the Swagger documentation. 

 

For example, if the Neuron ESB Client Connector URL was http://localhost:9192/Users, then the 

http://localhost:9192/Users/Help URL will redirect users to the Swagger documentation (see Figure 4).  

http://localhost:9192/Users
http://localhost:9192/Users/Help


 
(Figure 4) 

 

Implementing and Testing  

Once a Swagger document (like the one created and shown above) is assigned to the Neuron ESB Client 

Connector, the implementation for the call either has to already exist or be created. The following 

example demonstrates how we can create a simple implementation that can be tested by users 

ōǊƻǿǎƛƴƎ ǘƻ ǘƘŜ /ƭƛŜƴǘ /ƻƴƴŜŎǘƻǊΩǎ {ǿŀƎƎŜǊ ŘƻŎǳƳŜƴǘΦ 

 

Using the Neuron ESB Business Process Designer a simple Process can be created that contains the 

ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘŜ άGetUserέ !tL Ŏŀƭƭ ŀǎ ǎƘƻǿƴ ƛƴ ǘƘŜ CƛƎǳǊŜ р ōŜƭƻǿΦ ¢ƘŜ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎ ƛǎ ǘƘŜƴ 

attached to the OnPublish event of the Neuron ESB Publisher assigned to the Client Connector.  

 



 
(Figure 5) 

 

The ŀŎǘǳŀƭ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ŦƻǊ άGetUser ƛǎ ǎƛƳǇƭŜ ŀƴŘ ŜƴŎŀǇǎǳƭŀǘŜŘ ǿƛǘƘƛƴ ǘƘŜ άGetέ /І tǊƻŎŜǎǎ {ǘŜǇ 

ǎƘƻǿƴ ƛƴ CƛƎǳǊŜ рΦ ¢ƘŜ άDŜǘέ tǊƻŎŜǎǎ {ǘŜǇ ŜȄǇŀƴŘǎ ƛƴǘƻ ǘƘŜ bŜǳǊƻƴ 9{. /І /ƻŘŜ 9ŘƛǘƻǊ ŀǎ ǎƘƻǿƴ ƛƴ 

Figure 6. The Code Editor contains C# code to mock users in a list, convert the list to a JSON object, 

setting the Neuron ESB Message body. 

  



 
(Figure 6) 

 

Once implemented, this Neuron ESB Client Connector API can be tested directly from the Swagger 

ŘƻŎǳƳŜƴǘ ŀǎ Ŏŀƴ ōŜ ǎŜŜƴ ōŜƭƻǿ ƛƴ CƛƎǳǊŜ тΦ /ƭƛŎƪƛƴƎ ǘƘŜ άTry it out!έ button will execute the GetUser API 

call, returning the Response message. 

 



 
(Figure 7) 

 

HTTP Utility, JSON and Swagger 

Neuron ESB includes a Service Broker that enables organizations to deploy Neuron ESB as a Service 

Gateway, providing mediation, security, hosting and a number of other services. Service Connectors are 

essentially registrations within Neuron ESB that point to existing services hosted within an organization, 

by a partner or in a cloud domain. These services, which can be either SOAP or REST (HTTP) based, can 

be called either through the Neuron ESB messaging system via a Topic subscription or by using a Service 

Endpoint Workflow Activity and Process Step. The latter two options can be used with either the Neuron 

ESB Workflow Designer or the existing Business Process Designer and allows a user to directly call any 

Service Connector without the need to publish a request to a Topic, eliminating all pub/sub overhead. 

These are commonly used to create service aggregation and composition solutions. 

CƻǊ ŎŀƭƭƛƴƎ w9{¢ όI¢¢tύ ōŀǎŜŘ {ŜǊǾƛŎŜ /ƻƴƴŜŎǘƻǊǎ όŜƴŘǇƻƛƴǘǎύΣ ƛǘΩǎ ƴƻǘ ǳƴŎƻƳƳƻƴ ǘƘŀǘ ǾŀǊƛƻǳǎ ǇƛŜŎŜǎ ƻŦ 

information need to be provided at runtime according to the REST specification. For example, the 



Method name (e.g. GET, POST, PUT, PATCH, etc.) must be provided. HTTP Headers usually need to be 

provided (e.g. Content Type, Authorization, Accept, etc.) as well as Query string or URL parameters. 

In previous versions of Neuron ESB, this information could be provided by using a C# Code Editor within 

either the Business Process Designer or Workflow Designer directly preceding the Service Endpoint 

activity as depicted below: 

 

Opening the C# Code Editor allowed developers to provide the information they needed to initialize the 

service call at runtime by primarily using the HTTP object of the Neuron ESB Message as shown below.  

 



The information used to initialize these HTTP elements could come from the existing Neuron ESB 

Message, Neuron ESB Message or context properties or even Neuron ESB Environmental Variables that 

may have different values at runtime depending on the runtime environment they are deployed to. The 

example below shows how Query string parameters could be set in a Code Editor in the Workflow 

Designer. 

 

 

HTTP (REST) Endpoint Configuration  

Rather than requiring that developers use C# to set HTTP properties, CU4 introduces a new tool, the 

άI¢¢t ¦ǘƛƭƛǘȅέΦ ¢Ƙƛǎ ǳǘƛƭƛǘȅ Ŏŀƴ ōŜ ǳǎŜŘ ǿƛǘƘƛƴ ǘƘŜ .ǳǎƛƴŜǎǎ Process  or Workflow Designer to do more 

advanced levels of HTTP configuration. The HTTP Utility is exposed as both a Process Step and Workflow 

!ŎǘƛǾƛǘȅ ǘƘŀǘ Ŏŀƴ ōŜ ŘǊŀƎƎŜŘ ƻƴǘƻ ŜƛǘƘŜǊ ŘŜǎƛƎƴŜǊΦ ¦ǎŜǊǎ Ŏŀƴ ǎŜƭŜŎǘ ά/ƻƴŦƛƎǳǊŜέ ŦǊƻƳ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳ 

to display the main configuration screen of the HTTP Utility as shown below: 



 

CƻǊ ǳǎŜǊǎ ŦŀƳƛƭƛŀǊ ǿƛǘƘ ǘƻƻƭǎ ƭƛƪŜ άtƻǎǘƳŀƴέ ŀƴŘ ǘƘŜ w9{¢ ŎƭƛŜƴǘ ƻŦ /ƘǊƻƳŜΣ ǘƘŜ I¢¢t ¦ǘƛƭƛǘȅ ǿƛƭƭ ƭƻƻƪ ǾŜǊȅ 

similar and they will find it just as easy to configure. The HTTP Utility has built in intelligence and allows 

users to use Neuron ESB Environmental Variables, Neuron ESB Message properties, Context properties 

and literal values to configure any Value, Message body or URL as shown below: 

 



Valid HTTP Header options and methods are displayed as drop down boxes, while possible values for the 

ǎŜƭŜŎǘŜŘ I¢¢t IŜŀŘŜǊ άƪŜȅέ ŀƭǎƻ ŀǇǇŜŀǊ ŀǎ ŎƻƴǘŜȄǘ ǎŜƴǎƛǘƛǾŜ ŘǊƻǇ ŘƻǿƴǎΦ  

 

 

Alternatively, Neuron ESB Environmental Variables, properties (context, message, etc.), message body 

and literals can be used by selecting from the available list. Environmental variables are preceded by the 

άϷέΣ ǿƘŜǊŜŀǎ ŀƭƭ ƻǘƘŜǊǎ ŀǊŜ ǇǊŜŎŜŘŜŘ ōȅ άІέ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ 

 

The literal values that appear in the list (i.e. by pressing CTRL + SPACE) that can be used are: 

¶ {#DateTime(local)} - Adds the local date time value with following format: "yyyyMMddHHmmss" 



¶ {#DateTime(local), ddmmyyyyhhmmss } - Adds the local date time value using the provided 

format specifier 

¶ {#DateTime(Utc)} - Adds the UTC date time value with following format: "yyyyMMddHHmmss" 

¶ {#DateTime(Utc),ddmmyyyyhhmmss} - Adds the UTC date time value using the provided format 

specifier 

¶ {#IMF-fixdate} ς Adds the RFC 7231 Date/Time Format e.g. 'Tue, 15 Nov 1994 08:12:31 GMT'" 

¶ {#GUID} ς Adds a unique GUID string value (e.g. 00000000-0000-0000-0000-000000000000) 

Values that can be used to access either some part of the body or a custom message property of the ESB 

Message are: 

¶ {#<custom>.<property>} ς Returns custom message property i.e. 

context.data.GetProperty(άƳȅtǊŜŦƛȄέΣ άaȅtǊƻǇŜǊǘȅέ) 

¶ {#JObject.<property>} ς Returns the property from the JSON dynamic object property from the 

current Neuron ESB Message. 

Besides the Method drop down box and the URL text box, the HTTP Utility has 3 primary tabs: Headers, 

Body and URL Parameters. The Headers tab allows users to specify any HTTP or custom key/value pairs 

that will appear as HTTP Headers in the final REST service call. A good example of an HTTP Header could 

be either the Content Type or Authorization header. The Body tab allows users to specify how the body 

should be encoded and sent to the service as shown below: 

 

Using the settings, Neuron ESB will ensure the proper HTTP Content Type and data are appropriately set 

and encoded if necessary. Users have additional options like clearing out the underlying Neuron ESB 

Message body if either Form Body or Form Url Encoded options are chosen. 



The URL Parameters tab allows users to enter key/value pairs that will be serialized as URL parameters 

for the service call. The HTTP Utility removes the need for developers to use C# to set the required HTTP 

properties for any service call. In the example below, a Salesforce authentication call is made where all 

the values are using Neuron ESB Environmental Variables, allowing the values to be specific to the actual 

runtime environment the solution is deployed to: 

 

Swagger Integration 

Over the years, Swagger has become a common documentation format for REST (HTTP) based services. 

As such, the CU4 release introduces a number of new JSON/Swagger features, one of which is the ability 

to configure the HTTP Utility using Swagger.  

For example, CU4 ships a Marketo adapter which is accompanied by its respective Swagger 

documentation. The Marketo Swagger documentation, as well as any Swagger document registered 

within the new Neuron ESB Swagger wŜǇƻǎƛǘƻǊȅΣ Ŏŀƴ ōŜ ŀŎŎŜǎǎŜŘ ŘƛǊŜŎǘƭȅ ǿƛǘƘƛƴ ǘƘŜ ά¦ǎe Swagger 

ŘƻŎǳƳŜƴǘέ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ I¢¢t ¦ǘƛƭƛǘȅΦ  

Swagger documents can be imported in the Neuron ESB Swagger Repository by navigating to 

Repository->Service Descriptions->Swagger Documents within the Neuron Explorer. 

.ȅ ŜȄǇŀƴŘƛƴƎ ǘƘŜ ά¦ǎŜ {ǿŀƎƎŜǊ ŘƻŎǳƳŜƴǘέ ǎŜŎǘƛƻƴΣ ǘƘŜ 5ƻŎǳƳŜƴǘ ŀƴŘ hǇŜǊŀǘƛƻƴǎ ŘǊƻǇŘƻǿƴ ŦƛŜƭŘǎ ǿƛƭƭ 

be visible and populated using existing Swagger documents in the Repository. These can be selected to 

ŀǳǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ I¢¢t ¦ǘƛƭƛǘȅΦ  LŦ ŀ {ǿŀƎƎŜǊ ŘƻŎǳƳŜƴǘ ŘƻŜǎƴΩǘ ŜȄƛǎǘΣ ƻƴŜ Ŏŀƴ ōŜ ƛƳǇƻǊǘŜŘ ŘƛǊectly 

ǿƛǘƘƛƴ ǘƘŜ ¦L ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ άLƳǇƻǊǘ {ǿŀƎƎŜǊΧέ ƻǇǘƛƻƴ ŦǊƻƳ ǘƘŜ 5ƻŎǳƳŜƴǘ ŘǊƻǇŘƻǿƴ ŀƴŘ ǇǊƻǾƛŘƛƴƎ 

the URL of the Swagger document. 



 

JSON Templates and Data Mapping 

JSON has become more prominently used by developers and integrators as organizations move to using 

more REST (HTTP) based services. CU4 provides new repositories and access methods that make using 

JSON much easier than in previous releases of Neuron ESB.  

In CU4, the ToJObject() has been added to the Neuron ESB Message object. This will return the Neuron 

ESB Message body as a Newtonsoft.Json.Linq.JObject. This is accessible within either a Workflow or 

.ǳǎƛƴŜǎǎ tǊƻŎŜǎǎΦ Lǘ ŀƭƭƻǿǎ ǳǎŜǊǎ ǘƻ ǳǎŜ Φb9¢Ωǎ ŘȅƴŀƳƛŎ ƻōƧŜŎǘ ƪŜȅǿƻǊŘ ǘƻ ŀŎŎŜǎǎ Řŀǘŀ ŎƻǊǊŜŎǘƭȅ ǳǎƛƴƎ ŀ 

hierarchical syntax. For example, a sample json document like the following: 

{  

  "message" : "Success. Lead Created" ,  

  "data" : {  

    "SalesOwnerAccountUserId" : "118527" ,  

    " AccountUserId" : "890 27"  

  }  

}  

Could then be accessed directly in a Code Editor using C# as shown below: 

dynamic  jo = context.Data.ToJObject();  

var  ownerID =  jo.data.SalesOwnerAccountUserId ;  

 

This makes it much easier for developers to access and modify json data within a Business Process or 

Workflow.  



To complement this, a new JSON Repository for storing JSON documents and templates has been 

introduced which can be located by navigating to Repository->Documents->Json Documents within the 

Neuron ESB Explorer. Sample JSON documents or templates can be stored and accessed at runtime 

within any of the Business Process or Workflow environments. Integrators can use JSON templates as a 

quick, simple way to facilitate data mapping/transformations. Json templates are nothing more than 

Json messages that have format specifiers inserted for their values. For example, if the following 

ǘŜƳǇƭŀǘŜ ǿŀǎ ǎǘƻǊŜŘ ƛƴ ǘƘŜ ǊŜǇƻǎƛǘƻǊȅ ŀƴŘ ƴŀƳŜŘΣ άAccountUpdateRequestέΥ 

{  

  "salesRepAccountUserID" :{0},  

  "auditAccountUserID" :{1}  

}  

Lǘ ŎƻǳƭŘ ǘƘŜƴ ōŜ ǊŜǘǊƛŜǾŜŘ ƛƴ ŀƴȅ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎ ƻǊ ²ƻǊƪŦƭƻǿ ōȅ ǳǎƛƴƎ ǘƘŜ άJsonFormatStringέ ǇǊƻǇŜǊǘȅ 

of the repository document: 

var  accountUpdateTemplate =  

 configuration.JsonDocs[ "AccountUpdateRequest" ].JsonFormatString;  

 

Once the template is retrieved, data mapping can be as easy as this: 

Context.Data.Text = string .Format(accountUpdateTemplate,  

 ( string )jo.data.SalesOwnerAccountUserId?? string .Empty,  

 ( string )jo.data.accountUserID?? string .Empty);  

 

Port Sharing  

hƴŜ ƻŦ bŜǳǊƻƴ 9{.Ωǎ ǎŎŀƭŀōƛƭƛǘȅ ŦŜŀǘǳǊŜǎ ƛǎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ƛƴǎǘŀƭƭ ƳǳƭǘƛǇƭŜ ƛƴǎǘŀƴŎŜǎ ƻŦ ǘƘŜ bŜǳǊƻƴ 9{. 

Runtime on a single server. Each runtime instance can be configured as either a 32 or 64-bit process, 

capable of running side by side. Each instance of the runtime can load an independent Neuron ESB 

Configuration store (solution). This allows organizations to easily partition business solutions to run on a 

single server and scale across multiple servers.  



 

However, one of the configuration challenges has always been TCP port configuration at the solution 

level. Neuron ESB uses TCP ports to communicate between its internal subsystems e.g. Auditing, 

Control, Configuration, Master and TCP Publishing Services. Remote Neuron ESB Parties also use TCP to 

connect to the Neuron ESB Server; to retrieve their respective configuration, receive updates and to 

regularly send reporting information. The TCP Port configuration for a solution can be found on the 

Ports tab of the Enterprise Zone by navigating to Deployment->Settings->Zones within the Neuron 

Explorer.  

 

Prior to CU4, if multiple instances were installed on a single server, users would need to ensure that the 

ports configured for each solution assigned to those instances were unique. For example, if the 

Bootstrap Service was configured in one solution (instance A) to run on port 50000, then the other 

solution (instaƴŎŜ .ύ ǿƻǳƭŘ ƴŜŜŘ ǘƻ ōŜ ŎƻƴŦƛƎǳǊŜŘ ǘƻ ǳǎŜ ŀ ŘƛŦŦŜǊŜƴǘ ǇƻǊǘΦ LŦ ǘƘŜȅ ǿŜǊŜƴΩǘΣ ǘƘŜƴ ƻƴŜ ƻŦ 

the solutions would fail to start, reporting a Port in use exception. 

The unique port requirement made it more challenging, operationally, to manage the solutions as more 

runtime instances were installed on a single server. To resolve the need to change and manage port 

conflicts between solutions we are introducing Port Sharing in the 3.5 CU4 release. Port Sharing can 



significantly reduce the operational and management overhead when installing and running multiple 

instances of the Neuron ESB Runtime on the same machine. 

Port Sharing is easily enabled by doing 2 things 

1. 9ƴŀōƭŜ ŀƴŘ ǘƘŜƴ ǎŜǘ ŦƻǊ ŀǳǘƻƳŀǘƛŎ ǎǘŀǊǘǳǇ ǘƘŜ άNet.TCP Port Sharing Serviceέ ƛƴ ǘƘŜ ǎŜǊǾƛŎŜ 

control manager. Start the service. For more information: https://msdn.microsoft.com/en-

us/library/ms733925(v=vs.110).aspx 

2. Enable the new Port Sharing option located on the Port tab of the Enterprise Zone within the 

Neuron ESB Explorer as shown below: 

 

Once the Port Sharing option is enabled, the solution must be saved and the runtime instance assigned 

to it restarted. 

Organizations using the Neuron ESB Party API directly in their .NET applications will be required to 

append the name of the runtime instance to the service address url. For example, previously the service 

ŀŘŘǊŜǎǎ ǿƻǳƭŘ ƭƻƻƪ ǎƛƳƛƭŀǊ ǘƻ ŦƻƭƭƻǿƛƴƎ ƛŦ ǘƘŜ ǊǳƴǘƛƳŜ ƛƴǎǘŀƴŎŜ ƴŀƳŜ ǿŀǎ άŘŜŦŀǳƭǘспέΥ 

<configuration > 
  <appSettings > 
    <add key=" esbZone"  value =" Enterprise " />  
    <add key=" esbServiceAddress "  value =" net.tcp://localhost:50000 " />  
    <add key=" esbServiceIdentity "  value ="" />  
  </ appSettings > 

If Port Sharing is enabled, the service address would now look like this: 

<configuration > 
  <appSettings > 
    <add key=" esbZone"  value =" Enterprise " />  
    <add key=" esbServiceAddress "  value =" net.tcp://localhost:50000/default64 " />  
    <add key=" esbServiceIdentity "  value ="" />  
  </ appSettings > 

Lastly, the other implication to consider is performance tuning. When Port Sharing is disabled, 

ǇŜǊŦƻǊƳŀƴŎŜ ǘǳƴƛƴƎ ŦƻǊ ǘƘŜ bŜǳǊƻƴ 9{. ƛƴǘŜǊƴŀƭ ǎǳōǎȅǎǘŜƳǎ ƛǎ ŎƻƴǘǊƻƭƭŜŘ ōȅ ƳƻŘƛŦȅƛƴƎ ǘƘŜ άLƴǘŜǊƴŀƭ 

https://msdn.microsoft.com/en-us/library/ms733925(v=vs.110).aspx
https://msdn.microsoft.com/en-us/library/ms733925(v=vs.110).aspx


{ŜǊǾƛŎŜ .ƛƴŘƛƴƎ {ŜǘǘƛƴƎǎέ ƭƻŎŀǘŜŘ ƻƴ ǘƘŜ {ŜǊǾŜǊ ǘŀō ƻŦ ǘƘŜ 9ƴterprise Zone as shown below. These 

parameters are typically modified to reflect the number of CPUs/Cores balanced against the load being 

placed on the services. 

 

However, when Port Sharing is enabled, the SMSvcHost.exe, (which hosts the Net.TCP Port Sharing 

Service) manages the TCP sockets on bŜǳǊƻƴ 9{.Ωǎ behalf. This means that performance tuning will be 

controlled by the binding settings within the SMSvcHost.exe.config file. For more information regarding 

the configuration of tuning parameters and the creation of the config file: 

https://msdn.microsoft.com/en -us/library/aa702669(v=vs.110).aspx . 

The new Port Sharing option will greatly simplify the creation, deployment and management of multiple 

Neuron ESB runtime instances and solutions on individual servers! 

Rabbit MQ Topics 

Neuron ESB provides a hierarchical, Topic-based publish and subscribe model to mediate the routing of 

messages between Parties (Publishers and Subscribers that are hostable in .NET applications), Adapter, 

Service and Workflow Endpoints. Topic based messaging can be a great way of abstracting endpoints 

from one another. In essence, all endpoints become publishers and subscribers with one never having to 

have knowledge of the other. This allows organizations to easily change and modify existing solutions 

without interrupting the processing of other endpoints. 

Neuron ESB is unique in that the Quality of Service and underlying Transport of Topics can be changed to 

better accommodate and more closely align with the business requirements of specific use cases. For 

example, durable, guaranteed, and reliable messaging as well as in-memory routing of messages, can be 

provided by simply changing the Transport property of a Neuron ESB Topic as show below: 

https://msdn.microsoft.com/en-us/library/aa702669(v=vs.110).aspx


 

When changes are made, the underlying Party API is self-aware of changes made at the server and auto 

configures itself to accommodate the Topic configuration changes, even when deployed and hosted on 

remote machines. This means that developers using the Party API do not need to know, nor do they 

directly have to work with or individually program the underlying transport configuration, transaction or 

QOS requirements. This is all controlled and managed at the server level. For the user who needs to 

publish messages, the code is as simple as this: 

            // Create an instance of a publisher  
            using  ( Publisher  publisher = new Publisher ( "MyPublisher" ))  
            {                 
                // catch any exceptions that may occur while connecting  
                // to each individual topic  
                PartyConnectExceptions  exceptions = publisher.Connect();  
                if  (exceptions.Count < 1)  
                {  
                    publisher.Send( "MyTopic" , "<Test>My Request</Test>" );  
                }  
                else  
                {  
                    // log the errors  
                }  
            }  

Neuron ESB 3.5 provides a number of Transports that users can select for Topics including Named Pipes, 

TCP, Peer, Rabbit MQ and MSMQ. Some provide durable, guaranteed, and reliable messaging such as 

MSMQ and Rabbit MQ. In the CU4 release, the Rabbit MQ Transport for Topics has been completely 

refactored to provide not only better performance, new manageability and more flexibility, but also 

better fault tolerance, reliability and security.  

Updated Version Support 

In the CU4 release, the first notable change is that our support for Rabbit MQ has been upgraded to 

support Rabbit MQ version 3.5.6 and Erlang 18.1. Using the Neuron ESB installer, users can optionally 



select to install these during the setup process, or can download these from the locations list in our 

readme.html file or directly from the Rabbit MQ web site. 

 

Configuration  

The Rabbit MQ configuration for a Deployment Group can be found on the RabbitMQ tab of a 

Deployment Group by navigating to Deployment->Environments->Deployment Groups within the 

Neuron Explorer. 



 

When registering Rabbit MQ servers for a Neuron ESB Deployment Group the following information is 

required: 

Property Description 

Server Name of the Rabbit MQ Server 

Port Port of the Rabbit MQ Server. -1 will use the default Rabbit MQ port of 5672 

Mgmt Port Port of the Rabbit MQ Management Portal. Default is 15672 

vHost ¢ƘŜ ŎƻƴŦƛƎǳǊŜŘ ǾIƻǎǘ ƻŦ ǘƘŜ wŀōōƛǘ av {ŜǊǾŜǊΦ 5ŜŦŀǳƭǘ ǾŀƭǳŜ ƛǎ άκέ 

Username Username to access Rabbit MQ.  

Password Password to access Rabbit MQ 

 

!ƭǘƘƻǳƎƘ ǎƻƳŜ ǇǊƻǇŜǊǘƛŜǎ Ƴŀȅ ǎŜŜƳ ŦŀƛǊƭȅ ǎǘǊŀƛƎƘǘ ŦƻǊǿŀǊŘΣ ƻǘƘŜǊǎ Ƴŀȅ ƴƻǘΦ CƻǊ ƛƴǎǘŀƴŎŜΣ ǘƘŜ άMgmt 

Portέ ǊŜǇǊŜǎŜƴǘǎ ǘƘŜ ǇƻǊǘ ƻŦ ǘƘŜ wŀōōƛǘ av aŀƴŀƎŜƳŜƴǘ tƭǳƎƛƴΦ bŜǳǊƻƴ 9{. ǊŜǉǳƛǊŜǎ ǘƘƛǎ ǘƻ ōŜ ƛƴǎǘŀƭƭŜŘ 

and configured for every Rabbit MQ server registered as it uses it to query for the health and message 

throughput rates which appear in both Endpoint Health and the Rabbit MQ Message Management 

console in the Neuron ESB Explorer. More information regarding the Rabbit MQ Management Plugin 

and how to install it can be found here: https://www.rabbitmq.com/management.html 

https://www.rabbitmq.com/management.html


!ǎ ƻŦ wŀōōƛǘ av ǾŜǊǎƛƻƴ оΦоΦоΣ ǘƘŜ ŘŜŦŀǳƭǘ ǳǎŜǊƴŀƳŜ άDǳŜǎǘέ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘ ŀƎŀƛƴǎǘ ǘƘŜ wŀōōƛǘ av 

management plugin if the server name is aƴȅǘƘƛƴƎ ƻǘƘŜǊ ǘƘŀƴ ά[ƻŎŀƭƘƻǎǘέΦ Lǘ ƛǎ ŀƭǿŀȅǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ 

create a dedicated username and password in Rabbit MQ that can be used by Neuron ESB. 

High Availability and Failover  

Neuron ESB allows users to enter multiple instances of Rabbit MQ servers to support the mirroring of 

the underlying queues that Neuron ESB will use for the Publishers and Subscribers created within the 

Neuron ESB Explorer. Rabbit MQ uses mirroring, rather than Windows Failover Clustering, to achieve 

High Availability of messages. More information regarding Rabbit MQ HA and its configuration can be 

found here: https://www.rabbitmq.com/ha.html 

When multiple servers are configured, at runtime Neuron will use the first server it can connect to as 

the primary message server. If for any reason that server becomes unavailable, Neuron ESB will 

automatically failover over the next server in the list until it can find one that it can establish a 

connection against. If a connection can be established, publish and subscribe activities remain 

undisrupted at runtime; messages will not be lost and the failover will be invisible to the processes and 

users of Neuron ESB. Internally we detect connection issues and then cache and resend the messages 

when we fail to receive the original acks/nacks from the Rabbit MQ servers. 

Multiple Environments and VHosts  

New to CU4 is the inclusion of the vHost property. A common practice by some Rabbit MQ users is to 

establish specific vHosts to mirror their deployment environments. For example, there may be a vHost 

ƴŀƳŜŘ ά5ŜǾŜƭƻǇƳŜƴǘέΣ άv!έ ŀƴŘ άtǊƻŘǳŎǘƛƻƴέΦ .ȅ ǎǳǇǇƻǊǘƛƴƎ wŀōōƛǘ av ǾIƻǎǘ ŜƴǾƛǊƻƴƳŜƴǘǎΣ bŜǳǊƻƴ 

ESB users can easily map Neuron ESB deployment groups to their respective vHost environments. This 

will functionally isolate the underlying queues and exchanges that Neuron ESB creates for one 

deployment group from another on the same Rabbit MQ server instance. 

Once the Rabbit MQ servers are registered with a Deployment Group, Topics and Parties can be 

configured to use the Rabbit MQ Transport. 

Neuron ESB Topic Configuration 

The Rabbit MQ Transport configuration is located on the Networking tab of the Topic by navigating to 

Messaging->Publish and Subscribe->Topics within the Neuron Explorer. 

https://www.rabbitmq.com/ha.html


 

In the CU4 release a number of new properties have been added, some changed (*), others removed 

Property Category CU4 Description 

Delivery Mode Publish *  Persistent (i.e. Durable) or NonPersistent. Persistence ensures message is 

written to disk. If using Transactions, Persistence SHOULD be used. 

Transaction Type Publish *  Controls the level of reliability for messages. Either 'None', 

'PublisherConfirms' or 'Transactional' can be selected. 'PublisherConfirms' 

uses an asynchronous Ack/Nack protocol while 'Transactional' forces a 

commit/rollback on each message published. 

  -Batch Size Publish  Only for use with PublishConfirms type of transactions. The number of 

messages that will be published to Rabbit MQ in a Publish Confirm 

transaction 

  -Batch Confirm Timeout Publish NEW Only for use with PublishConfirms type of transactions. The number of 

seconds to wait after the Batch of messages have been published to receive 

all ACKs/NACKs from Rabbit MQ. Should be a value between 1 and 60. 



  -Inactivity Timeout Publish NEW Only for use with PublishConfirms type of transactions. The number of 

minutes to wait after the last message sent before checking to determine if 

all ACKs/NACKs from Rabbit MQ have been received. Should be a value 

between 1 and 5. 

  -wŜǎǳōƳƛǘ ¦ƴ!ŎƪΩŘ aessages Publish  Only for use with PublishConfirms type of transactions. If true and 'Detect 

Duplicates' are selected, messages that were published but were not 

acknowledged will be republished. This should only occur when dealing 

with clustered/mirrored Rabbit MQ instances. The republish would occur 

when a connection is reestablished with another server in the cluster. 

Time To Live Publish  A value in minutes that specifies how long messages are valid for delivery 

before they are expired (dead letter) and transferred as a failed message 

into the Neuron ESB database. 

Must be Routable Publish NEW If set to true, the message must be routable by Rabbit MQ. If the message 

cannot be routed to a destination queue, it will be stored as a failed 

message into the Neuron ESB database. **This will incur a significant 

performance penalty. This should NEVER be needed as Neuron ESB will 

dynamically create any missing queue or exchange on startup. 

Prefetch Size Receive NEW The number of messages that will be prefetched from the queue to 

transport layer. A value of 0 means unlimited. 

  -Detect Duplicates Receive  Only for use with PublishConfirms type of transactions. If true, duplicate 

messages received by the Neuron ESB Party will be discarded. This can be 

used to provide once only delivery.  

  -Detection Window Receive  Only for use with PublishConfirms type of transactions. The amount of time 

(in minutes) in which previously received message meta data will be 

maintained in memory to search against for duplicate messages.  

  -Report Duplicates Receive  Only for use with PublishConfirms type of transactions. If true, if a duplicate 

message is discovered it will be logged as a Warning in the Neuron ESB 

Windows Event log.  

SSL Enabled Security NEW Connect to Rabbit MQ Server using only SSL 

  -Port Security NEW SSL Port for all Rabbit MQ server connections 

  -SSL Protocol Security NEW SSL Protocol to use for all Rabbit MQ server connections.  

  -Client Authentication Security NEW Require Neuron ESB to provide Rabbit MQ Server a client certificate to 

authenticate against. 

     -Certificate Security NEW Select a client certificate configured in the Security section of the Neuron 

ESB Explorer to authenticate against the Rabbit MQ Server. 

     -Passphrase Security NEW Passphrase for the client certificate, if one exists 

 



The values of these properties control how the Rabbit MQ transport functions for each Publisher or 

Subscriber that has a subscription to the configured Topic. In the CU4 release the following properties 

were removed because they were no longer relevant: 

¶ Failed Message Path 

¶ Auto Acknowledge 

For greater clarification of their respective capabilities, the Recoverable property was renamed to 

Delivery Mode and Reliability Mode was renamed to Transaction Type. Also, in previous versions a user 

could only select to use Transactions if the persistent messaging was also selected. In CU4, that is no 

longer a requirement.  

In most cases though then internal implementation of most of these properties have changed to 

provide, better performance, scalability reliability and fault tolerance. 

Management 

In previous versions, the Neuron ESB Rabbit MQ Transport channel would dynamically create the 

necessary underlying Rabbit MQ based infrastructure (e.g. Queues, Exchanges, Bindings, etc.) anytime a 

Neuron ESB Party connected to the bus or, when the Neuron ESB Topic started up. This eliminated the 

need for administrators to manually create and maintain the Rabbit MQ infrastructure Neuron ESB 

required. Consequently, this made the underlying Rabbit MQ Transport virtually invisible to anyone 

using the Neuron ESB Party API, and alleviated the need for administrators to manage additional 

infrastructure requirements.  

However, what Neuron ESB did not do was keep the infrastructure in sync with changes made within the 

Neuron ESB Explorer. For example, if Topics/Parties were either renamed or deleted, their respective 

Rabbit MQ Queues and Exchanges would remain, unchanged and orphaned. If renamed, Neuron ESB 

would simply create a new set of Queues and Exchanges to use. If there were messages in the old 

Queues, they would remain but would have to be dealt manually by administrators.  

Neuron ESB also created an unnecessary extra sets of Queues and Exchanges if the Recoverability 

property was set to True. All of this has been changed in the CU4 release. 

Naming Conventions 

The first notable change that we made in the CU4 was renaming of the underlying Rabbit MQ Queues 

and Exchanges. In previous versions of Neuron ESB, Queues and Exchanges used the following naming 

conventions: 

Rabbit MQ Exchanges: 

<InstanceName>.<Zone>.<Topic>.d.ad 

Rabbit MQ Queues: 

<InstanceName>.<Zone>.<Topic>.<Party>.d.ad 



Where: 

¶ InstanceName = Name of the Neuron ESB runtime Instance running the solution 

¶ Zone = The name of the Neuron ESB Zone within the solution 

¶ Topic = The name of the Neuron ESB Topic within the solution 

¶ Party = The name of the Neuron ESB Party within the solution 

¶ Ř Ґ ¢ƘŜ άŘέ is appended if the Neuron ESB Topic was configured to be persistent 

¶ ŀŘ Ґ ¢ƘŜ άŀŘέ ƛǎ ŀǇǇŜƴŘŜŘ ƛŦ ǘƘŜ bŜǳǊƻƴ 9{. ¢ƻǇƛŎ ǿŀǎ ŎƻƴŦƛƎǳǊŜŘ ǘƻ ōŜ ŘŜƭŜǘŜŘ ǿƘŜƴ 

Parties are no longer connected to the Topic 

In the CU4 Release the naming conventions have been simplified to the following, eliminating the 

unnecessary extra sets of Queues and Exchanges to be managed: 

Rabbit MQ Exchanges: 

NEURON.<InstanceName>.<Topic> 

Rabbit MQ Queues: 

NEURON.<InstanceName>.<Topic>.<Party> 

Synchronization 

New in the CU4 release is the full management of the Rabbit MQ infrastructure Queues and Exchanges 

used by Neuron ESB. Previously, Neuron ESB would only create their respective dependent Rabbit MQ 

Queues and Exchanges on startup as well as when any Party connected to the bus. Neuron ESB now 

additionally handles renaming and deleting these if their respective counter parts within the Neuron ESB 

Explorer (e.g. Topics, Publishers and Subscribers) are renamed or deleted. For deletions, Neuron ESB will 

delete its respective underlying Rabbit MQ Queues only if there are no messages that remaining in the 

Queue. 

Performance and Reliability  

A number of internal changes have been made to the Rabbit MQ Transport to enhance reliability, error 

reporting, and functionality while at the same time significantly increase the performance of certain 

operations and message throughput. 

Serialization Format 

One of the first changes made was to the serialization method that Neuron ESB uses to interact with the 

underlying Rabbit MQ infrastructure. Previously, Neuron ESB serialized the entire Neuron ESB Message 

using Binary Serialization. With the introduction of CU4, this has been changed to a custom serialization 

method where only the body of the Neuron ESB Message is published, while the necessary internal 

Neuron ESB Message headers are custom serialized as Rabbit MQ custom header properties. This has 

several advantages; reduces CPU utilization, allows for the message body to be accessed without 

proprietary methods and reduces the overall payload size that the underlying Rabbit MQ infrastructure 

has to work with. 



Publish Confirm Transactions 

The Neuron ESB Rabbit MQ Transport supports both Transaction types that Rabbit MQ offers; their 

channel based Transaction model as well as their batched style Transaction model e.g. Publish Confirms. 

Both are Acknowledge, Negative Acknowledgement (ack/nack) based models. Users can learn more 

about Publish Confirms here: https://www.rabbitmq.com/confirms.html , as well as why Rabbit MQ 

introduced them: http://www.rabbitmq.com/blog/2011/02/10/introducing-publisher-confirms .  

In CU4 a number of enhancements were made to the Publish Confirm model to make it more reliable as 

well as more performant. Neuron ESB now handles the ack/nack reconciliation process more efficiently, 

especially where multiple acks/nacks are received on a single event, alleviating unnecessary locking on 

the collection of messages we have to maintain internally. The CU4 release also exposes additional 

properties that can be used to finely tune the performance and throughput as well the reliability of the 

ōŀǘŎƘ ǘǊŀƴǎŀŎǘƛƻƴ ǎǳŎƘ ŀǎ άBatch Confirm Timeoutέ ŀƴŘ άInactivity TimeoutέΦ ¢ƘŜǎŜ ǇǊƻǇŜǊǘƛŜǎ ŦƻǊŎŜ 

Neuron ESB to call into Rabbit MQ for it to finish sending any pending acks/nacks, and only then do we 

ǊŜǎǳōƳƛǘ ǘƘŜ ƳŜǎǎŀƎŜǎ ǘƘŀǘ ǿŜΩǾŜ ƴŜƛǘƘŜǊ ǊŜŎŜƛǾŜŘ ŀŎƪǎ ƻǊ ƴŀŎƪǎ ŦƻǊΦ aŜǎǎŀƎŜǎ ǿŜ ǊŜŎŜƛǾŜ ƴŀŎƪǎ ŦƻǊ ƻǊ 

where wŜΩǊŜ ƴƻǘƛŦƛŜŘ ōȅ wŀōōƛǘ av ǘƘŀǘ ǘƘŀǘ ƳŜǎǎŀƎŜ ƛǎ ǳƴŘŜƭƛǾŜǊŀōƭŜΣ ŀǊŜ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ƳƻǾŜŘ ƛƴǘƻ ǘƘŜ 

Neuron ESB Failed database table.  

Receiving messages 

In previous versions the underlying Neuron ESB Rabbit MQ Transport would receive messages for its 

respective Neuron ESB Parties (or Dead Letter processing) by creating an underlying consumer and 

Ŏƻƴǘƛƴǳŀƭƭȅ ǇƻƭƭƛƴƎ ǘƘŜ ǉǳŜǳŜΦ Lƴ /¦п ǘƘƛǎ Ƙŀǎ ōŜŜƴ ŎƘŀƴƎŜŘ ǘƻ ǳǎŜ wŀōōƛǘ avΩǎ ƴŜǿ ŜǾŜƴǘ ōŀǎŜŘ 

consumer.  

Dead Letter Processing 

The CU4 Rabbit MQ Topic transport implementation includes a custom Dead Letter processor, Exchange 

and Queue to handle those messages delivered to Subscribers that exceed the configured Time to Live 

property. These messages are automatically detected and moved into the Neuron ESB Failed Message 

database table. 

¢ƘŜǎŜ ƳŜǎǎŀƎŜǎ ǿƛƭƭ ōŜ ŀǾŀƛƭŀōƭŜ ǘƻ ōŜ ǉǳŜǊƛŜŘΣ ǾƛŜǿŜŘΣ ƳƻŘƛŦƛŜŘ ŀƴŘ ǊŜǎǳōƳƛǘǘŜŘ ōȅ ǳǎƛƴƎ ǘƘŜ άCŀƛƭŜŘ 

aŜǎǎŀƎŜ ±ƛŜǿŜǊέ ǿƛƴŘƻǿ ƭŀǳƴŎƘŜŘ ŦǊƻƳ ǘƘŜ CŀƛƭŜŘ aŜǎǎŀƎŜǎ ǊŜǇƻǊǘ ƭƻŎŀǘŜŘ ōȅ ƴŀǾƛƎŀǘƛƴƎ ǘƻ !ŎǘƛǾƛǘȅ-

>Database Reports->Failed Messages within the Neuron ESB Explorer. 

¢ƘŜ ƳŜǎǎŀƎŜǎ ǊŜŎƻǊŘŜŘ ǿƛƭƭ ƘŀǾŜ ŀƴ 9ȄŎŜǇǘƛƻƴ ¢ȅǇŜ ƻŦ ά5ŜŀŘ [ŜǘǘŜǊέΦ ¢ƘŜ ŦŀƛƭǳǊŜ ƳŜǎǎŀƎŜ ǿƛƭƭ Ŏƻƴǘŀƛƴ 

failure details such as the name of the underlying Queue and the associated Exchange that the message 

expired in as well as the date time stamp indicating when the message expired. 

https://www.rabbitmq.com/confirms.html
http://www.rabbitmq.com/blog/2011/02/10/introducing-publisher-confirms


 

CU4 Performance Comparison 

The latest Neuron ESB public release was tested against the CU4 release using a relatively 

underpowered non server grade machine configured with 16GB RAM, Windows 7 64 bit, Dual CPU (quad 

core). The results of the testing can be found in the table below: 

 

Configuration 

Messages 

Sent/Received 

Message 

Size (Bytes) 

CU3 

(msg/sec) 

CU4 

(msg/sec) 

No Persistence/No Transactions 500,000 100 4,550 12,000 

No Persistence/No Transactions 500,000 1024 4,200 9,400 

Persistence/No Transactions 500,000 100 4,400 8,500 

Persistence/No Transactions 500,000 1024 4,075 7,900 

Persistence/Publish Confirm Transactions/Batch 

Size = 1000 

500,000 100 1,750 3,000 

Persistence/Publish Confirm Transactions/Batch 

Size = 1000 

500,000 1024 1,300 3,000 

Basic Improvements 

A variety of improvements for the Neuron ESB Rabbit MQ Transport have been included in the CU4 

release. For example, Request/Response type message communication when using Neuron ESB Sub 

Topics was not supported in previous releases. Neuron ESB now monitors more events from Rabbit MQ 



to better respond to error conditions for everything from resource constrictions to unanticipated 

shutdown events. Failed message auditing has been refactored to decrease the opportunity for faults to 

occur when attempting to store failed or dead letter messages to the Neuron ESB failed database table 

Security 

²ƛǘƘ /¦пΩǎ ǎǳǇǇƻǊǘ ŦƻǊ wŀōōƛǘ av оΦрΦс ŎƻƳŜǎ ǎǳǇǇƻǊǘ ŦƻǊ {{[Φ {{[ Ŏan be enabled in the Transport 

Properties located on the Networking tab of the Topic by navigating to Messaging->Publish and 

Subscribe->Topics within the Neuron Explorer. 

Once SSL has been enabled, the Rabbit MQ SSL port needs to be provided and the SSL Protocol to use 

must be selected. Although Neuron ESB and Rabbit MQ supports both SSL2, SSL3, TLS, TLS 1.1 and TLS 

1.2 by default SSL3 support is disabled by Rabbit MQ to avoid POODLE attacks. More about Rabbit MQ 

and its SSL support can be found here: http://www.rabbitmq.com/ssl.html 

Client Authentication can also be enabled by providing a Certificate (registered within the Security 

section of the Neuron ESB Explorer). 

Configuring SSL support is done by modifying the Rabbit MQ configuration file as well as registering 

several important Environment Variables for the machine. More information can be found here: 

http://www.rabbitmq.com/configure.html . 

Neuron 3.5.4.700 (CU4)  Change History  

Runtime Services 

NEW ς !ŘŘŜŘ ǎǳǇǇƻǊǘ ŦƻǊ ǘƘŜ άlegacyUnhandledExceptionPolicyέ ŦƭŀƎ ǿƛǘƘƛƴ ǘƘŜ ²ƻǊƪŦƭƻǿ ŀƴŘ bŜǳǊƻƴ 

ESB runtime hosts. This is enabled now by default. This will prevent unhandled exceptions from 

terminating the host environments. For pre CU4 behavior users can set the Enabled attribute to 0. The 

άlegacyUnhandledExceptionPolicyέ element is ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ǊǳƴǘƛƳŜ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ ƘƻǎǘΩǎ ΦŎƻƴŦƛƎ ŦƛƭŜΦ 

  <runtime> 
    <!-- the following setting prevents the host from closing when an unhandled exception is  
            thrown --> 
    <legacyUnhandledExceptionPolicy enabled="1"/> 

 
NEW ς ¢ƘŜ bŜǳǊƻƴ 9{. ǊǳƴǘƛƳŜǎ ŘŜǇŜƴŘ ƻƴ ǘƘŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΩǎ ǘŜƳǇ ŘƛǊŜŎǘƻǊȅ ŦƻǊ ƘŜŀƭǘƘȅ ǊǳƴǘƛƳŜ 

performance. Many of the Neuron ESB artifacts are dynamically compiled at runtime when first used, or 

when a modification is detected. Unfortunately, the Windows operating system has a limit to the 

number of temp files that can be created in the temp directory and it has no facility to periodically clean 

the directory out. On startup, Neuron ESB will now attempt to delete the contents of the temp directory 

to prevent startup or runtime failures due to too many files being present in the directory. 

MOD ς Neuron ESB uses Xceed libraries for various functions like FTP, SFTP, SFTP, Compression, etc. 

These libraries have been updated to version 5.8 

http://www.rabbitmq.com/ssl.html
http://www.rabbitmq.com/configure.html


MOD ς Neuron ESB provides both a Rabbit MQ Topic transport and a Rabbit MQ Adapter/Connector. All 

Rabbit MQ functionality has been updated to support Rabbit MQ version 3.5.6 and Erlang 18.1 

MOD ς The name of the installer package has been changed from Setup.exe to InstallNeuronESB.exe. 

This was done to address a security vulnerability on Windows based on a recommendation from the WiX 

team. 

MOD - If the Neuron ESB Master Control service faults within a child service, the service name of the 

child service will be logged with the information in the Neuron ESB Event log 

FIX ς The auditing service could fail to audit a failed message if the Topic was missing. This would be 

recorded as a Topic is null exception. However, this would prevent the original exception information 

and message from being logged. If this condition is now detected, we will automatically the topic 

ǇǊƻǇŜǊǘȅ ǘƻ ά¢ƻǇƛŎLǎaƛǎǎƛƴƎέ ǎƻ ǘƘŀǘ ǘƘŜ ƻǊƛƎƛƴŀƭ ƳŜǎǎŀƎŜ ŀƴŘ ŜǊǊƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ƎŜǘǎ ƭƻƎƎŜŘ ǎǳŎŎŜǎǎŦǳƭƭȅΦ 

FIX ς Neuron ESB TCP Ports could remain open if remote (cross machine) clients disconnected due to a 

network failure or a dirty disconnect. This could lead to leaking sockets, which eventually would cause 

Neuron ESB to run out of ports. To address this issue, the Reliable Session and Inactivity Timeout 

properties have been added to the Internal Service Bindings Settings located on the Server tab of the 

Zone within the Neuron ESB Explorer. By setting Reliable Sessions to true and accepting the default 

value for Inactivity Timeout (10 minutes), the TCP ports will be closed after 10 minutes. If the remote 

party re-connects within the 10-minute window, it will connect to the previously connected open ports. 

FIX ς Within each Neuron ESB Party is a management thread routing that periodically checks for version 

changes against the Neuron ESB server. This could sometimes generate the following warning message 

in the event log: 

Event Info: A problem occurred while trying to check the server configuration version This 

request operation sent to net.tcp://localhost:50000/DEFAULT/ESBConfigurationService/ did not 

receive a reply within the configured timeout (00:01:00). The time allotted to this operation may 

have been a portion of a longer timeout. This may be because the service is still processing the 

operation or because the service was unable to send a reply message. Please consider increasing 

the operation timeout (by casting the channel/proxy to IContextChannel and setting the 

OperationTimeout property) and ensure that the service is able to connect to the client. 

Once this was generated, it would sometimes generate the same warning on every version check. Also, 

between checks we would sleep the thread for the amount of time specified for the Client Refresh 

Interval. This could unnecessarily lock the party during shutdown and clean up procedures. 

The former has been resolved by checking the state and recreating the proxy for the configuration 

service as necessary. The latter has been resolved by implementing a manual reset event. 

FIX - When Neuron ESB was starting up, adapters could be started prematurely and could 

begin processing messages before other subsystems were ready. This could cause various issues like 

message loss. 



FIX - On startup, if the amount of time to start the Neuron ESB service exceeded the configured limit in 

the esbservice.exe.config file (default is 10 minutes) a timeout exception would be thrown in the 

subscribing endpoints, but would not be properly logged. 

FIX - If a custom Business Process step was being used in a process and the assembly was not present at 

runtime, the error would be reported across all services that were running in the Neuron ESB Runtime. 

FIX - When configuration changes are detected we now perform a full garbage collection and reclaim 

heap from the generation 2 heap and release unused memory pages back to the operating system. This 

previously could appear as a memory leak. 

FIX - An ObjectDisposedException could occur when sending pings or heartbeats from Neuron ESB child 

services. 

FIX ς Machine names longer than 15 characters are now supported for Neuron ESB produce License key 

generation and validation during the installation and usage of Neuron ESB. In previous editions license 

keys that were generated for machine names vs domain names were limited to the NetBios naming 

limitation of 15 characters. 

FIX ς The Neuron ESB Master Control service could throw timeout exceptions when a configuration 

change is made. 

FIX - If the ESB Configuration (solution) path configured for the Neuron ESB runtime included a trailing 

slash, all Availability Groups (ESBHost.exe) would fail to start. 

Database 

NEW ς Added the ability to Add Groups to the security tab of a Neuron ESB database within the Neuron 

ESB Explorer. 

FIX - If users were removed from the security tab of a Neuron ESB database within the Neuron ESB 

Explorer, they would not be removed from the NeuronUsers database role on the target SQL Server. 

FIX ς The Neuron ESB Purge and Archive SQL agent jobs were not resetting the ID of the identity 

columns. 

FIX ς Configuring a deployment group to use a database may cause the following exception to be raised 

in the Neuron ESB Explorer: 

System.Exception: The configuration cannot be saved due to the following issue(s): 

1. Deployment <deployment group name> references state database 

myserver.net.cn.dx\<sqlinstancename>,24851.<databaseName> which could not be found. The 

database must exist in the same zone as the deployment zone or in (All Zones) 

The above issue(s) must be resolved before the configuration can be saved. 

This was due to incorrect parsing of the machine name. 



Messaging 

NEW ς Extended JSON support ς The ToJObject() has been added to the Neuron ESB Message object. 

This will return the Neuron ESB Message body as a Newtonsoft.Json.Linq.JObject. This is accessible 

ǿƛǘƘƛƴ ŜƛǘƘŜǊ ŀ ²ƻǊƪŦƭƻǿ ƻǊ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎΦ Lǘ ǿƛƭƭ ŀƭƭƻǿ ǳǎŜǊǎ ǘƻ ǳǎŜ Φb9¢Ωǎ ŘȅƴŀƳƛŎ ƻōƧŜŎǘ ŀƴŘ ǿǊƛǘŜ 

code similar to this in a Code editor window: 

dynamic  jo = context.Data.ToJObject();  

var  myToken =  "Bearer "  + jo.token ;  

var  userName =  jo.username ;  

 

MOD ς TCP/Named Pipes Topic ς Connected Neuron ESB Parties are now pinged in parallel to determine 

if they are alive.  

MOD ς TCP/Named Pipes Topic ς Client expiration interval (the amount of time before cached client is 

removed from the connected client pool) has been set to twice the amount of the Send Timeout. 

MOD - MSMQ and Rabbit MQ Topics - The underlying MSMQ and Rabbit MQ channels for Neuron ESB 

Parties will read messages from their respective queues ONLY IF the OnReceive event is wired up in the 

Neuron ESB Party. This only works with the Party object. This Will NOT work when using a Publisher or 

Subscriber object. This prevents message loss if a user connects the Party before wiring in the OnReceive 

event. 

MOD ς Rabbit MQ Topic Transport ς This transport has been completely refactored and enhanced, over 

both significant performance and feature capabilities.   

FIX ς When using the Party API on the same machine as the Neuron ESB Runtime, users could send 

messages before the Neuron ESB runtime was fully initialized. This has been fixed. 

FIX ς Editing or creating a TCP topic would sometimes cause all TCP topics to have their ports change 

and recycle. 

FIX ς When changing the transport property of a Topic, Neuron ESB would incorrectly report as a 

warning that it cannot start workflow endpoint X because it was already in the collection of running 

workflow endpoints.  This is expected and has been changed to an informational logging event. 

FIX ς MSMQ Topic ς When new sub topics are added to an existing MSMQ based Topic and the 

subscriptions of their dependent Parties AND there are Neuron ESB Parties (Publishers/Subscribers) 

currently connected to the topic, the currently connected Parties would not recognize the new sub topic 

subscriptions.  

FIX ς TCP/Named Pipes Topic ς The Neuron ESB TCP or Named Pipes Publishing service would 

sometimes throw errors on Disconnect or Shutdown.  



FIX ς TCP Topic ς TCP properties could sometimes get out of sync with Neuron ESB Parties trying to 

connect. For example, if reliable was set to true on the server, Parties would try to connect with the 

reliable bit set to false, causing a mismatch error.  

Workflow  

NEW ς A new Messages tab has been added to the Workflow Tracking Detail page which lists all of the 

message variables and arguments generated from the Workflow instance. This can be used to view the 

message values at various points in the workflow as well as edit and resubmit them back to endpoints or 

topics. 

 

NEW ς A ƴŜǿ άThrow with Messageέ ǿƻǊƪŦƭƻǿ ŀŎǘƛǾƛǘȅ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƘŀǘ ǿƛƭƭ ǘƘǊƻǿ ŀƴ ŜȄŎŜǇǘƛƻƴ ŀƴŘ 

cause an associated message to be written to the Failed Message database table when the workflow 

aborts.  This was created to replace the existing Throw workflow activity which did not log the last 

message recorded to the Failed Message database table. 

NEW ς The existing Persist Workflow Activity has been replaced. The new Persist Workflow Activity will 

now refresh the Environment Variables argument if the workflow aborts and is later restarted at the 

persistence point. This means that if the Workflow is using environmental variables as parameters and 

their incorrect value caused the Workflow to abort, the user could easily correct the value of the 

Environmental Variable and then restart the Workflow instance which would now get the refreshed 

values. 

MOD ς Transform Message and Transform XML Workflow Activities ς support for passing in variables 

has been added. Variables can be accessed by using {variable:var_name} in a property value. Also, the 

Parameters editor was not visible to edit the activities. 



MOD - The Adapter and Service Endpoint workflow activities no longer attempt internal retries if 

sending a message fails. 

MOD - The IsDesigner property has been added to the C# and VB.NET code workflow activities so that at 

runtime users can determine whether or not the activity is executing inside of Neuron ESB Explorer. 

MOD ς Extended JSON Support. All Code editors for Business Processes and Workflows reference the 

following assemblies and include their relevant using statements to make it easier to work with JSON 

messages: 

Modified all code editors to include the following libraries: 

"Newtonsoft.Json, Version=6.0.0.0, Culture=neutral, PublicKeyToken=30ad4fe6b2a6aeed", 

"Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" 

Added following using statements to all the code editors: 

using Newtonsoft.Json; 

using Newtonsoft.Json.Linq; 

FIX - When attempting to restart an aborted workflow, if the "error processing" message was displayed 

there was no useful error information logged or made available to the user.  

FIX ς Workflow Tracking Detail ς Date time based columns were not always sorted properly, making the 

events appear to be out of order. 

FIX - Workflows were being reported as Unloaded instead of Canceled or Completed in the Workflow 

Tracking. The Unload event was sometimes getting processed after the Canceled or Completed states 

were reported, and instead of being Canceled or Completed, the workflows appeared as Unloaded. 

FIX - If the Party configured for a Workflow Endpoint threw an error at runtime, or an error occurred 

during connection (except for connecting to primary topic) the error would not be recorded in the 

Neuron ESB logs or in the Neuron ESB event log. The Workflow Endpoint would go into a failed state, 

but nothing to indicate why.  

FIX - When a Workflow Endpoint started up (in the constructor) and if any condition was present 

preventing Neuron ESB from loading any of the workflow assemblies in the workflow directory, Neuron 

ESB would ignore the exception and allow the workflow endpoint to start. We now report the error for 

the workflow endpoint and prevent it from starting.  

FIX - Previously, we loaded all assemblies located in the workflow directory for every workflow endpoint, 

regardless if the workflow endpoint referenced the particular assembly. This meant if there was an issue 

loading any one assembly it would cause all workflow endpoints to fail. 

FIX - If there were issues encountered when the Workflow Endpoint started the GUID of the workflow 

endpoint, rather than the name of the endpoint would be logged.  



FIX - Running workflow commands have a timeout associated with them. By default, the timeout is an 

hour. Periodically, that timeout would be extended for workflows that are actively executing. Due to a 

logic issue, the default timeout could be lost resulting in re-queuing and re-executed the command 

every 5 minutes. The following describes the behavior users would have seen:  

User submit a message to a topic that executes workflow A. Workflow A has an activity in it that 

takes 10 minutes to complete. 5 minutes later, workflow B gets executed, yet the user only 

published one message to the topic. The user looks it up in workflow tracking and sees that 

workflow B has the same initiating message as workflow A. 5 minutes later, workflow C will get 

kicked off with the same message. 

FIX - At runtime the Service Endpoint workflow activity could report a NullReferenceException 

FIX - The environmentVariables argument to a workflow was IReadOnlyDictionary<string, string> and the 

EnvironmentVariables property of the Execute Process workflow activity was Dictionary<string, string>. 

This meant that the environmentVariables argument could not be used directly by the Execute Process 

workflow activity. This has been corrected. 

FIX - The <assemblyBinding>/<probing> path did not include the Workflows subdirectory where custom 

workflow activity DLLs are stored. If a custom workflow activity was created and the DLL was added to 

the Workflows directory it could be successfully used in the workflow designer. However, at runtime the 

workflow engine would report an error because it was unable to resolve the custom activity type. 

 

FIX - In some cases the workflow host would not log when a workflow definition failed to load correctly.  

FIX ς The Service Endpoint Workflow Activity never set either the HTTP Status Code or Status 

Description properties of the Neuron ESB Message. If the call failed, any check of the status code would 

return incorrectly return a 200; 

FIX - If a user had a previous solution opened attempted to start an aborted workflow a key not found in 

collection error: System.Collections.Generic.KeyNotFoundException could be generated because we 

could not find the workflow endpoint in the current solution 

FIX - Workflow Code Editors - Apply does not persist changes if user navigates away from editor window 

and then navigates back. 

FIX ς When testing a Workflow in the Workflow Designer that uses either the Audit Message, Publish 

Message or Service Connector workflow activities (live activities), a SourceID and Topic must always be 

ǇǊƻǾƛŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ά9Řƛǘ ¢Ŝǎǘ aŜǎǎŀƎŜέ ŘƛŀƭƻƎ ōƻȄΦ  IƻǿŜǾŜǊΣ ƻǘƘŜǊ ǿƻǊƪŦƭƻǿ ŀŎǘƛǾƛǘƛŜǎ ǘƘŀǘ ŎǊŜŀǘŜ 

ƳŜǎǎŀƎŜǎ Ƴŀȅ ƴƻǘ ƘŀǾŜ ǘƘŜ {ƻǳǊŎŜ L5 ǎŜǘΦ LŦ ƻƴŜ ƻŦ ǘƘŜ άƭƛǾŜ ŀŎǘƛǾƛǘƛŜǎέ Ŧƻƭƭƻǿǎ ƛǘ ŎƻǳƭŘ ǘƘǊƻǿ ŀƴ 

exception because the Source ID is missiƴƎΣ ŜǾŜƴ ǘƘƻǳƎƘ ƛǘ ǿŀǎ ǎŜǘ ƛƴ ǘƘŜ ά9Řƛǘ ¢Ŝǎǘ aŜǎǎŀƎŜέ ŘƛŀƭƻƎΦ 

This was only an issue when testing in the Workflow Designer.  

FIX ς Using the Terminate Workflow Activity failed to log the message to the Failed Message database 

table and would instead log a άObject reference not set to an instance of an objectέ ŜȄŎŜǇǘƛƻƴ ƳŜǎǎŀƎŜΦ 



FIX ς When a message was logged to the Failed Message database table due to the Workflow aborting, 

the Workflow Name, Workflow Endpoint Name and Workflow Instance ID properties on the failed 

message were not being set. 

FIX ς When shutting down the ESB Service, the following errors could be logged: 

Can't perform operation STOP# on Workflow Endpoint <workflow name>, running under 

<availability group name>, because Cannot write to a closed TextWriter. 

Can't perform operation START# on Workflow Endpoint <workflow name>, running under 

<availability group name>, because Cannot write to a closed TextWriter. 

FIX ς If a Workflow instance aborted followed by the Workflow definition being modified by a user and 

then an attempt to restart the Workflow instance was made after the modification, the following error 

would be logged: 

System.Activities.WorkflowApplicationAbortedException: The WorkflowApplication has been aborted 

because a Load or LoadRunnableInstance operation threw an exception. Create a new 

WorkflowApplication object to try loading another workflow instance. 

This was because we were trying load the aborted workflow definition from disk rather than the 

definition originally stored with the workflow instance.  

Business Processes 

NEW - A search textbox feature has been added to the toolbar of the Business Process library.  

 

NEW - Users can now doubleςŎƭƛŎƪ ƻǊ ǊƛƎƘǘ ŎƭƛŎƪ όǎŜƭŜŎǘ ά5ƛǎǇƭŀȅέ ŦǊƻƳ ǘƘŜ ŎƻƴǘŜȄǘ ƳŜƴǳύ ƻƴ ǘƘŜ Ǌƻǿ 

within the Trace window within the Business Process Designer display the full text, including its source 



ǇǊƻŎŜǎǎ ǎǘŜǇ ƛƴ ƛǘǎ ƻǿƴ ²ƛƴŘƻǿΦ !ŘŘƛǘƛƻƴŀƭƭȅΣ ǘƘŜ ά{ǘŜǇέ ŎƻƭǳƳƴ ƻŦ ǘƘŜ ǘǊŀŎŜ ǿƛƴŘƻǿ ƴƻǿ ŘƛǎǇƭŀȅǎ ǘƘŜ 

type of step followed by its label/name. 

 
 

MOD - Modified how we write error information to the trace window during testing of Business 

Processes. Previously, we just wrote out the exception message. Now we write out the exception 

message, followed by the stack trace.  

MOD - ODBC Process Step - To make the ODBC process step easier to use we added the same parameter 

mapping UI that is used in the SQL Store and SQL Query steps. This allows users to make database calls 

without using our proprietary message format. 

MOD ς Extended JSON Support. All Code editors for Business Processes and Workflows reference the 

following assemblies and include their relevant using statements to make it easier to work with JSON 

messages: 

Modified all code editors to include the following libraries: 

"Newtonsoft.Json, Version=6.0.0.0, Culture=neutral, PublicKeyToken=30ad4fe6b2a6aeed", 

"Microsoft.CSharp, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a" 

Added following using statements to all the code editors: 

using Newtonsoft.Json; 

using Newtonsoft.Json.Linq; 



FIX ς Debugger - If a user launched the Debugger to test a Business Process within the Designer and 

stopped debugging part way through the process and closed the process, the last Process Step that the 

debugger was stopped on could still retain the debugging state and Yellow color. 

FIX ς Debugger ς Attempting to access the Neuron ESB configuration variable while debugging would 

result in a null object. 

FIX ς The Trace Process Step now exposes the Name and Disabled properties. 

FIX - Double clicking on a Business Process would not open the Business Process in the designer. 

FIX - Changed several Business Process steps that used the Clone(false)method internally which did not 

preserve the existing Message ID. If these Business Process steps (e.g. json, xml query, table query, set 

property or call service) were used in the middle of a request/response flow (e.g. client connector calling 

a service connector or query/solicit response adapter), the calling client would time out waiting for the 

response message because the original Message ID would've been changed. 

FIX - When testing the Service Endpoint Process Step within the Business Process designer, if a user 

tested with a Source ID of a Party that the Service Connector endpoint was configured to use, an "Object 

reference not set to an instance of an object" error would be thrown. 

FIX ς When testing a Process in the Business Process Designer that uses either the Audit Message, 

Publish Message or Service Connector workflow activities (live activities), a SourceID and Topic must 

ŀƭǿŀȅǎ ōŜ ǇǊƻǾƛŘŜŘ ǘƘǊƻǳƎƘ ǘƘŜ ά9Řƛǘ ¢Ŝǎǘ aŜǎǎŀƎŜέ ŘƛŀƭƻƎ ōƻȄΦ  IƻǿŜǾŜǊΣ ƻǘƘŜǊ Process Steps that 

create mesǎŀƎŜǎ Ƴŀȅ ƴƻǘ ƘŀǾŜ ǘƘŜ {ƻǳǊŎŜ L5 ǎŜǘΦ LŦ ƻƴŜ ƻŦ ǘƘŜ άƭƛǾŜ process stepsέ Ŧƻƭƭƻǿǎ ƛǘ ŎƻǳƭŘ ǘƘǊƻǿ 

ŀƴ ŜȄŎŜǇǘƛƻƴ ōŜŎŀǳǎŜ ǘƘŜ {ƻǳǊŎŜ L5 ƛǎ ƳƛǎǎƛƴƎΣ ŜǾŜƴ ǘƘƻǳƎƘ ƛǘ ǿŀǎ ǎŜǘ ƛƴ ǘƘŜ ά9Řƛǘ ¢Ŝǎǘ aŜǎǎŀƎŜέ ŘƛŀƭƻƎΦ 

This was only an issue when testing in the Business Process Designer.  

FIX ς Processes from one solution may be opened in a new solution if the processes were not closed 

prior to opening the new solution 

FIX - If a user attempts to delete a process but clicks "no" on the confirmation message dialog box, the Neuron 

ESB Explorer would keep the configuration state as modified. 

FIX ς Debugger ς When using the debugger in the Business Process designer, pressing the Stop button 

could generate a Null Reference Exception 

FIX ς Within either a Transform ς XSLT or Validate ς Schema process step, a user opens the xsl/xsd 

editor and attempts to make any edit that in the process of the edit would result in an invalid xml 

document, an unhandled exception would be thrown. 

FIX - When using the Set Property process step, and more than one item is added to it, the Apply button 

may remain disabled. 

FIX - Excel to XML process step: target namespace was getting assigned to the rows returned instead of 

the root node. 



FIX - When testing the Transform - XSLT process step, by setting the "XSLT Name" property, if a user 

changed the xslt in the repository between tests, the updated xslt would not be used until the Neuron 

ESB explorer was closed and reopened.   

Monitoring and Reporting  

MOD ς Endpoint Health - Changed default refresh interval from 5 to 10 seconds.  

MOD - MSMQ Management ς PowerShell MSMQ Create Scripts generated by the Neuron ESB Explorer 

now includes commented lines that can be uncommented to create queues successfully on a Windows 

Failover Cluster 

FIX - Neuron ESB ǘŜȄǘ ōŀǎŜŘ ƭƻƎƎƛƴƎ ŎƻǳƭŘ ǘƘǊƻǿ ŀƴŘ ƭƻƎ ŀƴ άObject reference not set to an instance of 

an object.έ 9ȄŎŜǇǘƛƻƴΦ 

FIX - When navigating to Endpoint Health, the Neuron ESB Explorer was not detecting the current 

deployment group of the existing local online service, or if offline mode, detecting what the local service 

is configured for and auto selecting it. 

FIX - When in the Message Viewer (via Message History or Failed Message reports) and multiple 

messages are displayed, when a user clicks back and forth on the properties tab of each message the 

expires property value would consistently decrement. 

FIX ς Endpoint Health - Clicking the refresh button would cause a refresh, but further monitoring would 

stop. 

FIX ς Endpoint Health - starting endpoint health monitoring by pressing "start monitoring" button would 

toggle the button text to "stop monitoring" as expected. However, after the first refresh interval, the 

button text would toggle back to "start monitoringΩΦ 

FIX ς Endpoint Health - Restarting an endpoint in Endpoint Health could result in an unhandled 

System.NullReferenceException: Object reference not set to an instance of an object. 

FIX - Performance counters for Workflow Endpoints were not being created properly by including their 

instance name. This would prevent statistics of the workflow endpoints from being reported and 

correlated back to the correct instance of the Neuron ESB runtime. The issue only arose if there were 

multiple instances of the Neuron ESB runtime installed on a machine. 

FIX ς Endpoint Health - There could be occurrences where an error may occur in a Publish mode 

adapter, functionally disabling it, yet it would still be reported as Started without errors reported within 

Endpoint Health. 

FIX ς Endpoint Health - Users could encounter error conditions with workflow endpoints that would not 

be logged appropriately, preventing the workflow endpoint from being updated to a failed state in 

Endpoint Health  



FIX ς Management REST API - Specifically calling a GET on 

http://localhost:51002/neuronesb/api/v1/Runtime, would only return the information for one Neuron 

ESB runtime instance even if multiple instances were installed on the box. 

FIX ς Workflow Tracking ς When running a workflow tracking report filtering on the State field and Date 

Range, the date range settings were ignored. 

FIX - Message Viewer for Message History and Failed Message reports - The message body window did 

not resize correctly when displaying binary messages. 

FIX - MSMQ Management - PowerShell MSMQ Create Scripts generated by the Neuron ESB Explorer 

includes all queues, not just missing queues, causing errors if the script is run multiple times.  

Adapters  

NEW - SAP Adapter ς Added support for custom IDOC segment versions 

NEW - SAP Adapter ς A new feature has been added to allow users publish the raw IDOC to the bus. 
Now there are two options - "Typed" will publish a strongly-typed XML document representing the 
IDOC. "String" will publish the raw IDOC data. 

NEW - SAP Adapter ς Added Unicode support for connections. 

NEW - File Adapter - added ability to disable lazy writes.  

NEW ς File Adapter ς hƴ tǳōƭƛǎƘ ƳƻŘŜΣ ǳǎŜǊǎ Ŏŀƴ ƴƻǿ ǳǎŜ ǘƘŜ ƴŜǿ ά9ƴŎƻŘƛƴƎ hǾŜǊǊƛŘŜέ ǇǊƻǇŜǊǘȅ ǘƻ 
overwrite the character set encoding of the document that is received and published to the bus. For 
example, if the native encoding of the file on disk that Neuron ESB is reading is UTF8 and there are 
western European characters (i.e. umlaut, etc.) they will not be properly encoded when published to the 
ōǳǎΦ .ǳǘ ƛŦ ǘƘŜ ƴŜǿ ά9ƴŎƻŘƛƴƎ hǾŜǊǊƛŘŜέ ǇǊƻǇŜǊǘȅ ƛǎ ǎŜǘ ǘƻ мнрнΣ ǘƘŜƴ ǘƘŜ Řŀǘŀ ǿƛƭƭ ōŜ ŜƴŎƻŘŜŘ ŀǎ 
readable as expected. 

NEW - File adapter - added the error reporting and error on publish properties.  

NEW - MQSeries Adapter ς !ŘŘŜŘ ƴŜǿ ǘǊŀƴǎƭŀǘƛƻƴ ƻǇǘƛƻƴǎΣ άbƻƴŜέΣ ά/ƘŀǊŀŎǘŜǊ{ŜǘέΣ ά¦¢Cуέ ŀƴŘ 
ά¦ƴƛŎƻŘŜέΦ   

NEW - MQSeries Adapter ς Added the error reporting and error on publish properties. 

NEW - MQSeries Adapter ς Added a new ǇǊƻǇŜǊǘȅΣ άwŜƳƻǾŜ .haέΦ 

NEW - MQSeries Adapter - ŀŘŘŜŘ ƴŜǿ ǘǊŀƴǎƭŀǘƛƻƴ ƻǇǘƛƻƴ ǿƘƛŎƘ ƛǎ ǘƘŜ ŘŜŦŀǳƭǘ όŀŎǘǎ ŀǎ ǘƘŜ ƻƭŘ άƴƻƴŜέ 
ƻǇǘƛƻƴύΦ bŜǿ ¢Ǌŀƴǎƭŀǘƛƻƴ ƻǇǘƛƻƴǎ ŀǊŜ άbƻƴŜέΣ ά/ƘŀǊŀŎǘŜǊ{ŜǘέΣ ά¦¢Cуέ ŀƴŘ ά¦ƴƛŎƻŘŜέΦ   

NEW - Dynamics CRM Adapter ς Can be configured to use specific user credentials based on deployment 
group and environment variables. Username/password and windows credentials that have been created 
in the Neuron ESB ǎŜŎǳǊƛǘȅ ǎŜŎǘƛƻƴ ƴƻǿ ŀǇǇŜŀǊ ŀǎ ŀ ŘǊƻǇ Řƻǿƴ ōƻȄ ƛƴ ǘƘŜ ŀŘŀǇǘŜǊΩǎ ǇǊƻǇŜǊǘȅ ƎǊƛŘΦ 

NEW - SharePoint Adapter - Added Security selector to assist in cross-domain integrations. User can 
select to use the service (or Run As) account or to type-in username, password and domain. 

http://localhost:51002/help/ui/index.html#!/Runtime/Runtime_GetInstanceConfiguration


NEW - SharePoint Adapter - Added Request-Response mode for returning the document or list ID and 
the URL as a response 

NEW - SharePoint Adapter - Added support for setting the library column values to update in code 

NEW - SharePoint Adapter - Added support for setting the content type for uploaded documents or 
added list item. 

NEW - NetSuite Adapter - Added support for SOAP API version 2015_2. 

NEW - NetSuite Adapter - Support async calls for list operations - getList, addList, updateList, upsertList, 
deleteList, initializeList and search. Async operations have also been added to the Metadata Generation 
wizard.  

NEW - NetSuite Adapter - token-based authentication and wsdl 2016.1 support has been added. For 
wsdl versions 2015.1 and earlier, users can use still use username/password authentication. For wsdl 
versions 2015.2 and later, users can use consumer key and secret or token id and secret. 

NEW ς SMTP Adapter - Two new properties were added to allow users to better manage throughput. 1.) 

UnlimitedMessagesPerSession - set to false by default and 2.) MaxMessages - set to 1 by default. This 

will now allow users to send N number of messages on the same session.  

MOD ς Renaming of Microsoft 5ȅƴŀƳƛŎ ŀŘŀǇǘŜǊǎΦ Lƴ ǘƘŜ /¦п ǊŜƭŜŀǎŜ ǿŜΩǾŜ ǊŜƴŀƳŜŘ ǎŜǾŜǊŀƭ 5ȅƴŀƳƛŎǎ 

adapters so that the names provide better clarity of feature and function. 

Original Name New Name 

CRM Subscription Adapter Dynamics CRM 4.0 Adapter 

Dynamics CRM 2013 Adapter Dynamics CRM XRM Adapter 

eConnect Adapter Dynamics GP eConnect Adapter 

 

MOD - Removed/retired Microsoft Dynamics CRM4 Adapters from active release. These are now only 
available on request. 

MOD ς Added the RaiseReceiveFailedFromEndpoint() event to the Adapter Framework. There is no 

longer a need to manually create and call the audit proxy when wanting to send a failed message to the 

Failed Message database table if a custom publishing activity within a custom adapter fails. 

MOD ς wŜƳƻǾŜŘ ǘƘŜ ά!ǳŘƛǘ hƴ CŀƛƭǳǊŜέ property for the following publish mode adapters. We now 

internally always audit the failure to the Failure database table. 

¶ FTP/FTPS 

¶ SFTP 

¶ ActiveMQ 

¶ Azure Service Bus 

¶ POP3 



¶ Microsoft Exchange 

¶ SAP 

¶ SalesForce 

¶ SQL Service Broker 

¶ MQSeries  ** 

¶ File ** 

** NOTE: in 3.5.4, audit on publish failure and the error on publish properties were added. 

MOD - Socket Adapter ς Certificate selection is now a drop down populated through the Neuron ESB 
Repository. 

MOD - File Adapter ς now changed to a warning - "File adapter is noǘ ǇǊƻŎŜǎǎƛƴƎ ŦƛƭŜ ΨғŦƛƭŜƴŀƳŜҔΩ 
because exclusive read-write access could not be attained after 10 attempts" 

MOD - File Adapter - In publish mode, if the directory didn't exist we were creating it. Now we will not 
create the directory. 

MOD - MQSeries Adapter ς Now calls the RaiseOfflineEvent on Disconnect() 

MOD - MQSeries Adapter ς Changed how we handle replies. Previously we were manually setting 
correlation properties. Now this uses the standard CreateReplyMessage() method from the ESB 
Message. 

MOD - MQSeries Adapter ς Disconnect() was being called twice on shutdown when in Publish mode. 

MOD - MQSeries Adapter ς Removed the "Maximum Get Retry Failures" property. This has been made 
obsolete by the "Error on Polling" and "Error Reporting" properties 

MOD - NetSuite Adapter - Updated XML Sample generation to properly handle recordref fields.  if there 
is a "record" element for request messages, we remove the "type" attribute from any element that is an 
xsi:type="RecordRef". If there is a "get" or "getList" element, we modify the type attribute to be equal to 
the element that was selected in the browser. 

FIX - Socket Adapter ς the Solicit Response and Request Reply modes were operating differently than 
the other adapters. For Solicit Response, the adapter will now receive a request from Neuron ESB and 
send the request over the socket. For Request Reply, the adapter will receive a request from the socket, 
publish the request to the bus, and return the reply. 

FIX ς SQL Service Broker Adapter ς users could encounter the following error while publishing to the 
bus.  

System.Data.SqlClient.SqlException: A transport-level error has occurred when receiving results 
from the server. (provider: Session Provider, error: 19 - Physical connection is not usable) 

This could be due to the SQL server becoming temporarily unavailable on the network. We now will 
detect the error and clear the connection related connection pool. 

FIX - SAP Adapter - Custom IDOCS were not validating against the adapter's generated schemas due to 
an extra element being nested 



FIX - SAP Adapter - At runtime, when the SAP adapter receives an IDOC it will connect to SAP to retrieve 
metadata about that IDOC. The adapter will search that metadata for the IDOC segments. Custom IDOC 
segments were not being retrieved correctly. 

FIX - File Adapter ς When polling remote directories using UNC paths and the paths become unavailable 
for extended period of times, a resource leak could occur because the underlying SMB sessions and 
ports were not being released. 

FIX - File adapter - if we attempted to sort the list and that failed we logged the error but published 
unsorted list. Moving forward, we'll throw the error so files don't get published out of order.  

FIX ς SFTP Adapter - With archive modŜ ŜƴŀōƭŜŘΣ ƛŦ ǘƘŜ ŦƻƭŘŜǊ ǇŀǘƘ ƘŀŘ ŀ ƭŜŀŘƛƴƎ ǎƭŀǎƘ ƛΦŜΦ ά\έ ƻǊ άκέΣ ƛǘ 
would not get resolved correctly. 

FIX - SFTP Adapter ς some SFTP servers that were non-compliant with the SFTP specification could cause 
the adapter to disconnect in the middle of its operations. 

FIX - SFTP Adapter ς When in Publish mode, the underlying SSH Disconnect could cause a thread Abort 
Exception which in turn would terminate the polling of the adapter.  

FIX - SFTP Adapter ς Login user paths were not getting resolved correctly, causing the errors to occur 
when the adapter had to navigate to different folders on the SFTP server. This was problematic when 
the login credentials used were mapped to a specific directory other than the root folder of the SFTP 
server.  

FIX - MQSeries Adapter ς The adapter could throw a " Memory stream is not expandable." when trying 
to set the RFH2, CIH, MDE or IIH headers. This occurred because the default structure length was not 
getting properly set. 

FIX - MQSeries Adapter ς Adapter was not honoring Include Metadata checkbox. Even if unchecked, the 
existing wmq properties in the incoming message would be used. 

FIX - MQSeries Adapter ς If users had 7.0 or greater of MQSeries installed they would receive an error 
when attempting to populate the list of queue managers installed using the property grid of the adapter 

FIX - MQSeries Adapter ς The adapter was not polling at the configured interval in Publish mode 
because of a missing multiplier. 

FIX - MQSeries Adapter ς If the MQMD format is none, we will always use a byte array for a body. If the 
ava5 ŦƻǊƳŀǘ Ǉƻƛƴǘǎ ǘƻ ŘƛŦŦŜǊŜƴǘ ƘŜŀŘŜǊΣ ǿŜΩƭƭ ǳǎŜ ǘƘŀǘ ƘŜŀŘŜǊΩǎ ŦƻǊƳŀǘ ǾŀƭǳŜ ǘƻ ŘŜǘŜǊƳƛƴŜ ŜƴŎƻŘƛƴƎΦ 
Previously, we were not converting appropriately using the correct encoding and character set values 
specified in the headers. 

FIX - Dynamics CRM Adapter - the CRM Adapter was not able to generate XML samples when multiple 
entities/operations were selected. 

FIX - Dynamics CRM Adapter - FetchXML allows users to retrieve values from linked entities, and assign 
an "alias" to the linked fields. The adapter handles aliased fields in the result set in a special manner, but 
did not handle aliased fields that are also entity references (i.e. a field in a linked entity that is actually a 
look up to a third entity). 



FIX - NetSuite Adapter - if a user selected more than one entity/operation, the metadata generation only 
correctly created schemas and XML documents for the first one 

FIX - NetSuite Adapter ς A duplicate passport soap header could be applied causing an exception to be 
generated by NetSuite. 

FIX - NetSuite Adapter ς Modified to accommodate invalid Schema element names 

FIX - Adapter Metadata Generation Wizard - If user changed the properties of a selected Adapter 

Endpoint, the property would be modified permanently on the endpoint. 

FIX - Adapter Metadata Generation Wizard ς Was not logging out and cleaning up connections 

appropriately on exit. 

FIX - Salesforce Adapter ς On startup, the validation routine was not being called appropriately. Also, 

once the connection was made successful and the session was created, it was persisted. If the user 

changed the login details to salesforce, those changes would not be used. 

FIX - SMTP Adapter ς ¦ǎŜǊǎ ŎƻǳƭŘ ŜȄǇŜǊƛŜƴŎŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŜǊǊƻǊ ǿƘŜƴ ǘǊȅƛƴƎ ǘƻ ǎŜƴŘ мллΩǎ ƻŦ ƳŜǎǎŀƎŜǎ 

through the SMTP adapter if the target SMTP server was restricted in the number of messages allowed 

per session. 

System.Net.Mail.SmtpException 

Service not available, closing transmission channel. The server response was: Error: too many 

messages in one session 

The error occurred because Neuron ESB would create an SMTP connection on every send, but was not 

disposing the SMTP client after the send.   

FIX ς Adapter Framework - If tryReceive() returns false because the Error On Polling was set to 

StopPollingOnError, we now call disconnect so resources are cleaned up and the RaiseOfflineEvent is 

called, updating Endpoint Health state. This ensures that users who create publish/polling based 

adapters with the framework will record their proper state when polling discontinues. 

Service Broker  

MOD ς Client Connector ς Neuron ESB no longer will return the Server HTTP header in the response.  

MOD ς Service Connector - Sending JSON encoded messages to service connector required users to 

enable the raw flag on the binding tab when using REST, regardless if the http Content-Type was set to 

application/json or text/json.  

FIX ς Client and Service Connectors - Verify to make sure the certificate exists in the configuration 

before attempting to retrieve it. 

FIX - When attempting to override the HTTP StatusCode and Description from within Neuron ESB, the 

HTTP Response would be set correctly but the HTTP StatusCode and Description property were not 

being set in the HTTP Headers. 



FIX ς Client and Service Connectors - If a REST call is made, we now check to make sure the HTTP 

method has been set. Previously we just throw the following error: 

System.NullReferenceException: Object reference not set to an instance of an object. 

FIX ς Service Connector - When windows client credentials were configured for the service connector, 

they were not being passed through to the service, unless binding environmental variables are used.  

FIX ς Client and Service Connectors - ContractFilter mismatch exceptions would be reported from the 

Neuron ESB global exception handler. 

FIX ς Client Connector - A key not found exception could occur when we attempted to retrieve the 

remote IP address and port of the inbound caller to the client connector endpoint. 

FIX ς Service Connector - Could not connect to an SSL server using TLS 1.2. Neuron ESB is now enabled 

to support TLS 1.1 and 1.2.  

FIX ς Client Connector - Index out of range exception would be returned if a query string with missing 

values were sent to a client connector e.g. 

http://localhost:8989/rest/?pickuplocationid=0011900000A&assessortype&status=assessment 

Neuron Explorer and Test Client  

FIX ς Neuron ESB Explorer - If an error occurred during the loading of saved user settings, the exception 

dialog did not contain the inner exception details. 

FIX ς Neuron ESB Explorer and Test Client - When trying to connect via WS-Discovery, the entries 

disappear before a user is able to click "connect."  

FIX ς Neuron ESB Explorer - Business Process selection for a Party -  If the dropdown box for the 

direction is expanded and user navigates away and clicks anywhere on the "Selected Processes" list box, 

the current process in the window is removed from the Party. 

FIX ς Neuron ESB Test Client ς The message body window did not resize correctly when displaying binary 

messages 

FIX ς Neuron ESB Test Client ς Selecting clear or clear all did not effectively clear the message from the 

hex editor if the message was binary. 

FIX ς Neuron ESB Explorer and Test Client - Changed query time for WS-Discovery to 2 seconds from 5. 

Also the Connect window would continue to make WS-Discovery queries after being closed. 

FIX ς Neuron ESB Explorer - When a solution is locked by TFS and user attempts to open the solution 

using the Most Recently Used List, an unhandled Null Reference Exception would occur 

FIX - Importing Business Processes in the Neuron ESB Explorer would not overwrite existing processes 

with the same name. 



FIX ς Neuron ESB Explorer - When a user saved any configuration change, the Neuron ESB Explorer 

would iterate through all Business Processes and deserialize them.  

FIX ς Neuron ESB Explorer - ¢ƘŜ .ǳǎƛƴŜǎǎ tǊƻŎŜǎǎΩǎ ±ŜǊǎƛƻƴ D¦L5 ǿŀǎ ƴƻǘ ōŜƛƴƎ ŎƘŀƴƎŜŘ ǿƘŜƴ ǘƘŜ 

process was changed and saved within the Business Process Designer.  

FIX ς Neuron ESB Explorer - ¢ƘŜ ¢ƻǇƛŎΩǎ ǾŜǊǎƛƻƴ D¦L5 ǿŀǎ ƴƻǘ ōŜƛƴƎ ŎƘŀƴƎŜŘ ŀǇǇǊƻǇǊƛŀǘŜƭȅ ǿƘŜƴ ŀ 

change was made to the Topic within the Neuron ESB Explorer. 

FIX ς Neuron ESB Explorer - Object reference error when trying to create a new solution could occur if 

business processes were not completely closed before attempting to create a new solution. 

FIX ς Neuron ESB Explorer - if a user navigates to workflow endpoint and during editing there was an 

error condition e.g. missing topic, etc., and the user presses the cancel button, the user would not be 

able to navigate away from the screen. 

FIX ς Neuron ESB Explorer - if a user clicked on subscribers or publishers, then without clicking/choosing 

an item (a subscriber or publisher entry) and clicked on show details, then clicked on edit subscriptions, 

a UI error would be thrown. The same error would occur with adapter endpoints when clicking on 

adapter bindings after clicking on show details without choosing an item. 

FIX ς Neuron ESB Explorer - in the XSLT document repository, if a user clicked on show details without 

choosing an item, the test button would still be enabled. 

FIX ς Neuron ESB Explorer - if a user selected file->export and a topic had an encryption key associated 

with it, the user would immediately get an error message and the export dialog would never be 

displayed. The error message would be: "topic N has a dependency on key X but key X was not found" 

Neuron 3.5.3.409 Change History  

Adapters  

NEW ς MQSeries Adapter ς MQMDE header support has been fully added.  These headers are now 

parsed and preserved as Neuron ESB message custom properties which can be accessed anywhere 

within Neuron ESB 

MOD ς Dynamics CRM Subscription Adapter - Adjusted response messages to include the external Id of 

the entity added or updated. 

FIX ς NetSuite Adapter ς When using a NetSuite sandbox instance our call to resolve data center URLs 

returned the URL for the production site. Also made the use of the Role property optional as users can 

define a default web services role inside NetSuite directly. 

FIX ς NetSuite Adapter ς Fixed issue when generating the Employee schemas. It seems that NetSuite 

moved the Employee element from one schema to another between different releases. We now handle 

potential differences across releases. 



FIX ς NetSuite Adapter ς Fixed exception when creating schemas for timeentry and timesheet entities 

NEW ς NetSuite Adapter ς Added support for dynamically sending user credentials to the adapter 

endpoint 

FIX ς SFTP Adapter - string.format index error could occur when publishing fails for sftp adapter 

endpoint. 

FIX ς SFTP Adapter ς Operations timeout was being calculated in milliseconds rather than seconds. 

Business Processes 

FIX - Adapter Endpoint process step - if an adapter name or endpoint name was not found at runtime, a 

generic KeyNotFoundExeception would be thrown. 

Workflow  

FIX ς Adding assembly reference to Workflow can cause serialization error when saved. When adding an 

assembly like System.Data.dll which contain C++ code and complimentary C++ namespaces, a 

serialization can occur when a user attempts to save the workflow within the Neuron ESB Explorer. 

FIX ς Referencing a custom DLL in a Workflow may cause the workflow endpoint to fail at runtime. 

When referencing a custom DLL in a workflow, the user would be able to successfully test the workflow 

and load the dll within the Neuron Explorer, but the workflow endpoint would fail to start because the 

runtime would not be able to find the dll. This was because the probing path did not include the 

workflow subdirectory. 

Neuron 3.5.3.398 Change History  

Adapters  

NEW ς Salesforce Adapter ς Provide support for sending the following content types for Salesforce.com 

via a call to an Apex REST service ς ByteArrayContent, FormUrlEncodedContent, MutipartContent and 

MultipartFormDataContent.  These different content types are created in a C# step in a business process 

or workflow, and then saved using code similar to this: 

context.Data.Bytes =  content.ReadAsByteArrayAsync().Result;  

context.Data.Http.Headers.ContentType =    
                                                                 content.Headers.ContentType.ToString();  

context.Data.SetProperty( "sforce" , "restMethod" , "PATCH");  

Where content is one of these types - ByteArrayContent, FormUrlEncodedContent, MutipartContent 

and MultipartFormDataContent.  There is a corresponding property for the Salesforce adapter endpoint 

that also needs to be set to the same value.  Note ς the restMethod property needs to be either POST or 

PATCH. 

MOD ς WebSphere MQSeries Adapter ς Added ability to set the Message Get Option Version for 

retrieving messages from MQSeries to support Version 2 MQMD extensions. 



FIX ς WebSphere MQSeries Adapter ς Setting Encoding or Characterset MQMD header properties using 

Neuron ESB custom message headers as shown below did not set their respective MQMD properties of 

the MQSeries message sent by the adapter. 

context.Data.SetProperty( "wmq" , "MQMD.Encoding" , "546" );  

context.Data.SetProperty( "wmq" , "MQMD.CodedCharacterSetId" , "1200" );  

Service Endpoints  

FIX ς Using NTLM or Windows Security with Client connector would cause neuron log file to fill with 

errors due to WS-Discovery hello calls on the endpoint. The Neuron authorization manager has now 

been configured to ignore our internal WS-Discovery calls. Also, if authorization failed, we were 

returning the default 500 status code rather than specifically setting the REST HTTP status code to 401.  

FIX ς Client Connector and REST errors - If a client connector used a REST binding and there was any 

error during the sendƛƴƎ ƻŦ ǘƘŜ ƳŜǎǎŀƎŜ ǘƻ bŜǳǊƻƴΩǎ Ǉǳōκǎǳō ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ the REST status code 

returned to sender would be 200 i.e. OK, rather than a non-success code.  Lastly, if specific exceptions 

did occur (i.e. timeout or fault exception) while using the REST binding, Neuron was not attempting to 

audit as a failed message. 

Neuron 3.5.3.389 Change History  

Adapters  

FIX ς Socket Adapters - The socket adapter would fail with errors when SSL was enabled. There was a 

ReceiveTimeout set to 2 seconds on the socket that was causing the SSL session to become invalidated.  

FIX ς Socket Adapters - When a socket adapter is reused and changed from processing a custom 

message to a standard ESBMessage (MessageBodyOnly is set to false after being true), the socket 

adapter continues to use the settings for the custom message header and not the default settings for an 

ESBMessage object (length at offset 0, size of length field as 4 bytes). 

NEW ς SharePoint Adapter - Added Query support to SharePoint lists and libraries. 

FIX ς Salesforce Adapter - "Custom" data format option that allows users to set the 

ESBMessage.Http.Headers properties and pass them along to Salesforce via REST calls was not being 

propagated properly. 

FIX ς File Adapter - The archive file after download property of the file adapter could not be set to true 

unless the Publish Metadata Only property was set to true 

FIX ς SFTP Adapter - sftp timeout property (in seconds) was being incorrectly interpreted as 

milliseconds. Effectively setting the timeout to 30 seconds, meant the actual timeout would be set to 

30,000 seconds. 

FIX ς SAP Adapter ς When using the SAP adapter to listen to incoming documents an exception in the 

listener could cause the ESB Service runtime to crash. This has been fixed. 



FIX ς MSMQ Adapter ς Publish Mode - If user had άConnect on Startupέ property set to false, the queue 

to monitor would never get created and in turn the adapter endpoint would generate an "Object 

reference not set to an instance of an object" error. 

Business Processes 

FIX ς Service Process Step ς Datagram i.e. one way service calls were not being executed properly. The 

SOAP Action (if present) was not being set properly if being passed in dynamically or configured within 

ǘƘŜ {ŜǊǾƛŎŜ ǇǊƻŎŜǎǎ ǎǘŜǇΩǎ ǇǊƻǇŜǊǘȅ ƎǊƛŘΦ ¢ƘŜ {Ŝǎǎƛƻƴ ŀƴŘ ¢ǊŀƴǎŀŎǘƛƻƴ ǇǊƻǇŜǊǘƛŜǎ ǿŜǊŜ ŀƭǎƻ ƴƻǘ ōŜ 

properly set. 

Neuron Explorer  

MOD ς A manifest has been added so that users no longer have to explicitly open the application as an 

ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ 

Neuron Test Client  

MOD ς A manifest has been added so that users no longer have to explicitly open the application as an 

ά!ŘƳƛƴƛǎǘǊŀǘƻǊέ 

Neuron ESB Database 

FIX - The 0009_UpgradeTo3_5_0.sql script was missing the 'dbo' schema name in several CREATE or 

ALTER statements. If a user ran the script manually in the course of an upgrade, errors would be 

generated because several of the objects could not be found. 

Neuron 3.5.3.373 Change History  

Neuron ESB Runtime 

FIX - A condition in GlobalExceptionHandler.HandleError prevented errors from being reported properly. 

If the trace level was not Warning, then the error would not be output to the log. We changed it to log if 

the trace level is either Warning or Error. 

FIX - "The given key was not present in the dictionary." error could occur when stopping an endpoint. 

FIX ς άThe given key was not present in the ŘƛŎǘƛƻƴŀǊȅέ ŜǊǊƻr could occur when validating an endpoint 

during shut down. 

FIX ς Extraneous errors were being logged when shutting down the Neuron ESB service. 

MOD ς The maximum number of heartbeat failures are now configurable via the esbservice.exe.config 

file όάaŀȄIŜŀǊǘōŜŀǘCŀƛƭǳǊŜǎέ ǇǊƻǇŜǊǘȅύ. The current default is 2. This should be expanded in dev 

environments when changes are being made to management service. Once and endpoint (Adapter or 

service connector) reaches the maximum heartbeat failure level it will stop allow another server to take 

control (providing single instance is configured on the endpoint). 



Endpoint Health  

FIX ς Attempting to stop an endpoint on all machines in a deployment group could fail if the hostname 

in the deployment group did match the environmental machine name.  

Workflow  

FIX - Invalid condition at Availability Group (AG) level causes an infinite loop of Warnings messages. If 

the AG heartbeat attempt failed, rather than stop the AG, the system would continually log the 

heartbeat failures in an infinite loop 

MOD - Quartz.NET implementation for internal workflow scheduling has been updated to use our 

implementation of reliable database connection to overcome transient network issues. 

FIX - Adding/removing an assembly reference for a workflow definition could cause validation errors to 

happen. 

FIX ς A fix was applied to the PublishRequestMessage activity. Replies when sent via a bookmark were 

not being routed correctly back to the parent workflow.  

FIX ς If the database could not be connected to during startup, Neuron ESB would continually spin up 

more instances of ESBHost.exe (Availability Groups) in an attempt to connect. This behavior has been 

modified. If an AG cannot connect to the database on startup, it will shut down and will have to be 

manually restarted by an administrator when the database is access. 

NEW - The "Event Timeout" field on the workflow endpoint settings tab was hidden. We changed the UI 

settings to make the field visible on the form so that the workflow command timeout period can be 

customized for a workflow endpoint. 

Business Processes 

FIX - When using the Execute Process step, a user could experience a duplicate key or key not found 

exception when manipulating or working with Global Properties due to a race condition that could 

occur. 

FIX - Updated the execute adapter process step to log to the neuron log files when RaiseAdapterInfo(). 

MOD ς ODBC Process Step - Allows users to insert binary data into databases. If the binary, image or 

varbinary datatype is passed, we'll use the text within the xml element, assume its base64 encoded and 

ŀǘǘŜƳǇǘ ǘƻ ŎƻƴǾŜǊǘ ǘƻ ōȅǘŜώϐ ŀƴŘ Ǉŀǎǎ ǘƻ ƻŘōŎ ǇŀǊŀƳŜǘŜǊΦ LŦ ǳǎŜǊ ǇŀǎǎŜǎ ŀ άŦƛƭŜΥκκέ ǳǊƭ ŀǎ ǘƘŜ ŎƻƴǘŜƴǘΣ 

we'll use that to read in the byte[] array and pass that as the parameter to the stored procedure. 

Neuron Explorer  

MOD - When scanning for adapters, the ListNetAdapters method would fail if an adapter assembly 

contained an abstract class derived from ESBAdapterBase.  

FIX - Fixed the Export form so that selecting a category selected the processes that belonged to the 

category 



FIX - Modified the logic to use the Category property on availability groups, workflow endpoints, and 

workflow definitions when exporting objects by category. 

Adapters  

FIX ς MQSeries Adapter ς Thread abort exception could be recorded during Disconnect. 

FIX ς MQSeries Adapter ς The adapter was not honoring the Wait Interval property when in Publish 

mode. 

NEW ς Salesforce Adapter - Added a "Custom" data format option that allows users to set the 

ESBMessage.Http.Headers properties and pass them along to Salesforce via REST calls. This is useful for 

sending multi-part messages. 

FIX ς Socket Adapter - If a ŎƭƛŜƴǘ ǎƻŎƪŜǘ ŎƭƻǎŜǎ ǘƘŜ ŎƻƴƴŜŎǘƛƻƴΣ ǘƘŜ ǎŜǊǾŜǊ ǎƻŎƪŜǘ ŀŘŀǇǘŜǊ ǿƻǳƭŘƴΩǘ ƪƴƻǿ 

it until it tries to write to the socket and would log an error. 

MOD ς ODBC Adapter - Allows users to insert binary data into databases. If the binary, image or 

varbinary datatype is passed, we'll use the text within the xml element, assume its base64 encoded and 

ŀǘǘŜƳǇǘ ǘƻ ŎƻƴǾŜǊǘ ǘƻ ōȅǘŜώϐ ŀƴŘ Ǉŀǎǎ ǘƻ ƻŘōŎ ǇŀǊŀƳŜǘŜǊΦ LŦ ǳǎŜǊ ǇŀǎǎŜǎ ŀ άŦƛƭŜΥκκέ ǳǊƭ ŀǎ ǘƘŜ ŎƻƴǘŜƴǘΣ 

we'll use that to read in the byte[] array and pass that as the parameter to the stored procedure. 

FIX - SharePoint 2007 plugin - fails on install with a message that it cannot find the file Neuron.dll.  

FIX - CRM 2013 Adapter - The connection properties do not display in the metadata generation wizard. 

MOD - Salesforce Adapter ς Added PUT support for APEX web services that accept the Http PUT 

method. 

FIX ς Salesforce Adapter - SAML Assertion flow was using the wrong url returned from the login. 

FIX ς Salesforce Adapter - Set the max received message size to Int32.MaxValue 

Neuron 3.5.3.330 Change History  

Adapters  

MOD ς The Neuron ESB Audit Proxy has been removed from the following adapters: FTP, SFTP, Apache 

ActiveMQ, Azure Service Bus, POP3, Microsoft Exchange, SAP, SalesForce and Microsoft SQL Service 

Broker. For those adapters in Publish mode, if there is a failure they will automatically log the failed 

ƳŜǎǎŀƎŜ ǘƻ ǘƘŜ bŜǳǊƻƴ 9{. !ǳŘƛǘ ŘŀǘŀōŀǎŜ ǘƘǊƻǳƎƘ ŀƴ ŜǾŜƴǘ ƳŜŎƘŀƴƛǎƳΦ !ƭǎƻΣ ǘƘŜ ά!ǳŘƛǘ ƻƴ CŀƛƭǳǊŜέ 

property has been removed as this is now automatic. 

MOD ς A ά/ƻƴƴŜŎǘ ƻƴ {ǘŀǊǘǳǇέ ǇǊƻǇŜǊǘȅ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ L.a ²Ŝō{ǇƘŜǊŜ av{ŜǊƛŜǎΣ thtо, 

Microsoft Exchange and MSMQ adapters. 

NEW ς File Adapter - A Publish Metadata Only property has been added so that the file data does not 

get published. Requires that the Archive File property is set to true and an archive file path is provided. 



The encoding body name and archive folder are now exposed as adapter context properties with the 

message which are accessible within a Business Process and Workflow 

FIX ς TCP Socket Adapter - Fixed logic for serializing the message when Message Body Only is set to true. 

The standard header data was incorrectly being added to the outbound message. The logic has been 

changed to only output the raw bytes in the message body. 

MOD ς TCP Socket Adapter - Modified the socket adapter to support a generic header. We added 

properties to the socket adapter for the length of the header, offset of the length in the header, size of 

the length field, and whether or not the header is included in the message length. Modified the adapter 

to support the generic message in "message body only" mode. 

MOD ς Neuron ESB Adapter Framework ς Modified to include new event to Audit failed publish 

attempts. 

NEW ς Salesforce Adapter - Added Single Sign-on support for the SAML Assertion Flow.  The SAML 

assertion flow is an alternative for organizations that are currently using SAML to access Salesforce, and 

want to access the Web services API the same way. The SAML assertion flow can only be used inside a 

single organization. You do not have to create a connected app to use this assertion flow. Clients can use 

this to federate with the API using a SAML assertion, in much the same way as they would federate with 

Salesforce for Web single sign-on. 

NEW ς Salesforce Adapter - Added support for the Salesforce Web API version 34. 

NEW ς Dynamics CRM Subscription Adapter - Added support for claims-based authorization with an 

Internet-Facing Deployment (IFD) installation of Dynamics CRM. 

FIX ς SAP Adapter - SAP Adapter schema generation wizard would fail to generate schemas for BAPI and 

RFC calls which contain the same SAP structure multiple times. 

Test Client  
FIX ï The Neuron ESB Test client was unable to send a binary body as a Reply message. 

Neuron ESB Explorer 

FIX - If solution has lots of business processes, in this case hundreds, and a user clicks on an 

Environmental Variable in the management screen, it can take several seconds for the values of that 

variable to display. Sometimes the explorer appears as if it is hung up.  

Monitoring/Logging  

FIX ς Client Connectors ς Message metrics were not being reported in Endpoint Health. This was a bug 

introduced in 3.5 CU3 

FIX ς The Logging Schedule setting for the Neuron ESB Service was not recognizing the Weekly setting. 

Only Daily would be enforced.  



Neuron ESB Runtime 

FIX ς Neuron ESB service could fail to start up if the esb service did not have the appropriate permissions 

to query WMI management objects. This would result in an error being reported in the Application 

event log. The Neuron ESB would record an error stating the machine name could not be null.  

Repository  

NEW - In previous versions of Neuron ESB, XSL documents tƘŀǘ ŎƻƴǘŀƛƴŜŘ άƛƴŎƭǳŘŜέ ǊŜŦŜǊŜƴŎŜǎ όƛΦŜΦ 

<xsl:include href="inlines"/>) would be automatically resolved from a file based location. This has been 

modified to be consistent with how we support Xml Schemas and their respective άǎŎƘŜƳŀ[ƻŎŀǘƛƻƴέ 

attribute. Support has been added to resolve xsl include locations to the ESB Repository, like this: 

<xsl:stylesheet xmlns:xsl ="http://www.w3.org/1999/XSL/Transform"  version ="1.0"  

xmlns ="http://www.w3.org/1999/xhtml">  

 <xsl:include href ="esb:inlines"/>  

  

 <xsl:template match ="chapter">  

  <html ><xsl:apply - templates /></ html > 

    </ xsl:template > 

</ xsl:stylesheet > 

At runtime, if the href attribute starts with esb: Neuron ESB will look for the XSL ƛƴ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΩǎ 

repository.  The name following the esb: is the name of the XSL document in the repository. 

Service Endpoints  

FIX - When a service endpoint threw a soap fault, it would get propagated back through the bus (i.e. 

from service connector to client connector) but the fault details were missing. This was a bug introduced 

in 3.5 CU3 

FIX - When Ψ9ƴŀōƭŜ ǊŜƳƻǘŜ ¢/t ŎƭƛŜƴǘǎΩ ƻǇǘƛƻƴ is enabled and more than 1 Neuron ESB Server is 

configured to run the same solution and database, Client Connectors will fail to connect to TCP based 

topics, except for the first node. This will result in the following exception. 

Exception: The default RetryManager has not been set. Set it by invoking the 

RetryManager.SetDefault static method, or if you are using declarative configuration, you can 

invoke the RetryPolicyFactory.CreateDefault() method to automatically create the retry manager 

from the configuration file. 

This was a bug introduced in 3.5 CU3. 

Business Processes 

FIX ς Attempting to copy an exception step and its contents, and then paste the contents into a new 

business process would generate an unhandled null reference exception. 

Neuron 3.5.3.308 Change History  

Service Endpoints  

FIX ς Service Connectors throw generic ArgumentNullException when trying to pass an invalid Query 

string parameter whose value is null to an external endpoint. Neuron ESB will now report an 



InvalidOperationException with a message that specifically tells the user that a Query parameter with 

the name of X has a null value being passed to it. 

FIX ς REST Service Connectors ς ǿƘŜƴ ǳǎƛƴƎ ǘƘŜ ŘŜǇǊŜŎŀǘŜŘ άMessageProperty_HttpRequestέ ŎƻƴǘŜȄǘ 

ǇǊƻǇŜǊǘȅ ŦƻǊ ǎŜǘǘƛƴƎ ǘƘŜ ƘǘǘǇ άaŜǘƘƻŘέ ǇǊƻǇŜǊǘȅΣ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŜǊǊƻǊ ǿƻǳƭŘ ōŜ ǘƘǊƻǿƴΥ 

System.NullReferenceException 

Object reference not set to an instance of an object. 

Workflow  

FIX ς Transform Message Workflow Activity ς Would output a UTF-8-encoded string that included a byte 

order mark. 

MOD ς Default HTTP Connections Limit is now set to 100 and can be controlled by modifying the 

esbhost.exe.config file. Previously, workflows and any HTTP calls from the workflows would use the 

default set by .NET which was 2. 

FIX ς Availability Groups ς When verbose logging is enabled, the database connection string would be 

written to the Neuron Log file, possibly exposing user credentials 

Adapters  

FIX ς Azure Service Bus Adapter - When publishing a test message from Visual Studio's Azure Explorer, 

the adapter would fail with a null reference exception because Visual Studio would publish an empty 

message.  

FIX ς TCP Socket Adapter - When using MessageBodyOnly mode, the SocketAdapter class would not let 

you use RequestReply or SolicitResponse modes.  

FIX ς Adapter Wizard - When generating XML in the Adapter Metadata Wizard, the name as specified in 

the grid was not respected. 

Neuron ESB Runtime 

FIX ς The Neuron ESB Service fails to start ς When the temp directory is full, preventing new temp files 

from be created, the Neuron ESB Service would fail to start and not log any error indicating why it failed. 

This has now been corrected. The error condition will now be logged in the Neuron ESB Event log. 

FIX ς Activity Session State management ς At runtime the following error information may be logged, 

even with few endpoints: 

Failed to store session activity state for session Id 3c0b780a-7ae6-4681-86f0-d6c93762eb18 

 

Exception: Timeout expired. The timeout period elapsed prior to obtaining a connection from the 

pool. This may have occurred because all pooled connections were in use and max pool size was 

reached. 



This was due to the inclusion of the new transient exception handling introduced in 3.5 and has been 

corrected. 

FIX ς Database Transient Network Exception Handling ς Additional transient exception handling to 

handle the unreliable network connections of SQL Azure has been added to support using the SQL Azure 

as the Neuron ESB Audit database. 

Business Processes 

FIX ς Execute Process Process Step ς If a user runs a simulation test in the Business Process Designer 

against the Execute Process step, calling a child process, the expected result is returned. If the user 

changes the child process and then runs the simulation a second time they will see the result from the 

original child process and not the newly changed child process. This is because the Execute Process step 

is designed to cache child processes that it executes. This has been changed so that child processes are 

only cached at runtime. 

FIX ς When a user simply clicked on a Process Step or Business Process it forced the Business Process 

into a Modified state. Now it will only happen when something is either edited or a Process Step is 

moved. 

Neuron 3.5.3.300 (CU3)  Change History  

Business Processes 

NEW - A new attribute, ProcessStepAttribute, was added for developing custom process steps to allow 

for self-registration. Previously, users would be required to register their custom process steps manually 

by editing the neuronpipelines.config located in the pipelines directory of the instance install directory. 

Users no longer need to edit the config file. Users can now decorate their custom process step class with 

the ProcessStepAttribute as shown in the pseudo code sample below: 

namespace NewCustomProcessStep 
{  
    [ DataContract ]  
    [ DisplayName( "Sample Process Step" )]  
    [ ProcessStep ( typeof ( MyStep), typeof ( MyResource), "myname", "mydescription" ,  
        "CustomProcessStep" , "" ,Path= "Training/My New Steps" )]  
    public  class  MyStep: CustomPipelineStep  
    { }  

Samples that demonstrates using the ProcessStepAttribute can be downloaded from here: 

http://support.neuronesb.com/downloads/neuron35/SampleProcessSteps.zip 

NEW - A search box has been added to the top of the Process Step library within the Business Process 

designer to allow users to easily search for Process Steps. 

MOD - When a name is not specified for a business process step, a default named based on the activity 

type will be used so that any resulting error messages will have meaningful name of the process step 

within it. 

http://support.neuronesb.com/downloads/neuron35/SampleProcessSteps.zip


MOD - Modified the drop down box property of the Adapter Endpoint Process Step and Workflow 

activity so that they no longer display Publish mode adapter endpoints. 

MOD - The System.Collections.Generic namespace was added to the C# code templates for the process 

code steps and workflow activities. This will allow types like List<T> to be accessed without using the 

fully-qualified namespace name. 

MOD - Transform Process Step - added option to include or exclude the xml declaration on output. 

MOD - A user will now be warned if the ESBService.exe is running a different configuration then what 

the user is attempting to test at design time within the Business Process Designer. 

MOD - Service Endpoint Process Step - A fault or exception did not cause an exception to occur. A 

Boolean property has now been added to the process step that, if set to true, will cause the exception to 

be fired allowing the user to handle the exception within the Business Process. Default value is false. 

FIX - Adapter Endpoint Process Step - would send out duplicate messages, the number of which would 

equal the number of retries associated with the Adapter Policy assigned to the underlying adapter 

endpoint. 

FIX - Changes made within the Neuron ESB Business Process Designer would sometimes not be persisted 

when the user selected to save all changes. This could happen if the user was previously prompted to 

reload their configuration due to a change that the Neuron ESB detected in the underlying 

configuration.  

FIX - Publish Process Step - In the Neuron ESB Business Process Designer, the code topic selector dialog 

would not save edited code when closed. ¢ƘŜ tǳōƭƛǎƘ ǎǘŜǇ ǿƻǳƭŘ ǎǘƛƭƭ ŘƛǎǇƭŀȅ ǘƘŜ ǘƻƻƭǘƛǇ άThe code for 

the selector must be setέΦ ²ƘŜƴ ǘƘŜ ŎƻŘŜ ŜŘƛǘƻǊ ǿŀǎ ǊŜƻǇŜƴŜŘΣ ŀƴȅ ǇǊŜǾƛƻǳǎƭȅ ŜƴǘŜǊŜŘ ŎƻŘŜ ǿƻǳƭŘ ōŜ 

lost. 

FIX - Attempting to access the context.Configuration object from a Business Process running remotely 

using the Client API or hosted by the Neuron ESB Test Client would fail with the following exception:  

The type initializer for 'Neuron.Configuration.NeuronConfiguration' threw an exception 

FIX - Code Process Step - When a user adds an assembly reference to a Code Process Step, then follows 

that by removing the same assembly reference, the user would be unable to re add the same assembly 

reference. 

FIX - ODBC Process Step - having a '?ϥ ƛƴ Řŀǘŀ ǘƘŀǘΩǎ ǎŜƴǘ ǘƻ ŜƛǘƘŜǊ ǘƘŜ h5./ ŀŘŀǇǘŜǊ ƻǊ tǊƻŎŜǎǎ {ǘŜǇ 

would generate a parameter error.  For example, if an ODBC adapter endpoint was configured for 

execute mode, the following statement would generate a System.IO.InvalidDataException exception. 

The adapter would misinterpret the ΨΚΩ that appends the data in the value clause as a parameter: 

string sqlStatement = "<Statement type=\"Text\" sql=\"INSERT INTO Customer(Name) 

VALUES('Joe the guy?')\ "></Statement>"; 



 
FIX - Code Process Step - If a user deleted a code process step from a Business Process while the code 

Process Step Editor was also opened in another tab, the tab remained open. It will now be automatically 

removed. 

FIX - Service Endpoint Process Step - In an associated service policy, when electing to republish to a new 

topic, custom properties would be lost. 

FIX - Audit Process Step - After several exceptions, an Audit Process Step may throw a 

System.ServiceModel.CommunicationObjectAbortedException exception.  

FIX - Code Process Step - Debugging C# Code Process steps in the Business Process Designer causes 

duplicate window to appearς During the debugging process if a user hit F10 a new duplicate window of 

the current C# Code editor would open and the user would receive prompts during debugging that 

changes to the underlying configuration were detected, prompting the user to save them. 

FIX - Adapter Endpoint Process Step ς base.name and base.PartyID were not being populated which 

prevented adapters from reporting those values when errors occurred. 

FIX - When using the Execute Process process step and dynamically setting the value of the child process 

to run at design time, users could experience high CPU utilization at runtime when running under load. 

This was caused because Neuron was not caching the child process that would be called. Every 

execution would cause the child process to be recreated/recompiled, which could also generate 

unnecessary temp files.  

FIX - If a user moved an existing business process step to a different location on an existing business 

process, the Apply button would not be activated. 

FIX - An unhandled exception would occur when trying to load an existing business process or workflow 

that referenced a custom process step that had yet to be registered. 

FIX - If a user deleted an existing Business Process, upon saving the changes they would be presented 

ǿƛǘƘ ǘƘŜ wŜǾƛŜǿ /ƘŀƴƎŜ [ƛǎǘ ŘƛŀƭƻƎΦ ¢Ƙƛǎ ǿƻǳƭŘ Ŏƻƴǘŀƛƴ ǘƘŜ ŎƘŀƴƎŜΣ ŀǎ ǿŜƭƭ ŀǎ ŀ ƴǳƳōŜǊ ƻŦ ά!55έ 

changes for existing publishers and subscribers that were not affected by the changed Business Process. 

Workflow Designer  

NEW - Retry Workflow Activity - A new Retry workflow activity has been introduced that can contain 

other workflow activities and be configured to retry their execution N (user defined) number of times if 

an exception is thrown. 

MOD - Service Endpoint Workflow Activity ς A fault or exception did not cause an exception to occur. A 

Boolean property has now been added to the activity and process step that, if set to true, will cause the 

exception to be fired allowing the user to handle the exception within the Workflow. Default value is 

false. 



MOD - Transform Workflow Activities - added option to include or exclude the xml declaration on 

output. 

MOD - The System.Collections.Generic namespace was added to the C# code templates for the process 

code steps and workflow activities. This will allow types like List<T> to be accessed without using the 

fully-qualified namespace name. 

FIX - Within the Neuron ESB workflow designer, a Workflow with Execute Process activity would always 

enter a "modified" state (i.e. Apply button would be enabled and there would be an asterisks in the tab) 

when a person navigates away and then back to the workflow designer.  

FIX - Code Workflow Activity - When using the C# workflow activity within the Neuron ESB Workflow 

designer, compile errors would still be reported, even after the compile error had been corrected in the 

code. 

FIX - Code Workflow Activity - When a user adds an assembly reference to a Workflow Activity, then 

follows that by removing the same assembly reference, the user would be unable to re add the same 

assembly reference. 

FIX - A user will now be warned if the ESBService.exe is running a different configuration then what the 

user is attempting to test at design time within the Workflow Designer. 

FIX - Service Endpoint Workflow Activity - In an associated service policy, when electing to republish to a 

new topic, custom properties would be lost. 

FIX - C# Class Workflow Activity - The message variable was not available in the Workflow C# Class 

Activity. In order to retrieve the value of the argument or variable, a user must write a public property 

with a getter/setter, and at runtime the activity will invoke the setter to set the value of the property. 

For example: 

public ESBMessage message { get; set; } 

FIX - Adapter Endpoint Workflow Activity ς base.name and base.PartyID were not being populated 

which prevented adapters from reporting those values when errors occurred. 

FIX - Publish Workflow Activity ς if an error occurred publishing to the Topic, 2 errors would be 

generated rather than one and both were incorrect.  

FIX - Workflow Designer ς any design time change to a C# Workflow Activity would not be reflected at 

runtime when in online mode and the user saves the changes.  

FIX - Publish Workflow Activity ς When the Publish Workflow Activity would fail to publish to the 

assigned Topic at runtime it would not throw an error back to the running Workflow. This would cause 

the Workflow to appear in Workflow Tracking with a Completed state rather than an Aborted state, 

even though the error was correctly logged in the Neuron ESB Event log.  



FIX - Users may experience the following error when referencing a custom assembly within the 

Workflow Designer during simulation after the Neuron ESB Explorer has been closed and reopened:  

Compiler error(s) encountered processing expression  

FIX - When Assembly References were added or removed in Add Assembly reference dialog within the 

Workflow Designer, the Apply button would not become enabled. 

FIX - When browsing for types within the Workflow Designer, no types would appear in the type 

browser dialog. 

FIX - Adding an assembly reference to an existing workflow could generate a Null reference exception. 

FIX - When adding assembly references to a workflow, duplicate references could be added if one was 

added at the code workflow activity as well.  

FIX - Adding a reference at the workflow activity would work at runtime, however a compile time error 

would occur when testing the workflow within the designer. 

Workflow Runtime  

FIX - Adapter Endpoint Workflow Activity - would send out duplicate messages, the number of which 

would equal the number of retries associated with the Adapter Policy assigned to the underlying 

adapter endpoint. 

FIX - When Neuron ESB starts up, if the ESB Management objects feature were not installed, the 

Availability Groups would not start up and there would be no warning as to why they would not startup 

and how to correct.  

FIX - Stopping ESB Service with active Availability Groups could generate the following errors ς  

1. Can't perform operation STOP# on Workflow Endpoint 668ba063-6f99-4175-a37b-

39e25cca6a8e, running under Workflow Order Process Host, because cannot write to a closed 

TextWriter.  

2. Can't perform operation Stop Operation on Availability Group Workflow Order Process Host, 

because Object reference not set to an instance of an object. 

FIX - Availability Group would not automatically recover/restart if the SQL Server suddenly went down 

(i.e. network failure) and came back on line. 

FIX - In environments where more than one Neuron ESB server is running the same solution and sharing 

the Neuron ESB database, users may experience the following error associated with Availability Groups: 

Control of the Availability group Availability Group X has been transferred to another server in 

the farm. Shutting down heartbeat thread process. 

FIX - Availability Groups were not applying the Environment Variable value applied as the 

ConnectionString property on the Neuron ESB Database. 



FIX - When a persistence exception occurred in a Workflow the original message was not written to the 

Failed Message table within the Neuron ESB database. 

FIX - Race condition in correlated workflows could occur and prevent subsequent workflows from 

starting - users could experience one of the following: 

a) The user submits messages to the workflow endpoint, but no workflows start running. The user 

would see messages queueing up in the pending messages table. 

b) The user submits messages to the workflow endpoint. One workflow may start, but will move 

into an Unloaded state and will not resume; no other workflows would sǘŀǊǘΦ !ƎŀƛƴΣ ȅƻǳΩŘ ǎŜŜ 

messages queueing up in the pending messages table. 

 
FIX - Error when attempting to start a Workflow Endpoint - When either a user or the Neuron ESB 

runtime attempts to start a Workflow Endpoint, the following error could be reported if the Topic 

assigned to it is unavailable or disabled:  

System.AggregateException: One or more errors occurred. ---> 

System.Collections.Generic.KeyNotFoundException: The given key was not present in the 

dictionary.  
The Workflow Endpoint would also appear in a Started state within Endpoint Health. This has been 

corrected. 

FIX - Assigning an Availability Group to multiple machines could cause the ESBHost.exe to constantly 

recycle itself. 

FIX - When using the Persistent Delay Workflow Activity, the Neuron ESB scheduler for deserializing the 

workflow may fire multiple times. This could result in the following entry in the Neuron ESB log file:  

System.Runtime.DurableInstancing.InstanceNotReadyException: The execution of an 

InstancePersistenceCommand was interrupted because the instance '831bc3b6-39e9-4890-

b776-e026d975e012' has not yet been persisted to the instance store. 

FIX - Within the workflow, if a publish activity publishes a message to a Topic that is stopped, failed or in 

any kind of inaccessible state, it would not throw an exception back to the workflow instance to abort it. 

Instead, Workflow tracking would show that the workflow completed successfully.  

FIX - Users could experience a memory leak for the Neuron ESB Workflow host when Workflow Tracking 

was enabled. 

FIX - ! άSynchronousέ ǇǊƻǇŜǊǘȅ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ǘƘŜ PublishRequestMessage Workflow Activity. Its 

default value is false. Previously, the PublishRequestMessage activity would send a request then persist 

the workflow, even if the response was expected to be returned in several seconds. However, if there 

were a great many instances of workflows running, it could take much longer for the workflows to 

receive the responses and continue the workflow instances since all the response messages would be 

effectively queued.  By setting Synchronous to true, Neuron will no longer let the workflow go idle and 



persist, instead the PublishRequestMessage activity will now wait for the reply to be returned and 

continue, keeping the workflow alive. 

FIX - If a persistence error occurred when trying to resume a workflow, semaphore locks could be 

released. 

FIX ς During runtime the operating system could return a null reference for a performance counter 

which could cause the Workflow host environment to crash. 

FIX ς SQL Server could experience very high CPU usage (>80%) after all workflows in a batch had 

completed. 

Service Endpoin ts 

NEW - CORS header support has been added as a checkbox option to the Neuron ESB Client Connector 

to allow cross domain scripting for REST and HTTP based endpoints. Previously customers would need to 

create a custom behavior and add that to the service endpoint.  

NEW - Added support for adding/retrieving http headers from non-REST (http based bindings) service 

endpointsΦ ! ƴŜǿ άEnable HTTP Headersέ ŎƘŜŎƪōƻȄ Ƙŀǎ ōŜŜƴ ŀŘŘŜŘ ǘƻ ōƻǘƘ ǘƘŜ /ƭƛŜƴǘ ŀƴŘ {ŜǊǾƛŎŜ 

connector tabs of the Service Endpoint entity. Regardless of whether or not this is enabled, HTTP 

headers are always processed for REST endpoints. Additionally, the Capture and Restore Headers 

ƻǇǘƛƻƴǎ ƘŀǾŜ ōŜŜƴ ǊŜƴŀƳŜŘ ǘƻ άEnable Custom SOAP Headersέ ƻƴ ōƻǘƘŜǊ ǘƘŜ /ƭƛŜƴǘ ŀƴŘ {ŜǊǾƛŎŜ 

connector tabs of the Service Endpoint entity. This also modifies the previous behavior of the Service 

endpoints when dealing with custom SOAP Headers. Previously, if a user created 2 service endpoints 

(i.e. one a client connector, the other a service connector) and wanted to have custom SOAP header 

ǎǳǇǇƻǊǘ ŜƴŘ ǘƻ ŜƴŘΣ ǘƘŜ ǳǎŜǊ ŎƻǳƭŘ ƘŀǾŜ ǘƻ ŜƴŀōƭŜ ōƻǘƘ ǘƘŜ ά/ŀǇǘǳǊŜ IŜŀŘŜǊǎέ ŀƴŘ άwŜǎǘƻǊŜ IŜŀŘŜǊǎέ 

on each Client connector and Service connector tab of both endpoints, even though one tab on each 

would effectively be disabled in all otƘŜǊ ǊŜǎǇŜŎǘǎΦ  bƻǿ ǘƘŜ ǳǎŜǊ Ƨǳǎǘ ƴŜŜŘ ǘƻ ŎƘŜŎƪ ά9ƴŀōƭŜ ŎǳǎǘƻƳ 

{h!t IŜŀŘŜǊǎέ ƻƴ ŜƛǘƘŜǊ ǘƘŜ ŜƴŀōƭŜŘ /ƭƛŜƴǘ ƻǊ {ŜǊǾƛŎŜ /ƻƴƴŜŎǘƻǊ ǘŀōΦ 

NEW - Support has been added for using Username and Password with the TransportWithMessage 

security setting for Service Endpoints. Previously, only Certificates were supported. 

MOD - Service Endpoints called through either the Service Endpoint Process Step or Workflow activity 

no longer need to be enabled to be used at runtime. 

FIX - If user called into a Neuron ESB Client Connector endpoint by first adding a Proxy to the HTTP 

header on the Request message that is the same proxy as the one that the message will be forwarded to 

(i.e. a configured Service Connector), it would generate a multi hope cycle error from the target 

endpoint.  

FIX - Deleting a running Client or Service connector from the Neuron ESB Explorer could generate the 

following exception when the changes were saved: 

ά/ƻǳƭŘ ƴƻǘ ŦƛƴŘ ǎŜǊǾƛŎŜ ŜƴŘǇƻƛƴǘ ǿƛǘƘ LŘέ 



Monitoring/Reporting  

NEW - Added WMI EndpointStateChangeEvent event to Topics, Availability Groups and Workflow 

Endpoints ς Users can now use WMI to monitor all endpoints within Endpoint Health for state changes 

ŀǎ ǿŜƭƭ ŀǎ ŦŀƛƭǳǊŜǎΦ ¦ǎŜǊǎ Ŏŀƴ ǳǎŜ ²aLΩǎ ǉǳŜǊȅ ƭŀƴƎǳŀƎŜ ǘƻ ƭƛƳƛǘ the monitoring to any combination of 

properties exposed by the EndpointStateChangeEventΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ άTypeέ ǇǊƻǇŜǊǘȅ Ŏŀƴ ǊŜǘǳǊƴ ŀƴȅ 

of the following values: 

¶ TcpPublishingService 

¶ AmqpEndpoint 

¶ MsmqPublishingService 

¶ NamedPipePublishingService 

¶ ServiceConnector 

¶ AdapterEndpoint 

¶ AvailabilityGroup 

¶ WorkflowEndpoint 

¶ ClientConnector 

 

The WMI code that monitors only Adapter Endpoints may look like this: 

 
using  System;  
using  System.Globalization;  
using  System.Management;  
 
namespace WmiFailedMessageSample 
{  
    class  Program 
    {  
        static  void  Main()  
        {  
            try  
            {  
                var  managementScope = new ManagementScope( " \ \ \ \ . \ \ root \ \ Neudesic_ESB_v0");  
                managementScope.Connect();  
                var  eventEndpointQuery = new WqlEventQuery ( "EndpointStateChangeEvent" );  
                eventEndpointQuery.Condition = "Type = 'AdapterEndpoint'" ;  
                var  watcher1 = new ManagementEventWatcher (managementScope, eventEndpointQuery);  
                watcher1.EventArrived += EndpointChanged;  
                watcher1.Start();  
 
                Console .WriteLine( "Listening for events. Press Enter to exit." );  
                Console .ReadLine();  
                watcher1.Stop();  
            }  
            catch  ( Exception  ex)  
            {  
                Console .Error.WriteLine(ex);  
                Console .WriteLine( " \ nPress Enter to exit." );  
                Console .ReadLine();  
            }  
        }  
 
        static  void  EndpointChanged( object  sender, EventArrivedEventArgs  e)  
        {  
 
            string  zone = e.NewEvent[ "Zone" ] as string ;  



            DateTime eventDate =   
               ManagementDateTimeConverter .ToDateTime(e.NewEvent[ "Datetime" ] as string );  
            string  type = e.NewEvent[ "Type" ] as string ;  
            string  name = e.NewEvent[ "Name"] as string ;  
            string  state = e.NewEvent[ "State" ] as string ;  
            string  hostName = e.NewEven t[ "Hostname" ] as string ;  
            string  instanceName = e.NewEvent[ "EsbInstanceName" ] as string ;  
            string  application = e.NewEvent[ "Application" ] as string ;  
            string  deploymentGroup = e.NewEvent[ "DeploymentGroup" ] as string ;  
            string  endpointId = e.NewEvent[ "Id" ] as string ;  
            string  info = e.NewEvent[ "Message" ] as string ;  
 
            var  message = string .Format(  
                CultureInfo .InvariantCulture,  
                "Name={0}, Endpoint Type={1}, State={2}, Instance={3}, Zone={4}, Machine={5},   
                 Application={6} , DeploymentGroup={7}, Info={8}, DateTime={9}" ,  
                name, 
                type,  
                state,  
                instanceName ,  
                zone,  
                hostName, 
                application,  
                deploymentGroup,  
                info,  
                eventDate.ToString());  
 
            Console .WriteLine(message);  
        }  
    }  
}  
 

NEW ς Resubmission count for messages resubmitted using the Message Resubmit dialog. When users 

resubmit a message, the row in the Neuron ESB Audit database for the message will be updated with an 

incremented submission count value. That value is now displayed aǎ ǘƘŜ άSubmission Countέ ŎƻƭǳƳƴ ƛƴ 

the Message History and Failed Message reports. Once a message has been resubmitted, users can re-

query the reports and view the number of times a message has been resubmitted. 

MOD - Endpoint Health refresh interval is no longer linked to service report interval. There is a new 

Refresh Interval property located on the Tools Ą Options menu of the Neuron ESB Explorer. 

FIX - Within Endpoint Health, the rate being reported would be inaccurate if the screen was refreshed.  

FIX - Within the Message History and Failed Message reports, the Related Messages context menu 

would throw exception indicating a Missing Instance column 

FIX - If an exception occurred when starting a Workflow Endpoint, Endpoint Point would reflect a 

ά{ǘŀǊǘƛƴƎΧέ ǎǘŀǘŜ ǊŀǘƘŜǊ ǘƘŀƴ ŀ Ŧailed state. 

FIX - If an exception occurred during the connection of the underlying Party associated with a Workflow 

Endpoint, Endpoint Health would incorrectly show that the Workflow Endpoint was started rather than 

failed. 

FIX - Within the Failed Message and Message History reports, setting the Topic Filter could sometimes 

throw an Index Out of Range Exception. This would occur if audited records contained sub topic 

references. Users could also experience the following exception: 



System.Data.SqlClient.SqlException (0x80131904): Ambiguous column name 'TopicRoot' 

FIX - Sorting Issues with Message History and Failed Message reports - Message Id and Transaction Id 

column sorting were not returning results in the correct order. 

FIX - Endpoint Health ς Running Workflow Endpoints do not appear in Endpoint Health if a different 

solution is running than that which is loaded in the Neuron ESB Explorer.  

FIX - Users could not delete a workflow entry in the Workflow Tracking UI if the Workflow Definition file 

was missing. This could be because a user deleted it, or a different solution was loaded in the Neuron 

ESB Explorer that referenced the same Neuron ESB database. 

FIX - Starting an aborted workflow generates a generic error processing message ς When attempting to 

start an aborted workflow that by design could not be started (i.e. there was not a persistent point 

defined within the workflow) the following generic exception would be thrown: 

System.Runtime.DurableInstancing.InstanceNotReadyException 

bŜǳǊƻƴ ǿƛƭƭ ƴƻǿ ŘƛǎǇƭŀȅ ŀƴ ŜȄŎŜǇǘƛƻƴ ƭŜǘǘƛƴƎ ǘƘŜ ǳǎŜǊ ƪƴƻǿ ǿƘȅ ƛǘ ŎƻǳƭŘƴΩǘ ǎǘŀǊǘ ƛΦŜΦ ŀ ǇŜǊǎƛǎǘŜƴǘ Ǉƻƛƴǘ 

did not exist in the workflow. 

FIX - PendingEvents counter on Endpoint Health could erroneously display 2 billion records. Restarting 

the Availability Group/Workflow endpoint could cause this when there were active workflows in the 

database to process. 

FIX - Workflow Tracking ς On the Messages tab of Workflow Tracking, the Move Context Menu did not 

always work. 

FIX - Endpoint Health ς Previously, if errors occurred on an endpoint, the icon representing that 

endpoint would turn red. However, if the error conditions for the endpoint were resolved and successful 

messages were sent, the icon would remain red. This has been resolved. The icon will turn back to Green 

once a subsequent successful message is detected sent over endpoint. 

FIX - Cluster Support - Workflow Endpoints ς When running in a Windows Cluster environment the 

metrics for Workflow Endpoints within Endpoint Health were not being incremented.  

FIX - Workflow Endpoint and associated Party dependencies would fail to remain in sync. The dependent 

Workflow endpoint could enter a state where it would be unaware if the dependent Party became 

disabled, disconnected or failed to successfully connect to the dependent Topic. If any of these 

conditions occurred, within Endpoint Health, the Workflow Endpoint would appear in a healthy, Started 

state rather than move into a Failed state. 

FIX - App Domains were not unloading from memory when endpoints are reconfigured or stopped 

within the Endpoint Health. This could result in errors reconnecting to Topics. 



FIX - When using a Named Pipes based Topic and attempting to restart an ODBC Adapter Endpoint 

multiple times from Endpoint Health, the user may experience the following exception: 

Cannot listen on pipe  

FIX - Client connector would be displayed in a Stopped state in Endpoint Health instead of disabled when 

its underlying party is disabled - If the party assigned to a service endpoint (i.e. client connector/service 

connector) or adapter endpoint or workflow endpoint is disabled and if a user attempts to start the 

endpoint in Endpoint Health, it shows up RED, in a stopped state, and NO errors are indicated in 

endpoint health even though an error is recorded in the Neuron ESB event log. Moving forward, if any 

party assigned to an endpoint is disabled, the endpoint will be displayed as disabled within Endpoint 

Health and a warning will be logged to the Neuron ESB event log indicating the reason why its disabled.  

FIX - 9ƴŘǇƻƛƴǘ IŜŀƭǘƘ Ŏŀƴ ƎŜƴŜǊŀǘŜ ŀƴ ǳƴƘŀƴŘƭŜŘ ŜȄŎŜǇǘƛƻƴ ƛŦ άǿƘƛƭŜ ŘƛǎǇƭŀȅŜŘέΣ ŀ ǳǎŜǊ ǊŜǎǘŀǊǘǎ ǘƘŜ 

Neuron ESB service from the Neuron ESB Explorer toolbar. 

FIX - Restarting a Neuron ESB Topic within Endpoint Health when its assigned port is currently in use will 

cause the Topic to be set to a failed state which is expected. However, it will immediately thereafter be 

switched to a Stopped state. Once that happens, even if the port condition is corrected, the Topic can no 

longer be restarted in Endpoint Health.  

FIX - When a polling based adapter reports that it will be disconnected, its state in Endpoint Health 

would remain in a Started state. This affected the following adapters: 

¶ Azure Service Bus  

¶ File 

¶ FTP/SFTP/FTPS 

¶ IBM MQseries 

¶ Microsoft Exchange 

¶ POP3 

¶ ODBC 

FIX - Unable to stop polling based adapter in Endpoint Health. When a user attempts to stop a polling 

based adapter within Endpoint Health, its state will briefly be set to Stopped and then immediately reset 

to Started. 

FIX - If a Service Connector or Client Connector failed to start up, specifically open a proxy for the target 

URL, Neuron ESB would increment of the error count in Endpoint Health, but the endpoint would still 

register as Started in Endpoint Health. 

FIX - If an error occurs when starting or reloading a workflow, the active performance counter was not 

being decremented. This would make it appear in Endpoint Health that there were more active 

workflows than there really were. 



FIX - When republishing a large number of messages using the Message Resubmit dialog to an MSMQ 

based topics, users may experience the UI hang and high memory utilization. This only occurred when 

users selected to republish using a Party. This was due to Neuron ESB waiting for .NET garbage collection 

to finish. This has been fixed. 

FIX - When republishing a messages users may see an error message box displayed in the background 

with a System.AggregateException message. This only occurred when users selected to republish using a 

Party. This has been fixed. 

FIX - When republishing messages using the Message Resubmit dialog, if there was an existing Action 

value on the original message, it would not be republished with the message. This only occurred when 

users selected to republish using a Party and has been fixed. 

FIX - Modified the Message Resubmit dialog so that it only displays Subscribe side adapter endpoints. 

Previously this would display all adapter endpoints regardless of mode (i.e. Publish mode, etc.). 

FIX - Modified the Message Resubmit dialog so that messages can be resubmitted directly to Endpoints 

without the need for the Neuron ESB Service to be running. 

FIX - When attempting to conduct an operation on a workflow record in Workflow tracking a user could 

experience the following erroneous error message: 

"One or more selected workflows do not belong to current instance ΨbΩ. These workflows will be

 skipped. Do you want to ŎƻƴǘƛƴǳŜΚέ 

This message could be displayed even though the selected Workflow item DID belong to the current 

instance. This has been fixed. 

FIX ς User could experience a ά¢ƘŜ {9[9/¢ ǇŜǊƳƛǎǎƛƻƴ ǿŀǎ ŘŜƴƛŜŘ ƻƴ the objectέ ŜȄŎŜǇǘƛƻƴ ǿƘŜƴ 

running either the Message History, Failed Message or Workflow tracking reports. This would occur if 

the specific user was added to the NeuronUsers database role. 

FIX - When using Endpoint Health for monitoring workflow endpoints, they could appear under the 

incorrect Availability Group. 

Neuron Database 

NEW - SQL Azure as the Neuron ESB database can cause Network Connection and Timeout Exceptions. 

Transient fault handling for components that interact with a SQL Azure database has been introduced. 

We found in testing that customers that used SQL Azure as their SQL data store were experiencing 

frequent faults that are common to SQL Azure. The transient fault handling code allows Neuron to 

intercept and respond to these events by applying a strategy for retrying the database operation 

multiple times before failing. 

Configuration Section 

The configuration settings for the transient fault handling are currently configured in the following 

configuration files: 



¶ ESBService.exe.config 

¶ ESBHost.exe.config 

The configuration section is named neuron.transientFaultHandling. The configuration section needs to 

be registered in the <configSections> header element of the configuration file: 

<configuration> 

    <configSections> 

        ғǎŜŎǘƛƻƴ ƴŀƳŜҐέƴŜǳǊƻƴΦǘǊŀƴǎƛŜƴǘCŀǳƭǘIŀƴŘƭƛƴƎέ 

                  

ǘȅǇŜҐέbŜǳǊƻƴΦ9ǎōΦ¢ǊŀƴǎƛŜƴǘCŀǳƭǘIŀƴŘƭƛƴƎΦ/ƻƴŦƛƎǳǊŀǘƛƻƴΦwŜǘǊȅtƻƭƛŎȅ/ƻƴŦƛƎǳǊŀǘƛƻƴ{ŜǘǘƛƴƎǎΣ Neuron.Esb.T

ǊŀƴǎƛŜƴǘCŀǳƭǘIŀƴŘƭƛƴƎέκҔ 

        Χ 

    </configSections> 

</configuration> 

The neuron.transientFaultHandling configuration section is used to define retry strategies that will be 

executed to retry database operations when database operations fail. The specific retry strategies are 

documented in the next section. In the Neuron ESB 3.5.3 release, we currently only use the default 

strategy as configured in the configuration section. The configuration section will look like this: 

<configuration> 

    ғƴŜǳǊƻƴΦǘǊŀƴǎƛŜƴǘCŀǳƭǘIŀƴŘƭƛƴƎ ŘŜŦŀǳƭǘwŜǘǊȅ{ǘǊŀǘŜƎȅҐέƛƴŎǊŜƳŜƴǘŀƭέҔ 

        ғƛƴŎǊŜƳŜƴǘŀƭ ƴŀƳŜҐέƛƴŎǊŜƳŜƴǘŀƭέ 

            ŦƛǊǎǘCŀǎǘwŜǘǊȅҐέǘǊǳŜέ 

            ƳŀȄwŜǘǊȅ/ƻǳƴǘҐέмрέ 

            ǊŜǘǊȅLƴŎǊŜƳŜƴǘҐέллΥллΥлмέ 

            ƛƴƛǘƛŀƭLƴǘŜǊǾŀƭҐέллΥллΥлмέκҔ 

    </neuron.transientFaultHandling> 

</configuration> 

This configuration section indicates that the incremental retry strategy will be used. The incremental 

retry strategy is configured to retry the database operation a maximum of 15 times before failing. The 

retry strategy will initially wait for 1 second and will pause for 1 second between successive retries. 

Retry Strategies 

Incremental Strategy 

The incremental retry strategy attempts to retry a failing operation for a specified maximum number of 

attempts and uses an incremental time interval between retries. The incremental strategy is defined in 

the configuration using the incremental configuration element and has the following attributes: 

ғƛƴŎǊŜƳŜƴǘŀƭ ƴŀƳŜҐέΧέ 

    ŦƛǊǎǘCŀǎǘwŜǘǊȅҐέǘǊǳŜέ 



    ƳŀȄwŜǘǊȅ/ƻǳƴǘҐέмлέ 

    ǊŜǘǊȅLƴŎǊŜƳŜƴǘҐέллΥллΥлмέ 

    ƛƴƛǘƛŀƭLƴǘŜǊǾŀƭҐέллΥллΥлмέκҔ 

Attribute Type Description 

name String A unique identifier for the retry strategy. 

firstFastRetry  Boolean If true, the first retry attempt occurs immediately if a 

failure occurs. If false, the first retry will remain 

subject to the retry interval. 

maxRetryCount  Integer The maximum number of retry attempts to perform 

before the operation fails. 

initialInterval TimeSpan The initial interval that will apply for the first retry. 

retryIncrement TimeSpan The incremental time value that will be used to 

calculate the progressive delay between retries. 

Fixed Incremental Strategy 

The fixed incremental retry strategy attempts to retry a failing operation for a specified maximum 

number of attempts and uses a fixed time interval between retries. The fixed incremental strategy is 

defined in the configuration using the fixedIncremental configuration element and has the following 

attributes: 

ғŦƛȄŜŘLƴǘŜǊǾŀƭ ƴŀƳŜҐέΧέ 

    ŦƛǊǎǘCŀǎǘwŜǘǊȅҐέǘǊǳŜέ 

    ƳŀȄwŜǘǊȅ/ƻǳƴǘҐέмлέ 

    ǊŜǘǊȅLƴǘŜǊǾŀƭҐέллΥллΥлмέκҔ 

Attribute Type Description 

name String A unique identifier for the retry strategy. 

firstFastRetry  Boolean If true, the first retry attempt occurs immediately if a 

failure occurs. If false, the first retry will remain 

subject to the retry interval. 

maxRetryCount  Integer The maximum number of retry attempts to perform 

before the operation fails. 

retryInterval TimeSpan The time interval between retries. 



Exponential Backoff Strategy 

The exponential backoff retry uses an exponential delay between retries to attempt to complete the 

failing operation. The exponential backoff strategy is defined in the configuration using the 

exponentialBackoff configuration element and has the following attributes: 

ғŜȄǇƻƴŜƴǘƛŀƭ.ŀŎƪƻŦŦ ƴŀƳŜҐέΧέ 

    ŦƛǊǎǘCŀǎǘwŜǘǊȅҐέǘǊǳŜέ 

    ƳŀȄwŜǘǊȅ/ƻǳƴǘҐέмлέ 

    Ƴƛƴ.ŀŎƪƻŦŦҐέллΥллΥлмέ 

    ƳŀȄ.ŀŎƪƻŦŦҐέллΥллΥолέ 

    ŘŜƭǘŀ.ŀŎƪƻŦŦҐέллΥллΥмлέκҔ 

Attribute Type Description 

name String A unique identifier for the retry strategy. 

firstFastRetry  Boolean If true, the first retry attempt occurs immediately if a 

failure occurs. If false, the first retry will remain 

subject to the retry interval. 

maxRetryCount  Integer The maximum number of retry attempts to perform 

before the operation fails. 

minBackoff TimeSpan The minimum backoff time. 

maxBackoff TimeSpan The maximum backoff time. 

deltaBackoff TimeSpan The value that will be used to calculate a random delta 

in the exponential delay between retries. 

 

MOD - The Update Purge and Archive Sql Agent job was modified so that the archive portion of job 

could be optional. 

FIX - Workflow and using SQL Azure ς Transaction deadlocks could occur against the 

WorkflowCorrelatedWorkflow table could occur when using SQL Azure. 

Logging 

FIX - Availability Group logging has been corrected so that issues are now reported in the Neuron ESB 

Event log. Previously they were only logged in the Neuron ESB log files. Error messages have also been 

augmented with more actionable information.  

FIX - Cluster support - Event Logging - When running in a Windows Cluster environment Host name was 

being recorded rather than cluster network name 



FIX - Cluster Support - When running in a Windows Cluster environment MSFT Failover cluster events 

were being captured in the Availability Group Neuron log files 

FIX - The Neuron ESB Event log contains several errors on startup when completed workflow instances 

existed in the Neuron ESB database ς specifically:  

System.Runtime.DurableInstancing.InstanceNotReadyException 

FIX - If the Neuron logging location was changed by setting the following registry keys: 

 

HKEY_LOCAL_MACHINE\SOFTWARE\Neudesic\Neuron ESB v3\ESB\SystemLogFolder 

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Neudesic\Neuron ESB 

v3\ESB\SystemLogFolder 

Users would experience an exception (System.ServiceModel.FaultException) when they attempt to 

άConnectέ ǘƻ ǘƘŜ ǊǳƴƴƛƴƎ ƛƴǎǘŀƴŎŜ ǳǎƛƴƎ ǘƘŜ bŜǳǊƻƴ 9{. 9ȄǇƭƻǊŜǊΦ ¢ƘŜ ŜȄŎŜǇǘƛƻƴ ǿƻǳƭŘ ƻŎŎǳǊ ǿƘŜƴ 

attempting to select the Instance to connect to within the drop down box.  To correct this, the registry 

key has been moved. If the Neuron logging location needs to be changed, users should now use the 

following registry keys, where SystemLogFolder is a string value: 

HKEY_LOCAL_MACHINE\SOFTWARE\Neudesic\Neuron ESB v3\SystemLogFolder 

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Neudesic\Neuron ESB v3\SystemLogFolder 

Neuron Explorer/Test Client  

NEW - Added the format context menu to the xml editors located on the Neuron ESB Test Client so that 

users can just right-click and select "FormatέΦ 

FIX - The Neuron ESB Web Service Import would fail with WSDLs that had schemas which included ##any 

elements. Although these can now be imported correctly, these WSDLs are still invalid to use as a 

metadata setting for client connectors 

FIX - When closing Neuron ESB Explorer, saving a new configuration did not add the configuration to the 

MRU list of the Neuron ESB Explorer 

FIX - In the Neuron Explorer, within the Binding Expression dialog, the Binding Expression field would 

only allow a user to scroll to the right in order to check first 75 characters of the url.  

If the url was longer than 75 characters, the full length would be stored, but only 75 characters could be 

viewed by scrolling to the right in the field.  

FIX ς Within the Neuron ESB Explorer the Delete button/icon for the Process/Workflow Library did not 

work for workflow objects. 

FIX - The Endpoint Health toolbar button should only be enabled IF there is a solution opened in the 

Neuron ESB Explorer. 



FIX - ²ƘŜƴ ƛƴ ƻŦŦƭƛƴŜ ƳƻŘŜΣ ǳǎŜǊǎ ŎƻǳƭŘ ƴƻǘ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ά9ƴŘǇƻƛƴǘ tƻƭƛŎȅέ ǇǊƻǇŜǊǘȅ ƻŦ ǘƘŜ a{av 

Transport for a Topic. 

FIX - The Neuron ESB Log files for Availability Groups and Workflow Endpoint logs were being misnamed 

when new daily logs were created 

Adapters  

NEW ς A new Adapter Wizard for generating XML Schemas and Sample XML messages has been added. 

¢Ƙƛǎ ǿƛȊŀǊŘ ƛǎ ŀŎŎŜǎǎƛōƭŜ ǘƘǊƻǳƎƘ ǘƘŜ ǘƻƻƭ ōŀǊ άDŜƴŜǊŀǘŜέ ōǳǘǘƻƴ ƭƻŎŀǘŜŘ ƻƴ !ŘŀǇǘŜǊ 9ƴŘǇƻƛƴǘǎ ŀƴŘ ·a[ 

and Schema Repository within the Neuron ESB Explorer. Using this wizard, users can select a registered 

adapter that supports meta data generation, choose the operations and select to generate both the 

schemas and sample messages that the adapter endpoint requires. Currently, the SAP, NetSuite, 

Dynamics CRM and Salesforce adapter are all supported. Additionally, developers can use the Neuron 

ESB Adapter framework to develop their own adapters that support our new meta data API. Those 

adapters will automatically be supported by the Adapter Wizard. 

 

NEW - TCP/IP Socket Client and Server Adapters - The TCP/IP Socket adapters establish a bi-directional 

channel for sending messages between two processes using just the TCP/IP protocol. The primary use 

case for the TCP/IP Socket adapters is to link two Neuron adapters that exist in separate zones such as a 

DMZ and a secure intranet. Using the adapters, the DMZ ESB service can expose WCF client connectors 

to the unsecure Internet, and forward requests to be processed by the linked ESB service that is running 

in a secure intranet. The TCP/IP Socket adapters have been designed to support overcoming firewall 

connection issues that typically exist when establishing a DMZ. The TCP/IP Socket adapter can also be 



used to send messages to or receive messages from external programs that can communicate using 

TCP/IP Sockets. 

NEW ς Redis Adapter - This adapter supports one way subscribe and two-way, solicit response modes. 

Users can send updates, inserts keys/values, or make all get Query requests against a Redis Server. The 

Neuron ESB Redis adapter supports all operations provided by Redis. 

In order to use Redis adapter you need to configure connection properties: 

¶ Server Name 

¶ PrimaryPort 

¶ SecurePort 

¶ SlavePort 

The Neuron ESB Redis adapter expects the developer to pass custom properties as part of the ESB 

message header. Below is the example of setting custom properties (via the Neuron ESB Test Client) to 

the adapter end point in order to perform a SET operation.  

SET command  

 

As shown above, in order to use the Neuron ESB Redis adapter you need to pass the custom properties 

on the ESB message header. The adapter requires you to pass άǿƘŀǘέ operation you want to do and its 

respective parameters. One need to pass the exact Operation name which is used in Redis. You can find 

the list of commands here: http://redis.io/commands  

When you send the message to an adapter endpoint, the Result custom property will be returned which 

will contain the status of operation. 

 

http://redis.io/commands


 

Note 

a) In order to pass a parameter which is of type Timespan as expected by the EXPIRE command, 

the developer needs to only pass in the value as the number of seconds. 

b) In Order to pass array in the parameter the developer needs to pass it by space value. For 

example, if the developer wants to perform the DEL command for multiple keys, the parameter 

would be passed as follows: 

 

c) If you do not pass a parameter which is supposed to have a specific value, Neuron will pass the 

body of the ESBMessage as a value.  

NEW ς An SAP adapter has been added that will allow users to easily update and query existing SAP 

systems using IDOC, BAPI and RFC interfaces as well as receiving IDOC messages to be published to the 

bus. This adapter also supports meta data generation in the form of XML Schemas and sample XML 

messages using the new Adapter Wizard. 

NEW - A new Microsoft SQL Service Broker adapter has been added. This can be used to either monitor 

Microsoft SQL Service Broker queues or send messages to those queues. 

NEW ς NetSuite adapter - Added ǎǳǇǇƻǊǘ ŦƻǊ ƳǳƭǘƛǇƭŜ ǾŜǊǎƛƻƴǎ ƻŦ bŜǘ{ǳƛǘŜΩǎ {h!t !tLΦ ¢ƘŜ ŀŘŀǇǘŜǊ 

currently supports 2013_2, 2014_1, 2014_2 and 2015_1. 

MOD - Adapter Endpoints called through either the Adapter Endpoint Process Step or Workflow activity 

no longer need to be enabled to be used at runtime. 

MOD - Dynamics CRM 2013 Subscription Adapter - Added a send timeout property. 

MOD - Salesforce Adapter ς When generating XML and XSD schemas from the Meta generation tool, 

those documents stored in the Neuron ESB Repository will include the Salesforce version number 

configured for that endpoint. 

MOD - Salesforce Adapter ς Now supports latest version(s) of the Salesforce SOAP API - Added support 

for changing the Salesforce SOAP API version. This includes a new adapter property, along with adding 

an annotation to updated schemas for which version of the SOAP API they were generated with. Also 

modified the Neuron ESB Schema version number to match the SOAP API version. Current support is for 

versions 28.0 - 33.0.  

FIX ς The SharePoint 2010 Plugin ς referenced incorrect versions of Neuron ESB assemblies ς the correct 

versions are compiled against .NET 3.5 




